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AETd, PLOP/PLOPDS o= R I ALY —id, TA47 T UDHERITHIEL T\
WEREN DI &b TEET,

» PLOP/PLOPDS 7’uaz/' 7337747 Z Y%, NET:Java (B—7L v F&5ETe) -
PHP« 7L — CCH T 7 U r—a VRS, < b TS S X 2B ER
RICRL<HELET,

PLOP/PLOPDS A4 AL, a~w  RIA4 Y=V T3 AT Z VDM ITHE B/ X—L T
W7,
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0.5 PLOP 5.1 - PLOPDS 5.1 THL Ko /A

PLOP 5.1 128} D AT & -

» FEHEEYX 2 VT 4 FUZAEHEIC L o TR SN D ZEHEOES I L TxE
a1k

» FEHEY X 2 T 4 A HOTRE B SN TV D CEDOFEME TS T 5720 pCOS A
vET72—2R11

s SRENAYT AT ET Ty N T A —ARIEDT v T — b

» EEANAACT A UTHE =NV OFTDEESETRATEELRE

PLOP DS 5.1 IZ31F 2 B4 BE DT & -

» RFC 5816 (SigningCertificateV2/ESSCertiDv2) (\ZHE o725 A LA K 7 ILER O BT

» BREERT DEDT 7 ANY A X LA b

» OCSP Db DHAI L TH T ajE

» [E#% CRL (25t

» CRL Bf5% L 0 B2, FPHIL 220 HTTP ~ ISR

» PKCS#11 =2 DN W THED b — 7 U HERERED 55 £V 24 9 [BHER

» =R 2T X2 T BV 22— (HSM) ZHWEZE4 12500

» 57 % /L | T PAAES/CAdES B4 % £k

s Nyl s BADOTD OARIE B Y LS B 728D PLOP DS D h A & A
ELVR

» PDF AWBICIBIT HNNTETE, 74 —A7 4=V R4 « XMP 7 a /37 ¢ 5

» PDFlib & W TEIBEL R & Ak 5 2 — K 7 L% B0

» SNERIG bV —F & PKCSH#IL A2 % 7 =— A& U T, BIFE0ALZ L il
SHDLDDOFI-IRE LR R
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PLOP 0D E&R4EE

SEER PLOP DS MDEBEFEL DT DEMAIZDLNTIL 2 E TPLOP DS DEMEE (BFE4) ] (29

1.1

RN—D) THRHELTLEY,

(¢ N3 —
NAD—FKEXxa) T a4 LHER
NAT —RZHWT PDF XEEZK S - 85752 &, BLUOMERGIRICOWT, ##L
A58 IRATY—REF=2UT 4] (57 =) THHL TOWNET, AECITHE & .
FIZLDDOWL OB #RL £9°,

XL UTABEEITYY pCOSTRTTIVITAET 2 —RAERNT, NAT—F
X2V T A ZHOTHRESIN TS PDF XEOSEFIER X2V T 4 EEZ /Y
TLHIENTEET, LERBEEMFOHL &515%. X TD PLOP /Sy —IIZ A>T
W% dumper X =% FNVNTRSLZENTEET, PLOPa~v NI/ Y —LTIh
RIS T 247> a i3 —~info TF (1.6 i T3(EEHRE 7=V ) (22 =) IZh D%
ZH),

NRAT—RFZRANTXEZEElL CEAEH ST 521, PLOP create_document() T
userpassword # 7" = > ) masterpassword &7 a ¥ (IpWLIEH) #ELEY, -
L, 2P —RRAT =R ST AL =R R — RN BUETT R, TOHFETIED
D EHA, PDF XEEEE(LTEY 0 FLa—R %, $_XTOPLOP Ny r—IZ A>T
W5 encrypt ¥ FVTRL ZENTEEY, PLOP I~ F I A4 Y—LTIhG &5
7247 a & --user & --master T,

Bl: =P — R T —Kdemo b ~ A X —/S2T — K DEMO% AW T 7 7 A LV EIEEAL:

plop --user demo --master DEMO --outfile encrypted.pdf input.pdf

EERHEBERTE HRHIREZEET 5121, PLOP create_document() @ permissions 2~
arTIEISERF U —FaREL £F (£5.3 (62 3—) 2M), PLOP a~x
T A =TI EEMe A T Y 3 1T —-permissions T, 7272 UMEBRFR E IS IT 4T~
AR =AY — R BYLIETT,
il : v~ A2 —/X2T —F DEMO % IV TLEER L L, o, CEDHM & NED
B —ZAFEA

plop --master DEMO --permissions "noprint nocopy" --outfile encrypted.pdf input.pdf

NRRAT—FREINAhTWIXREEE CGEEE ST 521X, PLOP_open_document() ®
password %7 3 v Gyl =P — RRAT =R~ AL —RAT—REREL 7,
PLOP 2~ > K I A — LTI EEiZe 47 v a 1% —-password T,

Bl . v AZ—/RAT—R DEMO # T LD T 7 AV ZWE, ANILECT 7R
FIRAEA ST ThH, TRLIRTITHRESRET WHRESSNEOT) :

plop --password DEMO --outfile decrypted.pdf encrypted.pdf

L L EROS SR AHR 5.3 2~ RIALTRRAT—REXa T ¢ &)
(64 =—) IZHV £7,
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fEEAEtrX YT«

FERAE A W T PDF SCEZIE S - 55152 &, BIUORERHIRICOVWT, #L <X
6 % GEHEEX=UT 1) (67 %—Y) TuHAL TWET, KECIIHE L., FELD
DN ONDFZERL £,

XU TAR/EEIILY pCOS 7¥ul I 7 A4 F7 -2 T, EHEL
X2 UT 4 EHOTRESN TS PDF XEOSFS EeX a2 VT 4K EEZ 7Y T
HTENTEET, RBERBEEFOHL &51H%. +XTDPLOP /Ny 7 —IIZ A>T
% dumper I =Y T NVNTRLHZELNVTEET, PLOPa<wr R I A4Y— /L TIHIZ
BILT DA 7Y 3 d--info TT (L6 Hi SCEHFRE 7 =V 1 (22 X—=)12h D614 5 M),

RAEEZAVTXEEZRBEIE SCEART ST 521X, PLOP_add_recipient() % T3
1E35 5L E certificate %R EL £9°, PDF XEEK (LT BT La—KE, §TO
PLOP /X 77— Ao T 5 certsec o 7V TR AZ LN TEET, PLOPa~<wU R T
A =TI EESMiZ AT Y 3 i -recipient T,

Bl : GEEE HWTT 7 A VAL

plop --recipient "certificate={filename=demo_recipient 1.pem}" <=
--outfile encrypted.pdf input.pdf

ERGIBREZEE H2OZEHE T 2HEMBIRAZFEET 51213 PLOP_add_recipient() o
permissions 7> 2 U EEEL £7,

Bl BAHZEEDIZDOLELEZF(LL. 222, HE I —NRFIIRD L0 %
OO HERR 2 IR -

plop --recipient "certificate={filename=demo recipient 1.pem permissions={noprint <
nocopy}}" --outfile encrypted.pdf input.pdf

MAEEX1UTAZAVTRESATVWINEEZEE HELE ST DHITIE. PLOP_
open_document() O digitalid + 7" a > CHibl725% 5% 1D #HEEL £, PLOP 2~
KZ ALY — VTN G247 a i —inputopt TT,

Bl s RAT— R {R#ESN TN D PKCSEI2 7 7 ALOHFTHLND TV H /L ID & A
TIEDO7 7 AN EES

plop --inputopt "digitalid={filename=demo_recipient_1.p12} password=demo" <
--outfile decrypted.pdf encrypted.pdf

WEL LEEDS BRDHIN 6.5 fi (2~ KA CREBHEF =) 7 ¢ &3l (81
N=D) ZhH Y T
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1.3 Web it (#8#21E) PDF

PLOP |%, PDF CEIXI L TRIBIL E WO B E T Z LN TEET, TIhbEEND
FePEIL. Acrobat Tix Web RRRICEREL) LMHZILTWET, BRI, PDF 7 7 A
NOFDOSESERA TV =7 b &R L T, BEHREMIML, ZHiCk > TEREmEL —
LET,

BIALENTWRW PDR 1L, 79 AT bAERT LIk ShALENRH Y £, B
I AL S L7z PDF THILEZ, Web Y —oNF, NA b= 7 &0 WfiE A TEh
ol =P olRET D 2 ENFREICAR Y £, ZHiZX - T, Acrobat (T UV DT —_
T A LTEIEL TWD) IE, PDF CERNOE B AERINCEGE TE L L5107k v F
T, TORR, 2—P—L, XEBLEARY -5 F T u—RNETT5ETHZTIC, S
FOXEORFR—VOMEE RO DL Z ENTEFET, 2T 2—F—KBRom L2 7=
5L ET,

7272 L. Web — " PDF 77— % % A N U — AEET B 5E1L7 7 U Th - T, PLOP
TIEH Y £ A, W, PLOP 2, /XA MY —E L F 0B/ PDF 7 7 A V&K T DHDT
F, PDF DN A F Y —E U 7 EEATH720120E, UTFTOTRTOEFENMmI-SI N ME
NHY FET
» PDF CEPBRIALIN T D HENSH Y 5, ZHULPLOP THEITE 9, ki,

5l E 71318 5 & BRI ] ATRE T, Acrobat TlE, 7 7 A AL EN TV D

MNERRDITE, ZOXLEOT T 2 BLET (TWeb o AIZEEL 13 ]),
» 22— —73 Acrobat 7 T UV DT T AL TESTWT, O PDFE 2—7 T

NV LDHF T a—READNTL TWBHLENRSH Y £ (Acrobat X/XI/DC : [

& - BEREl - (418 —F%vy ] - [Web RRAICEBEILZHA), T

T 7 4V N THMIZR S TWET,

PDF 7 7 A LR KEFIUIKEWVIFE (R—VETEHDIZEL MB TEHBICHEL), £h o
% Web TREZETDBICEZ TEX BB BEITIRE 20 £,

BIAL EF B,/ H S5 CEAREE T, 72720, BRESNTWD T 7 AL &R
ALT B0, @R~ AX =AU =R Z2 52 20ENH D £9 (F5.25M1),

BRALETFANY AR BIRLIE. KE 7 PDF LED Web N—2FRD M & HIET

HLDOTTDT, | R=YLEZHLTEHEVERRD Y FHA (FRETT M), L~nL.,

Acrobat D/XTIC L o T, /INERBIAL ST SCEITHE IR CEL L TUE SN DD o

FTIEH Y FA, 72 & 21T, Acrobat 134 KB L W /NS T _RTOXELIFRILCE L

Rl E9, -
Acrobat X, 2 GB £V KX 72 PDF XEIZHOWTH ., filb SN Tnb & RAL A,

PLOP T PDF XEZ#K BRI EZHENT SITIX, PLOP_create_document() T

linearize 77> a v Z¥EEL £, —_—
PLOP v R I A4 =V TZNEEMARA T a i —-webopt TF, il : 74 L

7 hUNOFTRTO PDF LE (ZHHIEWTRERAY =R BNBETRVEETHE) 2/ —

FBAbL, TET 7 ANEX—SF v bT 4oL 27 bV output ~= & —, FEMEL L 2 13,

T_TOANS - HAT 7 AMTHONTE O Z D4R ZHIT L £ ¢ —

plop --verbose 2 --webopt --targetdir output *.pdf
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miEt (BE1b)

PDF SCEZ RS HEIZ, PLOP L, i & 8 FABEICMZ T, 7 7 A Vb % i

TZELTEET

» PLOP X, [Al—7 —# OB\ HHBA KRB L, LELST X TOA L A Z U 2 2HIBRL £
Ty ZHUTEILT 42 FREBEBHR L2 T, TNRLANOFEEHDOT — X IO
THHEHAENDZLBHV ET (ICC a7y ANLER, HHNIN—VREKRTEZ
b, TONBENELT LE—THNIT), HORAENTND 7 4> FRHERIT, & LAt
D7 F v FRHBONENE-ZLFRILTF—2 ThhiE, HlisnEd, Hikshi-
T—A~DBRITT T, Z2O7 42 NOHBOERI NI AV AL A~DSEA~E
Sz ONET, 72 ExIE, 5O PDF XEEAKL T—oOXEIICLEEA, b L
ZNHIZEL 7 v FBHEOIAEN TV BIE, TEH N -7z PDF OIS 7
THY N T=EREENTLE /MRS Y £, PLOPIZZDILER T 4 T —
ZEHIRL T, FDOT7 4+ hDF—F% 1O L £,

 EHENTW WA T V27 M iE, AR=YaLsvarvi L TabnsEIic k-
T, PDF 7 7 A A GHIBRENET, HAEIZL 5 TE (Acrobat @ [&EIZE F T THREF
) S TRIBTRE...) a2 R TR B a2 FAMER SN TWS &) Acrobat
X, BHEIERE 7 7 A VISEIL T, XEOURTOREZFZ L EEIZL TWVET,
PLOP X, XEOH WA= a ZEE L1247 V= 7 2T THIBRL £97,

PLOP TiX, #2728 5 X 9 b DL )s (7 4 v b OEDIAZLERDTZ Y |
BgEL T TN LT E) U ITWER A, ANEFoLKFEILE T EELE
RLUTEVEIRIL 720 32 72D I BERIERN T T, ARSI E/HBRNET,

ZAICHE, EAT Y27 bOMBEDSH D PDF XETIT LK —HDHER-o>TND I L
ME, ZORBEVAERITT 7 40 h TITES L 72> T ET,

PLOP #FALVT PDF XE#®REIL & i bW ¥ % A %) 1C ¥ % 12 1%, PLOP_create_
document() T optimize=all % 7"> a > % HE, HDHWX, PLOPa~v» KJFA4Y—LT
--outputopt =7 a V EREL £7,

Bl : PLOP 2= R T A Y — )L TXEL K

plop --outputopt optimize=all --outfile optimized.pdf input.pdf

PLOP ZHAWTXMP A 4F—4%kE 77V r—3 310k -> Tl PDEHAIC, b
HPDIRMTHUIEL R DD TIERWVWKED XMP A X T —X &2fHF CTAERT 2L 0O0H
D ET, WS EIZIE, PDF 7 7 AVEEOY A XDIFEAEE XMP AZ T — X3 H
DTWBZETHHYET, 29 LEHEEIE, EELWXMP LEAX T —X % PLOP
EFHWCUTO L) CETEEY

plop --inputopt xmppolicy=remove --outfile output.pdf input.pdf
THICE ST, FEMRAZ T =2 %K 51D VIT PDF 7 7 A A X% KIgITHIB T &

HAREMED D U 5, XMP WOREAERR 1/ (PDF/A O Db O%) BNhkbhbdZ b
ICRBEL TLIEE N,
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1.5 48 PDF ICH T HBEE—F

PLOP |Z. B8 L TW5 PDE 7= DEEE—R 2 FELEL THBY | b AEOMETEL
IG5 Z ENHREIC o TWET, L2L £RUC, PLOP 2MEE TEFICHES SN A
#H PDF XELH Y £7, —

PLOP ZFL T PDF XEAEMBHE EHEE— NI, BIAL TV 5 AIC PLOP A&~ 72 —

L EICHBCE TR Y £9, LA L., PLOP_open_document() O repair=force 7" =

VRS T, SGEE B SBRISATS MEDSEE Z D ano A I b BEE— K 20k 45 2 —

EHLTEET, PLOP 2~V R I A4V — LTI ESMiARA T > a X —-inputopt

repair=force T¥, EEE— N LTI 51213 repair=none ZIHEEL 7 —
il : PLOP 2~ R J A Y —L % FIVCSCE O B % T

plop --inputopt repair=force --outfile repaired.pdf damaged.pdf

SEFHAE XMP * #F—4& PLOP %, XMP A ¥ F—4ZNOHHFOMEEERL £9, L —_—
ML L > THBETERVWLDOLH Y 7, 72 & 21T XML A ¥ 7 — 4 1 XML fi#fR
T —HFXEILUEEAIITEIC, 0 XMP IZEAREL S Ed, PLOP Ti, 4 —_—
273 XMP T » 7o 56 O WBEMEZ R 2 7290 0 xmppolicy 72 3 & $2fli L T
WET, FEL I TELZR XMP A X T —X2 O] (256 X—) 2L T E I, —
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1.6 XEF®HMZITY

pCOS A > H 7 = —AZHOWTFEEL <IE pCOS XAV 7 7 L v AT L T\ E 3, PLOP
FTAT T VIZABINTND pCOS 7T r s FI v T A B 7 =—A%H 2L, PDF XED
SFESFREMA /) THIENTEET, pCOS FANVTLEFRE 7= T 59
TNa—R%E, TXTOPLOP /RNy 75— A>TW5DH I =% 7))V dumper TR Z &
NTXET,

PLOP 2= R T A Y — T EFEli/e A7 L a id--info T, #: PDF L#EIZ

B+2tx=2U7 4
plop --info *.pdf

HOBMEFR

Zo7ay g AERNHLOHIFERIILTOL 912780 £9

File name: PLOP-manual.pdf
PDF version: 1.7
Encryption: No encryption
Master pw: false
User pw: false
nocopy: false (copying is allowed)
nomodify: false (adding form fields and other changes is allowed)
noannots: false (adding or changing comments or form fields is allowed)
noassemble: false (insert/delete/rotate pages, creating bookmarks is allowed)
noforms: false (filling form fields is allowed)

noaccessible:

false (extracting text or graphics for accessibility is allowed)

nohiresprint: false (high-resolution printing is allowed)
plainmetadata: true (metadata is not encrypted)
Linearized: true
PDF/X status: none
PDF/A status: none
PDF/UA status: none
PDF/VT status: none
Tagged PDF: false
Signatures: 0
Reader-enabled: false
No. of pages: 172
No. of fonts: 12
embedded TrueType font PDFliblLogo-Regular
embedded Type 1 CFF font ThesisAntiqua-Bold
embedded Type 1 CFF font TheSans-Italic
embedded Type 1 CFF font ThesisAntiqua-Normal
embedded Type 1 CFF font TheSansMonoCondensed-Plain
Author: 'PDFlib GmbH'
CreationDate: 'D:20160420105759Z'
Creator: 'FrameMaker 11.0.2'
ModDate: 'D:20160420112723+02'00""
Producer: 'Acrobat Distiller 11.0 (Windows)'
Subject: 'PDFlib PLOP and PLOP DS: PDF Linearization, Optimization,
Protection, Digital Signature'
Title: 'PDFlib PLOP and PLOP DS Manual'
XMP meta data: is present
Encr. attachm.: no
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1.7 XERHREBZHEA - SHAEY
PDF TiZ, CEICHET 2 —IEREHOXEA YT —X L LT, 2 00MEEFHT S 2
EVMTEET  CHERHEE & XMP A Z T —4Z T,

TEFREE &1F, F—I2FFNEEEST 2L O TH Y, HE LI THRNMITS —
DOERERFL £, ERFEALOHERX—TH D Subject - Title + Author + Keywords 73
ELFHENTOET N AMICHBFEEDOHDOTZDIHEEDO I A X AX— 2 EHTDHZ L S
NTEXFET, CEFREDIL, H< T IARMED PDF AZF—FThHhDHEWNH =
LB TEET, .

PLOP % 213, H LW ICEBHRIEB 28N L 729 . BEFEOEHIER OfEz B &z 72
NITHZEMTEET, ERFAHAODHEADL I AKX LADHEALRERGETT, A)ILEDOH
WZXMP SCEXZT—2RBH o5 T-5EI1E. AT —F DS EROTZDIZ, TXTOE
HKFEHEWEE DS A XMP 2 ¥ F— 2 ~RIH s £,

PLOP TXEIFMIER # /A SCEIEHIEE 2% 8T 5 121%, PLOP_create_document() T
docinfo * 7> a v EIREL £7,

Bl - EFHEHSCEEWREE [Subject) &, T A% LEHRIEE [Department] % 457E,
728, Product Manual] %71 a3 T TANR—AF ¥ T 7 X Z#L TV Ed

docinfo={Department Techdoc Subject {Product Manual}} -

ZOF T asE, LFD X S I2--outputopt &7 5 L ink PLOP vy K5 A0 —
N~5.225Z L HARETT

plop --outputopt "docinfo={Department Techdoc Subject {Product Manual}}" < —
--outfile output.pdf input.pdf

PLOP ZAVTXERBBER£HAMY PLOP I A7 7 VIZHE SN TS pCOS 7' 1t
TIIVT A HE T 2—R &Mz X, PDF CENS CEEFRIAE (F— &) 25AmD
ZELTEET, LERBEBIEFRHL E51EKIE. TXTDPLOP Ry ¥ —TIZ A>TV 5
R=Y TNV dumper TRHZ ENTEET,

PLOP <> R I A Y — L CZhIUIKHIET DA T T a id--info T (1.6 & (&
BifE 7T (223—) ZbsHBlE5MH),

PDF/AICH I+ BZXEHFRIEE PDF/ABUS TIISCEHHE B I3 U TREBIZZELY s
BHEMTONTNDZ LIZEBEL TLEE N : .
» PDF/A-1 : fEHESCESE@IEE  Title - Author - Subject - Keywords « Creator * Producer +
CreationDate + ModDate 13 (FE XMP A X T —X LRI ESN TV EIMNERH Y £7, -
PLOP (X Z D& HEICHEBLL £7,
» PDF/A-2/3 : SCEMSHIE B IEFIEL T LW TF 4%, PDF/A #ELY — 4 — (2K - T —
MINZTFUT Y FEA, ENOPFET DHEITIE, CEXMP SRHIL T~
ETHY ., ZHULPDF/A-1 DA LFIT < PLOPIZ L » CHBIIZIThILET, —

17 XEBMEBEHEA - ZABRY 23



1.8

24

XMP A3 T—RZHA - ZHAMY - RE

XMP (Extensible Metadata Platform =4LiErRER A X T — 27T v N7+ —24) 1, 3%
SFEREBRFEHL T ONRT 4 2o XML 7L —A U — 7 O—FfE T, LLZFDLREITHN
BRT 5L 912, XMP 1E, lx OEFEERTZTHI T, DAY LAOIRAS —<% A
THET D2 b TEDL LT TNET, XMP IIXXEFEHREEH LD B IXHMITHES
THY., F7- PDF/A S S FEEFKICBWTHEE SN T ET, £ OERMH
RS, XMP IZEASWEHKE, TUINA AT IRV TV AT — A 5% S F
SERBET SV r—2arDFEDITEEL TWET,

XMPIZET 2 & 0 3L WIFHRL MO TERIE~D U o 7 53 www.pdflib.com/knowledge-
base/xmp-metadata/ \Z% ¥ £7,

PLOP % 2 13, PDF SCEIZ XMP A ¥ 7 — X Z4fi AL 720, PDF 7 & XMP % #iAH-
20T N TEET, FHASHTZ XMP ORGEL T 2D T, A& s s
PHEITH D Z & MMEIES NV ET, ASISCEN PDF/A B ICHEILL TW A, 21—
P—235.2 % XMP (%, PDF/A TEDH HILTWD XMP OFEBRANCHERLL TRz
DEHA, T LBAl (XMP JEEAF —~OfGEEZ &Te) (2O TH PLOP 3%
1TWET DT PDF/A AJNZ2—HF =25 52 37z XMP &1 % 7= fE R 23003 YEHL PDE/
AT D Z EPRESNET,

PLOP (2L % XMP Offi Nk, LTORRZIZL D &5 R TRHT S Z &0
TEXET (WY aNIZ PLOPF A ARV E 2= a VITEENTHWDLH LTI XMP 7 7
ANDLRTTY)

» XMP 2 % 5 — % % PDF/A SLEIZBAN, PDF/A S TER SN TV D XMPIRIEA ¥ —=

Wb 3t L CWES (machine_pdfai.xmp)

> TUBNMEENTL L H U LEO AR v U EBEEEIER LT XMP AZ T —Z &EM

(engineering.xmp) ,

» Ghent Workgroup (GWG) Ad Ticket A — AZfEo 72 XMP 2 # 7 — % %38/ (gwg_ad_

ticket.xmp) , L <1 www.gwg.org/download/job-tickets/ % ML T 72 &0,

» DHE O XMP A #5— % &8/ (acme.xmp) .

PLOP ZFAWWT XMP A AT —4 %A A X T — X ZHAT D701 HEh7e XMP 2
ST =2 % UTF-8 JE: TR D7 7 A VEARKT 2013 H Y £, XMP ZAT 21213,
PLOP_create_document() T metadata 47> a » #HEL T, ZOF 7 a LiE, W
OOV T AT ar b HESNTWET, PDF LEICXMP 2 AT 5971 a—
K%, F_XTD PLOP Ny 77—V IZ A5 TS I =% )b insertxmp THR.2 Z LN TE
7

Bl : gwg_ad_ticket.xmp £\ 5 7 7 A LDvE XMP A &7 — & &AL T, XMP 2004 {2
HERK IS L TZD XMP ZEESH 5

plop --outputopt "metadata={filename=gwg ad ticket.xmp validate=xmp2004}" <
--outfile output.pdf input.pdf

PLOP #FHWNT XMP A 4 F—42 %#HAMY PLOP 747 7 VIZHM SN TW2D pCOS
TulSI T A BT 2 — A &E 21T, PDF XENDS XMP A 2 F—Z ZHi+5 2 &
HTEET, LERBEEBIFUOHL L5180, XTD PLOP Xy Fr—U I A>T AE I =
P T dumper TRAHZZENTEET, 72720, 2OV TV dumper DOV T v
a— R, EBRIC XMP X ZF—Z ZEFL TWADTIER<, BIZXENTR M- T2
XMP DY A Z&|EL TWDIZIFTT,
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http://www.pdflib.com/knowledge-base/xmp-metadata/
http://www.pdflib.com/knowledge-base/xmp-metadata/
http://www.gwg.org/download/job-tickets/

PLOP 2= R T ALY — V&S T XMP AZF—Z &4 2Z LI TE 8 A,
WHTIEIRSI72 pCOS <~ R TA0Y— L& L TR Y, 2% 21X PDF NOtE
WA 5 2 ENFRETT,

PLOPZHAWTXMP A 8 F—A2%KRE LEICE > TUL XMP A4 T —F ERELZN
BELHDTL LI, I2& 21, 2R HITREBRO LENRITEEL T RWED R H
DETONET, ZHIIPLOP TUTO LI ICERTEET

plop --inputopt xmppolicy=remove --outfile output.pdf input.pdf

XMP A ¥ T — % % BrET DB IE U] 1 (PDF/A OO b O%) BNhbihd 2
LIZHEELTLIEE N,

|HE XMP X 2T —42 O/ PDF LHET & ZT XML L~V TR & DV T XMP/

RDF L~V TR/ XMP A X T — X % ZATWDLZ ERHY 7, PLOPIXT 7 4V b

TED LD 2 E A LA AIFIE L £9, 2D X9 R AT LEIT OV T I D i

BAEATWIZWIETX, PLOP_open_document() (2%t L C xmppolicy 7" a & FHW iU,

UTO%EGEKRTHZENTEET :

» xmppolicy=rejectinvalid: 7 7 2 /v Ti%, #2h72 XMP 23 & 1UIZ PLOP (X PDF H{ /7 & 4 A%
LEHEA,
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LldDa<x I AFOCHLIE, UTOL S0 £9
plop --signopt "digitalid={filename=demo_signer rsa 2048.p12} password=demo ltv=full <
crlfile=PDF1ibDemoCA_G2.crl rootcertfile=PDFlibDemoCA_G2.pem" <
--outfile ltv-signed.pdf input.pdf —

ROBFITIL, b%&owpitiawm FEBITEAREHENICHAEL TV D ERHEL -

TWET, BHERAECITET ZO L IR TWET, ZALOEMETICBW T, A

Tavitvsfull 5% 52 L2k 0 T LTV AMEBABNEREND X HIcTd 2k

NTEET

plop --signopt "digitalid={filename=signer.p12} passwordfile=pw.txt ltv=full < —
rootcertfile=RootCA.pem" --outfile ltv-signed.pdf input.pdf

BI592% PKI ONFIZE > UL ZINTIHRED TRWAREMERDH 2 Z LICHEL TLEE
W, FFIZ, REHRIL. OCSP/CRL FEHFE & RFZIERIERICH L CHRIHATRE E 7> T D
PVERHY 97,

2.7 PAdES £ 4

& FE PAAES B4 1%, PDF BA %% B L T, BU OEH A2~ L5 IcL=b0Td, &
FEXERBAA TV a v EHWT, SEXERFED PAIES ([>T B4 & EKRKTH 2 —
EMRTEET, HEZE LLTFOa~wr KT A%, PAIES 23—k 3 (PAdES-B) X~
T EARBL AR L 9 -

plop --signopt "digitalid={filename=demo_signer_rsa_2048.p12} passwordfile=pw.txt <=

--outfile signed.pdf input.pdf —
UTDa<yRZ A3 BRBR Y & —i5F % %5 72 PAJES 73— I 3 (PAJES-EPES) -
o T2 B AR L £7

plop --signopt "digitalid={filename=demo_signer_rsa_2048.p12} passwordfile=pw.txt <
policy={0id=2.16.276.1.89.1.1.1.1.3 commitmenttype=origin}" -
--outfile signed.pdf input.pdf

HIZFEL <IX 7.7 i [4HE CAdES - PAAES B4 HIkE] (124 X—2) 2T H A<,
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2.8

2.9

== L=

EFERZHEREL

BFEAE, REARFEIBADOAFT Y U FILL T SR TDHZ EBRTEET,
ZOHRRRIUL, PDF LFEL L THEZONDILERDH Y £F, ZHIFBEL T +— LT 4—
R PICEESNET, ANLENELT 4 — VR 2 ELEEATORVERIZIE, AD~
ETA—NVNEEZEZDBERLY £T, UTOa~vr P74 03, fRIEHE
signing_man.pdf %7 4 —/V R EFERNICEEL £ :

plop --signopt "digitalid={filename=demo_signer_rsa_2048.p12} passwordfile=pw.txt -

field={name=Signaturel rect={10 10 adapt adapt}}" --visdoc signing man.pdf <
--outfile signed.pdf input.pdf

SHIZHLIT 1318 797 4y 7 ZHnCEL 1T (98 =) &2
HALTEEN,

ERTOANRT1%EHTY)

PLOP DS IZNR S LT 5 pCOS 7 m 7 F I T A ¥ 7 =—R% T, PDF (ED
BAREE 7TV T HENTEET, pCOS 7 v /7 v 7D LY v 7 interactive_
elements/signatures 3, B4 OFER & NE % 7 = ) 2 k& FEARL THEF, pCOS %
WTHEERE 7 ) FT57200Y 7 ra— KRB, §_TOPLOP Ry 7 —VIcE Eh
TW5 dumper X =% 7 VRNIZHY £9, PLOP A~ FF AV —)LTZHUTHIET
LA 7 v aid--info T (L6 Hi [EHFHREZ TV ) (223—=) 25H) .

plop --info *.pdf

ZoTar T AROHLIE, LTO XS iz AL £

File name: hellosign.pdf
PDF version: 1.7
Encryption: No encryption

Tagged PDF: false
Signatures: 1
signature field 'Signature1': invisible approval signature, CAdES
Reader-enabled: false
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PLOP - PLOPDS O KRS A4y
Y —)L

PLOP - PLOPDS OAR > KSA VAT ay

PLOP « PLOP DS IZMAAENTWDH A~ KT A Y — L& fHES L —HITrr oIy
T EATHOMER LT, 1 RV LD PDF rE kL T, Wiaib - 5 - Bt - &
WeBAHAEITOZENTEET, 612, ZhEflio T PDF XEORELZ U T5H 2
LA TY, PLOPDOT 0/ I 0%, BERa~vVNIA AT arTHIETLZ &
NTEET, ZHF LRV LEEDOAT PDF 7 7 A MK L T, RO L 5 ICHEOH S
NEYT Ay amoOxy VIEF Ty a7 LT

plop --help

plop [ <— kDA T 3 V8> | --info [ --outfile <T7AILE> | <T7AILB> ...

plop [ <—fEDA T a VB | <EMA T a Vi --outfile < T 7 ILE> <T7AILE>

plop [ <—fEDA T a3 Ui | <EMA TS a3 VB --targetdir </XRXE&> <T7 A ILE>...

PLOP 2= R J A2 Y —id, PLOP 7477V RIZRDIETHELNTWET, 77+
VR TIEPLOP E, AL TV 2 2 LMD o I ANLFRIZOWTUTEEEZITVET, 7
AT Z7VDOF T ark 8F PLOP-PLOPDS 7477 U APL Y 7 7 L > A (129 ~—
V) OF T a v —EITHE S T, —-inputopt + --outputopt - --plopopt * --signopt + --visdocopt
AT arvEESTEXDIENRTEET, K3VIWTITOPLOPa~v» I F7

varEFFET,

#£31PLOPAYVESAVF T ay
A7 ay 51%

@filename'

--help, -? (F1=TF+
JyaviL)

--info, -i

--inputopt <HxFvavy
Ab>

--master, -m CINRT—FK >

--noreplace, -n

--outfile, -o KT74I%>

;1
AT avBOVRNERT, ChE. T7ALED -F 59 2T
F2TWRAERICRILET,

FTa L BERNEET D, AR filename EHDEE T 7 M ILEIRE.
EDEMIE. TIEET7AIL] BB8R—) 2BBLTLESL,
EI7AIIE, —F TP a3 DRI, HDORERHD filename DRI THHERHE
Sh, Tz, thOA TS I VDI HMEBESHBZ Z=HICAWNSZ LIET
EFEEA.

FIATERATvavaFELdiALTEzERTR,

ABDT 7 AT BIREEFERE KRR, PDF BAXERS L FEE A,

PLOP_open_document( ) [IZXf9 54 T3> ) A+ (F83 (136 R—)
SR)

HADIYREZ—/INRT—F, A7 a B LIFNRRT—FAZLZEKL
£Y,

HAT7AILNT TICHEET RIS, LEESATITHNNERE, T
THILb HATF7AUDRT TIZEELTWTELELEEETINETS,

(--info DHFZEZEBKRIT. b &2 E 1 EDANXENWE, --outfile
& --targetdir DEL M1 DEEZDVEAHYET) HAT 7ML
fo ANEHRDDT7ANERBFRBIVENHY ET .
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£31PLOPARVKESAV ATy

*Fvav
--outputopt

--password, -p

--permissions

--plopopt

--recipient, -r'

--recsize, -R

“

--searchpath, -

--signopt, -S

--targetdir, -t

--tempdirname

--tempfilename, -T

--user, -u

318

<AFvary
Ak >

CISRT—FR >

HERREE >

KAxFToary
AR >

<AFvary
Ak >

A=k
x>
ISR >

<AFLary
Ak >

<TFa4LILY
&>

<T4a4LIRY
%>

KT7AINL%E>

KINRT—F >

BeE
PLOP_create_document( ) IZx 9 24 T 3> ) Ak (R85 (140 R—

ANXE EHA) OFEHDI—HF—NRRT—RFLIFITRE—/IR

J—FK, CONRRT—FRFTRTOAAXEICKHL TEONES, BE
BINRT—RFHAXEBICE>TREAED LERK, ThZTIABEOTRT S L
FEUH L TRETIBRENHY FET,

--inputopt ZAVWTTZRILID BAEZ SN TV EHEICTIE. TD/RR
J—FRIEZO D ICERINET,

(--master A --recipient ANLZE) HAXEIIHTEHT7 I XER Y X
ko F—7—K noprint - nomodify - nocopy - noannots - noassemble -
noforms - noaccessible - nohiresprint - plainmetadata # FE DK E
HET (53 (62R—) BB), COMIZ, ROF—T—F3HEZF
T (T4 ERFIREL) :
keep ANXEDERBRELSIEHEET, AAXELI S5 EH
FHBHREICEREZMAS=HII. COREITF—T—F %
BMLTBEFEETSHIELTEET, i : keep noprint
SEBAZE X2 T 4 E— K Tl& plainmetadata DHHFRShEFT, thd
HERRFIRRIL --recipient #FL a3 > 1) R k@ permissions #FS 3> T
BETEFET,

PLOP set option( ) [Sx3F AT a2 Rk (R813 (159 R—2) &
M), ThEf>T. license £f=I& licensefile A T 3> %#iEI =
EMAIEET T,

SIBAEEX 1Y T A ZAVTREINATVEXEICH L TREFZFEM
T % 1= PLOP_add recipient( ) IZX T 24T av )R b, ZOAT
2a3VE—RATHLERADLAAELFLVTAE—FIZHYFET, 2D
ZEBITRTOAATZ7AILIZHLTHWLOAET, COF T3
% --master/-m -+ --user/-u & &£ HITELTERHWTER A,

(MVS D#) HAZ7AILDLaA—KH (X, T4k :0 GETOy
)

T7AILDBREENDT ALY F)DERHT, CONRRERAFRFYS
94 I-] THROTIEWTELA (ZFOBELH D L EILEEIC / ZMI1T
F9), TIANLL ALY RTaLY Y

(PLOP DS TO#HFFATEE) XEICEFHICERT 510D,
PLOP _prepare_signature( ) IZ®3 54T 3> 1) X kb (K88 (147 R—

(--outfile & --targetdir DEL LM 1 DEEZHILEAHY ET)
HATALIMUE, COTALYMJIETTICHEL TORITFAIEE
YERA,

PLOP OREPMEBICHELR—B I 7 A ILBMERESNDTAL I L DA
Alo ZICTHE. PLOPIZF—B 77 AILEALYRT ALY R VICER
LET, TIAILEL : 2=

(MVS M #) PLOP DINERMLIBICIHELR—B I 7AILDIILIT 7 (LB,
FIZTBE. PLOPH—ELB—BI7AILAEERLEFT, PLOP A5
TLEBIZCO—HBI74ILEEIBRT 52D0EF 21— —RlO&REITT, T
TJHILE 2

(--master #LELLFET) HADA—HF—/RT—F, #7Larhi
LIFNRRT—FHZLEEKRLFET,
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#£31PLOPARVESAVA T3y

73y 5% Bhe

--verbose, -v 01,23 HMELARIL (FIAILE 1)
o HAKL
1 I53—DH
2 IS—LT74IL%
3 ML AR—

--visdoc KTF7ANER> (--signopt £EBITDHA) BEFERZRRILT H=HICHNLLS
R—TUHEATEPDF 77 1 ILDOEHI,

--visdocopt <ATvavy (--visdoc & &EBIZDATA) BERAREXELTRLHICALGNS,

Ab> PLOP_open_document() IZx 54T a1y R+ (K83 (136 R—)

ZHR)

--webopt, -w PDF £ 1% Web BRIED = I#RH L. Chld Web RBEIEE L THANS

NTWET, T4 BEAELZN
LINFTLavBEREEZS L TEET,

PLOP aTY FSAVEMAIT PLOP 2~ R I AV HMANLTHEICIE, LT OM
Rz P2 BB H Y £7
» A17 7 AV, searchpath & L THE ST XTOT 4L 7 M UANTHREBEINLE
7
» ATV a Ko TIEMREL R TE, RWAT v a v LIREES L AEETT,
» BWNAT Y g VAL TEETH, LELZOARBIEI—E TR TUIRY FEA -
(5l = --plopopt DH>i> V) T --plop) .
s LEOA TV a v EERRIELS L REOLOETRERESNET, 272, £3.1 -
THEEREIEZX 22 L TEL LR L TNDLE TV a VIO TUIZDRY TEH Y
ES VR -
» A7 7 ANVORESARIREBIC K - TE, LB D7D 32— P —RRAT =R h v R
B =R AT — R SN D £9, T --password ﬂ“? T arThHRDUERDY E—
£9, PLOPIXZD/NRT =R B, ERESNLT 73 a TR L THAM S O ER~
(FH2Z2H), bLZS TRWVWE XIS ERESEET, S

PLOPIZ, F7ED7 7 A NEGULBLRVANZ, a2 R IV 2EEH~ET, o<
VRIAVEDEDNEOET T arThHAI E, FORICH T T a VIERY BRD B—
Mol ZIZE, FOT7 7 AN =0 INEEAL, WTUNDT 7 AVENBT X7

WeEEL (WMERNSNAY =R BRRWEDFKT) . =7 — Ay &—IMNH T, PLOP |35k I
VDT 7 ANOME AL £5,

774»% T IR T I REGLT 7 ANAIE, PLOP OXHa~wr RI A4

Y — /L THWD BRI i B LRIV BNPMETT, T XTI X EGFLT 7 -
AN EIRT B0, 77 ANVAEREEL TNV 4 — XX T 757 THH LEN
HDHDTT, U%w%ﬁ RITEERER) 72 ARG IS e > CTRE T F9°, 7= & 21E “pdf 1E
MGOF 47~ URIZBWT, 774»%&%%p#%%ot¢«f@774»%%
LET, 2B, VAT AL TUERILF E/NTFIFEEB I, VAT AL > THES .
FHA (Thbb, “pdf 1L *PDF LRI DGERH Y £9), F7z Windows v 27
ATCIEYUANVRI—RIZ. T T70 0% T 7 2G0T 7 ANVAIIK L UI@nn2 &
WHEBLTLEIWN, UALVRA—RE, MRASAT 4L 7 M VATE RIS T,

AL T AL 7 N URNTIHMESNNET,
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Windows TlX, X TD T 7 A V4 A7 =5 1% Unicode SLFEINZZ T £97, 72 &
ZIXExplorer»b7 7 A )V a~r R7ar by 4 UV RUAR T 7 LEEEIEED
0 ET,

BEIZ7AIN F7vaid, a~r R IA4V CHEHBES XD IFEDIENI IEET 7 4V
THERDHELH Y T, INET7 7 ANVOANEFIX, a3~ R T4 OHT, @filename 7
P a v IR S TENEICHRASINET,
WSE T 7 A AT a VLB EB AR LY TV T R AR T 7 AV TT, L
TOSCEHRANCHE D WERH Y £797,
s ATV a COBEOMEIX, EERXT., TROBAR—R T AT 4 —K U F—
Ve AT OWNTNINTREIDZMNERS Y £,
» BARLTEEGDHEIT, XNV —T—var~—7 ") THIMERHD £,
s ORI ERBEDE TNV —T—ar~—7 300 ETLNET,
s X TN =T =g rw—0EVTFTIMIHNWALTEDIZIE, Ny VAT v 2T
27T N LFTHMERHD E7,
s RNy T ATy aXxy T I XY T IIHWNAZDIE, b)) LEOARY 7 ATy
aTIvAIZLT N\\] ETHH0ERHY ET,

ISEZ 7 ANVEANFIZTEZ LB TEET, T42bb, I8EY 7 A LOHT @filename
EHONTHOT AR AT 7 ANVEZRTDHZ L AEETT,

WETZ 7 ANE, 77 AL - NAT =R AT > 3 2% L T, Unicode X551 % & e
ZENRARETY, &Y 7 A /UL UTF-8 « EBCDIC-UTF-8 + UTF-16 O WD ERT
TR T 52 ENTE, KIET 5 BOM TIHES TWAMENRH Y £, BOM BREOME
RWNE X, BB T 7 AVORRIT. zSeries TlE EBCDIC & LT, FhLSDFTTH
AT KWTIL IS0 8859-1 (Latin—-1) & L TIEIRE N E4,

£Ta—F PLOP a~ FRIAY =LK Ta—FzZRKLETOT, ThEHE 2L,

FRLEBEDRHRDEICETENENE 9D EFRL N TEET

T I—R0:FTR_RTODavwr R F T ar b ANT 7 AR, BHhEIC, 2o
SERIZAEL S N,

AT a—F 1 1l 2V LERO 7 7 A VAT T — 2B & 723, B3k S viz,
P RTO—R2:a<w U RIA U F Ty a NI EDT T =N Joh o 7=, WHILZ
DEFEDENA TS g v OMETEIEL, EOoXES A INTHARY,
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3.2PLOP - PLOPDS O > K S5 4 > DERHI

LR OERMIL, PLOP 2= R I A4 FF L 3 0 DN OO AR LEERL —
TWET, TXTOH T MT 2 2O TRLTHY, 1 FATEHITRTOL T v a v
DEWEREZHNTWETN, 2 FEH CEHASEOHENA TV a VEXEHNTWET, Z
DOHIZH . T O TERBIAE N ET -

» 1 = [PLOP Of#HEE) (17 _X—) (X £ X E/eHi)

»53f [a< R4 TRRAT—R X2 T s 2@ (64 2—2)

» 658 [a<w R4 CitEEX 2 T o Z2@A) (81 X—) E—
» 7.2 TPLOPDS Z AW TEL T 5] (89 ~—)

WL T4V 7 N VADTRTOPDE 7 7 AT D EF 2 ) 7 4 FOFHAERR:

plop --info *.pdf JE—
plop -i *.pdf

T AL M IUNOTRTO PDF LEEZHEHAL (ZhHIZENE /IR T — R BRE &g
), CEXET7ANVEL—F v T 4L 7 U output ~a & —, FEMEL -~V 20%, T
RTOANT - I 7 7 ANMIZDONT, ZEORERFIZARTZFITLET

plop --verbose 2 --webopt --targetdir output *.pdf
plop -v 2 -w -t output *.pdf

AV T4V 7 N VADTRTOT 7 A V%, A—D2—HP— 2T —K demo &~ A
54 —/RAT—F DEMO ThiE{bL, CTE/e7 7 ANV& ¥ =2y b7 4L 27 b output |2
EEET

plop --targetdir output --user demo --master DEMO *.pdf
plop -t output -u demo -m DEMO *.pdf

LB DZAZHREHF I3 L TCELE I 51k

plop --recipient "certificate={filename=demo_recipient 1.pem}" <=
--outfile protected.pdf input.pdf
plop -r "certificate={filename=demo_recipient 1.pem}" -o protected.pdf input.pdf

7 7 A )V demo_signer_rsa_2048.p12 D DT VXL ID %> T, PDF CEICARAROE
HEEK, TUZNVIDIIKTHNAY =KL, 77 AV pwixt IZA> TOET : —

plop --signopt "digitalid={filename=demo_signer rsa 2048.p12} passwordfile=pw.txt" <=
--outfile signed.pdf input.pdf
plop -S "digitalid={filename=demo_signer rsa_2048.p12} passwordfile=pw.txt" <
-0 signed.pdf input.pdf I

BAEAER L, FESBLZNAE LT DU PDF 2 T OFA R T 2720 -

plop --signopt "digitalid={filename=demo_signer rsa 2048.p12} passwordfile=pw.txt <
field={rect={100 100 300 adapt}}" --visdoc signature.pdf <=
-outfile signed.pdf input.pdf
plop -S "digitalid={filename=demo_signer rsa_2048.p12} passwordfile=pw.txt <=
field={rect={100 100 300 adapt}}" --visdoc signature.pdf -o signed.pdf input.pdf I
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4

4.1

R

PLOP PLOP DSSATSUDNE
BINAVTaAVY

ZDOETIL, PLOP/PLOPDS 7477 U D, £ EFEMEO#MEEZHAL 4,

CNAVT 14T

PLOP I, CIZW 20D CH EY 2 —AEMZ CRIBENTHET, CAAT 17
AT DICE, B EIIEAET A7 T Y (DLL/SO) #EHTLHZ LR TE, hk
HDP4/7w~b774meMh%§ SDITTAT Vb —=AEFY 2a—NIIA T
N—=RTERBENRDY £, b5V, ploplibdl.h % i\ T PLOP DLL % E{TRHIEIAIC
BAIATe Z EH TEET GEL IFWRHEEZM),

PLOPD CNAAVT AV I H#FERTHIT7IVr—avidk, CH+aviAZTY V%S
SHERBYET . CNDTAT VL CH TRESN TSR EWLLDOHMEATNSD
5TY. CUVHEFERAT &, RERONEBEARNEL ZEREMELAHY I, =L
HERCHMIES AT SUBRIZHLTTTUSr—Ya vABERMIZY Vo ShhIEZ DR
YTIEHYFELA

IS5—ME PLOP APl TiX, 747 7 U NEASEDHISMIRHLT D& ZTRHEL T

£9, ZhiL. C EFEIC ix4747ﬁmﬂkﬁﬁtm:a%ﬁot@f¢Pmpmw)

PLOP CATCH() ~ 7 u &+ 25Z LItk T, ISR RAELZ L &ICZ T —0HE L Y

V=T w7 OOOHEAOa—RERFORHEND L7 TAT Y ba—R&EED

ZERTEET, b~ uid2o0a—RKtEr7varyE 2ED T b ERAESE
AREMED B D2 — R & o7 try fid, FISMIKRHLT 52— R 2R 572 catch HiTd,

try 7' vy 7N TR Sz AP BB O WF it 2 A S g b ik, 7 us o

LDFELTIE catch 72w 7 DIEEAAT — h A2 F ~T22 B8 & kA’ Ed, PLOP 7

ATV b a—RHNTUTOHUWEFLLENDH Y 9 :

» PLOP_TRY() & PLOP_CATCH() 139" 5HZ T 2 MERH Y £9,

> PLOP_new() WISV & FESEH Z LIx—UbH Y A try 7 7w 7 IXHZN72 PLOP
TVl RNV RNV TORBATE 3O T PLOP new() ~DIEOH LIZH 5 B try
Ty I ONTITO MERD D 97,

» PLOP delete() ’ISM 2 AESE D Z LIx—WH D FHAD T try 7 1 v 7 DI TR
HLTHRETT, catchHioPTHEORHTZ L T £4,

»try 7 2y 7 Lcatch” 0y 7 Ol )i CHWOL NS EHIZHOW CEEHICIEE N LETY,

3yﬂ4ﬁi1ﬁmim/7#%%®7u/7~®ﬁﬁ®%%KowfﬂDiﬁm@
T, ZOHLEIIIR#EY 22— R BNERENDRERH D 3 (L ¥ 2 ¥ B
b7 &),
SV, ZOMEDOREEZ BT 2 72D O AR BANH D E3:itry 7 m >y 7 & catch 7w
7 O FTHWL N D2 volatile 55T 5483 H Y £7°, volatile X —7 — K %
BERTZZET, AT LT, Al itz Z oot L CEA L Z2wn
LOBETHERTHET,

stry 70y P EEDLGAEICIE (return AT — K AL R R EICTL - T, bbby d b
PLOP_CATCH() ~DFEFOH L #3482 L C), BIFMEREIZAN S 572912, return A
T—k A2 - ORI PLOP_EXIT TRY() ZFOH+ MRS 3,

41 CINAVT a5 4




pEET

42

» TRTOPLOPEFENA LT 4 7 DA LR FIANFAEL 72 & (T SCELET
1EIET A HERH Y 1,

UFoa—RiZochonHblZ, 7547 » 32— NTPLOP #4245 B A 5 4
FAEEHITHERL TWET GERRY VT IVNPLOP Ry 7 —VHNIZH Y £97) -

if ((plop = PLOP_new()) == (PLOP *) 0)

printf("out of memory\n");
return(2);

}
PLOP_TRY(plop)
{

/* NPT B # EIEE - (IRMBICFEUHET R T— R A Y R */

}
PLOP_CATCH(plop)

printf("Error %d in %s(): %s\n",
PLOP_get_errnum(plop), PLOP_get apiname(plop), PLOP_get_errmsg(plop));

PLOP_delete(plop);

RAMXFEFH T B Unicode DIF/LN C 70l T I 7SI, A—V a2 ClLIZBW
TDOH, BED Unicode LFHNIHIGL TWET, ZDONR— g T ERIALSERL TS
EIEE VRN T EH S PLOP/PLOP DS IX, F72 235 @ char 7 — # RUZ £S5 72 Unicode
SIS ZRE L T ES, APL B O SITFHIBI O 72000, BRIXFIE L TESINT
WHHLDObLH Y ET, TSIE, length SIEBOIFEL . XFHIDIEHD BOM DAFFEIC
o THDILET, C TiE. length 51573 0 T/ & XX, EOXFFNT UTF-16 & LT
RIS IVE T, length 515230 D & Xix, ZDOIFFNL, UTF-8 BOM Thik o T
UTF-8 & L C, EBCDIC UTF-8 BOM Thh % » TWiuid EBCDIC UTF-8 &£ LT, BOM 7%
RONBRTNE host =>ra—F 427 & LT (EBCDIC X"—ZADT T v h 74— AR
TlX ebedic L C) RSN E T,

A7 av ) RAMIZaT S Unicode DI/LY 472 a0 U 2 FNOLFEINIIHICHEE

BMETT, UTF-16 FZR D Unicode L7 &L TEITDHI ENTET, NARFIEL

TOHERTEDEINLTT, ZOHEHMHN S, Unicode A7 3 IR L Tk UTF-8 238 H W

HNTWET, &7 a3 OMBEIZ BOM 2842 L1k > T, PLOPIZENnEED LD

IR 202 REL £3, 20O BOM 2 AW TXFTIIOEAN R E SN ET, LY EE

WZiE, XFHNA T a  OfFRIILL O L 5 I 9 .

» 47" =3 25 UTF-8 BOM (\XEF\xBB\xBF) ThiE > TV \iUX, £4UE UTF-8 & L Cfig
RanEd,

» A7 =3 ) EBCDIC UTF-8 BOM (\x57\x8B\XxAB) TH#f E » T\ iux, £ ik EBCDIC
UTF-8 & L TR S L E T,

» BOM 3RO 5720 & & 1X, 2 O3XF501E winansi & L T (EBCDIC X—Z2D 7 Z » |k
7 —ALTlL ebedic & L T) b Ed,

PLOP_convert_to_unicode() 1—7 1 ) T 4 B ZEES &, UTF-16 XFHIM D UTF-8 XXF
BEERT B ENTEET, Sl Unicode EZFHEDF T3 YR MEERT HDIC
BIAIBET,

PLOP #RfTFFICHAAEFNSDLL ELTER £<D27F A7 T PLOP %, #
WA TATIU ELT, FRITV v VSR SNBSS A7) L L THEHL £
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M. DLL % EITIFIC LA T, TXTO AP BS~DOR A v Z 5 BNICEET A2 L b
ARE T, ZAUTFFIC, MERFIZO A DLL & 5t AT OIS £9°, PLOP Tik, 20
M 2 EB T 2 720 ORI EE 2 I E L QW E T, ZIUFLL FOMANIHE - TR -
TEFET:

» ploplib.h ©7 < ploplibdl.h % A > 7 v—R L £7°, —

» PLOP_new() - PLOP_delete() G732 < PLOP_new dl() - PLOP_delete di() Zfi /AL £7,

» PLOP_TRY() « PLOP_CATCH() T7¢ < PLOP_TRY DL() - PLOP_CATCH DL() ML £,

» D> F T PLOP MEOH L IZHk L CRISAR A > 2L £7,

» BINEY = — NV ploplibdl.c % 2 RAN L  CELAT V=27 7 7 AL THS

OT IV r—vark) s LET,

Z DENNFEAIALFERE T encryptdl.c o T A TEARINTOVET,
R DLL ZERTRICEEAADEDIF, BENFT SV T+ —LEDAHTT, 7

41 CINAVT 45 43



4.2

e

pEET

44

& — »
C++ N\M 2T 42T
C++ TEMNT= NET 7T U5 —2 3 VI[ZDWTIE, CH NAUT a9 TIEEL.,
PLOP NETDLL 2 EEFAT S L2 HEBLET (EELYORTSY R IT+—LTTY
T—=2aVDGEICIKCHNA VT AV T EFRTAIRETT)PLOPT AR MY E 2 —
LAaVIZ. COEABHEEETRTANETCL L ELIZERTH-HDCHYLT)La—
FidpUET,

ploplib.h C~v X7 7 A WIZIMZ T, C++ HOA TV =7 MEIAIZ v 7B PLOP 7 747
Vb OEDICERIES TN ET, ZHUE plophpp ~vF T 7 ANELELLTEY, =
D~y X7 7 A W ploplib.h % A > 7 v—R L CWET, plop.hpp 137 7L — k _"—2
DEIEL 2> TOETOT, Wi T 5 plop.cpp Y 2 — VI RETT, CH AT V=2 b
Ty REMMAT L2 LT, T3TO PLOP B4 12 PLOP. #2BHEEDMT V2 APL BIgRIZ &
LEEBNT Fu—Fa, KOAT V=7 MEROT IR —FNEIMWMA LI LN TEE
RS

C++ TOXFRFIME PLOP 4.1 T, H L\ Unicode ®IED CH+ SA T 4 7 ZEAL

FLiz, HLWT U F L — b R_R=XDT7 Fu—F T, LFHINBICEE L T T oM S

A —BARETT

> CHIEYET A7 T U A std::wstring O SCFHNBPIEEARCTH L L THWORET, Th
1Z.UTF-16 ¥£721% UTF-32 CH B &7z Unicode ¥ ¥ 7 7 X B FfOZ LM TE 9,
T PLOP 41 LURDT 7 4V NEHETH Y, BAZ LT —HT (RESM]) 2
wstring |[Z%F L TR ERFREZFFIZRWIRY L WT 7Y Fr—o 3 Sk 20T
7a—FTY,

» LTFHVBDT- D DAL K (2—W—EFK) T—HBEk, TOHAY LT —ZBIN
basic_string 7 7 AT T L —hDA L AZ L AMETH Y | o2 —F =352 B I
A v R X > T Unicode & DAHELZHNRAIRETH ARV, HNDZ N TEET,

TITANVEDA L ZT 2 —AL, PLOP AV v R ERD LD INDTXTOIXFHNNR R A
T 4 7 wstring T 5 & F72 L £, wehar t 7 — 2 BIDH A R & > T, wstring 1X UTF-
16 T QAL XTI EEE) . £71T UTF-32 T 4 A ¥ ¥ T 7 28 HafbEh
72 Unicode LFFNENE L L TR L RrsvET, VY —Aa—RFHND Y 7 7 AICFFNE,
TARLFTHDZ L ERTIZDITREIZ L T4 ERHY 3, VT FLNT
Unicode ¥+ 7 7 Z13 \u » \U SUETIERTE £7°, T OIUEIIFEAE SO C+H+ IZEENT
WHDTETR, 2T L > TUIZNITKHEL TWRWES DORH D 3, FOEREIC
12V 7 Z /v Unicode % 7 7 XL 16 #FX ¥ T 7 X TERTHDLERH D 97,

EBCDIC R—RNDY AT LETIE, wstring R—RADA VBT T —RADI=HOF T3>
JRAMXFIDIT+—I v T4 J1F. AT a2 R ~HITEBCDIC & UTF-16 D wstring
NBEET D EZRITHDIC, SORIEMELELLES ., CORBD-HDERL
O—K LFEREA. BMED 2 —)L utfiénum_ebcdic.hpp RIZH Y T

C++ TOIZ—MIE PLOP APl BISUL, =T —FARFICIT CH FISN RS ET, 2
nNooBIST Y 7 47 ka3 —KNT Crt @ try/eatch Bix AN TX ¥ v F T2 LR H
DET, IO dET—IFREEMT S720I12, PLOP 75 AFIANT Y v s
PLOP:Exception 7 5 A %ARBEL TEBY . 2D 7 T AL, #MRZT— Ay v— HilsE
5 IS & A & 72 PLOP AP BEBO AT Z BUG T 270D A Y » R EABRL TWET,

PLOP W —F U NRAEIEIZ R AT 4 772 Cr+ BFISMNIHIRE L B0 ICEEL 9, BT
DOa—Rix, PLOP NEESHZFINEZFY T LET
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try {
. &TEPLOPES. ..
} catch (PLOP::Exception &ex) { -
wcerr << L"Error " << ex.get_errnum()
<< L" in " << ex.get_apiname()
<< L"(): " << ex.get_errmsg() << endl;

}

PLOP #R{THICHEARAFENSDLL ELTHER C SNV T 47 LR CHt A
AT 47 ThH, PLOPEHEGDT 7V r—y a VZETRHCEINICHE S S®5 2 &2
T&F9 ([PLOP ZFEITHICH AIAENS DLL & L THEA] (42 =) Z5MR), B
BERIATL, plophpp AL I NV—RT 57 SV =2 a VBV a—ax a5
BRIZCTROIIICLTANCTHZ ENTEET

ftdefine PLOPCPP_DL 1 I

TAUTINZ, SBIEY 2 —)b ploplibdl.c =2 /XA L, TEIAT V=7 M7 7 AT -
HLTAGOT TV r—rarv iV 7320 ERLD £, BINGAIALOFEMIT
PLOPA 7 V=7 FNIZBENTWETOT, L C+ APLIZEEZ 5.2 8 A : BI1Y
FEHRIABBENNZIL TH-oTH 2L ThH, T_XTOAY v RIEGH LR IR £,

JEEC DLL 2RTRICH&AADDDIE,. BIENFETS Y T+—LEDHTT, —
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43COMNA T4V

PLOP M COM k& 1> XA k—JL PLOP/PLOP DS %, #fit&H T\ % Windows - A
Fh—=F AL A=V LET, ZTOA A —FF@URLV ANV = b Y 2ERL.
PLOP =1 > 7R—% > k % Windows ([Z8&kL T, EED COM B D71/ I hinbh Fhk
DL ET,

COM TOHISNMIB PLOP/PLOP DS =t v AR—x> M., COM DIEARER /2 HiIs BN EZ F
HELTRBY, fiHA =T L LB I2 COM Bst 2 RAESEE9, PLOP OFHEIL, E
W2 a IV T FEREANCTIOHSN E LD X, FIUCHLTHZ ENTEET,

PLOP ) COM k% .NET Tl PLOP @ COM filiix .NET ¢. PLOP.NET (4.5 &i [.NET
RAVT 4T (49 2=) 2H) OPbYVITHES Z &L ARETT, £, tihimp.exe
2—F 4 VT 4 %> T.PLOP ® COM 725 NET DT v 7V 2B T 5 0B RS 1
Er

tlbimp plop_com.dll /namespace:plop_com /out:Interop.plop_com.dll

o7y VA BSDNETTF Y 7y — g 0 OR TS 2 & AT £97, Visual Studio
NET OHT plop_com.dll ~DHREZBINTHE, Ty 7 Y RABPIIERINET,
PUF Oz — R ¢k, PLOP ® COM hfi& VB.NET Cfif 9 HiEEZ/RL T\ ET -

Imports plop_com

Dim é.As plop_com.IPDF

p = New PLOP()

buf ;.é.get_buffer()

LUF O#k:= — K Tld, PLOP ® COM & C# Cfff 5 Hika R L TOET !
using plop_com;

stati;.plop_com.IPDF p;

p = ﬁé@ PLOP();

buf = (byte[])p.get_buffer();

ZDH%Oa— X, PLOP ® NET R & ARRICEH < Z L3 TE ET, C# T, get_buffer()
DRVEZXF VY ANTDHLERDHDZ LIZEREL TLEEY, b, 22 TCOM A
TV b BIREND VARIANT F—ZRIn 513, BEIZEHNR2 W20 T,

46 4F: PLOP-PLOPDS SATSUMDEENAVT AT



4.4)avaN\{A T 42T

PLOP M Java fiE 4> R F—JL PLOP/PLOPDSIZIFRAT 4 TR CTAT TV L L THE
XN TEY ., Java IZ1F NI (Java Native Interface) 22U T7 & v F L £4, YK, Java
TFY = a /%Fﬂa%fré 3y INEAOSEZ A T2 JDK AAZETT, PLOP /3 A &
F 4 T NENET B 7-9121%. PLOP @ Java 7 v /%5 475 U & PLOP O Java /S 47—
VN, Java VM ﬁ‘%ﬁx“(b‘é%%ﬁ‘% nE9,

PLOP M Java /1N —  Java OFIREICE o TEAMDOH LNV Y VTV R 7 40—V %
o=, PLOPIZIRD /RNy r =V & & ffofz Java Ry r—U L L CHERRE N TV ET:

com.pdflib.plop

ZDRy =X plopjar 7 7 AVDOHIZH Y plop LD LED 7 T A %G LTHET, -
PLOP % & £ & %72 Java FFEEREL CHIM T 212 b 72 > TORMIHHA, readme.txt 7 7 A
NNIZH D H LILER A,

ZONRy =T HRASOT TV r—3a 25113, By 0 CLASSPATH BREEZEEL
\Z plopjar Z38M3 20, Ficld Java 2L 3A T « T U X A LAOMEOH LT ~classpath
plopjar 7> a L ZBINT 27, 70 LIZEN EREDFIEE Java IDE N TEETe 025
bV FEF, Java VM OFRE L L T, javalibrary.path 7 0 X7 4127 4 L 7 b U OARTE R
ETIUL, ZEDT ALV 7 MV TRAT AT ITAT T IBBBINDRIICTDHILIATE
F7, cexiX

java -Djava.library.path=. encrypt

ZOT AT A OEIFROX L THD Z LR TEET
System.out.println(System.getProperty("java.library.path"));

ZOEFMNS UFDEO T Ty M 74— LB DOFIRE B LERDH Y £7 ¢

» Unix: 747 F 1 libplop_java.so %, 57 A7 7 VDIHDT 7 4V s DIFFHRO 5 b
DWTN 120, ERITHEINCRESNTZT AL 7 M VICESLERD Y £7,

» OS X/macOS : 7 A7 7 U libplop_java.jnilib % . 67 A7 7V DieHDT 7 3V kD
GO > bW 1 20, ERITETICRESNET AV 7 b VICESLERD
vET,

» Windows: 7 47 7 U plop_java.dll % Windows DL A7 5T 4 L 7 b VT, £721LPATH
BEABIORENTWAT 4L 7 FVICEL LERD Y £9°,

PLOPH—TJL vy bk &Java7 TV 5r— 3049 —s% PLOP/PLOP DS i%, — 34 A
DJava T TV r— a2, L OVbITH—7 1Ly MIERIZHEL TWET, BED— —
7Ly h®m ¥ TPLOP %:ﬁﬁﬁ?“%’)ﬁ% T UTORELEOE TV ZFHLLENDH Y F
ERE —
» =T VL NV UMERAT AT IAT TV ERT T oL 7 MV, RNUFIE o
TRV FET, < HAEMELTUL, VATLT 4L 7 F IR, HHED Java VM (2 —_—
BEDODT AL I RY) =T Ly b Proa—hLTF 4L 7 NIRBETLNET,
HOOY—71L v b2 P DORUANHIBESN TV AHAELZ R TIEE0, —_—
» =T Ly b ER—RT20088872 7 7 A0 —X T, flfREhT\wizy, EHO Y
FANRREFEHL TN THZEEEL<BVET, =Ty bV itioaT —
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W, B P T ARRAEEFEL T, PLOP Xy F — U HEEICRE >N D L H I
THLERHY £,

PLOP 7 4 AR U E 2— 3 iTid, PLOP 2% —7L v FPATHEML TW 2123 A->T
WET,

Java TOFISLE PLOP/PLOP DS DAY » RiZ§ T, =7 —K¢Zi% PLOPException
BIDHIs 2 5 S B £, PLOP OFIHFE 1L, BEAERYZL Java SEOEREL > TE D Hils}
Xy vFL, TRUITKHLTHZ LN TEET,

try {
plop plop;
/¥ ... BFEPLOPERS ... */

} catch (PLOPException e) {
System.err.println("B§S{Et: PLOPBINAFEELFELI=:");
System.err.println(e.get_apiname() +": " + e.get_errmsg());
} finally {
/* PLOPA TS x4 HEHIBR */
if (plop != null) plop.delete();
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4.5 NET XAV T 425

JEEC PLOP % NET Framework & & B ITERATH-HDSIEIEFLEFHEEA T a v ICEHT S5 -
L LVEERHY. PDFlib—in—NET-HowTo.pdf XEZIZHY ET, COXEIL, T4 AYE 21—
SavnNyr—I2H BIFES. PDFlibWeb A RzHHYET, —

PLOP @ .NET hfiti%, .NET I[ZB8E# 2 T X TOMRITxHE L TWET, HIPAHTETY S
72 50E, PLOP.NET Ji{lZ, NET 7L — AU — 7 OHIHI T TED C+ 7 7 AT FE~vx—
VD PLOP a7 7 AT VI~ —V T v B Tt D), BEBAEROHRNT AT
YELTRyr—UEnTWET, PLOP 727U (PLOP dotnetdll) \Zix, 5475
UARRIZINZ TAZERPE ENTOET,

PLOP @ NETRRZ A > X b—JL PLOP %, #HtI TV 2% Windows MSI A > A h—F

TA LA F—/LLEF, PLOP.NETMSI £ > A s —F%. PLOP 7 &7V LBINF—4% E—
Ty ANEEBAE - VTR ey BITHTENICA VANV L ET, TOA R

;b —Z 1% PLOP Okt 1772 - T, Visual Studio .NET @ [SBOEM] ¥ AT /Ry 7 —
AD NET # 7 CHHEIZZHRTEL LI LET,

NET TOIS—HLE PLOP.NET X NET OFISMIKTIGEL TR Y | EITRFORENR AL
T X, MR — Ay =V 00Nl ERASEET, 20X S it E
FyyFLT, RIS L TEENSHLT 201%, 7747 MIloKEI T, £hal
MmNk NET 7L =AU =232 0fi2F Y vy F LT, @FHII7 7Y r—rarzh
WrsEEd,

BIABEE DS AT B 72012, PLOP TlEZhHE OFIS 2 F A PLOP_dotnet.
PLOPException % FEFK L TV, A\ get errnum - get_errmsqg - get_apiname % F¢7-+
TWET,

PLOP % C++:CLL & L (2R CH+ TEMNE NET 77U r—vay (REEE
&= CLIIZ}:3<) 1%, PLOP C++ XA T (7 Z i HH-9" 2B PLOP.NET DLL % ] I
HT22EeNTEET, ZOY—Aa2—FRIZTROE I ICPLOP 22T I2LENRH Y £
ERE —

using namespace PLOP_dotnet;
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4.6 Objective-C/\1 VT 1427
C+ Ct+t SN A T 4 7 % Objective-C TfET 5 Z & T& £928, Objective-C
DWEDSFENAA LT 47 b HATEET, LTOMED PLOP 7L — AU =7 3H Y
F9:
» PLOP : OS X/macOS Tfif ]
» PLOP_ios : i0S T

L5071 —ATU—27%, C-+ Ctt* Objective-C D EBENSA T 4 T HHNEE LT
FoTW\WET,

PLOP @ Objective-C HEE 0S X/macOS [TA VR M=V BHZOT 7V r— a0
C PLOP % f# 3 % 1215, PLOPframework 7> PLOP_jos.framework % « 7 t U /Library/
Frameworks f\%ﬁﬁéﬁ“éﬁgﬁﬁ D ET, MOBF~PLOP 7L —ALTU—J % A A —
NT 5 Z L RTINS, Apple @ install_name_tool Z 3 2 MLERH Y £9, I
DWNWTZ ZTIEHHBIL £¥ A, PLOP XY v REFE% AT D PLOP_objch ~y X 7 7 A
7TV —vary ) —Aa—RFR A UR— T HRERHY T

#import "PLOP/PLOP_objc.h"

EJ/l B
#import "PLOP_ios/PLOP_objc.h"

BIEMDGBIRA PLOP AV v KOO L OBIIE, 5I5E U TORANCHK->TEHEZ S

VENH Y F7 .

s LEBOBIEOMEIZ. AY v RADERIC. 2 ury vy T 74 | HCRY>TH 2 ET,

» TREVHZOEBIKICONTIE, FRTh, ZO5IK04HIEZOEEZ (Zhban
VXX T X T ETHEVERY->TC) X 20ERHY 9, SEIFE25180O4RT
iZ, 8% [PLOP-PLOPDS 5475 U APL U 7 7 L > A (129 ~*—3°) L PLOP_objc.h

WIZH v 7,
7= & X, APHERLICIS T 2 LU AT
int open_document(wstring filename, wstring optlist)
LIF @ Objective-C A Y v FIZHUS L £9 -
- (NSInteger) open_document: (NSString *) filename optlist: (NSString *) optlist;
TIDT, 77V 5= arnbiIUTOL S RIFOCH L 2179 REXH Y £

doc = [plop open_document:filename optlist:pageoptlist];
T — R 58D 728 D Xcode Code Sense & PLOP 7L — AU — 7 THIFATE 9,

Objective—C IZ$(1H TS —MBE  Objective-C /XA 2T 4 :/7‘ i PLOP =5 —% % A
7 4 7 Objective-C BFISM~FHIRL £9, FATRFOBMENE X 7254 121%, PLOP 17 7 &
PLOPException DA 7 47 Objective-C HilSb 2 3AEIEFET, _ﬂﬁg@{m\k W, o
try/catch Bt o IO CTRUBETE £ ¢

@try {
. BIEPLOPER S

v
3
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}
@catch (PLOPException *ex) {
NSString * errorMessage =
[NSString stringWithFormat:@"PLOPZS— %d A '%@' THERAELELIz: %",
[ex get_errnum], [ex get apiname], [ex get_errmsg]];
NSAlert *alert = [[NSAlert alloc] init]; -
[alert setMessageText: errorMessage];
[alert runModal];
[alert release];
}
@catch (NSException *ex) {
NSAlert *alert = [[NSAlert alloc] init];
[alert setMessageText: [ex reason]];
[alert runModall;
[alert release];
} PR
@finally {
[plop release];

Z D get_errmsg HFALISMZ G B4 ATV =7 fDreason 7 4 —/V R EHNTZ I — Ry
T—UEISTLIELTEET,
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4.7Perl INA 2T 429
Perl 1 PLOP T /8%, 1D C T w88 20D Perl /Xy r—YF Y 2a— bW £
T, ZOFY 22—/ 1 fllZ4 PLOP APl B%k & RIZE D D% Perl TRMET2H DT, §
5 11X PLOP AT V=7 hDEODOEDOTY, CEY a—/Uid, Perl f X7 Y XNFE
ITHRRCEHRAD G T AT TV Ny r—TT7 7 AP EWNL HOBIT &Y Te L
K270l bNET, Perl A7 U Z MNIELET AT T VRV 2—V%, use AT —
AV FEBEBLTERL ET,

PLOP @ Perl lii& A4 > R b —JL  Perl JEiEHEIEITIA T 47 7 U % 54TFFIZ, Dynaloader
Y 2NV EE L THAARET, Perl EITIHAN, £HEZA 77 VICHIE LI Ta Y
NRANLENTODLERH Y 3 (LD Perl FETIEZDLHIZR>TVWET),

PLOP /NA VT ¢ 7 SEMET 2729121, Perl A > %71 Z (X PLOP Perl 7 v /3 &€
¥ a— /L plop_pl.pm « PDFlib/PLOPpm Z R FIRETH 2 620 H V) £, LUFICHIT 5
75y N7k —LEHDOFROIFNNT, Perl D @INC Y 2 — R /NAIZ, -l a~<w R
FGAVF T arERNCT 4L M) EBINTHZ EHAHETT

perl -I/path/to/plop encrypt.pl

Unix Perl i, plop_pl.so (OS X/macOS Tid plop_pl.bundle) - plop_pl.pm - PDFlib/PLOPpm
EAVURT ALV Z RYNT, HDWE Rl Perl av 2 R THIFEENDT AV 27 U
THRELET :

perl -e 'use Config; print $Config{sitearchexp};’

Perl {3% 77 4 L 7 ~ VU auto/plop_pl b 157 L £, Lit=a~> F oMM AIE FLo
Eolmn £

/usr/1ib/perl5/site_perl/5.16/1686-1inux

Windows DLL plop pldll &&= —/\ plop_pl.pm * PDFlib/PLOPpm %, L > b5 4 L
7 FUNT, HDHWII TR Perl 2= R THIFSNLST 4L 27 P YNTHRRSNET

perl -e "use Config; print $Config{sitearchexp};"

bRia = ORI TRO L 912k £9
C:\Program Files\Perl5.16\site\lib

Perl TOHISRIE PLOP OB AFEAET D L. Perl OB NFEAL 9, ZHITLLTO
L9101z, eval = A HWTHIE « fHLTE F9 .

eval {
... &TEPLOPHS. ..
I
die "FINEFrvFLELK: $0" if $6;
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4.8PHP NA VT 425

JE50 PLOP % PHP TESEO S EIEFRERNOCA T a VICETHLWVMERIE. T4 XY I
Ea—>avnRysr—CRAICEENTINS, PDFlib D Web ¥4 ~ 124 8 % PDFlib-in-.NET-
HowTo.pdf XEIZBE L TWET, ZHILEIC PDFlib % PHP TESEOD I &R~ TLY —
FIH. TOFAILPLOP % PHP THESIFEICOVWTERKICHETIEFEY £,

PLOP @ PHP if%E A4 >~ R k—JL PLOP/PLOP DS %, PHP ~B)fIcT7 X v FTE5C T
A7 5V L L TERESNTWET, PLOP 1Z PHP DWW DD X—2 g 26 L TV E
T, TRy 7L PLOP 7 —HAT7OHNb, BOMRES PHP ONN— 3 ZHbE
T, WY PLOP 7 A4 7 7 ) @R S5NIENRH Y £, —
PHP 235D PLOP 7 47 7 U #3853 25 £ 9 PHP 2T 2L ERHV £5, 2o
OBRIRE R H Y £ - .
> php.ini (IZLLF OWT 04T A 380

extension=plop_php.so 5 Unix = 0S X/macOSH -
extension=plop_php.dll 5 WindowsFd

PHP X2 D Z A7 Z Y %, Unix DG php.ini WO extension_dir ZZ5UCHE ST
WAT 4L b U THREL, Windows OAITEE ZDIENEED Y AT AT (L7
FUBETHLHRELET, EORX—T 3 DPLOPDPHP SA VT 4 v T HR A AR —
AL THDINE, FRRDOIITOPHP A7 VT R THRDZ ENTEET

<?phpinfo()?>
AU, B OBIED PHP REICET 2 RWVER—VE2RRLET, 2OX—TT, I
plop LESh-E 7 v aZifi~Ed, bLIDEZ Y a/ITTFR

PDFlib PLOP (PDF Linearization, Optimization, Protection and Digital Signature) =>

enabled
(Z DOH%IZ PLOP O/8— 5 V& S) MébUE, PLOP O PHP A TEL K A > A b —/L
TETWET,
> BYDA 2 YT R ORI, LFOWFRADTTZEN T, PLOP ZB)fER I 1 — R
5o
d1("plop_php.so"); # Unix - 0S X/macOSE8
d1("plop_php.d11"); # Windows A

PHP TD 7 7 1 ILAME PDF Mg - 7 42 NEDT 4 A7 7 7 A MK 5 S —
DT 7 AN OSZRBEHFEDR\N) LHERTT 7 A 41X, PHP @ Unix i & Windows ik & T
W bR £ -
» Unix 3> A7 AD PHP OGE NABRERTZ20T 7 A WL A7 U7 M 3@ENHNT
WAHT 4L 7 ) TRRENET, -
» Windows ¢ PHP O34 /S ABFE L2 Fi7- 72\ 7 7 A )LI1Z . PHP DLL BB TWDF o
L7 hU TCORBRBINET, .

PHP TOHINOLE PHP Ti, #iE (b I = pls izt is L TV b O T, PLOP D44k
1L PHP OfISh & U TR S AVE T, HEHERIZR try/catch HE % > T PLOP #il4 2 B 0 %
ZFET:
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try {
. BTEPLOPHIS. ..

} catch (PLOPException $e) {
print "PLOPHISMAYFEAE L &E L1=:\n";
print "[" . $e->get_errnum() . "] " . $e->get apiname() . "

w,

$e->get_errmsg() . "\n";

}

catch (Exception $e) {
print $e;

}

Eclipse & Zend Studio THl% PHP Development Tools (PDT) 1%, Eclipse & Zend Studio
Z 2 PHP BRZE ISR L T k3, PDT (3, LA FICBER R EIC L » T, SUURIETF
ANVTICHRIET D EOWERT D &b TEET,
PLOP BT XTOPHP B =7 MLl S 415 &L 9 PLOP % Eclipse % 2B L
F9 .
s 94 VRS - TRELI — TPHP] = TPHP S A4 TS5 —] — TR .1 228K £
T, THE, VAV —FBNEHL ET,
s (A—H—SA4TFYLKIIZTPLOP] EASIL, THERT +LE—0EM .0 27V v
7 L., 7 #/VH bind\php\Eclipse PDT %2R L £7,

BEEEIITHHEO PHP 70y = 7 MIZBW T PLOP 547 5V ~DBBELITO X 512

BiNcEEd:

»PHP 2/ 270 —5—NTEDOPHP 7 uy =27 b &5 27U v 7 L T4 9 )L—K
Rl =2 TADIL—F - IRADER ..] 28N ET,

»TSA4TS5Y— 1 27 ~BBHL, IS4TS5U—08M 22V v/ LT, T1—H—-
4751 —1 — TPlOP] %FEIRL £,

INEOEMEDH PLOP A Y v RO—E% PHP=/ 27 a0 —F—t =2 —WNOD PHP Include
Path/PLOP/PLOP / — K FTHIE+ 5 Z LN T& 4, o PHP = — K 23 < W, Eclipse
X, F_XTDPDFlb A Y » RIZOWT, 22— N Hfise & SUIREIF A~V 7 THEL 5,
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4.9 Python "LV F 4245

PLOP @ Python if%E A€ > X b—JL  Python OYLIEMEIL, FATHICHE T A7 5 1) &5
BirTeZ LIZ X o TEMEL £9°, PLOP NA 2 F ¢ 7 BEMET 5 7-9121%, Python A >
&7 U & PLOP Python 7 v NEFAFRTHILERH Y 9, 2D T v ) IE,
PYTHONPATH BREEEHANICHET LN TNDET 4L 27 b VRO THRE SN ET, Python
T oROLHENLT T b7 A —BICk > TR 9

» Unix + OS X/macOS : plop_py.so

» Windows : plop_py.pyd

Python D TS5 —ME Python /XA 5 4 > 7%, PLOP = —% % A 7 4 7 7% Python fJl]
HAFRT DR T — NV R T AV AR —L L E£9, Z D Python Fl4ML, @HE D

try/except HIE TR A F7 ¢ —
try:
.. BIEPLOPESY. ..

except PLOPException:
print 'PLOPHISNEFX v v FLELR! —
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410 Ruby R4V T 425

PLOP @ Ruby lit& 4 > A bk —JL  Ruby OHEIRMAEIL, FATRRICIEE T 47 7 U 2 5iHaA
TeZ EICL S TEIEL £, PLOP XA VT 4 7 BEMET 27291Z1E, Ruby £ &2 7Y
273 Ruby f§ PLOP JEBEFG A 7T VAT 7 BATEADL L HICR> TWAMLENH Y 3,
ZDF A7 Y (Windows + Unix Tl& PLOPso, OS X/macOS Tl& PLOPbundle) L@ .
=)D Ruby A ARV — 50T 4V 27 kD site_ruby 7T FHIZ, TR B
TOXIRAFMDOT 4L 7 MV OFIZA AR —LENET :

/usr/local/lib/ruby/site_ruby/</A— 3 >/

722U Ruby 13T 4 L 27 M U BEESBILRZRLIATE XS, 20T 427 FUDY
AR ERGT AT TOLE =IO L 2#HTE £9 :

ruby -e "puts $:"

ZOYARMNTEE, ALV FT AL Z MV EGATHETOT, REEBHOZDIZIE, B
\ZPDFLbJEBR T A 7 F UV ERAZ VL MHEERI—T 4L 7 b URNICETIERY £,

Ruby IZ8 BT 5—ME Ruby /A5 4> 71, PLOP #il4t% % A5 17 Ruby #ilst
~FERT AT — AU R TR A A M—/L LT, Z D Ruby fISMNIE T D rescue $1ET
WxET:

begin

... &TEPLOPEIS. ..
rescue PLOPException => pe
print "PLOPHISADEEEILY > TILATHRELELz:\n"
print "[" + pe.get_errnum.to_s + "] " + pe.get_apiname + ": " + pe.get_errmsg + "\n"
end
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RA7-FiekdtzXalas - S

L BET HRIFRDARE

Rl el | EREOSIENE: AwcbwxalUTOLRE v

EOEE: HALEG FES{kLmL . 256-bit AES
w2y LA FES{LF3E DA M EER

. g O TEOFATOHI T YEER L
PIEQIE - 3T
. - . O BT SRR T ATODL TR SIE (Acrobat & LIFEF 1R
FOED T DEDDMEOML . BT
. B O 774 LI EIESE (acrobat 7 LBEE HR)E)
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FEQENRELREEH R, ChoMERREREE TR 4227 - BB E R

ENRIESFET() ©

FATLAL v

EEEFEIW : |3
O7%A k. Ei%. HLUEOROPEOIL—EB/NITHE
A=) =BT RA DT RN AR AR B

Acrobat T/NRTJ—RtFX11)F 4
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)
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BES{E7ZILITYXLERE PDF ORB{LIE. LLFOREEET AT ) X AZFHAL TV

7

» RC4, MHA KU —LK5TT (Thbb, RLT7TAT Y X AEHNCHESLEES
MNTEFET), RCAITHITRXRSREXF 2V T 0 2EBL EHA,

» ABES (EEERFSALAZHE) . BIAS FIPS-197 THAMEE TV ET, ABS XS X E228H
THHINTWD RGO vy 75T, 128 By hET 256 £y MEE H-
AES I5-1% Suite B 5123V CTHETT,

EEOREBHIFR NI WA FVFIZROT, Zhidboba—HF—T LR —RY
L =X T 7DD /NAT =R bEHELET, PDF & Acrobat D3 EOIEFED
2T, PDF IS FRIGEEZERO, LT AT ) XA L0 ROVESHE, X
DS NENRNRT —RZHWA X9 ITR>TETWET, #5112, T3TD PDF /13—
Vg oNT, BEEHEE SR — N OB A RL £97,

%51 PDFDEN— 3 VICHEITBBEFTILTVXL - BE - /\XT—FE

PDF - Acrobat /A\—<3 >,
pCOS 7 LT Y X LHEE

PDF 1.1 ~ 1.3 (Acrobat 2 ~ 4)
pCOS 7T 1)y XA 1

PDF 1.4 (Acrobat 5) .
pCOS 7 )L XL 2

PDF 1.5 (Acrobat 6) .
pCOS 7L XL 3

PDF 1.6 (Acrobat 7) -
PDF 1.7 = ISO 32000-1 (Acrobat 8) .
pCOS 7 LT ) XL 4

PDF 1.7ext3 (Acrobat 9).
pCOS 7L Y XL 9

PDF 1.7ext8 (Acrobat X/XI/DC) -
PDF 2.0 = ISO 32000-2.
pCOS 7L 1) XL 11

BE7ITVXLERERE

RC440E v b (a55, HRATHINETIHEH
YEHA)

RC4128E v k (iS5, AT 2 ETlE
HYFELEA)

PDF 14 £RL RC4128E v b, = LIS
HROERLGBER (5. FHATEHIRET
IEHY FEA)
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AES-256 T, /SR T— K DF/WLIZRIEHIH
510 (i35, EATIRETEHY FE
A)

AES-256 T, /SRT—FDHFLHHESHh
V=)

BRK/INRAT—FR&ENRR
D—RIyva—F4v49
32F ¥ 394 (Latin-1)

32F+v> 943 (Latin-1)

32F w3943 (Latin-1)

32Fv> 943 (Latin-1)

127 UTF-8 /N A
(Unicode)

127 UTF-8 /N A
(Unicode)

72k, OS X/macOS (0OS X 10.10.3 F TTHGEH) & i0S (i0S 8.1.3 £ TTHAEF) DX
A 47 PDF ¥ 22— 7% AES-256 |2 L CWEH A,

IRZATT—F  PDF OREBALIZNEIIZ,
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120250 £ ~ @
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» PDF 1.7 (ISO 32000-1) =+ Clit.
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58 5F: NAT—F+t*xalT«

SNAT =PRI KRE32F v 7 7 ZIZRE5 4L, Latin-1



HWFENZZRET B 7212, Unicode /SAT— R (L SASLprep &9 4L (RFC 3454 O
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HiE L R shEd,

TENRIZEFT] : BFRI LAY LWV o 7e 7 7 B AFIIRZ CEIZFRET D & Acrobat DZ LI
FIET 2 A= —THENEMNI/AY £, LarL, ZHUIY—F/X—F 4® PDF B =2—
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» PDF 1.5 (Acrobat 6) TiX, 7L —VTF AN RAEZTFT—H LW EENEAINEL
Too ZOMREZRME D &, BB LENTZLEIL, BRI TWRWAXT—F % AR
AT ENTEET, ZHICE-2 T MRV UNRLEORAXT —H % LS
NEXENSTHLHRVEHEL L HICTHZENTETET,

» PDF 1.6 (Acrobat 7) 72351%, RESNTWRVWILEOFTDT 7 A VITNTH-Th,
BEALT 2 Z ENARETT, ZNICE - T, BB{EEh TV nW3tEE B OUAT
DicbOaryTFFE L THHATAZ ENTEET,

XV T LOHREIE UToOZ L%, ERINDIESHRMEIETY 7y 7 ShbA]

BNV 70T, BETFHRETT

s L~ 66X XTI HMBIRDNAT — RIS 2 R ETT, ARER TR TCONRRAT— K %
RIKE (AT —=RIZHT DI N—h T3+ —AT H v 7) IZx L THEFIED S T,

> RAT =R IR BEFEICHTOTIEWT F8 A, AJREREELZ T CGRTHE (8
ETHy7) IZH L THHENSTT, NAT—RIZZETAT 7Ry b Xy T 74
EEFERLANETT, AOORMBES Y hOLH, FABR, FOMEHEIZHER T X
HIHB &> TIWNT EHA,

» fE5572 RC4 702 Y X L PDF 1.7ext3 (Acrobat 9) (Zf€ - 72 AES-256 (FilElT 5~ &
TT, NRAT—RNFERT LAY X LMEFEEELTND Z &b, /XA — Rkt
THETN—NTH—AT X I NEG 2T T, Z D7, Acrobat X/XI/DC & PLOP
Tld, LW RS REH#ET L 72012 Acrobat 9 DRFEALIZIEL THEAL $¥A (BEED
WEEAE ST HOICOMEAL £9),

F LD L, PDF 1.7ext8/PDF 2.0 127> 7= AES-256 7> PDF 1.6/1.7 (Z%¢ > 7= AES-128 %
AT ARETTE, EH5 &M 9 ML, Acrobat X I L OFNLUEAFIH ATEEDE 5 2T
FoTHREVET, "AUV—KRIF 6 X¥T77XLVLRELITIHIRETHY, T VT 7
Ry "X XTI EEEFDLRETT,

Web L@ PDF #{&% PDF 2% Web TRt ZEAITIX, 2—F =@M FTEOLED

O—HNat =B850 TUYTIEDL Z LN TEET,PDF LEN2—F—lcu—h
A —ELoNRVWE DT IHEETSHD FHA,
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HMoTW3 H|UATS o+ pCOS ZAWNWTXEIER - XMP A4 NRTU—F - EBZ2ZTH,

PLOP IZ, O S ES E/tF 2 VT 4 #EE%E, PDF 7 7 A/LICHEMH L7V, PDF 7 7
ANDHBRELTZY LET, PLOP T, 22— — AT =R v RZ =AU —RF %
AT 2 EMTE, o, 77 BAMEREZFHEL T, Acrobat TXEAHIMTE 215D
LD, THRARZHMHETERVIIICLEY, XEELAETERNVEIICLEDTS
ZENRTEET, XEEE ST DHITE, @R~ AY =AY — R BLETT,

NRRAT—FEFa) T4 DHOBEFZNLITYXLEER PLOP 1IH (2, AES-128
(pCOS T U X 4) hy, 713k F 2 7 AES-256 (pCOS 7= U XA 11) %A
L $E7, PLOPIIRL T, Mg RCAKE S %2, DV, NAT =N LT Y X AN
W Mas M A 5> PDF 1.7ext3/Acrobat 9 (25t 7= g9k AES-256 (pCOS 7 /b= J X 4 9)
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» LEOTaRTF 4% pCOS AL F T 2 —AZHNWT 7Y TELHME I )L, pCOS
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masterpassword #7'> a & (W THHA) FHEL T, 2L, a—HPF— 12T —F
I T v RAE =AY —REZNELLETH, HIIETIEHY FHA, PLOPT AT T Y
ZMWT PDF EZR#EL, EFX =2V T4 2RETDIEERY T Va—F &, T
® PLOP /X 7 — I Ao TW 5 encrypt » decrypt 7 a7 5 I 7 U7V TRE Z LR
TEETPLOPa~VU R T A Y — )L TN EEiZ A7 a v iX--user & -- master T4,

MEBRFR E X, PLOP create_document() C permissions 47> 2 v HWTIRETE %
T, AT RITA Y =TI EE M A T > a v id--permissions TT,

Windows Tl&, AY>Y F S A2 ED/INRAT—FK (X, Latin-1 XFEEH D Unicode ¥ 5
AEEL T ELHAEETT,

SETELEERDH UTOSEIERF U I Na<wr RIAVBRHLIET, Bova
YURTAUF T ar TRLTWET, BiffEOa~r R I A0 47 Y a o0 Tid
3.18i [PLOP«PLOPDS i~ RTI A F T ar] (35X—=) 2L TLZEW,

T ANEI—WF—IRA T —FK demo &~ AHX—/XAT — R DEMO ThsEAL :

plop --user demo --master DEMO --outfile encrypted.pdf input.pdf

AV b T AV T RIRADOTRTOT 7 A%, Fl—D2—HF =327 —K demo &~ A
H—/RAT —FK DEMO TH§BAbL, TX7 vy ANEX—5 v T 4L 7 U output ~
&<

plop --targetdir output --user demo --master DEMO *.pdf

ANR—=A% ¥ T I BZEFHNAT—=RE, ROFIOXL S IZF Ty aT (FTvar AR
SEIZHED 7elZ) . EHIZA ML — 2B AT (= VHEITHED T29D12) << D4
ERHY T, UEEE VALY —/SNZATU — K two words TRFEAL -

plop --master "{two words}" --outfile encrypted.pdf input.pdf

IEERSLL TEL (BAA TV a iR 7.2.2 i [T Y2 AV TEL
T5] (90 2—) M) .
plop --user demo --master DEMO --outfile signed+encrypted.pdf «=

--signopt "update=false digitalid={filename=demo_signer rsa 2048.p12} <
password=demo" input.pdf

ERBE ~A¥—/ AU —F DEMO & . HIRFRE noprint - nocopy - noannots %, 7 4
LI RNUNOTRTOTZ 7 AVIZHEAL T, TERTZ 7 ANVEZ—Fy T 4L 7MY
output |2, ANLETHEDIL TV DIESLAAITH 2002000 5 AES B 503
BHSHET, FHEL L2 TE, $XTOAT) - A7 7 AVOAHIR, LELS D
WCONTHITFEILET ¢

plop --verbose 2 --master DEMO -
--permissions "noprint nocopy noannots" --targetdir output *.pdf
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FTRTOMRREE 7 7 AADBREL, TORBEREHNOH ST 7 A~ FL~<AZ—
NRAT—RTat’—, ZIUIATLEBICKTHVAY — AT — R RLETT

plop --password DEMO --master DEMO --outfile unrestricted.pdf protected.pdf

XEZFESL (& 23X, Mssam s (ba )7 AES BE~ Mz 720 | fagg/a s
U—RFzbo BV OEZT2Y) | HERBEIANLEDOL O2HE, #EREHOH
NT7 7 AN~aE —, ZHUFANTLEICHT DAL =AY =R PSBETY

plop --password DEMO --master LONGPASSWORD --permissions keep <
--outfile unrestricted.pdf protected.pdf

#HEOH 1EO7 7 ANE~AZ—ISAT —F DEMO TiEE, ATEICT 7 & AR
DT HENTNWZELTH, ZNHITTRTHREENTT ¥R bR LI T
W2 WD T) :

plop --password DEMO --outfile decrypted.pdf encrypted.pdf

S YBHEEESIEAXTHIESIE PLOP Z2FIMT 2 & BRI A T — R T
FAEENTNWABICGEIL, bo MRS bEET I &b TEET, HXAT—R &3
AU —REEZDVENHY £, PLOP 137 74/ b T, 887 AES W5 &ML £
T, WOFITIE, AJISCEIX~AZ =R T —FK old THE LI TWnWa & xic, %
VAL =827 —R DEMO T AES B BT 2582 HEL TWET, HLLWIRT—F
EHWSRRAT =R EFUTHONEVERA, bHAA, EBTIZZOFIO X S 250 R
T — RT3, ®ARNRRT—=REFEHWAERETT (X2 VT 0 LOHELIHIR)
(60 ~—27) M) :

plop --password old --master DEMO --outputfile strong.pdf weak.pdf
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SIBAELEX ) T 4

6.1 Acrobat ICH (T HEBAE X2 ) T« o

SAEEX AT 4OFR AUV F X2V T4 2HOTRES N TS PDF CE
T, 2—P—RRAT =R N AZ—RAU =KMo 0rhEd, Ak, Xx
U— R OEGEN, MEORKEITTHZ b, REREANRHHZ LT, 2, IEY
TEZEEND 210, HAHVEFERNIC, iEF~SAT—RFZFELLTLEIZ &
HY2ET,

FEAEEX 2V T 413 NAT =R X2 UT o O0b Y &7 5 FEZ R4t Lifh Z
FUSABHSERE = LEEIZE SV TV E T, XEI, FFEOZEE T LOOIIHK LS
niﬁo%&%%m\%mﬁmﬁﬁé_iofﬁ%énifoﬁ%%i\%@ﬂﬁﬁ@é
BEEALTEY ., EHERE —TIEATHELADT, L2 < LE L HBICHA T —
XFET, REINTWDXEZH L, ZEHFIL. B LoDl I iEZEIC
%mféw&%%ﬁféf/awm%bgkbifo I

FEAEE X 2 U T 41d, NAT—R %2 T 4 I TUTORE AR £9 -

» NRAT— R EZEHE AT 2 LER )0, o
» BEZEEITH LT, ROVLITZEEDO I L —FI1TH L T, EBIOMERBIRZ2 i E TX

Bo HMEMRIZ. RN EWVICERR D a—Y—T- b~ E LA T DEEIELD £7,

ZAZH D, HERDRWE ZH~LEONRAT =R 2R, ZEENBSDOT VX

WY 77T ID ZEBLCEL TLE) mREMEEH Y T, 20 D HE0%

v

_ 1 6.1
SEOINST & .
- & Acrobat TEEAEEF 1T 4D I
E [EFIT1 20k | R | hasw | s WE LEREET
HEDTRT

TEOTFTAEL. }'{Elgﬂbfiﬁté’é}%ﬁ’&*llﬁibi@‘ T T B IRRERRRR E DI, e
Mo 1) TR IR TR 2 TR LUCERAE L TS

FANTF M | SRS TR T v | | FREEKEE...
BRI i —Tal s Acobat 9.0 5EUENLER SR T,

T ERENEESNEOT, LI EIEE RS 807 Lf%?"s‘%ﬂﬂz I T BEDE
BRI ER UAC TR, TER R IRLE 02T, R —

AT HFROME 3'{?0)12#1'}5—{

ENRl: 3FaT _
T omiE SRS TR T

EEETC]: A-UOHBHERR T A TOIRE
ENRIESFoT : rfF i —

TEODERE: ¥
TEFLA FFE

PEDIE-: A PIEDTE —EIBETET : (2
POEL TIPSO FFET TR PUT REHICES
A-TmiEd FFET BEEELAL: 256-bt AES T
JEHR PR
Fr=L2=ILEDAG s PR -
B #

FUF L= -SOrEE ST —_—
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EEOLEIDDLNY T L, DD 2 EAINTEOZEZHDOELDEEIZFEDNT
DFLEREMELH Y ET, T N — R 7 =27 _XR—20F P ZL ID ITERTE FHA,

FEHEE R o ) 7 4 1%, Acrobat *+ Adobe Reader 6 ¥ X O ZLIBENTHG L TWET, L
T. Acrobat (ZFT DFEEELF 2 V7 ¢ OMBEATHIL 9, FEL <X Acrobat DL
EETDHAL ﬁéb‘o

EEEM%IZ#—:LUv‘wwﬁﬁ* GEAEEX 2 VT 4 2RAT AT U X VEEEN LT
TT, botEMIZED &, HODOEDOT U XL 1D (NERGE L WEEN TR > Tn
%) &, 5?1%%%2@%2@@71&)@&%% (ABSEOHZEEALTND) PHLETT, FEHE
EAFTHHEEIKRELL 2800 F7:

» HOZB4 . 7= & 21F Acrobat 2 W TR : ZIEE -6 b EEFHELZZITRD O
5. ZOFKR AT, BINEASL 000 £8A, 7272, TUZLID Bk
THE, FNEBRMYVRETZENTEP, LoT, WELENTTERA D ITRML 2
ENRTERL Y ET,

» B CADLS DTV H L ID L, AR CT N, MEDEAICHY FE £9, AATL FEHE
ﬁi‘ﬁﬁb\%hé?’;% X, XEBZETELEITOD _16 EnEMFHTEET DT,
Acrobat [Z381T B HEEILE MO Z —ULE s L 8 A (7.1.3 81 lAcrobat ([ZBI1T 5
1::!?%(%‘77‘/]/”— uEwEJiJ (86’\‘_“/) 7281&@)0

REIN WD LEEERT D005 BERDIIZEHT-HONREE G T 5 FEHE
T, — 5, RESNIELHE VWAL, EZEEETTRLBEDEEL. TOM
BHAEFT LT VXNV ID o TWORITIUTR Y $8 A, FEHEIRENHREZ & A
TWEFADTNRAY =R E2LELETHBICEMA TS ETN, 7VX0 D TlEE, 3
AU —RLPIN Z VW CR#ES L E T,

HEDE-HOBESDTORILID ZHR  Acrobat 1T, HESNLTWDLEZAL DI

HANDZENTEDLICTVHNID 2T D FiEEHAEY P R—FLTWnET, H

BDOTYANID BAEREZIZA L AN = AT HITIEUTO LB EEL £7 ¢

» Acrobat XI/DC : T#RE&E] — TRIBEHRE .1 > [BH] — ID LIEEFHIIHE] — T3
.0 — TF42)LID1 — TID ZEM,

» Acrobat X : T#g&E] — TRE& > TEX 2T (8EI > TTP4I)LID]— TID ZEM],

THE AAT0Z [FORILIDEEM RENETOT, EDOID 27 7 A58

MTHZEbTEETL, FHHOBEEBALA D 2ERTLHZ L TEET,
BHEEAEFAEZEIH LW E &, £2013, BODT VXV ID D72 DFEHES1E

KL=V (Bl eEE2REZLLTH Ezéoto 2) EEFUTOERBVEREL

9

» Acrobat XI/DC : [R5 — NREHRTE .| — [B4) — [ID LIEEEHFHAEE] - T ¥
..l — MEEFAHIHE] (o AOFEHEDERE) ik IF24L D1 (BS
FEAEDSRA) — ID £2I3GFAEL®IR— TEEBREDM,

» Acrobat X : T#REE] — TR#&| — MEFEFAARE .0 — [RFR: EHE) —-iHEE
BIR— TEIREZ KRR .. — [EEHL .1,

THE, GEAEY 2 —TfE EFoCT, EEHL .1 227V vy s L, TEEHLIET—
BEITF7AIICRTF FIRAET 7 MIILIERIR(TGEREA Y E—DD 0 2y U X - PKCS#71
TIE2R<) LET, 2H L CEESHENEEHES, ZESTFPEL L AT LN
AHETCT (WIRRBEIN TV B),

SEEC Acrobat [ Windows SFBAZR F7HRDT X2 ID LERTEZET,
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Acrobat ZAAWWTIIHAE XU T4+ %8EA BHOT XNV ID 2L, o, =E

FREHEREEZ AT L7256, Acrobat XI/DC TULFOFIET PDF CEEE L TE 7 :

» (D74 - T1781RF 4 ] = TEFa YT ) ¥7— TXa T 1A% iIH —
ElZkBEXaYT a1 #2727, Acrobat DC TlX, ROFINETEH AfRETY : [W—

) — TR#E) - EE1b] — TEEBAEICKZEEL), T4 AT s BNHNDD —
TViEAEEX 2 ) T 4 DOIERA &5 PDF B S{LofEEfEEcE £7 (K 6.2
ZH), —

» ROZ AT T T, B LENTCEERTEOPHSIENTEE LS, BT
THVID BEIRT HNETT,

» ZLC, EEOBROZEHEHAELZTIR L, HRZFEL 20 IHEL 4, %G
HREBEIX, Windows FERAEA R TG EI&HT L TEET L, 77 AN 6HE
AWMBHZEHLTEETL, AV TAVLRY NIRRT AZ &L A[ETY,

» T ANERET DL, BIRLEEF 2 U T AREIE > TEDT 7 A VDAL S —_—
nNET,

FLEINTXELFOR 2T, ZOZEHEEHAED | SICHILT IREREET LT

/57/1/ ID AWHEETT, ZO ID X, Acrobat DFFFAE A ~ 7123 Windows GIFFAE A k 7IZ
HAVAN—LTEET,

#mEITS5— Acrobat i, XEEXZESFTERWVWEEIT, UTOZT— Ao -V %2R L E—
R

6.2
Acrobat DEIBRELF 1) T4 F A7 A4, PDFESET7ILT Y XLOBIRATIHIZHY £9

SHAB LB X2 UT DT (%] —
£
o _gazne S0 SEBRBI Lo T D —EAEREIRE A LT, BT
b izl b ZRMOANEETT,
BIEVER
HE

© BRECCNSDRERRTED

M —E: | B S0 IF
SHBRID B 250 35 -

e bdeimED A IR
@ IEOFTATOI T VEIEE R
O IEOART — SRR TATOILT L VEESHE (Acrobat 6 LIFSE IR0
O T 774 DB RIS EAE (Acrobat 7 LIBEE IRE)

@ FEOTATOHENE S LEN. RTINS OMAT - T
ATEREET.

FEEEPILIUZLIE) | 128-bit AES (Acrobat 7.0 BLUZNLIES- B M) v

128-bit RC4 (Acrobat 6.0 BETUENLBEEEIR)
128-hit AES (Acrobat 7.0 FLT) JE TR
256-bit AES (Acrobat 9.0 IgctU%nuﬁé(’:E}ﬁ"e)
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COXEDBELICIETS 2L ID BERSNELEN, @BERTH2TO2ILIDHHY
FtHA, TPEILIDAELLAVAR=LENTNEMNEHERT 5H. XEDERSFIC
BREWEDE LS,

T2ELZDAyE—=1F, BIST ATV XL D DEONLRNE X TR, SCERN
OB THETE VW EXIZbERINET,

ECC RIS EFAZ L D Acrobat DIEEHE  Acrobat XI B L ONFNLIEIL. BT B4 LI
FALDT=HIT, HifE P-256/P-384/P-521 & H WA FEM RIS (ECC) TG L TWE
9, L L. FFED Acrobat /N— 3 L, RFC 5753 TBEE A v &£— X (CMS) T
DEMBRES (EcC) 7TV XLDEA] ICk > THEESNZNAED RFC 5652 (ZHE
L TWRNWCMS A7V =7 FEARLET, 2070 B b SN XERY—F /38—
TAY T MU =T ERBERR L0 T, LTFON— 3 B OENLLETO Acrobat
IZZOMERH Y 5 :

» Acrobat XI 11.0.17

» Acrobat DC Continuous Track 15.017.20053

» Acrobat DC Classic Track 15.006.30201

ZHEDHLVWR—T g D Acrobat (2016 4 10 A B L OFNLIRIZY V—2 &) @
HBMBIEL K ECCHFEAFEL TBY, LEA->TPLOP & &I TEx£7,
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6.2 PDF [CH T HEIRAZE LX) T«

6.2.1 CMS A T—4

PDF OFEHELE X = U 7 (1X, RFC 5652 (ZHE- 72055 A » — UL (CMS) 1I2HE0 -
TWET, CMS X, BYFES - AvbE—VRIE - BB LE 5L T EREFHEEDT-
DOH T vNMAE L TR L £, PDF OFEHEYX =2 U 7 113, CMS IT& - THfh S —
NAEHAT—2HEZFIAL £, 2B, R LETA—NLOLLI AL IR EFEETT,
PRE EOBEGFE LT p—~ R E K LT A D GEHEES 2V T 4 lINA T Y v R
FHETEEINTOET T L HORESHE 7 & DAERL . TR EZEE OEN
R L TR B L £, S oML, RSA F 7235 iR 5 (ECC) 7v= ) XA
LSS AR F LI L > TZOT U7 MO BREE AR L, CMS 7V =7 NNIZ
ELET, 20T F L EAWT CMS A 0 — R KEZ M SNORFT LT Y X A .
WZE o THEFB(EL . CMS WIZERE L £97, SFEFS(LIZIE AES 703 U X A%l 5 523k
DITHEIT—HRTY, ZOMEIZONT, Fo, TITHEAINA S EFIEFRTAITUX
LZOWT, FELLIE6.2.2 81 THEBALOFEM] (T3 3—) 2B L TLIEEN,
ZEZEIBOBO, BOOWEREL AT ZOXNHREE S L. B-8% T CMS
N4 —REEELET, 20, B bEhiXMe—R &, EZEEDOEZDOR LS
NENERS#E ORAEDE L, BFEHBE L OWET,
B TN ARV IERFRTH Y . OF DT X AT — I UaMERES U E
FADT, BEAALCEOERE L, ZEHFEOY A NOFIZASOERAELE ORI UL,
®BTEOEEEEFTEEEA, -
ZD X7, IERFE AL &R S L D NNA TV v R7eT 7 a—FI2id, 2 20
HERH D ET, FHIZ, FESFRE S LIZIEF BN O T, PEOT —Z T Ll £ —
Mo TTOTENE, FOMFE SHIZOABEHL, XA 2 — RN 2RIFEHL20oT
T, B, 20T e —F ThiuT, A a— NIZRHES{bic > T1EZE TR —
THEF L, BB EROALEZEEDT LIS T EEEAET, LM —F%
ZEHEZT LTS LEDL, HOT7 7 AV A R FT0~AKEL > TLED TL X -

o KA

CMS 7Y = 7 s ND EnvelopedData #i& 1%, 1 722\ LS Recipientinfo 1% S
NELLTRLET (K642, ZhEEhEn, | AOZEHEOEIEICET D1 #)
— FOTWVITREHERITE (CA) VU TAES — &, TOZEEDEO OB SHEN _
RELTHRHLET,

DEZMWEYE ZEZOLFNICMS ATV FRNIZAS> TWERA, 72770, FEHE
FATEDLEIL, FEHEDOY Y 7ILESIE, CMS A7V =7 b b6E S22 L TSN A
RETT, AN OIE L 2 EOSLA THIL, ZNZX > THE D DI CA
DRZFTET N TAEZOREND Z LI ET, ZOBERETINOZEZELFETED
MEIMIIPKIICE > TRARY £4, L2 LHCBLIEREDE AL, IEHAERAEEA -
ENEOAREICEAL TWET, @I, BOBARAEZAV TV IZEEOLAHII
TR_RT, CMS A7 V27 PHATTL—U THR AN TRATWET, ZEEERELWNTZ —
EREELLARAWVEAELHAHTL L), ZOMBEEMRIT 51212, HCBLIEHELZHED
RO HAWIECEAEHETIHEAEZH D EXLWVWTL X9, —

ZEEBECMS DY A X | HOXEEL, EEOEOZEIEHAZEIH L THELT S 2 S
ERTEFET, 7272, ZEFZENT 5T LIZENENENICRE 5L S @R #diA £

NETOT, ZEBNWEZ HIZTE CMS OV A ANHKL £9, EORET 7 AL AKX -
BEIRL T, ZEEOABRBORES &, EHENOEREICL > TRERY £7,

WE. M7 7 AN A RTZEEFELANHTEVBEE1~2KB#KL 7,
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CMS % PDF XEI[ZEA iFHEtx=2V T 4 THZ{LEN T3 PDF FEIL, £0
Encrypt &£ D Recipients =2 b U OHIZ ARV LERD CMS A7V =27 FERNEEL
THE->TWEd, 72L PDF %, CMS O LK A& LENFICEEBEHAT O TIER L,
H 9 1 OB DEEZRIT CWET, ZORFRIINAY—RFEX=2U 7 1 LHLTT,
CMS XA B—NRZ, PDFAT7 V=7 h2—UNEELL THF>TELT, PDF AT V=7
NEED =D DR B EEZ BT 272 DICEA SN A8 B2 NA & L TR-> T\ &9, PDF
F TV 7 MEEREFET S TeDIELNAMET LT Y X AL, NAT—REXa Y
T4 DOBEBIHELN LD EFELTT (% 5.1 2R), ifHEEF 2V T 4 TIIXLEDOR
BHEE T D CMS OF OB HAL SN T8 B L EHT 201zt L T, NAT—FRtEF% =
UF 4TI OREWMEDONRAT — R L EH L £97,

PDF #EFRHIR AT —R X2 T 4 TITADDOLFL S X ERMERBRES, FEH

EYX 2 VT 2V THRESNDI TEBCHEATL2 2 L6 T ET (6.1 & THERRHIFR)

(B9 =) L), NAT—RF X2 VT 4 TITA DI X ERMERFEITMA T, FE

X 2 U7 ¢ TIHLLFORED fJFETT -

» XEDOHR. HE. X1V T+ HEOEREZHIR (X6.3 BHER)  ZOHIRRE
hOHE ., ZEHTZOLEEZRNTHELZ SIXTEETN, ZOXEEZAMLZY
EELIED Vo T2 RFEOBRIERET, BIOHERZEICL > TR SN ET, Z Ol
RAE N TRWVGEA, ZEFILTOEICHT 28e2b#lEzGE L. 202V 7«
REEEHTTHZELAMMETT, UL, NAV—RtEXx2 T s ZHOTREES T
TVDAXELZONWT =Y —=RNEZDTAX—NRRAT =R 2> TWHHA LFRET
T, TTDT, TNEIAZ—HERETATHET,

A=Y= L ICRRDERRELNETH L TEET, IR todh T, LRI
. FOTEEREL VS EEHT LV ESH LWL EREITA D L9 ~ A X —HER
EAELTEE, —HFTHEEOHT 6, 74— 7 A=V RICANEITHIZ L EZ
DLEICBALEIT) ZEDOBHFATEH, Lo EANTRETYT, ZEET LI, HHN
WWEZEEELOIZNV—TZ LIEBNCHERZ#EH TE 22 L, fEAEEX 2V T 41
Ho TR =R X2 T 4 IZIF R VEERFRTT,

HEFRIZ, CMS XA @ — RA~EZIATN, HIFFEOZEHEDOZDIIH LI NET,
TTDOT, HOFEDZEE I T DHERFELMDITIE, ETEOZEHEDIZDDE S
DTETWRTNERY ERA, ZEBOWHERELZ, BIET 57XV ID ~O7 7EAR%R
L2735 LI RA[BETT,

FERRDELY ML, PDF XEDOOOEHEEX 2V T 1 LE A — LD OFEH
EEX2 VT 0 LOMOBEERENTT, 1{HOPDF XFEFEKDO CMS A7V =7 M &
RNELLTHOZENTE . ATV 27 MIEOIBHEZEED I V—72EERRET

. 63  FETREV X
Acrobat CEIBAZ ¥ ) T4 =
1239 BIERFIRZE T TEMENRL IRE. 51T BATOETEEHER)

12iR

ENRIARFET(R): |HaTLA v

EEEFFAIA)

LI7*AR BTt A, AR, iz

A== Sy 1 2 - EO AN BRTEDE R 7 ) FCB
SEROPERS, 7 —4i4 - FOAN BT OE B 7L B
=D AR AT

FFET L
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6.2.2

T, [F—OHRZFT2%EET-LOOOREHEET, AL CMS A7 Y =7 hofic
s hE9,

ES{E D

FERAEE X 2 U T (IO S L AT v FICL > TEHENTRBY AT v 72 LICHE
RABTNIAVALEHRHEAZEATHILELHY ET, ZNODOEEB{LAT v 7 & LU FiiR
L. M64IRLET,

3n

AFv71:CMS NRBESEERS YT T 7 LITARENTZAER Z# (CEK)
2N, AR SIC L o> TR {LENET, 7272 L ZOFEMIL, ZEHTEFEDN RSA 2>
ECCMMICk»THEARY £3, RSAEBEZH VN TNEZEE L ECCHEZHAWTWAZEEN
BIELTWTEH, HDWE, 702 RSA #E F7-13 ECC #h# & W\ TV D258 MIRTE
LTWThH, ZLEZIEIHY EHA,

ZAZH DFEHEN RSA 742 ) X 5 (RFC 5652) HOABEBEZNEL L TH-> T3
TEIiE, 2 O8EE AW TR S EAK S{L S E T, 2 5 RSA#E R 1X, PDF Reference
PUCHARIL S LTV ER AP, Acrobat D/X— g NEIEL TWET,

ZASH OFEIAEINAR ECC 8 (RFC 5753) ZNA & L THi> TW A EAIZIR, M
BT 47 4— -~~~ (ECDH) #IAHN & ZOZEHIEAEOFTOAREEE HWT
IHIZH Y 1 DO—R R BN EHINET, b, #ET7 v T T AT Y XL L
WO RIS 7 LA ) XA AL T, Z 08 Si2 O THAER SR (5 v
) & FET., Acrobat XI/DC 13T v 77T Y X AL LT AES-128 7> AES-256 % {f

Q@ ) @
CMSA T x4k (EnvelopedData) %

(KERDAFREERVTESEESATINDS)

— TETFDOWME T
RecipientInfo 1: (NRT—=EHPINERWNT
M EE-5 82 (CEK) REETNTLS)

6.4

Recipientlnfo 2:
R AR5 5 (CEK)
(TEFOLARABEEANTHES{IESNTINDS)

Recipientlnfo 3:

CMSARAA—K(T—4):
PDFEE SN =D —K + #ER
(CEKZAWTHES{EIhTLND)

CMS O EnvelopedData #§it
I&. R—DEREET DT
RTOZEED-HDES
fESh-BEZABTLLT
HH£E9d, 1 D0 PDF XE
IX. 1 @A LERD CMS
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FhAFENIZDE 1 DFD)
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ML £, fix 5 ECC #i#fl%. PDF Reference WIZ(AE L E TV EH A DY, Acrobat @
NR—= g VITRIEL T ET,

ATyF2: CMS ABRE{L WA S#EEZ AT, M7V X L%HEHL T PDF
WSkl (EBERO#ZDOS O TIE2<) BT Ih, TORKBE, BE{kah/ CMS
RAR—=RPERENET, PDF OFEAEEX 2 U7 1128 W TE, £0 CMS THE]
IZ. PDF XET—# & —UIRNRL L TH-TELT, @BMEEZARL L TH-oTHET,
OB S . PDE ATV = 7 FNEED T ORI IR SN I S E T,

ZOCMS NEME AL T VT U XA AE, SEIERT AT Y X ANLEEFE T, Acrobat
7 ~ X {2 Triple-DES Z{#iH L Tk V., —J., Acrobat XI/DC | AES-128 Z i L &
T, A B — R DBk, ZEZFRICH DL, LEILITI BERH D FHEADT,
ZDOTNT Y X LDOBPUTZAZE A TFIAKFEL 2D TT,

ATw 7 3:PDFIEEIL PDFKE#NPDF A7 V=7 MR I L, FOfEER, #
DX ELEFRTDHIEOOT —EZRNERINET, ZORT v IRV —R X2V T o
LFEL T,

PDF 47 V=7 "Nt {bT 2720 OXFH 7 L3 U XA L#EE T PDF Reference PN
W EENTEY  RRT =R X2V 7 s OREIEHIND S OOMESICH T
D £4 (Table 5.1 ZR), PDF LENDTRTCOAT V=7 bW, RURHT LT U XL
FRHOWTH S LENET, AT v 7 307D OT T Y X LT21T % Acrobat TEIRTE F
T (6.2 TEEMR), 2@ PDFE{b7 02 U X A%, BELE3{bE EHT 572012,
Acrobat 7 T AES-128 23, Acrobat 9 T AES-256 V& A SN TWET,

IFXFELRTITYXLEEBE #6112, PDF -« Acrobat DX X F/4—2 3 Cff
ZBTNITY XN LEEEFE LD ET,

61 EEBAEEXIUTF A D=H®D PDF - CMS BEEB{E 7L T ') X L & Acrobat TD Rt

PDF/Acrobat D/A—> 3> ATy 7 1: ATvT2: ATYvT3:

& pCOS PILTYRXLES CMS ARB7ITYXL CMS AEREEL PDF E5&1t

PDF 1.4 (Acrobat 5) . Acrobat 6 & KU ZFNLL Acrobat 6 ~ X : Triple-DES 128 Ew k RC4 (ffE
pCOS 7L 1) X La 5 W% : 2048 £ v b RSA Acrobat XI/DC : 128 E w k AES' 59

PLOP : Etd+HR Y 120D &5t fis
PDF 1.6 (Acrobat 7). Acrobat 7 5 KU ZFNLL Acrobat 7 ~ X : Triple-DES 128 E v k AES (38
pCOS 7ILT Y X L6 % : 4096 E v LT D Acrobat XI/DC : 128 E v k AES B
RSA

PLOP : 128 E v k AES
Acrobat 8 8 KU Fh LL
[%:8192E v FUUTD

RSA?
PDF 1.7ext3 (Acrobat 9).  Acrobat 9 B KU ZFNLL Acrobat XI/DC : 256 E v b AES 256 E v b AES (5%
pCOS 7 LT 1) XL 10 B :8192E Y FLLT® PLOP : 256 £ k AES &)

RSA®

Acrobat XI/DC* : Hi#g P-
256/P-384/P-521 % FAL\1=
ECC®

1. AES-128 7L ) XL 5 [zt L THEET %1548, Acrobat XI/DC TERFE [128-bit RC4 (Acrobat 6.0 KU FNLUKEEER
)] ZRAVTESIE SN =XEIXEMRIZIE Acrobat 6 TIXFAK 2 ENTEFRA, BELL ZD/N— 3 U AES ITHIEL
TWELAD TT,

2. RSA-8192 B[, Acrobat X E/z[XZNLUEEMLEL L. 0S X A Acrobat TIERIGL TLWERA.

3. Windows SEBAZX P 7HANDID ZHANTXEXES T 515 S Acrobat (8 E Y FDEHOREIDRBICLAIMIEL TOWEEA,
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4. Acrobat 9/X [ ECC BESICHIEL TOWEE A, 1=FZL. XEMNRSA ZEHIAE L ECC ZIEBIIAZEOMAICK L THES
EEhTEY. M OHADREEEAFNRIDEREHL TLSBEIZIE. Acrobat 9/X [ERSAID ZANTXEEZR I &I
TEFET,

5. ECCRESILD=DICITHED/A—2 3 > D Acrobat BNILE T, [ECC ZIEHEEAE L D Acrobat DIEEME] (T0R—) % -
SEBLTLESL,
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SEBAE LX) T 1 O R&EH
ZOETE, GEAEEX 2V T A ORISR EEATCEIHRAERNILET, 2<%
Gy UTOMWE ST 2 & TY !
» (ERE B OFEAEZZEEDO Y ANNEDDIRLERDH L0 ? GORWESIE, TER
FIXZORBEINTZLEEZFLS LN TERLIRY T,
» BZEHNT, BHOWVEZEEZLOIN—FT, EOERHIRZEE T &N

EARDZEBFBIN—TABNABOXBEZRAT HDITV—TD A~ o
MOXEEZRLVERYVTEZLICE T I A—FOMD A N—2ENEDOLEEZFIHAT
XHLOICLTVWEEZT-ELET, 2D PDF T, Z—T7 DA RN—2BEDHHE|C
ST CIRKELENET, STEOERENFD T 7 ANV E KL T BEEICH SO ES S
DX, ZOXEDN—=V a3 1 DTHELET, EHFHITHLWEIRIEZS Y FEA
N, ZEEFLEOTIEICLERD LT ORELRDZEIFHETHRETT,

ZOR@BHNRI I E LT, —BOZEELL (EFD) 3IZ20XEEZEHTETLZ
EERFTFIN, BRI A — LT 4=V RICATEITH 2 & L %D PDF ICEL %
THZERETEFHFINDLIICLIZWELET, ZOXBIEEBT HI100E, Blx DZEHE
TN—FIZL T, FNA—F T LISl ER a2 5L £9,

TN—=TDAN=ENEL Roleit (ZEEVPRTR) X, 07 v—7% X1
DINSBREAG~ZFT L L TEET, BEHDEANOZEERER LR TIET 7 AV
P A X FMEEd, WICEBAEENOZEFLRNZ T UL, FIUCELZ TICREEZE
ZTHEDNR=2 a D7 THBEET,

BABOXEIZERBITI MIMOLEPREDZEELLOLDIIHSLEND L
LET, ZOXEEZELHIT, TOXLFEICETFHNICELZITO ZEPTHSNTOETD,
EREREAT) ZLIFT—UEFsn T RVnb DL LET, ZHEFERT DL, ZOHERITE
HDOHEHF L TERZHSRNIOBRESNET, ZEEHIT. ZOXEFELESTHDI
oD EFMETV N ID 2o T, ZOXFIELZITAET, LEL, ZOTVH
VD WS OEAEZH A SN TRITISN TN D Z L BFHE T,

FORILEEERER oL 7o YPERBE~SEAESND E L ET, MAEZEEIT
EAFITZENEN, HEANOFEREIC L CHELE N, R# S/ PDF 2%V
F9, U CEE IR EL L2 TN a v ESBIED Z LIk o T, ZEHFT LI
EOMEBIDON— 3 U EBEDZ ENTEET, nomaster HERHIRZHRETHZ LI2L -
T, BENLELWETHZ L 2EET,

TXATHERANL—SUET—HAAEVY 0O FVFTIE, T—IAT N, Ri#ESH
RIFIUIR SRV ICEEZITWMD ELET, T AT ENBEEXT — A TEiAE
DFEAEIZH L CHRBILENET, 7T— DA 7 EINDIELEOHREI N A=V a 031
DTHEHET,

AURAREAMEOENST BEZLOA AR AR - WME - BEIFhIEZ, REBOD
2, TOEFDOFEAFIIH L T HAbSh £, FICEOR#ES NI A=V a 3 1 DK
FESNTZEDREFE~ES SHET, nomaster HERRFIRZRET 5 Z LTk > T, BE
DUELRET DL 2EET,
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6.4 PLOP ZFHN-GIBASE X ) T«

PDF S 7T XL ERBE PLOPILFFIAER 5L A& 72, M 72 7 L= U X LAES-
128 F£7-1% AES-256 & W TITUV, MEF872 RCA 7T U XL ER L THEAL FHA, =
@ PDF W5 b7 13 ) X L% %INT 512X PLOP_create_document() @ encryption 7~
varEHVWET

» encryption=algo6 D354 :PDF /N— 2 U 3L FEZIG U C PDF 1.6 ~ EiF & 41, Acrobat
7 (pCOS 7= Y XL 6) IZfit- 7= ABS-128 & IV F=FERERF B LM Th L £ 1,

» encryption=algoio DA (ZN1T 7 4V k CF) :PDF/N— a2 U 3L EEZIG U CPDF
1.7ext3 ~_FIF B, Acrobat 9 (pCOS 7 /L= U X 4 10) 125 - 7= AES-256 & MV -3
HERF B L3 T E 7,

Z DO PDF AL T LT U XA (F72H AES-128 /7 AES-256) 1% CMS NERF SLIC E—
AEnEd, T AT ) X AR EEA,

ZEEMASEEE ZEHI LI, TOZEBOARBENR LT HiFRELRET
HUERHY ET, TUXNID LITRARY | GEIEIIMER#EE —UNE L L TR T —_—
FHADT, R#EINLILEILH Y A, PDF LEIL, TOREINEZELET-HIET
DI 5 OFEAZEO FONRGEICHIET 2 MEREZHNTENEE ST TE 5 L9 ICH Bk —
SHET,

W SCEE A4 DRI, PLOP_add_recipient() ~DIFO L &2 AW CEZEH 2T —
LTRLBERDH Y £ GeaV 7 Aa—Rn, $3TO PLOP Sy 7 — VIRl &
nTW5 certsec S =Yo7 rofH v £4,) ¢ —

if (plop.add_recipient("certificate={filename=demo recipient 1.pem}") == -1)
{

/* BEEHLTHETD */

System.err.print("Warning: ", plop.get_errmsg()); R
}

if (plop.create document(out filename, optlist) == -1) {
System.err.println("T 35— : " + plop.get_errmsg());
plop.delete(); —_
System.exit(2);

} S

ZEEE I AN CTHOIRETIUSGEREE X 2V 7o BNERICR Y £F, ZEFZHLOY Xk
X, O EFEOMES 141X, PLOP_add_recipient() ~0 & 572 5O L & WV THr-72
VANBESND ET, BIBERIND T TOLEICE S IET,

ZEHT-H% PLOP 2~ KT AV —)LTC --recipient 7> a2 > & AW THET 5
ZELHRETT, -

ZISETAENOEN. PLOP ZH\WT PDF XEAEH#ETIOICHO LN D ZEHTH
EHiX, UTOEAZRMIZL TWAMERH Y £ :
> ZERA R HIEEER A & L T - TV AEAITIE., 2R FOIEAEICL S
WA b FE 2 L CWARERS D F9, BETBELOLEHF I N TWSHEEH
EERANTHB(LEITY Z LIXTE EHA,
s FEAERE TR TR ERA, Thabb, ZOMBANEEL THTEIWT E
A,
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» 77 4L N TIERSASHE, ZOHENSE » b DEHTH DL AICOBRZ T T HiLE
T, PR A XOHE, 47V a3 v conformance=extended % USRI IT B
F9, 72720, FRUCK o THER IS CEZ . Acrobat iX. Windows REFAE R M TN
DT HENVID HANTHL Z &M TET, Acrobat EHZEA N 7HD ID & AVTL A
BACZENRTEERA, 648 Y FDOBRORIOREZMHERTHZ LA HIEL £,

» P-256/P-384/P-521 LIS D i % IV /= ECC ZZHEFEAEIZT 7 40 b THRE S E
I3, A7 a v conformance=extended % Fl\VIUEZ T FHIT OET, 727ZL, D
W55k 30 1L Acrobat XI/DC Z W TH Z &R TEEHA,

RSB  FIRZFFAT L 22 WS DMERER B 1L, ZE#H 2 & IZM8BIC, PLOP_add _recipient()
O permissions A7 a2  THRETE £9, FBEEELRVNE VT XTORENRT 7 +
VR TEHRENET, £5.310, HEXAMERBEF—T —REZXFTWET,

728, Acrobat 13, XEDOETIZED D 4 FEOMERHIIR 9~ CTIZ-2W TR O il 18 2 2
L TEL T, WO DOHIRZE —FEICE LD TWET, % 5.4 12, Acrobat DFERTE (X
6.3 WD TETZFFA] U A FOfERE) & BIST 2 PLOP OMHERRBIIRY —U — N D
FXERMEAGDE EOBEERL TV ET,

TH—AhT 4=V RIZANEITI T EBLEITO 2 EUANOT R TONEEH L
1:9"% . PLOP_add_recipient() \Zxt 4 2% T VA T g U Ak e

certificate={filename=demo recipient 1.pem} permissions={nomodify noannots noassemble}

Bk y T72#iPLOPDS # HHWTEA T 5 (89 ~—) THEHLL TW 5 builtin-
mscapi T2V % WS EDTZO DZEHEFEAFTLZRET 57-0ICEMT 2 2 &b e
T7,
TV ERET B2 PLOP_add_recipient() O engine 47> a &V E T, IR
L7emr Vit ko T, iEHERRO OOV TA 7> a v ORNEREDL Y £
» engine=builtin D355 (77 AV 1) IZi&, GEBHFEIL PEM £72iZ DER = a—7 4 7
DX509 77 ANELTHEZONDILENRDY £7, i :

engine=builtin certificate={filename=demo_recipient 1.pem}

CORESNDIERATFEZ 7 AVIE, B rHE 1 O SALGEAEFEZNA S L TWD 4
ERHY ET,

» engine=mscapi DAL GEFZE A Windows GEFIZEA R 7LD D 2 &N TE
9, AERFIL, GERAEA N T OLAR L, SEHEOHOZEHOY TV =7 b LIS
Lo TRENES, #:

engine=mscapi certificate={store=My subject={PLOP Demo Recipient 1}}
REINATLEIXEZES ¥FCxX =2V 72T TWDLLEFEELE ST
HI2iE, ZOXFEOTOZEFEETEHEHDO S LD 1 DIZRISET 27V # 0 ID BRLETT,

PLOP_open_document() @ digitalid 7> a > % FD IDIZT 7 BATH-DOMBIET S
NRAT =R L LBIZEZ DMERH Y £, #i:

digitalid={filename=demo_recipient_1.p12} password=demo

ZOFYH )NV ID & Windows FEFAFEA F 7B EY DA, BESNTZANTO
FOTRTOID R, FOXLELERTEEDICF oy 7 ENET, TTDOT, IDZER
T 510D subject VT AT a L FIMES D FHA

engine=mscapi digitalid={store=My}
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My IZ7 74NV DA THTTOT, ZREUTFTOEIICSHIZERT S LHARET
ERE

engine=mscapi

Pmpwéﬁgitﬁﬁc‘ﬁhﬁﬁ PDF EDHEMRREIC L > TRBS TN B 1E

B OB VD 72D IiE, GEHEEF 2 U 7 4 2 O THRES LTV D 3CEITH

T ORI NTRED & iBE U FHA, PLOPIL, GEEEX 2 U7 4 ZHOCTHRES

NTNLXEEL, LFTOL— V> TREL £7

» B BALDAT — 2 2% pCOS LA TV = 7 b encrypt/algorithm LrAnCr=y
DI LiE, ROERETULNVID ORI DL T, HIZARETT,

»%@M@Xi7DAT4%WIB4/&7:~X%%“T71)¢6 LR R&ET
THNVID W, Thhbb, TORGAESTEDONDOZEERREED S LD 1 SICEET
LRVERAEAT D ID BB T, 2T pcosmode=171E HInTF =y 7 TEET, —

» CEICHSEHE R TELTIHEAICL, RDEIRET VXL ID BUETT, Ehi
MZ T, BAMMTH Z EDNFENDITIE. £ DOILED noannots HEMRFRE D false (Z7%
EINTHWDLRENRSH Y £3, ZhUL encrypt/noannots pCOS $##EllA 7Y = 7 b % A
WTF =y 7 TEET,

» ZHRESOTRTO, ICEITHT AT, 72 & IR BLOBRETHIL, HERZ
EOELTHI, RHRXTVHVID PBETY, LTHUTMA T, TOILER, £0
XEAALSIZDICAVONE ID IZHTHYAY —HEREREL THWDOILERH D F
T, ZAUL pcosmode=2 72 E S T TF = 7 TEET, 7

£6.212, TRTOREICHTLBERMEE LD ET,

F62 BELENLXEICHT HEETSERNEBOLDITRERT D 2L ID

ID DEE. pCOS ZHAL\T pCOS ZHAIVT

TR —HER. BEBERT—4R ZOhOXEION HBHE—FT ChstnmnE,

pCOS E—F /1Y RT4%27TY) BE2TD #l : BEBEEEE —
#L (pCOS E—F 0) C o) A A

RENEDAHY., D, 7 noannots=false A

Y R 2 —HERN xién‘c DBEIZDOHTA]

LWLy (pCOS E—F 1) E—
RBEREDABY. HD. T q q a

YRAE—HERMNZDID I —
HLTHEESNATWLS

(pCOS E—FK 2) -

pCOS ZAWNTREFLEBE YT pCOSHELIAT Y = 7 b encrypt/recipients % J\
HZELICEoT, GEEEXF 2V T A OFMAET =y 7 TEET, B L

length:encrypt/recipients
DIERERr LD REWR 5T, ZORSIOFT F YL, F—OHREZAT L 1 ARl
BHEOZIEFHED T V—T HEIHT 5 CMS A7 ¥ =27 b IHHENEE L T ET, % CMS

FT 2 bR ANV LBEROZEEENEE L TELY 52805, ZOEFIEITSL
FTLLZEEOREEEL THA,
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pcosmode #fllA 7V = 7 N EAVWD Z LICEk o T, TOLEERL EDICRDLNET
TEANID BEZLNTWDLINE DDk, Flo, TOYAZ—HERPBES N TNDLINE

IMMEFxy JTEET

» 2/ pCOS E—F (pcosmode=0) : IRH R ET VXV ID BEZ HILTHRU,

» [RiE pCOS E— K (pcosmode=1) : B 7o DIRDHRE T H IV ID BE 2 LI TN DM,
ZOXEFZOZEFITHL T ALY —HREZBEL TRV, ZOXE~ELZT
9 Z L%, £ D noannots R false [CF%E SN TV DHFHICOHHFENET,

» SE4 pCOS E—F (pcosmode=2) : KD RET VXNV ID BREZHILTEY 22D, £D
LENZOZEEICR L T AZ—HEREREL TV D, CEO T TOHERIHIRR
72 BB THY, PLOP DT X TORENRFTFIIET,

HERRHIIR % F = > 7§ 2 121%, encrypt pCOS ATV =7 FNDOLLTO=> kY &
WET (5 : encrypt/noassemble) :

noaccessible - noannots - noassemble * nocopy * noforms * nohiresprint - nomodify * noprint

B BPAT Y = 7 - encrypt/nomaster £\ D b DIEH Y FRA, B DAY —HE
RDOAT—H AX, pcosmode=2 7>E H ) TF = 7 TEHNHTT, 7L I pCOS /¥
AV 7 7L AEBRLTLIEE, dumper 2R =F 7Oz, iEHEEX =) T ¢
ERANTOECEEZHRT D0 —RRHY 7,
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S — = — -

65 AR VKAV THHAZE LX) T+ % EA
UTFTOV o Iroa<wy RIAVEOHLIZ, EWa~r R o404 7Y a 2N OR —
ENTWET, FMERDA TS g 125 T Section 3.1, YPLOP and PLOP DS Command—
line Options<, page 35 Z&ML T 7Z XY, E—

BBt ZEETEHELZRET DL, —recipient A~ R T A A T avic, HDHWV _
XN riCRRLET, 2047 3 VEBVIRT Z LIk > TEEOZEE LR E
F5HT b AT,

WEE, 21 ANOZEEDOEDIC, TOFEHEEL T 7 A A BETH 1L -

plop --recipient "certificate={filename=demo_recipient 1.pem}" <=
--outfile encrypted.pdf input.pdf E—

WEE 1 ADZEHEDOTZDITRE LU, o, TOMREZAHIR & o —NFFannk) -
il B

plop --recipient "certificate={filename=demo_recipient 1.pem permissions={noprint
nocopy}}" --outfile encrypted.pdf input.pdf

WUEE, 2 N\OZEHEDOEDIZ, ENETNORAEEL 7 7 A AP LETHE S

plop --recipient "certificate={filename=demo_recipient 1.pem}" <= —
--recipient "certificate={filename=demo_recipient 2.pem}" <
--outfile encrypted.pdf input.pdf

NELBBEVOZEZEDODIIK S ZOBAIZIZ, PLOPa~<~ RI A4V —LdD
TODIET7 7 ANPESLLET (DRE7 7 A0 38X—) 25, HERT T
DEZFEA TV a v EFTRLTZTF A L7 7 A )L recipients.txt {0 £9 :

--recipient "certificate={filename=demo_recipient 1.pem}"
--recipient "certificate={filename=demo_recipient_2.pem}"
--recipient "certificate={filename=demo_recipient 3.pem}"
--recipient "certificate={filename=demo_recipient 4.pem}"

ZL T, ZOIETZ 7 ANVOAHOIEIZ @ ¥+ 7 7 2 &)=t D% PLOP a<v K F —
AL TEX £7
plop @recipients.txt --outfile encrypted.pdf input.pdf

WEE 1 ANDOZEHEOEDIC, FOIHEHAEL Windows ZEBE R N 765 T =1L —

plop --recipient "engine=mscapi certificate={store=My subject={PLOP Demo Recipient 1}}" <=
--outfile encrypted.pdf input.pdf

SEAGE L. TEL TS (BAF ST g ConTT 7.22 i W= Y2 HnT
BLTD] (90 X—) 2EM), THIIZEEFEAZBLBLEFEOTOHANVID 2LELEL
E3r I

plop --recipient "certificate={filename=demo_recipient 1.pem}" <=
--signopt "update=false digitalid={filename=demo_signer rsa_2048.p12} password=demo" <t
--outfile signed+encrypted.pdf input.pdf
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ERBE XHEZ2ANOZEEOZDIH#EL I ANBOZEEZTZ VT 7 v R EFFS .,
2AE® BEITZZOLFECDDPROIEE Z b ITOTELZIT) LT 2SN L9
IL7zvwe LET, HRHRF—T =R B A TWEFADT, 7+ — LB AEIT) 2 &

k%ﬁ%ﬁﬁ_k#2kﬁ@ EHEICHFSNET :
plop --recipient "certificate={filename=demo_recipient 1.pem}" <
--recipient "certificate={filename=demo _recipient 2.pem} <
permissions={nomodify nocopy noannots noassemble}" <
--outfile encrypted.pdf input.pdf

XEE, LE1IANDZEEZEOEDIL, ZOXEELRLL I LETEFFIND X5 TS

plop --recipient "certificate={filename=demo recipient 1.pem} <
permissions={noprint nomodify nocopy noannots noassemble noforms}" <
--outfile encrypted.pdf input.pdf

#E GFHELXF VT oAV TRESNTVWE LEL, REREFTVELVID 2T 7
ANDHETESL, RSN TRV R—U 3 U B ER

plop --inputopt "digitalid={filename=demo_recipient_1.p12} password=demo" <
--outfile decrypted.pdf encrypted.pdf

HREINTVDEIEE, RDERET T Z 1 ID % Windows GEFIEA b 7 My B TER
L. REINTW WA= g U EAR, store 472 a DT 74V MEIMy THY, L
723b . PLOP (IR DX & ID & HEYWIZFFE L £9 DT, digitalid 7> a 28 T &R
AIRECY, BBHET Windows B 7 A N2 L o THRE SN TWET DT password 472 =
VHEMTEET

plop --inputopt "engine=mscapi" --outfile decrypted.pdf encrypted.pdf
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7

PLOPDS [Z kB EFEA

S¥5C PDF XEIZEFHICEL T HHEEIL. PDFlib PLOP DS TOAFIFARIAETH Y . PLOP £HXK

7.1
7.1.1

HETEAATEEEA,

[FCHIZ

EFELODEXYS
BFBAHICOWVWTHLLMHAT AL IZZDO~=a T VOB AEBZ £9, TN,
PLOP DS % M T PDF SCEICE T EA T DBRICEEFIZH 5 W\ < OO BB A A2
FIZOWTHHL TWEET, T OMRERIL., &L L TAREEE (Public Key
Infrastructure = PKI) ’&ﬁ?ﬁﬁb“(b\i@‘o

ETEAT, AR SICE ST ET, ABEREE O Z L2 IEXIFES &by
£, T, CEIR %LtA@ﬁﬁA%T%&W&ﬁt TNBE DB T RFET X
D& TABAFARE AR ICL > TEHX £,

FERAE ABRgTEY . iEAEL VY booFIC AN TEA SN E T, iEAEX, &
BEDNBEEL AT EREEAR L L TWET, BEFEHELZHCTEDIC, ZOFHR
Ny r—=UIFEBIT, AE D DITE OMAEESCT — N E WV o e ER~FEHEERITT 5
FHEEINEEF I TEBLENET, 20X REEINEEZFDOZ L%, #iFH
(Certificate Authority = CA) F7=l1Zh 7 Ak ¥ — (TC) LW F3, CA BHEDIEH
EOZLE, A= FERAELOWET, ZTHEIE L DEA, ﬁAﬁﬁ?/D—Ff%éi
I, FDOCADY =TV A~ ETABRINTHET, FEAELE. X509 X THRE
EhEd,

FEAEE X 2 U 7 4 ZHOTXEL LT 2561213, REROFAREEOALTT
T, ZEHOFFHERSHIUTEY £, ., TDO X5 R LEEEST D ICITWEREN
VETHY, TUIZEEDOT O ZNID OFNSORESNET (k).

FIBAZEFz—> 55 CAILE > TRITENT-BAHEEEX, TORITLIZCAM, F
72k, XV@ERo, ZOHH CA OFEAEEZFITLIZ CAN, BETEHLRARIND ]
SIE, BETEXLLERARENET, L—F CAMND, XTEICELTIHOICERICHEHS
NTVWoE POy R —W—FEHEE T, IEE ICROFEHTFICELEZIT) 2 LI
KoTORBRHS> TV DIEHERFO IV AMOZ L&, SEHETF =— LV WET, 2O
Fx—r OO FALD CA DFFHED Z &%, L—FiEHEBLVWET, HOELNE
NTHDHERBRENDTEDITIE. FOF 2 —r DFOTXTOHHENEL Th 5 LB
HYET,

FOANLID EHEEZ, TOMERAZLZNICRIGTI2MEROE T E2RNE LT 50y
=V ERBTDHZEIE, BETY, 2Oy r—VEFUZLID EVWET, FEHE
I ANCHBRIZEATEZDIZR L, TUHV D ITEERERSIRETIVNERS Y F7,
PR T UL ID IIREER EE) 2NEE LTI NE T, BFEL 21T -
720 GEAEEX 2V T A2 HOTHREISN TWALEAE S LD 757207V H v
ID NOWMBEICT 7 B AT HICITEH, SAV =R AT LV —XRNRBETT, TUH
N ID OB E L TES WS TWS DX PKCS#E12 (Windows TiE PEX & (1 9H)
TY, 2B, fEHELT VXL D TN OL EXHLAELEWVRITON TN DI TIEH Y £
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TOWHZE DLL 73 PLOP DS %> & Fl) il /T hE @ofwémgh&@iﬁo
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F—AR—KFFERT—rH—F =4 (k) ELBEBUSB+—o> (B),
ELLMDTINARE, PKCS#I11 T2V ZALVT PLOP DS NEHTE
F9,

BEREER | SOBLBERDS, BHOT VXL ID ENELL TR TV 2560 H E—
U235 08 t&ziloiﬁ%f%w%ﬁ%mﬁétwmw b9 1 DIELEICEFNICE

BT DTHDOYENSTLHITTY, 20— v LICEBOBLTNERH 2581 —
V. digitalid 7" 2 DY T F T2 3 v issuer « label -+ serial + subject D 5 H DT

1225222 8IkoT, ZH LCHIERED S HD 1 DI L - TEEIZRFEHE 48R —
THULENRHY £, 1 DOHIHL T, ZOr—7VHAOERY 7 by =7 %AV T,
1ODOT~VEEIDHTLHILLARETY, FTE - YU TAES - F 7 V=2 M, Gt —
MEDEADT 4 —/L K TT,

F—O  LOMEBRERE WS —27 00, SAV—RELTPIN Y7 h U =TI
LoTHEZOLND Z LEFHEL TWAEEITIL. engine=builtin D35 & FIFRIZ password

BAA T a v BEEZLDUERDY FF, 2O =7 R BN PIN £2332 7 —
RANZERTEHE (F—FR—FEDOA~—FI—F U —&%) 12X, 2O password
FTvarmBRT D (FLFEXTFIELEZ D) ZLENRTE, ZOF—7 0 DF—F—
R TZDPINZFANTLILENHY £, NAT—F / PIN LEOFEMITNE 5~ — 27
Lo THRRY F7,

FN—=2 k> T, —EORHMBNEE-6, HDWE. BESINT-HDOEL B TH
Nt BB 770 b2 600H 0 £, RKEBLAZTOHAITE. £OR—72
YE,BEnZ T U RLRWE D WUNCERT 2 LERH Y 7, FHLITBHLD F—
7 OFHAEESRL TLESW, b=V PREEBNICa Ty v 58 LFOTT —
A= PRHET
Error adding signature data ('PKCS#11: couldn't create signature
(C_Sign: CKR_USER_NOT_LOGGED IN)")

PKCS#11 DA T a>v URLDH LLFOFIZEBWTIE, > & —[EF D PKCS#11 DLL
% cryptokidll & L CWET, LD DLL AT T & IXRR D FREMERH D £,

PKCS#11l Z WU THRESNZF—2 b DF P %L ID 2T, PDF CEICRAHE
ZEVERLET, ZO =275 T 5 PINIEZT 7 AL pwitxt DN L 72> TNVET

plop --signopt "engine=pkcs#11 digitalid={filename=cryptoki.dll} passwordfile=pw.txt" =
--outfile signed.pdf input.pdf
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PKCS#11 2L THREINT-F—2 6D F Y 2D #HWT, PDF CEICRAIHE
ZEERLET, ZOa~v KT, PINZEZ TCOWEHADT, 2D —27 12T 5
PIN %, b —27 NN TNEF—R—F THHBIATLKERDH Y £9 -

plop --signopt "engine=pkcs#11 digitalid={filename=cryptoki.dll}"
--outfile signed.pdf input.pdf

N—F9xzF7EX2UT4ED 21—l (HSM) D=8 D PKCSHN

ooy

N=R T z2T7 X2V T 4EY 22— (HM) 1%, EROTZDDN—K T 27 X—2D

X2 VT4 2FEHL, b= - A= =K L VIEDDITENRT p—~ 2 ZEAL

AL ET, HMIZT—RICLTOHGBCEA I ET ¢

» PG CA S HSM _— 2 DFEA E &2, = 0 HSM 1238 H . £ D CA IZ X » Thelh - 4
SNET, EROEVHBTIE, HSM BBEOGITICEN N GELH D £3, &
Z 1% GlobalSign * QuoVadis * Symantec 7% HSM ~X— Z D AATL iEAEZ AL T Ed,
» {23 PKI & AW 724N HSM G,

» VT RR—ZADEM HSM —bE 2% CPU+ A b L —IH—E R LHFETHEATE
*9., Amazon Web Services (AWS) * Microsoft Azure 25 HSM 78 A5 ¢ 7 Z 42 L C
WET,

Fox ORBRIC LT, HSM D527 7 g —<2 AL, Y LVF ALY ROIZF AT b
TN =2 a IS OMNINAT I TAT Y MLk TORELND Z ERbIro>T
WET,

PKCS#11 @ HSM D% L. Fofli%, Thales nShield HSM % AW = EF B4 Z R L TV
T4, FHREE LT, 2O HSM ZHANT 1 DOESTRERSNTEY ., o, BISET5
AEAENTFITICH D, 2>, nShield 777 A4 72 AATBOEHY 7 b v =7 #HWT,
ROERELXR 2D T4 U= LR BIERENTWND (GEL <L nShield DFHEZ SR L T
<EEW) boELET,

INLOWEFNTEIZEH, PLOPDS AL T, LLFOa~<> K% HWTPDF XEIZ
BLHCTEET:

plop --signopt "engine=pkcs#11 digitalid={label=demo_signer_rsa_2048 <
filename=/opt/nfast/toolkits/pkcs11/1libcknfast.so}" -o signed.pdf input.pdf

PKCS#I1 YL a v ERIFRALYT AT KREBLHDONRT7 —~< > A% H ESH

%7212, PLOP DS I, PKCS#11 DLL/SO (ZXkf4 5 u—R /7 v o— R #BEOR % K/

b, % PKCS#11 v ¥ a Vv OfHElif 2 R RKIbL TWES, Zokedizid, 77V

r—3a VLN OB S MERH Y £

s WDINRBERSIZB VLTS, HiAD D PKCSHII DLL/SO X, DT 477 U AL
ToBc#% D PLOP A7 = 77 MZkFL T PLOP_delete() MMM S b £ T, 7272 12T
TGO PLOPA 7 ¥ = 7 b ZHIER L 721212, 731l PKCS#11 DLL/SO % PLOP_prepare_
signature() THETEZ £7, WX IVUI ALEOH® PKCSE1L Ay & §XTO
h—2v 2@y hNE—® DLL/SO IZ L » THREEITWD (ZhidiEs. F—FfER)
D=7 %BWRLET) B, v VF AL v RRFXTIHET D Z ERNAHETT,
» HORFED AL > KOO PLOP_prepare_signature() &, BIID AL v K63 TIZT 7
FTRAENTWAPLCSHIL Ay hAT 7 AL TUIWTERA, v LF ALY DT
TV =y a r THEED ALy RKOBWMLLE—O =27 EHWTEX4 LTZWEAIC

7% : PLOPDSIZ&L B EFEL



1—' B =] —

7.3
N—FHIz7E€Fa)T4EP21—J)L (HSM) %# PLOPDS [CPKCS#I1 TV VAN TEETEET -

. 2T v I RAERDREFERIL > TEDAL vy FHZFAME T 0ERH
7,

» AT ALY ROT AU r—aid, ALy RE—T772 PKCS#Il 5475 U 281
L LET, digitalid 7> 2 v DY T F T2 3 v threadsafe=true 1Z, EDTF AT
WALy RE—=TnEI0aTF =y L, Tha ALy =74 THHLL £
B

» digitalid B4 37" a > O sticky b7 A7 > a & WD & PKCS#11 DLL/SO % | fet%
DFEADZICE AV NICRFT D2 ERARETY, ZTBLBRELETEEET
D EREVEM B £F, 72720, [Al—7 m e AN T PKCS#11 DLL /467 47 F Y
Eu—RT5Z L UTEETA,

HDHEFED A1 v MKk 2 PLOP prepare signature() ~DFPIDOIEOH L O CHiM

Ty a UBEREN, EILERUT AL v ROHT PLOP_prepare_signature() 7375 OMECR -
HEnd ETHFFSNET, H2AL vy FORTEH I BLRZIERL RV E Z T,

PLOP prepare signature() %773 a ¥ signature=false & & HIZFEQNHT Z LItk - T % I
D PKCS#11 v ¥ a BRI DR 2L TEET, TTFOT. 77V r—v =

iE, ATREZRFR Y 245 HHSCEEZ kL T, PLOP _prepare_signature() % 1 [8]0D A FEON .
FTRETT, FEZIE, F—0 PKCS#11l 20y hBMEESNTWEIRY | o ED k—

7 DRIK (B4 ORRERR, BREA T D RERHE) MM TWDIRYIZE .
UL, PLOP prepare signature() ~O X B2 5N LIZME L 72 ) 8/ A,

REFBD 2 HRINAT D Tmd DRI — Y TR §_TD PLOP DS Ny r— -
W& ENTWD multisign ¥ 7 VOFIZH D £9, 723, 2O multisign D02 713,
hN—=2 v R=2ADELEITH H 2T, PLOPDS 2~ KT A4 Y —/L LD IEH0ITEND
NI =< ABALZ EBL £7,

7.2.5 Windows ® MSCAPI TSV ZRAWTELT S

MSCAPI = P %R 2 &, Windows AL —F 4 VT U AT AMINE S TWEE —
AR TR TE £, &b RN, Windows FEAEZ N 7HOF Y Z )L ID BE~T
JEATELETT, T, 20 MSCAPI = P cid, home(b=r U Bzl —
W OOHIFINS W 9, 72L& Z21E. MSCAPI X ECDSA IZxH L TWEH A,

S¥5C OCSP-CRLIBSHIAH & B A LR A T L engine=mscapi TIEFEZ EH A, TI D T.MSCAPI
IVOUTIRLIVAGERZZERTEEE A,

MEBEREME TOAOFHEOREIC L > Tl Windows FEHEA L 7TNDOF ¥ )L ID

X, ZDOAND Windows 7 A L > THRESNTEY, S50 /32T — R B0 E2 N —
LaEbH Y F9, ZOFEHESL Windows sEFAEA N TN~ AT BICE X2V T 4 &

AN L T2HEE, TOEAEEFHL TEA T TEDORAT =R 2RO 5 —_—
nWET,
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MSCAPI D1=8bDA T3 YR LDl LITORITIE, BALTH7200T VN ID I
Windows fEFAEA h 7N TE LN D ERIHEL TWEJ,PLOP DS FEIiEHAETI A FEH
T BT, 7 7 AV demo_signer_rsa_2048.p1i2 NDT Y H/V 1ID X TNV w7 1L T
Windows FEFAEA N TIN~A A R —/L T3 0LERH Y 9,

Windows GEFIEHEA L TINHD (F74NVMARNT My D260, 77 40 8 AN TR
current_user 7»5 @) FEAEZMEH L T, PDF XEICR AR EAL 2Bk, Zhid, AT —
R &2 523 0BERRNE S, ZOF TV ENID BEDAD Windows 1 27 A 1T L - TR#
INTWDHZ AL L TWET :

plop --signopt "engine=mscapi digitalid={store=My subject={PLOP Demo Signer RSA-2048}}" <
--outfile signed.pdf input.pdf

7 7 A )V demo_signer_rsa_2048.p12 NDFEFE 2 ] L T PDF CEIT A i 4 & 1Rk :

plop --signopt "engine=mscapi digitalid={filename=demo_signer rsa_2048.p12} <=
passwordfile=pw.txt" --outfile signed.pdf input.pdf

PDF B BAbDT=b D~ A X —/R AT — R SECRET & . TV AN IDIZT 7B AT H2b D]
AT —R demo % AT, RNAHELZERL., LEER L

plop --master SECRET --signopt "digitalid={filename=demo_signer rsa_2048.p12} «
password={demo}" --outfile signed.pdf input.pdf

Windows SEBAZR F PEZEH  Windows AL —F 4 73 ZF AlE, WL DD O E
AN T NICHRAL S IR R 2 AR D 2 & S ATRE ©, PKCS#12 JE DRI £ % H
WAV AR =T B20E, BICEDOIFHEZ 7 A NVE2ET N0 ) v 7 LT, TSEEREDA
UiR—bk Y4 HF—F | I/ ET, PLOPDS Sy 7 —YHNOTFTEIEAEFET, NSAT—
K demo # W CZnaERKTZ B TEET,

LT DX 51T, Microsoft ¥z Y —/L (MMC) % HWCEEBIEREZ £ - fRkT 5

ZELTEET

s [ RA—F1 22V oL, Tl TRLDTDORI Tmme) LTHIALZ L2k -
TZo7ur I axEihL £,

s (D7) A=a—T IRFyTAODBEBMERIK .1 27V v LET,

» [RIACEDRE2VR7RAY RFyFA42 ) CIEIBAE] 2INLC MBI 22V »
7 LET,

» ZORDA AT T [A—H— FThook] & TRT] Z8RLET, HDVIE,
H—EXT7HOVbr]l N TavEa—3—ThO k] REDOFEHEO R N T
ek nebid, e HnET,

» oK) 227V v 7 LET,

INT, AV A=A ENZARELT IV TEH LRV £, HOOERET
MEANI 72 YRNIZH Y, 2k PLOP DS TULFDOA T > 5 Y A k& T (--signopt
a~Y R T A4 T a ) PLOP prepare_signature() 1252 C) HEETE 7 :

engine=mscapi digitalid={store=My subject={PLOP Demo Signer RSA-2048}}
AEE O M2 R 21213, MMC WCRE#EZ X 717 ) v 7 L £7, GEEZ PFX

BATESHTIE, VAMAOREHELZLZ ) v 7L T ITFRTODERY | - TZHR
R—=b . 0Z227V 7L ET, T2L THAZOI YV RKR—F 24— IR EBL £,
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&S

&S

HHa Y =LA GEREZR AL b b T T EREA LT (MEAL
%) 27 )y LT TFRTOERY ) — TAUR—b ) 2L £7,

g S DM

BFELIT. B LTI AL E Ny a7 VT VXL E, WEICHSTH/T A—H
BEIC X - TR T D ET, BAEERT 0D E(LT VT ) XL LEEZ, £0
BLEDTVHNIDICE > TRESINET, TNHIE, ZOT VXV ID D= DR
S RBEART R T AR E S ET, PLOPDS IZUA FOEL 7L U X LTS
LW

RSA B4 #iPH 1024 ~ 8192 (2048 & v kLA LHELE) O#EE % FF -7 RSA, RSA 1, A
v =3y NEZ L OIEHZETIRSAA S THNET,

DSAE R #iH 1024 ~ 4096 (>2048 & v b H#E%E) O#EE %> 7= DSA, DSA 1 3A < Fil A
ENTWERA, BETRV SHA-1 Ny 2703 Y X A% W= DSA 2L 2> Acrobat
I L T ERA DT, DSA DFEFIZ OV TR L 2O &N H D 9,

engine=pkcs#11 1%t 3 % DSA BLIZEIRIEL TOEE AL

EABhIREEE ECDSA (FEMHIME 7B 702 U X L) 1X, RSA OIHAEO®KIKE T,
ECDSA DR ITHIARIC L > TR ED £9°, ECDSA 23 RSA KV EATW D RIE, KV/hE
WY A A CRIUIESMELZ EBHTEX L LT, LR TR T p—~ 0 2 LB
RCEE9, ECDSA OMEEIIHFRIZ L o TRED 7, #HfIT, T A—FEEHZL o T
FeAH T S E 983, LRI CRETT Hd 2 L DIE D REWTT, ECDSA HifRicix, Ji
SHIHENTWA 3O V—7"03H 0 £9 .
» b K R STV B BIRRERIE, NIST 12 & » THEHE(L S f= 6 O T, REC 5480 TY
ANERTHET, D% P-256 « P-384 + P-521 £\, BIDOZHIT secps6r1 (F7-
% prime256v1) « secp384r1 + secps521rt & H O NET, Acrobat XI/DC X2 b D lifRIz
KL CUVET, Suite B B5=12xt L Tk, Hh#R P-256 F£721% P-384 % fl\V 7= ECDSA &
LWL T > TWET,
» RFC 5480 1% Z OMfIIZH NISTIZ & » TEVE S iz 12D A HIM iz ER L T E
F73, Acrobat XI/DCIZZ U6 IZIERG L TWER AL
» RFC 5639 /%, Brainpool fiff & 9 fifR#EDE S %2 EFE L TV E 9, Brainpool MRz
SN2 B4 % Acrobat XI/DC & FIWTIRGFET 2 Z LI TX WA, FEE72755 Acrobat
1Z. ZOZBL 7L Y XATHE L THRWE WS Z L 2 IR S, Brainpool 2
AL TUTOZT— A=V &R L ET !
There are errors in the formatting or information contained in this signature.

=ZNELDI+—< v b FEEIXBERIZEFIBYNSHY FT,)

Acrobat |% P=256 « P-384 - P-621 ICOBKIE L TWET DT, LSO T~ TD ECDSA
fiiZ. B4 A7 3 >~ conformance=extended % B L L %7,

engine=mscapi |=xt9 % ECDSA BAIZIEHE L T EE A,

IFXFERNYVIATITYVXL ~yvaTA3 ) ANE, BLAINET—XICHtT
BAYE—TUH AV 2 ANEERTAEDIERAENET, E<HNONATNA N Ay
Toa U RXALE, SHA-L (LiZRe et ARShThWERA) & 2R XD HagE 72,
SHA-2 7 7 I U N SHA-256 » SHA-384 « SHA-512 #&de 7 /L2 U X AT, Suite B
BF 52k L Tl ¥ 2 B4k SHA-256 £ 7213 SHA-384 3 AZH & 72 » TWVET, B4 1%
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[ ELOFHRID/ T

EZMFEA
£ (3 Adobe Acrobat 10111 FEEL THRENTVET.
\w 23 7L U [ : SHA2S6
74
ZRICHLTERASATL

BNy aF7)ITYRXLE
Acrobat TH&RR

LTHWHNTWA Ny > 2T b3 U X A% Acrobat XI/DC THRT 5

LET (K7.45M8) :

» TER) "XV EREET,

» BLERIRL, TR A==2—TC BEOTANRT A ERT..1 ZFRL 7,

» TSTONRT 2 1 22 Y v 7 LET,

» THE TBRAOEMTONT 41 EWIHI XA MAVDE AT T BREREN, ZTOFOD
TBZOEM] OTIZFDO Ay 27 LT ZARFRENET,

WZEHTFO LD I

F1.11Z %\%ﬁ%'fﬂzn VANE, BIST 2y v aBBE3ET £, ORI
4 Msﬁnim“é T2 O ITIARIR A BE 72 Acrobat /N—3 5 b 28F TH Y £97, Acrobat %a‘:)ﬁb\

TPDF &4 ?i’*ﬁ?iEL 9 T LB LT EOBLOEFEICKHEL TNDEN—T g
v @D Acrobat ) MERH D £, £ 1.1, FEBLT LT X EADSLEREIND K
KR PDF 1= a bbb TCHETFTCH Y £, ANWLERZENLD LKW PDF
N—=2 g VFEEZHNTWAEAIZIEZ, PLOP DS 1%, ZOHSI3CED PDF X— 9 v %,

ZORIZEFT THLHEET LT ET,

£71 BE&7NLITVXL -

FBEHTF7NITY XL
AR - [IAR4
8192 £ k LIF M RSA

4096 £ v + LLF D DSA

NIST BlifE P-256/P-384/P-521 %
FALV= ECDSA (RFC 5480)

P-256/P-384/P-521 LL#+ 0 NIST
gh#® % B\ ECDSA (RFC 5480)

14 ¥ Brainpool Bifif % AL =
ECDSA (RFC 5639)

XELRLVEALREAVT

NYAFPILTY XL

SHA-256

SHA-1 (Acrobat X/XI/DC |& DSA
IZHLTIhANDNY S aT I
T XLIZHEL TLER)

ZORIEDEEICL > T, SHA-
256 * SHA-384  SHA-512 D\
nh

FORBENEREIZEL > T, SHA-
256 - SHA-384  SHA-512 DV
nm

Z ORI DREIZL > T, SHA-
256 + SHA-384  SHA-512 D\
nh
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Ny aF7)ITY XL - PDF HA/NR—2 3> - 7B Acrobat /N\—2 3 >

PDF HA/N—Da> &, BREDT=HI<w
EH B/ Acrobat /13— 3 3!

sigtype=cades : PDF 1.7ext8 ./ Acrobat X

sigtype=cms : PDF 1.6 /" Acrobat 72

sigtype=cades : PDF 1.7ext8 ./ Acrobat X
sigtype=cms : PDF 1.6 /" Acrobat 7

PDF 1.7ext8 ./ Acrobat XI

PDF 1.7ext8 ./ Windows kit Acrobat XI/DC
ZRAVWT— OO A Z IR HE

PDF 1.7ext8 ./ Acrobat XI/DC % FAL\TH&
ECEFERA



71 BETZILITYVX L -nyaF7)IT Y XL - PDFHHAN— 3 2 - Wh78 Acrobat /N—2 3

PDF HhINR—P 3> &, REED=HI(i
E/5 B/ Acrobat /18— 3 >
FBLZT7NLITY XL NYaAFILITYRXL

TSA IZk > TRE F I A4 Ik TSHA-256. ==L  PAdES /8— k 4 {3 % 1% 5 PDF 1.7ext8
doctimestamp 4T+ T 3> / Acrobat X

hash # AL CEETRE E—
OCSP &K - [x& (REBAEEA)

OCSP L ARV A2 &k o TRE T4k TSHA-1, =L Acrobat DC & & U Z 1L LARITE OCSP [Zxt
ocsp BT AT 3> hash ZALY L T SHA-1 [SOARIIG
TEEARE

1.PDF/A - PDF/X E— K TlE., AAXEZEDO PDF N—C a Vv EBRSWBVEERENES,
2. RSA-8192 (&, RRIEEDT=HIZ Acrobat X EFzIETLUBEENLEL L, iz, 0S X LD Acrobat TIEFEL TLWEH A,
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73 PDF DELZDEEREANR

731 952749 oMOdEZANTERLREZHRE
BT EATCENTUTO SR CRITE T
» RA[HBAL L, X—Y B EREEZFED FH A, Acrobat ® TER | /S RIVNIZDH
FRENFET, LELV-NDH A LAY T ELITHICRAEES E L TEREINE

_a—

s AIHREBAIL. NV LOREMEICZEDBELERTTDIELODLEDTIFANMNT Z
TUAv I ENEETDLZENTEET (K7.58M), BEFO PDF XENDLDON—T %
AWTZOBAOHERBEREERT D ENTEET, AIHELIT TBE] SFH
IZHRENET, ZOR—TVERONELELERTALLELVWET, TOEBL TR
FLTWA7 44— L ROTIZZOHEBAX—UDHME I N TWETO T, Acrobat T,
BAHINEXEOFTOREALE 7D v 7 THIE, TOBLERIETE ET,

EARELEXE BLHARLOLEDICHNLND PDF X—UF, AX v Shi-FEE
DELRL, AHFESAEn 20, B4 MHHHEORAE ODERS, TOBL SN E
DZFFIZE > TELD ) DEBOERERENF LT DL LN TEET,
RRALCERN B SNEANLELY LEVPDE A=Y 2 v &2 AV TV IEA I,
RSN DHTID PDF N—2 3 ANIRD XIS ET, PDF1.7ext3 (Acrobat 9) &

X 7.5
BRI A—ILEA~BELR—
UHhEASN, EDT 4—ILK
DTEICEDLETEIET

Signed with
PDFlib PLOP
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Kraxi Systems, Inc.
Paper Planes 3
17, Aviation Road
Paperfield

Fh 4301

info@kraxi.com
Kraxi Systems, Inc. - 17, Aviation Road - Paperfield www.kraxi.com

John Q. Doe Local sales rep
255 Customer Lane sy Irvee

Suite B E s
12345 User Town
Everland |

INVOICE 2014-03 October 16, 2014
ITEM DESCRIPTION QUANTITY PRICE AMOUNT

1 Super Kite 2 20.00 40.00

2 Turbo Flyer 5 40.00 200.00

3 Giga Trash 1 180.00 180.00

4 Bare Bone Kit 3 50.00 150.00

5 Nitty Gritty 10 20.00 200.00

6 Pretty Dark Flyer 1 75.00 75.00

7 Free Gift 1 0.00 0.00

84500

Terms of payment: 30 days net. 90 days warranty starting at the day of sale. This
warranty covers defects in workmanship only. Kraxi Systems, Inc. will, at its option,
repair or replace the product under the warranty. This warranty is not transferable.
No returns or exchanges will be accepted for wet products

| signedwith
| PDFlib PLOP




e

PDF 1.7ext8 (Acrobat X/XI/DC) D EIL, ZTOMRFAL—T & L COHRIZETLIRY
PDF 1.7 & H#: T,

PDF/A D= NEZREIF. TOREEXEICWLK OMEEDHIBEZEL FF (TPDF/
AMEHL) (100 R—°) %#5H8), PDF/UA - PDF/X * PDF/VT E— K TIXEFELNDHEE(L
I L TOWER A,

MFEALSCE %, PLOP_open_document() % AV TRIK BBERH Y £, ZTOILEAV RV
% field &7 a v D visdoc V7T H T a NICHEXDMERH Y ¢

field={visdoc=< 7\~ FJL > rect={100 100 300 150}}

BRI 14— IVFDEB ETE fieldELH AT a 1 =Y ETOZEDELDORBLEH
L FET, BASNELEONHEA—Y L TOBLRBSN—VOME L TEE, 20
field + 7> a v D rect 47 A7 a rERAWTRECTE £9, Z0-EE, P RAICHEE
THIELTEETL, 1 2OME, MOTEOI LD 1202 2EFETHI LIZL-
THERANICIEE T H 2 &b TE £, T TV AHIEIL, ¥ —Y—F adapt Z AW THRET
DT LIk T, BEAPNSLRNE ) BRINICEINENET, 2D adapt ¥ —T— K %
A, i —C 2 B4R TTEOEEOMIIFE L ENTEET, TEHNIE
FENAN—D 2T AL TEWT £t A, UTOF TS ES ERBAEbEE2HRL £
R
s LY FMET P —FiE, R =T % RO D TIETERL TR Z 2T,
ZOWBAITIE, BIZT 4 — VK O THOEREE 5 2 7UX, PLOP DS i3~—Y O JFF
EHWTCEAGRALEITVET

rect={100 100 adapt adapt}

» ETRBICEE T, WEfRkb, G322 LI o TEZELE £T
rect={100 100 300 adapt}

» ETRHICEE T, IREFAML TREEROZ LICE o TEFEE £7 ¢
rect={100 100 adapt 200}

» R=UERFTRICEFNICEDE T, bbb, RABOELEI 2l &bk
FT, NV LREFHEORHMIE N R D256 101E, £ OREAL_R—UITITERE R D
DEY:

rect={100 100 300 200}

RDONEEFEHT A=V EFEZ, HRASR—YOHEZSE THICEHT 512
pCOS /(?/5’7i~7\%)ﬂb‘f%@f\°~“/“*¥£%719?‘6_ki))f%i?‘ (pCOS ~—
CVEFIZONPOIFEDL Z LICHEL TEEW) ¢

width
height

plop.pcos_get_number(visdoc, "pages[" + (vispage-1) + "]/width");
plop.pcos_get_number(visdoc, "pages[" + (vispage-1) + "]/height");
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ZIR), T OYERIL, F OIEAE S FEIT L 72 CA IS T S 47z OCSP L AR Z ~0 URL
ENEFLLTRLET, HDOWIE, ocsp BAT S arvhPbIZDOURL EE52 D52 LB

HET9, PLOP DS 28, & 2 K5 DFEHED 72 D OCSP TR % %5 L 72FFI12I1%. £ D OCSP
47L~/\ I, ZOFEAEICHT AT —2 2 T - TR - TFH] onTFhnrziioiz

1.1
Acrobat [ZF R S 417 OCSP &%k

Certificate Viewer @

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry.

[ Show all certification paths found

GmbH ATS Demo CA Summary | Details | Revocation |Trust | Policies | Legal Motice

Flib GmbH ATS Demo Interme
PDFlib ATS PLOP User 2048 = Ly The selected certificate is valid

Details

The selected certificate is considered valid because it has
not been revoked as verified using the Online Certificate
Status Protocol (OCSP) response that was embedded in
document.

The OCSP Response was signed by "PDFlib GmbH ATS
Demo OCSP Responder” on 2016/04/1515:41:20 +02°00°,
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B AL ET, TR 72 OCSP W& # A ML, L FOLRERT X Cililzansd
WEERH Y 9.

»ocsp 7 7B A KR AEFE T2 AIANEERT Y Z )V ID WICIEET 573, 8 5 WM, ocsp B4
7 ardsource VT ATV a v EEZBVLERLY £,

» ZDOOCSPL AR AN FEESNIZURLIZEB W TRy Y —27 Z2i@ 0 CEEEMETH
V. 23D, ocsp BAF T T a D source YT AT L a D timeout T AT a T
FBESNTREMNIINE ZEBETH 2 &,

» TOFEAEN, Z D OCSP L AR F Tk » THIFEZN TS CAICL > THRITEN
TEY. o ATHY (TROLZOEDHIRITEL TRV, 2o, KRS
BNTHWRNZ EENTESEMETH, AT —2 A [BH %, Z£D OCSP JREBANE
ELTH->TWD Z &,

> TOEL AN ZFDOCSPREDH DT | Y thisUpdate & nextUpdate | . -~ TiE#
SNHHBOHFITUE > TWDD, DWW (thisUpdate 7372454 . thisUpdate |2
freshness ¥ 747 a UV THEESN TV AEEZMATZAREL D EZETRNWI L, EH5
DFxzy 7, 2y N =V BIESLKREML Y AT LRRZ 2 MHET 572012,
maxclockskew A7 a » DMELL T OFTIUTHFREL £,

OCSP ISE N TH® ThHBAITIE, PLOP DS 1E., Z0IE %, AR E N5 EL D~
HWDIALET, £ 9 TRWEAIZIL, critical V7' 472 a VTG L T, O HAARERS
BITEHEIND D, HDEWVITELITERESNETA, T 74V~ T PLOPDS X, B4
FOTTHNLID OHFIZEH L AIAJRBENHUEZ D F 0 OCSP L AR Z O URL & H Y,
7z OCSPIGE DR VIRIZ B L £9°, Ll ocsp A7 3 &AWV T OCSP &
DD AL RIICE R STV D HEEITIL, critical A7 3 M false IZRE ST
WRWIRY | BREART DI, TER] REENKE Y,

OCSP M#ERK fEH L T2 PKLIZIE L T, OCSP GBI 2 HKIC DWW T T D%

BETIVLERDY 7
» FEFENIZ AIAEBR N e WIS ocsp A7 > a v Dsource M 747 v a v &AW T

OCSP LV ARV X H B2 DUERH Y £7,

OCSP BEERZAERL T 51213, BAE OFEAZEDIITE D120 OR R FERENLET

T, ZHUIE L DEA. BLAEOFTVHZ LD ORIZEENTWET, 295 TRVWES

WZIEBIE, rootcertdir / rootcertfile / certfile B4 47> a  OWTnE HWTEZ

LHUENRDYD F£9,

» OCSPL ARV ZIF Fy N~ a3 a=b— a VPR 5720 IC38GEE LB &
THHANH Y £TOT, OCSP BERTIIW L D0 OFBIEA 7V 3 VIZHISL TV E
7

» OCSP & / v RBEREIL, RINBE A —H T ¥ v v Vv 7 &2 ITF 5D TRT7 y—~
VAERKTEEET, OCSP L AR F ORERIC L > TIE, nonce A7y a v a5
VERHLIHERHVET, UTDOEI R Ay =V &2 TG, €D OCSP
VARV AL ) ABREICHISE L TWER A, ZOHAIIEL, A7 2 > nonce=false
EHEzAIUL, v ABREESICTEET
OCSP response from URL 'http://ocsp.acme.com' for certificate 'CN = PDF1lib GmbH...'
does not contain nonce although it was requested

\

»ocsp AT a D hash BT AT a v EAWD & OCSP EK G & O CREN E A 7
BT DDA IND Ny v 2 B A ®IRTE £9°, 7272 L Acrobat XI/DC &, SHA-
1 Ny V2B EFEHALZ OCSP JRE LBV 2 ENTET, oy v 2B
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7.4.2
EED

110

Z MW7z OCSP G 2> TEAMGEZAT D) 2 LB TE A, TTDT, shar LS+
DX EA A7 > 3 > conformance=extended % VB & L £9,

0CSP L AR It d 2L OCSP L AR ¥ OBL AL, OCSP IEE%
ERR L 2RI B W CTAS CTH D LERDH Y £9, HLi&KD (OCSP L AR & DFEE
ITE 5725 OCSPILEE#MBE LT HZ LT b) BT D78, OCSP L AR X OFEH
EOHIZIE, RFC 2560 (20> 72 id-pkix-ocsp-nocheck TEiE % &> 5 Z L MRS LTV E
T NFEAETRTOREH OCSP L ARV A TRHZED LI IZR>THET, HDHWE, &
DOFEPEIL CRL AR (CRLdp) HERRANA LT HZ L TEET,

OCSP DA T avYRFDH LToHTIEZ, A7 ar U ARDOHD, OCSPIGED
WO IARIZBRT A DA E R L 9, tMDBHL AT L a UEELEUNIINZ 5 LER S
D £,

BHEOTVH VD OFIZH D URL & VT OCSP ISE O IALE R, ocsp 7 7 &
A2 REFF- T2 AINEERZOT VX0 D OF TELNRWEAICIET T — 25 L Tk
R :

ocsp={source={}}
FIXFIHERD
ocsp={}

AIA JE3E % N 72 OCSP ISE OMDIAZMNARETHIUZITY Lo ERL, LrL=F—n
Hi7- 58

ocsp={source={} critical=false}
FITFERE
ocsp={critical=false}

FZ L ID P AIA JEBER & > T OCSP JISE A DA E 2

ocsp=none

OCSP L AR ZWZkT 25 URL XA LT U 1 BEWRMICEZ, 222741 1D
PIZ AIATREER > THZDOHDO T R U 24— N"T AR .

ocsp={source={url={http://ocsp.acme.com/} timeout=1000} }

OCSP BATHRREFI L 203> T2 B I T OB L LB MaxHic i ThenE Szl 7o, /
v AKEREIC RS L TR OCSP L AR XUk L TlE /v A BE & 01T -

ocsp={critical nonce=false}

REBAERZY R F (CRL)
engine=mscapi MIZE[Z(F CRL DIEHAAIZIEE L TOER AL

CRL MIEE RFC 3280 127> 7~ CRL BHWSHL N TWAEAITIE, CAIXERMIC (1 A
1A% | FEHRAEINTIIW RN E L RS ELN TV DEHEROBEAFES Y
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ARNEERRLET, ZOUV AN, BAY 7 MU =T OO AFZARRIZESN, L TE
LHN~HOAENET, 2OV AN, Xy MT—2J5%@BUTRETLZ b TEET
L. B—HVICARETH b T %4, CRLIZ. ®AEEOHGNR (1 B%) 2#-
ThY, ZO/MGEHHNAREDRICY 7L v a SNHMERH Y 7, CRLIX, LED
BORHSEONAHEZROH S Z LN TEETOT, @i, OCSPISE LV IT 50
WCRELS (AT AL BZE) 220 Lavh 2OV A XIEFERINICITDO2 D £H A, CRLIT
F5Z & PDF HHANANEDAENETOT, ZOFED RN WITE L PDF SEZ
KILEEEF, PLOP DS X CRL 2\ < D2 D BFIGE b RS TE £4 ¢
» FEEIL, CRL BB (CRLAp) EWOPEIRZNE L L THRo TWAH T ERH Y £7,
AATL GEBAEIIMLTFD X 51272 o> T ET (TAdobe FREEHE U A ~ (Adobe Approved
Trust List = AATL) ] (87 ~2—3) &), Z DHLEIL, 1 2\ L#EED CRL U /—
ADFy hU—27 URL #NEE L TWEF, PLOPDS 1Z, CRL ZEf5TX 2% £ T,
@ CRLAp PEBEOH DI X ToHO=> b U AR L 9, HEAFHE’ CRL RS- 78
IZiE, ZHUIBLAN~, HDHWVELEEXF =Y T 0 A M7 (Document Security Store =
DSS) W~HEWIAENET (7.3.3 8 XXEEXF =2V T 4 AT (DSS) ) (102 ~=—)
ZM), Z O CRLdp L3RI, CRL B & T HREHFEZNZ NI OV T, OCSP D
AFAREME & . BIGT S critical 773 a 080 T, FMtish 7,
Z D CRLAp JEBR DD 0 12 B4 HFEIAED 728 O CRL OBUG & ccrl A7 > 3 v & v
THERR T A2 &b TEXFEJ, 2OV T F 7 3 source &, CRL REIICESEE NS
Fy U= 7RV AEELRLET, V747> 2 filename X, DER =2 23—
F 4T DO — BNV CRL 7 7 AV ETELRL T,
» BLRGERE L ZOMT R TOES T 2EHEDZDO 1 HenwLEkoa—a1
CRL 7 7 A )V %  cridir/erlfile B4 47> a v EHWTPEM = a—F 4 7 TH x5
ZELTEET,

BLFDFEAEN CRL IZEENTWDIHE, ZIUIZTDORITLIZ CA K> TR S®
LNTEY, Thbb, bIFRETNEFERL TERBAEZERTHZ LiIxTER< /o

\

7.8
Acrobat TR S L1z CRL 1H#R

Certificate Viewer @

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry.

[7] Show all certification paths found

Flib GmbH ATS Deme Interme
PDFlib ATS PLOP User 2048 2 Ly The selected certificate is valid

| Trust | Policies | Legal Motice

Details

he selected certificate is considered valid because it has\&
not been revoked as verified using the Online Certificate
Status Protocol (OCSP) response that is contained in the
cal cache,

The OCSP Response was signe; DFlib GmbH ATS
Demao OCSP Responder” on 2016[04ﬂ5 15:51:50 +02'00",
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TWET, ZDHA. PLOP_prepare_signature() 1ZLATFD X 57T — Ay —T &L
THRML 7

Certificate verification failure for certificate with subject 'C = DE, L = Munich, 0 =
PDFlib GmbH, CN = PLOP Demo Signer RSA-2048': certificate revoked

PLOP DS I%, CRL %#, ZNAWIREINIZZ2 D EFTHHAL £, HAHEED CRL 23, TD
WEREHARI AR E 72720120 S 2 72 < e 5 T=BfIZ D F, PLOP DS I3%r L V> CRL & H—3
MHE T —RLET,

CRLOAFTLa v YURMDH LITOFITIE, A7 ar U AROFO, CRL OHbIA
IR T A2 OHRERLET, MOBLA TV a UL EUICMA 2 MLERH V F
ER

BHHEDOTVH L ID OFIZdH B URL % AW T CRL OE®IALZ R, CRLAp JEEMN
ZTOTVENVID OFTHLNRNWGEITIFT T — 2R L TR :

crl={source={}}

F T FSEREL

crl={}

CRLdp $EiE% FV 2 CRL OLDIAL N AR THIUIIT O K H ERL L L =7 =2
LR -

crl={source={} critical=false}

FITRISERB

crl={critical=false}

TV # v ID WNIC CRLdp EIRD & - TH B4 FIFE #2072 DT E OFEF 2% L T CRL
ERAL LD ERBRV, ZhUE, BAEITI ALY a— 2 RA 7 T4 ThHBE%E.
T T AVRERLTRNT A Z ER0ND o TV ALAIITAENTT

crl=none
CRL #—|Z%t4 25 URL £ X A7 T+ 1 BEFRMICE 2, 22TV %L ID NIC
CRLdp TEER D> THZDHOT L N YA =T AR ¢

crl={source={url={http://crl.acme.com/} timeout=1000} }

O—HNVTF 4R T T 7 AINVDRNETHD CRLEE X5

crlfile={certs.pem}

7.4.3 OCSP /™ CRL H™

KNMEHREEDDHFRNE L THROBARDIRELDERSIIHTZ> TE, U TOEZENER L

FbEd

» OCSPIZ Y 7V & A MIFEHER T —F AEREZ IR L 97,120 OCSPISEIE72 1
DOOFEHEBEOLEZRDFNET O T, TOV A X TbT0EFTa (4 sThdETH
TEEJ, T, OCSP I HT OCSP L AR F~Dxy T — I HEga 03 e L
E3ian
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» CRLAAOCSPIZBE AR siE, 0 — I VIRE TEZAD TRy N U — 7 F— 3\~ R &l
FBHZENTEDETYT, L, v—h R E Sz CRLIE, HEICY =a2—7
N (FThbbBREIT - Fvrua—FK) SNRWERY, AEREL koTLEIBEN
HDHETT,

» CA DIFEA LD ECAZMLENEL D2 LITENTTOT, CAFEICHT 5 CRL 1338
W, TV R a—W—3ERAEICHT D CRL L W H 1T DTN EWVWTT,

» FERIC, HSM DSIEE S N7 VB ENTZ 0§25 2 LI ENTT O T, HSM R— R DFIEH
ERECHT D CRL IZZ K DFA, EFIT/NSWTT (2D CRL A3, HSM ~— 2 DFE
AEHOLEZHNRLELTBY, 77 AN_N—ADFFAERZGRE L TN L%
Az s L0,

s EARR, BAICETAINBIZL 5T, MHFRDO Y EOWVTBEBMFToNTND,
HDHVNIRIEI N TWBEENRH Y 2 F7,

77 4 /L N TIL PLOP DS %, %h7 OCSP W& B R WEHAIZD A CRL B4 N~
HORABET R, ZOMEL, ocsp + crl A7 3k critical Y7 ATV a v ERWTE
ZHTEHLTEET,

FEMERPLTHDIAEND L IZT DL TOA T a v VAN ERHWES, &
DYty OCSP WHERNRINE % 52 1 WIEE IO F CRL BBF S E T ¢
ocsp={critical=false source={url={http://ocsp.acme.com/}}} =
crl={critical=true source={url={ http://crl.acme.com/}}}

ZD ocsp - crl ATV a U RIGNMEROMD AL E T B 01X, B EIC L T
DHTH Y, CA F721% TSAGEAENES L CWTHZN B L TEHEEL 2wz &
B L TLEZEW,
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15 A LRBAT

7510 3 A LREY TDER

BB, BEHINEAT — "\ OB SN BREERE S b TEES, 20
£ 5 7e— "% WEZIGERER (Time-Stamp Authority = TSA) & HWWNET, BLEITH
AU a—ZMBEELNIZEZ (BT ELAARE) iRy, EES Y-
MOREENZZ A LAZ T 1X, BLORSIZOWT, BAFEH»CTEEICE D HERRE

L L $£9, PLOP DS (%, RFC 3161 « RFC 5816 « ETSI EN 319 422 |2t o /=X A DA X

FHRBIZKHE L TWET, ZOF A LAZ L FUBEERIT, ZOERENDBLDO Y

aBBENTVWETDT, FOX A LRZ L TNL, FOBLPNEEDH:SIZ/ER S LTV

LHIEEMEELET, TOXALAZTIE, EOEKIILD PDF B4 OH~HDIAE

nEd,

BINRL 72 TSA WG U, A DA T HERT B0 OAIZOW T, FORES

B 20ERHD 9 ¢

O EERERIL, TSA ~BETEZA XY NI T RLATY, Zha 525120
source W7 A T aroul 7 AT arEHWVET.HDHWVIIELEDOT Y Z LD
MOEWAHZELARETT ([FPZNVIDNDZ A LAE T (115 ~=—) BE),

» TSAZEHET HICIE. Z DO TSATEHEEZ BITL ZCARBHEHIN TV A RERH Y £7°,
Z D TSA @ CA GEHEIL, BAERIET D85, o> CA FERERE & RIS LD
VERB Y FF, 2L <L [TRTOF = — 125t L CTEEE L — b ZFB 5 R
(120 =) BMWL TLIEEW, ZHUIFFIC LTV B4 2 BT 5 BRICEE T
9, AATL =70 —8E ( TAdobe FREEFEY A+ (Adobe Approved Trust List =
AATL) | (87 =) ZR) OWTIAD TIZdh 5 TSA AT HELEITIE. TD TSA
SFRAEZORITE . WL RITEREOTF = — 1%, Acrobat IZ[EfHFEA/L— b &L THS
WTWET, 72720, 2D TSA CA iEAE% certfile #7722 > T PLOP DS 1252 %
VERDLIHGENH Y £7,

»TSA X, 727 AT B EALAZ L TEREERTIBIC, HDIHFED Ny 2T
NIV XLEERT 2L BERTEEERHY £9.7 7 4L b TILPLOP DSIX SHA-
256 TF Y X AEFEAL TEBY, ZIUIBEDOTTO TSA TEEL £9, ZiLL
DNy v 2B RS Z DT hash 3747 ar w0V ET, B, XA LAX
TERANTHBAINA Ny 2T IV ZAEERETAHI LI TEERA, ERD
FHUTFZERITZED TSA OFIE T TH D06 TY,

» TSA DZRMNZIE, BHIZT 7 A TE5608H 0 305, —EOEMA TSA 1. 7 27 &
AEHIRT DD —Y—Z LA T =R ZHRL £1, HRORWT 7221
UTFDks Ay t—URNRENET
Network response from URL 'https://timestamp.acme.com/tsa' has bad status code 401
('Unauthorized")

MERR ST A — 2% 5.2 121%, URLICED D0, & D\ source Xy WU — 747
7 a v username/password VT AT a v EHVET,

» TSAMSSL 7 7 B A (T 725 https) & BRT D581213 2 DY — 30D SSL v — b ik
BE % sslcertdir/ssicertfile 77> a 2 HNWTH5 R D MERH D £, £HLRNE
UTOEI R Ay =V HBRENTLENET
Document time-stamp request to "https://timestamp.acme.com/tsa’ failed
('Peer certificate cannot be authenticated with given CA certificates')
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WEIR Y —/GEREZ 52 O TR A7V a v sslverifypeer=false % 1\ % Z &
WL > T, VP FEHEOHGRE AT v 752 L TEET, HEL, T0kFx=
V7 4 LOBBETGRL TWAEAICIRY £, S
» TSA DRMZIE, AU —0ID (A7 V=7 Filil+) 2ERTE250H0D, Th
5.2 5120% policy Y7 A7 v a a2 AVWET, 2O OID OBEEIZREIZ SV TIEZED
TSA TV ALETEMERHY £9, ZOKY T —O0ID X, Acrobat ® TELZD
TanF a4l ¥A4T7us— [FIAEFERT..] KFERENET, -

752 3L LRAVTHEEL
SERD engine=mscapi DFEITIXZ A LR Z Y THFEBRIZITHRIEL TOER A,

FEE - FFB A EA T, MOAFENTE XA LARAZ L TERNRLE L THSYZ L T 1,
Acrobat 7 B X OFEINLIEN X A DA X T & BLITHIGL TWET,

FOBLDRADAALRALYTHIE TV %0 IDI%, WKAERIERO URL WA & T 5 —

TimeStamp IEIRAZNEF L L TR TWHZ ENRH Y £, ZNITE V| TSA OFEMlE 5%

DB, FALAZ L T EMDIANTEBLEZITY Z ERAREIZRDVET, 20 —_—

TimeStamp HE8RIZEH . AATL (Adobe BREFTE A ) 7o A FEEC X > TRITS LD

FIFFAZE (TAdobe FREEHEY A b (Adobe Approved Trust List = AATL) | (87 _X—) %% e

M) OPIITEENTWET, D AATL 7 a XA X3 H A LAY T 2 HERE CE

BTt TV ET, -
:@Mmﬁmw%%ﬁ%@\#Omﬁ%gibﬁwwﬂ%ﬁﬁkbfwéﬁA&i

PLOP DS {34 A LA X T o 5720 %®?EéﬂﬁfBAm77?X%ﬁﬁi _—

T, ZOFEITIE, 74Ax&/7%¢%¢6t url Y7 F Ty a2 B LET

bV EFA, LL, mﬁégkféﬂ%%ﬁmﬁé X, 7= & % TimeStamp YE3RNTC —

ZO TSA BFRESNTNTYH, £0 TSA OEERFEMEHRIICA T > 3 U X F T

ETHMERH Y F3 (BiboFl% ) —_

BALREYTDAFTLav)RMOB LITofITE, A7 ar VA oho, #
ALARE T OWDIALIERT 2T 5 OHERLET, MOBLA T a VREL ETIIC
Mz 5 0%ENHY £9,

79 —_—
é& Signed and all signatures are valid. Acrobat [ZH[FH % 1 L
AEUTIHEER
Signatures X
Ev Validate All

E\% Rev. 1: Signed by PDFlib ATS PLOP User 2048 Rz &

Signature is valid:

Document has not been modified since this signature was applied

Signature 15
Signature Details
Last Checked: 2016.04.15 16:13:44 +02'00"
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FEELZURLICHD TSADSOBMELTZZALARAZ L TERAWT, F7 40y a7
U R SHA-256 ZEH L TERAICAZ T

timestamp={source={url={http://timestamp.acme.com/tsa}}}
BALARZ T HBFTHITIE TSA BRa—F—H bR T =R EFRT LD A LA
ZoTEAVWTERIIAZ T

timestamp={source={url={http://timestamp.acme.com/tsa} username=demo password=demo}}

TSABH AV = A NBGEEZERTAIDOL A LAX L T HHANTELIAZ T

timestamp={source={url={http://timestamp.acme.com/tsa} httpauthentication=digest =
username=demo password=demo }}

TSASSSL Z 8L CTT 7 B A SN D MENH DHEITIE, £ OV —/30 SSLFEHEZ |, 4
7L a v ossleertdir/ssicertfile & FAWTH 2 2 LERH Y £, EOH— 30 SSL AEIAE A
FIIALRWGEITIE, A7 a VAW TH—RREE A%y 795 Z &L ARETT,
L. £59228Dkx 27 4 LOBREEMRL THDEEITIRY £ ¢

timestamp={source={url={https://timestamp.acme.com/tsa}} sslverifypeer=false}

BHEDTVHNVIDDOHRIZH D URLE AWVTHY A LAX TR FHA~MDIAL 5 ik,
FDOT YV ID OHT TimeStamp JEIEHFF B 2T UL T — %2R L TR

timestamp={source={}}

FALRI R
timestamp={}

7oL 2T T BV ID WNIT TimeStamp YEIED & > Th & A LA Z T DA

timestamp=none

753 XELARILA AN LRIV TESR

LEEL NNV E A LAZ TN, PADES /8— |k 4 TEAZIILTEY, ISO 32000-2 (2 Y A
FNDFETT, Acrobat X BLOZFNLUKENRLEL )L Z A4 AAZ L FITHIEL T E
75

BALREVVTRHEBRBEXELRIVEALRBAVTDEN A LAY T EEL
ERBRIZ, SCELV ANV H A LR Z VL, B 5 REDORERITHT W2 2T — & 2 EH % 42
L FEd, 2770, BIETIZZ AL RZ LT IIFE-HBLORBETHLDIIR L T, TE
VAL B A DAL TITANRBLFDLDTY, FNIITI XN ID 2 63E LA,
RERBEBLTDHARLEMRLENI L DORRNVINETT, O DITLEL LT A LAF
TN, FEEERRER (TSA) ~D Xy U —Z78RZBL TERSNET, XELVHZ A
DAR TN, HDOREEDLEN, TDOX A LAZ T TRENTHEZNFEL T2
EERREL 97,

SERE engine=mscapi DIZEITIEXEBL AL EZ A LR AV TERITIERIEL TOEE A,

116 7% : PLOPDSIZ&L A EFESL



75.4

XELRIVBALRZDTDATLa V)R MDH UTOFITIE, XEXALAX
TENERT DO DERRBLT T g ) A MR LU ET, BLAERENRLEL Y E
BADT, MOBLFT T g NI —OILELH Y ¥ A,

FBELZURLIZH D TSADLES L= CEL XNV Y A LDRAZ T T T HNV ANy a
T Y X A SHA-256 24 L CiB :

doctimestamp={source={url={http://timestamp.acme.com/tsa}}}

=P =L NRRAT—REZERT DL TSANDLDLEL ~JLE A LA T HBN

doctimestamp={source={url={http://timestamp.acme.com/tsa}} username=demo password=demo}

BAY 2 A PFRAEZ ERT D TSAPDDOILEL ~IVF A WAL T 2B
doctimestamp={source={url={http://timestamp.acme.com/tsa} httpauthentication=digest <=

username=demo password=demo}}

pCOS CLEL L X A AARK 7L pCOS T signaturefields|...]/sigtype=doctimestamp &
LTHESNET,

¥t L TULVELY TSA

PAFICIR BRI CiL, TSA il L CPLOP DS T PDF XE|CBLA A7) Z L1xTx F
A,

RIERERAE  PLOP DS (3EMREHEICIIRHE L TWERA, TSA RENEFEHL T D
Y&, PLOPDSIZLLFOZ T — Ay =V &R L FT .

Time-stamp authority 'http://adobe-tsa.entrust.net/TSS/HttpTspServer'
uses unsupported protocol ('wrong tag')

BMEEIAEIL & VT, TSA ORFAIEEARZEAE (Time Auditing Certificate = TAC) D 7=
WHWS L E T, TSA B D722 h321%, REC 2630 (26> 7238 LV CMS 0% % v C TAC
%%%m¢é%®#&@i¢;PMWDSi_n_ﬁmbfwiﬁmotﬁb\%CM%

=8 Rev. 1: Signed by PDFlib GmbH ATS Demo TSA

Signature is valid:
Document has not been modified since this signature was applied
Signer's identity is valid
Signature is a document timestamp signature.
éﬁ:’ Signature is not LTV enabled and will expire after 2024/03/08 16:49:37 +02'0C
Signature Details
Last Checked: 2016.04.15 16:19:34 +02'00'

Field: Sianaturel (invisible sianature)

15 BALREVT

. . . 7.10
é& Signed and all signatures are valid. Acrobat 1= 1+ 3= L
RVEGALREYT
Signatures X
Ev Validate All
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- T2 B L B RMEDOHIZ TAC Z# ANDZEDORBFE AW TTAC 255535 L9
FOLXORBSEMERT D2 L AHRETT,

BERAFEWRAIC TOVT AN 2S5TMREN 2 A 222 T T mhay
REC 3161 Ti&, TSA GEBIEDS THRREEERAZE] ILEx & A, COMEN T34 LREY
T T OZOPIER I VT 4 AN E L TERSN TS Z EEMHELE L TWET, &
DILIED TSA FEHERNIZH D 2B E. 7 VT 4 & L TERS TR WnIEEITIE,
Acrobat [ZE DEL & Mh & L CTHEML £,

PLOPDS IZ, T X572 TSAGEMELZHEN L TEKRESNIZF A LAY T H, LFD
TT—RAytk—T L EBITIEMRL E7
Signature verification of time-stamp failed: certificate verify error:
Verify error:unsupported certificate purpose

MRSRBERAE] 74— A NI 7 VT 0] 7T 7 BRERES VTR TSA GEBE
ZEMAL T Acrobat THLES A LAL T EAEKL LD T8 UTOTZT—Ay&—
TUrHES

Error encountered while signing:

Certificate is not valid for the usage

FOXIMRTSAZMBEHAL TH A LAZ T HEIOIAATZFEA M F 721338 3EE 4 % Acrobat
TIERT D &, AIH L £92, BREEOBITIE., ERSNIEBL DT DX A DA X T HRLL
ToOAy =L LB ICERENET

The signature includes an embedded timestamp but it is invalid

Authenticode # 4 LR B> FH—s\  Authenticode 1%, Microsoft DX A LA X T 71
Farchy, a—RBLEZZOLEHABE L TWET, Authenticode %, RFC 3161 T
<. ) RFC 2985/PKCSHI |ZFES3WTCUWE$T DT, PDF & PLOP DS & ZAUICiTshii L
TWEHA,

PLOP DS %, Authenticode TSA ZfEf L TR SN A LAX L TH, LTFDO LD
RELS—RAybE—U L b ITHEBL £9,
Unexpected content type 'text/html;charset=IS0-8859-1"' in reply to time-stamp request to

URL "http://timestamp.entrust.net/TSS/AuthenticodeTS’
(expected content type 'application/timestamp-reply")

E i

Unexpected content type 'application/timestamp-query' in reply to time-stamp request to
URL "http://timestamp.verisign.com/scripts/timstamp.d1l’
(expected content type 'application/timestamp-reply')

Authenticode TSA % Acrobat CHEAL L9 T2 LUTOT— Ay E—URNHET

Error encountered while signing:
Error encountered while BER decoding
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7.6

7.6.1

EE

REAWREE (LTV)

LTV O#E= & Acrobat Ot

EHIRFE (Long-Term Validation = LTV) 1Z., B4 %, = OE4 HZEHAESHIREI LI -
T RGSELNTZD LIERTHRBRIETE D L W) BRA D 9, Zhud, B4%
HrLEE RN > CT = A 7T 572D EER M TS, 20 LTV ORI,
PAdES /X— |k 4 (ETSI TS 102 778-4) Tim L B TH Y, Acrobat XI/DC 1% Z ALZxf i L
TWET,

B4 % LTV SGICT 212id, TOEERFFHEF 2 — b BE5T5 T X COFERE
W33 2 kahiEwh. ThbbE O THREEE#REFFIIN D b D%, ZOBELHOF~ HD
UWMEDSS (7338 IStEEX2UT 4 A7 (DSS)] (102 2—3) M) N~HbiATe
VERH D T, LTV OB BET —Z Z BN THOADVERS D Z L0 b, £
DBELFFHILEFML T, LIVIIETRWEAL LD b RE D £7,

engine=mscapi MIFE(Z(F. LTV RGEBLICEXEL TLEHA,

LTV GBI, HOIAENTZF A LAY T ETe & TT N, VT 72 E5E Tl
HY FEFA, LTV GBS O Z . 205 T 23EHERED 5 LW 3 iR
BIIC R AR EF LN ARNCLEL RAUF A LAR L T BLEZBINTAHZ L2k -
TIEIET Z &b ATRE T,

LTV AT —# A%, MERMICERINDDOTIER L, FEFERV— FEEHERD 1o
DOHEALDOBEBEIZBWTERSNE T, BRICE > T, HDHEDEL N, H O TIT
LTV it & RAg Z v, IO TIL LTV S TRWERRINDIZ b H Y 2 ET, 72
L % 1E, PLOP DS N & Acrobat N & Thilx OfFfEFE AL — N BEZ T IUE, LTV 27—
KAV TBR DA REMENRH Y F97,

Acrobat IZ#17 3 LTV ATF—% X Acrobat XI/DC 1 B4 ] SR NIT, AT —4H Z{T
MBL21F LTV ST 7703 1B LTV stz <, - 28X 2 G0 HIENRY)
NET) 2FRLET (W1.11BB), LTV ATF—X AL TUTFTOZ LlcEL L
7ZEU

» 5323 _CTOIERAEICKT H/0— FEEAE (BF) 23 Acrobat N TIEREE & & L THE
HENTWAMEENS Y £3 ([Acrobat (2381 DIEHE R A/L— b EEAE] (86 ~—)
ZH) .

» Acrobat TIX ATLE DB R ELIZOW T EOEHEDEL H CAGEHE A (FHEE 2L —
FART~EITSZEICLoT, LTV $STT LMHMICE RIS 2 N TEE
9, ZOZ LI, TOMKEEZICANTWRNEZD LTV AT —F ZZOWTHEL
EREPRETA, T EL, BOBELERAELEH L TER S ZEENMEH
BH— RAEHEICBIME NIV LTV 3G & L Tlbhd 2 b 2730 £7,

» Acrobat XI/DC{Z, HOIAIR T A LAZ TN TH LTV AT — X ZA%5BOET, X
ALAZ T REDIRAENTWAEE . Acrobat [ TSA FEBAEIZ R L CTHREES R
ZHERL WA, PLOPDSIIH o LEHETH Y, o, TSAFEAEICK L TRERR
FEHEHMOER BTV ET, Acrobat 1Z, TSA FEBHE IR 2 H» AL OCSP IG& %2, %
FUSREE B RO DT DM AN ERL S 2D TR WRY . EHL £H A,

» Acrobat XI/DC 1. OCSP J&ZIZ DWW T, SHA-1 Ny ¥ 2 BAEICOAHE L TWET
(TOCSP DRk ) (109 X—) ), TTDOT, ZNLSND Ny ¥ 2 BHEDEH S
TWAYE., SERRBGEEE M EEIZITFIHFIEETH Y 7235, Acrobat 1£ED LTV
AT —=HAETELSERLBNI EBH Y £7°,
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» Acrobat TUUTFTORELZANCTH L, LTV AT —Z ANFERINLL RV ETDT,
AL TIWT ERA - TREBERE] — 1ER] — R — T3#M..0 — TR
Zl) - TELDKREEIZERT 565 : WEDHZL,

» LTV 27 —F 2L, URIOR~NEIRTDIZ LI o TRONDIHBERH D £7, 3L
L TBABHLEDOBRAER] (104 2—) 2R TIEIN,

7.6.2 PLOP DS Z L /= LTV X EE 4

UTFoA7varvwbx2%E, PLOPDS 1%, TR TOBIHERBPELNLR G, LTV
RSB ZER L £, 9 TRTIUTEL ZERE TS —2 R L £7 -

1tv=full

ZOF T a VEMTIE, ST LTV IS BEAICR D2 0T Tide <, T X TOLEFEEN
WS TWDZ L EMRTHET T, SEAER RSN L2 WEA, I3RS %
MG TERNP>TZEAITIE, PLOPDS (327 — Ry =V 2L $9, TTOT, T
TOTT— Ay =V EREMNICONTT 5 Z ENEETT,

T 7 3V NRRGE Itvstry DAL, AT AR T X CORDIERD, BL SNDLH
DOHPA~HDIAENFE TN 72 & X ZORFEFERD LTV AT — X AQEBUIIAR L5 Th -
THZDOBATFOH LITRKL =8 A,

TRTOF—2ITH L TEEEFEAHIL—FEAZTZER 5L VDT TN #E
ZEEICHEET 572912, PLOP DS (34 X COFEAEICH L TR T A T v b —% M3
ELET, FOIEMREIL PKIERIZE Y 9, [FEFEH»L— NEPER %, rootcertdir
F72i% rooteertfile 7Y a v ERWTEZ 20BN Y £9, ZIUIRARIR, B4 FGE
HEOZDDF =— Ol EALZH B 0— | CA OFFFAEIZ O TIT I LERH Y £
T, BET 5T X COFHEF = — DO B2 1 2D — K CA RS LD TRVE
0. FOMIZ TSA HEDONL— FFEER G LBEILRLIBGERH Y £7°,

7.11
é% Signed and all signatures are valid. Acrobat [ZH (T3 LTV
xiEH
Signatures X
Elv Validate All

E'éb Rev. 1: Signed by PDFlib ATS PLOP User 2048 R %

Signature is valid:
Document has not been modified since this signature was applied

Signed by the current user

The signature includes an embedded timestamp.
é;- Signature is LTV enabled
Signature Details

Last Checked: 2016.04.15 16:13:44 +02'00
Field: Signaturel (invisible signature)

Click to view this versinn
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i CASEBAE (W) £8A HKVOMNHET =—» (Fbb, L— FEHELEL M
FFAAESR S L COAREAE E OMOT X TOFRE CA) 28, PLOP DS BZ % B4 N~
HWHIADD LS, AFARTHILEND D £, BLHFEHES, Zoftl, OCSP L &
R A FEER TSA GEFTEER G L TV 2 REHEICR T 5 CA GEMERIE, BL T OGET T
MEBEINET :
» CAEHERE R, certfile A7 a v EZAWTEZ 2 L TEET,
> (engine=mscapi DY EIIAR ) B4 HEEAEIR 5 CAGEER A . TDBELED
FUHNLID ERNERE L THROPKCS#I2 7 7 A VOHICED DL Z EH TEET,
» (engine=mscapi D% D7) CA FEHIE#EIL, Windows FEHIE A M 7R THMEBE S NET,
» FEFIFITRFC 3280 IZ9E - 72 calssuers GRAERFEATHE) 7 7 & A S5 % F5 > 7= Authority
Info Access (AIA) JEIEZRNFEL TR TWAZ LBV £4, ZoEIE. B4 H
FEEZRITL 72 CA OFEE & BT L o TIX R CAFEHERZRITLZ CAD
AEAEA Y U n— R TED, 1 ERVWLEEO URL ZNEL L TWET, Frh=
JV http - https - ftp IZxHE L TWET,

SEHAE 372 D AIA JEENTLDAP 7 u h a LA F8EL TV A EANH 0 T8 BIED &
% PLOP DS 132 AUIEE L T Et A, T OBAICIE, LDAP 75 7l 2> TF
E¥ET LDAP 2 U CZ @ CAGENEZIRETIE, g LiRoA 7y a VBIZER D
TEMTEET, ZIUTELFEEICONT I REFPFT AL VO TBRER T,

EDQCAIHERZHEATILELRHS D LTV AT —HF 22 EIHT 57200 BIKN A
BRI PKIAERIC L > TRV 7, 2L OHAIIU FOFIETHES TT
» 2L DR CAIC L » THRATS N E L calssuers 7 7 & 2 & - - AIATLIE A

EATWET, TTOTPLOP DS X, = DEL HGEAEICKT 2 CAEHEROT = —
VEHBIICE Y e — R TEx ¥4, FD/L— bk CAFEBHES T & rootcertdir £7-1%
rootcertfile &7 a L HNTHEZ DM ERH Y £,
calssuers 7 7 & A 5K EFio 72 AIA YEIRDNBL FREBHENIC W E 13, £ < 055,
VRN —EAE B) 220 CAOU =TI A by ra—RTEET,

» TSA & OCSP L AR & OFEAFEIL B BIICEE S ET, 2D OFERE, e LI
WO P RIFEAENEL FREAE L3RR 5L — b CAICL > TRITENTWS
WalciL, £o— hEEA | rootcertdir 721X rootcertfile 7> a v & HAWTH
ZDHVENRD Y FT,

CRLIZZ L DHAE. 7Y SN TWAREAEEZRITLIZOLFRL CAICL > TEL SN
TWET, L2, b LE CRLABD CAICE > TEL SN TWAEAITIE, TDM]R
I59 % CAGEE% . certfile 7Y a v ERNWTHZ DLERSH Y £3, 2ERLZ
NEEHBPICA Y a—RT5Z LI TERNNLTT, CRL B4 57O

SNT-FEAEN, BAFERAE L TR R0 —F CAIZL > TRITSNLTWDIEE (3
® PKIZH3< TSA I2%14 5 CRL %) (21%, ZD/L— hFEHEE | rootcertdir £7-1%
rootcertdir 7> a V EFAWTHEZ B ULENH Y £7°,

v

validate=full %7213 Itv=full D354 PLOP DS 1Z B2 CAGEHEN Ao bRt & =
7 — lunable to get local issuer certificate] %L £, ZOHAEITIL, EDREY 22WFEH
#FE, AT a s rootcertdir - rootcertfile - certfile DVWTNNTEH R HULENRH Y £7,
FD Ay =

Certificate verification failure for certificate with subject '...":
self signed certificate in certificate chain

1. 1= & 2 1E www.ldapbrowser.com/ TAF 4% 7 ') — D Softerra LDAP Browser,,
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B B A B OB AR EE | rootcertfile 721 rootcertdir + 7" a » Tle < certfile
FTvarThxll FIIBEELNET,

ELFMAEICHT IEMER B4 MBI T 2 RDEHRE. LFOWT D

FRICL S THEZDMERH Y 7

» BLAEOFGEHAEDOT O AIAJEED ocsp A7 3 > &L 7= OCSP,

> B EOFEBAED T O CRLApJEIED crlA 7> 2 > &8 U 72 CRL, BEfF D CRLEE % | cridir
cfile 7> a v EHNTHEX D L TEET,

ocspcrl A7 a v @ critical YT A TV a v ERAWD L LT EOEL HGEREICTT S
OCSP F 721X CRLIEBROBF ML L I H B I DB BLBER S ND L OICTHZLNT
TET, FEL IETAHE REAZERDMEHR) 108 X—) 2BRL TIEIV,

TOMDOEEL TWWAHEEAERICHT HEMER EHET =—HOTTD CA D

FEREI T D 2 ifH & L CRL & OCSPIGEIZBEA T HAIDIHINTWLTXTo

CA OFEEIZR T 2 KGR . AFRRETHIMNENH Y £9, 77ZLAEKLE L TLL

TOHBEIIEIERITILED Y EFHA

» rootcertdir £ 721X rootcertfile 473 2 ~5. 2 72—k CA GEHERE,

» id-pkix-ocsp-nocheck i % G ATV D GEEIZHEA TOET), OCSP L AR & OFE
B

F4 FIFEAE LS OFEAERE T 2 RERZ L TFTOWT NI DOFEIC L > TERD

ZEMTEET

» FEREN O AIA JE3E A8 U 72 OCSP,

> FEBIEN O CRLdp JE8E% 8 U 7= CRL, BEFEOD CRL % | crldir - crifile 47" a > % Fv
THZDHZEHTEET,

LTVOFX T a v UR OB 1 FBBOFTIE, PRIBAUTO LI ICHRESNTWEHES

EEZET

» BLEDOT T HVID N, CAFEHERDOT = — 2 % Z D PKCS#I2 7 7 A LNIZNAE &
LTE->TWaEM, HAHWIE, NV— FEHEDUANDORIEED, calssuers 7 7 & AT
KEFFo 72 AIAEIREZNE & L TR-> T 5,

» BLEDOT U HVID & V— b REHEDANADT = — 2 NOTRTD CA FEHED, ocsp
7 7 AT E o7z AIAJEIED, CRLAp JEIEZNER E L TRi> T 5,

» OCSP L AR & OFEMED id-pkix-ocsp-nocheck JEIEZ N & L CTRF> T\ 5,

ZOBAITIE, LTV AT —4 A% EH 5121 rootcertfile 7 a 1208 (20T
NV IDICKT AT Y a VRRTINATC) RETY, A7 Y a v tv=full V5 & LTV
DUBEHEEA~OBEXPLTRHEND L IR D LTV AT —Z AREFTERWEEIC
FEBAPMERE N2 7 :

digitalid={filename=demo_signer_ rsa_2048.p12} passwordfile=pw.txt ltv=full <
rootcertfile=root1.pem

B ADNAR T HIDIAT - DOIZIE, LTV A7 — X A% EB T 5I121%, O TSA FH=E
W B INERH AT RRETH L MERH D 9, D TSA FFAEN, ocsp 77 A
AV RaEfiolz AIA JEED, CRLdp JERAZNAE L L TR TE Y, 2D, £DL—1
CANBLHAGEAELFELCTHL Z ENHBETT, ZOHACE, LTV AT —F 2% EH
TRAEDICELRDIF T a VIEEIILEL Y FHA
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digitalid={filename=demo_signer_rsa_2048.p12} passwordfile=pw.txt ltv=full <=
rootcertfile=rooti.pem timestamp={source={url={http://timestamp.acme.com/tsa}}}

LU ZEDTSAMRIDN— bk CAIZEESN TV D IEEITIL, Z D TSA/L— | % rootcertfile
T a s THRADZVERD Y £T (7 7 A/ rooti+2.pem M3, LEZRV— FFEHE % —
PEM =23 —7F 4 7 CliF &b NAE L LT D LR -

digitalid={filename=demo_signer_ rsa_2048.p12} passwordfile=pw.txt ltv=full <=
rootcertfile=root1+2.pem timestamp={source={url={http://timestamp.acme.com/tsa}}}
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7.7 % 7& CAdES - PAJES Z£ 1K

7.7.1 &7& CMS - CAdES B4

BRI BB SR IEEE LR (ETSD ! 13, EUMBEEM OB B4 0FMEN S 7=, ¥%
SOBFEBLBRBERITLU E LTz, BTSI HEEHIIR O Z LIS 0 Hilsl T FE5 2
J103% Y F97, Acrobat X3 L OFILIEN Z S IZHIG L TR Y (PDF 2.0FE#EISO 32000~
2HNTEREINTEY, SEIFEFALRFCIZLEYD ARG TWET,

CMS - CAJES & L\ [H]. PDF &4 1% CMS (Cryptographic Message Syntax =M= A
U0 IZESVTWE L L, ZUE, RFC 5652 THAMEENTEY, A 4 —F v
b CIE N TWET, PDF ND CMS B4 L, BAFENIZBWNT, ¥ 77 11 %
adbe.pkcsz.detached D>, & 2\ WMEH - E VAL OFHERO = N U BFEHL T ET,
CMS B4 13, T_TD/A— 3 > Acrobat THERK « MEETE £,

CAdES (CMS Advanced Electronic Signatures = CMS 8 78 4) 1%, ETSI TS 101 733
(BEAFIIZ REC 5126 & [AISE) THEEEIN TR Y, CMS IZWW < D0 OfREZ B L 72
DOTY, FRBEERAE LT, JHUT, GEAEER L MEENIEE TV FICxt LT, &
& HAFEHE~DOBREBLZN~ED D (signing-certificate-v2 BIEERAWT) ZLick»
CTRAHIL £9°, PDF WO CAdES B4 13, B4 RFEHMNIZIV T ETSI.CAdES.detached 7 7 ¢
VE E B L L F9, CADES B4 OB « MFEIZIT Acrobat X 8 X OV VAR TG L T
WET,

pCOS CAdES 4413 pCOS T signaturefields[...]/cades=true & L TH#E IV ET,

%18 PAJES 42 PAdES (PDF Advanced Electronic Signatures = PDF @S T E4) 1
ETSI TS 102 778 THEARML STV E$, Tk, PDF 1.7 (ISO 32000-1) TEFI LTV
5V IZ, PDF B4ICEFA T v a v &R ZEBINT 5 Z L 12 X - T, CAJES % PDF
WAL £9, PAJES T E LR A 4&H PDF 7 — ZEEDOMAEL EHTEBY ., Zhbix
PDF 2.0 (ISO 32000-2) IZEEVIAEND TETT, PAES TN DD/ — DY F
T (2 ZTEMHRO 2V S — MR FERE L T ET),

» PAdES 7%— 2%, ETSI TS 102 778-2 PAdES Basic N T b ENTWET, Z T,
CMS (ZHSW TR Y | PAJES-Basic & FHEHL (PAJES-CMS L IEEN AL H Y £97)
1SO 32000-1 IZHEHLL TOWET A, TOBLADREZED B 72012, TDOWL DDA
TLa TV RRERE R AT T, 72 & 2 1E PAAES-Basic 1, A4 U Y51 1SO 32000-
I DEZOFTOHLD R EFXF 2V T 4 XX v T EHD DD ZDONA ML DRI
EEREMNRLETLIEEMALLTOET,

» PAdES »¥— 3%, ETSI TS 102 778-3 PAdES Enhanced N CfEE L EN TV ET, Zh
1% CAdES {23\ Tk v, BES (Basic Electronic Signature =F:A%E 154 ) & EPES
(Explicit Policy-based Electronic Signature =W/ Y & —_— 2B 7-EH) LW ) 2 &
DF7UT 7 ANEEFZL TWET, EPES 1% BES 2, BAICRY —fkil+&. 7
va VB ERENRE EABINT A LIk o THREL T ET, 2D policy JRME
X, TOBLDONRDEBLF) V—0b ETERShENEZEELET, 20
commitment-type|Et % BAFEENDReason = S VDbV L LTHEH 2L HTE
F£9, CAdES Ti%, TFEFERA] - [ZEGERA) - TERAIRERA ) S —# O H O 5-fER| %
EFRLTOET,

1. ETSI DRI B L www.etsi.org/standards 1 & EETAFARETY
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http://www.etsi.org/standards

» PAJES /¥— | 4 (X, ETSI TS 102 778-4 PAdES Long-Term N THAR L S THR Y . E 1M
DD DOFEREFBREEL T, RHKRIECHOWTIE 7.6 & TEHKEE LTV) | (119
N—=D) THLLLHBAL ET, N—hF 4TI, TELV-VF AL AZ T L DSS (7.3.3
B T EEF2UT AT (DSS)] (102 2—0) M) ZEAL TWET, PAdES
NR—h 4 NTEESINTVWAEFEME ST, PAJES 73—k 2+« /8— | 3 BLCEATE
*9, T74bb, PAIES-LTV i CMS £721F CAdES 123 Z &M TE £,

£ PAMES EPLL AR BLOTA TV A I NVERBETHIEROL &, PAIES B4 121X
HREFEOL VN EHRINTOET, ATFOKM PAJES HE#HLL ~L 75 ETSI TS 103 172
PAdES Baseline Profile W CHARME I N TWET : £ L ~ULX, ZOEFTL LD RIS
INTWET

» JEAREA  PAJES B L ~ULIX, PAAES BA DM vy 7 TF, Ziuk, BARY o —
A AR OBL LR VWEA T, T2 6 EPES & BESIZXISE L TWET,
BT & B4  PAAES T L Ui, PAdES B L ~ULZ, & B HEED B EIZZ DOEL B F
TELTZZ LR THIDDELZ A LAZ T HEBML THET,

FEWIRGEE BT & B4, : PAJES LT L ~UbiX, PAES T L ~LIZ, KEFEE o 1 v H
WEHERT DD ORIET — X ZBIML TWET,

BREg Rt O E i n] At - se k& R 5 B4  PAJES LTA L~ PAdES LT L X
M, BEEEEIO BRI A « B2t 2R T 5700 EL LV (T—h A7) #
ALARLTHEBIML TWET, BET L2 ) XANEENS IZR0F A ICIRE TIEA
WEEZLND L DI FEEICBWTH A L AZ T EHVIRLEBINT S Z &
HA[FETT,

L 0L WER EN319 142-1 [)S— K 1 EAF 77y 7L PAJES R—A T A
BL IR, TOR—RSAV I NV—THNDOZD 4 FED PAES HEHLL ~ )L DL Bl & T2
BL T, B-B+B-T+B-LT+B-LTA &L T\W£9, EN 319 142-2 [3—k 2 : L3 PAAES
BL T, FOWET NV —TNOHERLL ~ VBRI L T, BHi7- 724 Fr E-BES - E-EPES -
E-LTV 23 AL T\ E9,

v

v

v

Acrobat [Z35 1+ % CAdES - PAJES 3tis 7 7 # /b k Tl Acrobat B4 13 PAJES 73— 2

(PAdES-Basic) (ZH#EHILL TV FE 7§, Acrobat X/XI/DC 1%, CAdES D7=DIZLL D XK 9 12H#E

4. PAJES /S— T 3 D BES BL4 A ECTX £ -

» Acrobat XI/DC : T#R&E] — NRIRHFE] — BRI - MERERTRAE] — T3 ...
- [T+ EDELRK : CAJES tHH )

» Acrobat X : T#R&E] — IREBHRE] > X2 )T 11 — MFHEERERE .1 — [YER
- [T+ EDELRK : CAJES tHH ]

RY L =B F~DO%SIEH » FHA DT, PAJES-EPES % Acrobat TYERLT 5 Z L1 T
EFHA, LorL. BES & EPES 1XifiJ7 & % Acrobat THEFETE £,

Acrobat X/XI/DC I%, PAdES /X— k 4 [ZLA T OMRE TG L TV ET
» Acrobat XI/DC : EHIRRFEA 7 — & A1F#H, #£L <ILDLTV status in Acrobat<, page 103
ERRLTIIEEN,
» Acrobat X/XI/DC : B4 % LTV %512, TB&] AxLzl&. (7Y ar] A=a—
T MEEERHROEMI 22 v 73252 LIk > TARETT,
» Acrobat X/XI/DC : LEL XV HX A LAZ LT,

7.7 £3%& CAdES - PAJES Z2£E 125



7.7.2 PLOP DS % FiL\7= PAdES £ 4

PLOP DS 1%, FlROIERE B4 LRFABL DD DT TOUELL ~LIZHIE L TV E
T, BRI CMS 2> CAdES Z IR 2121 sigtype 7> a3 > & AV E T, £FE PAJES
YERLL ~ L D72 DFSEEIZ DWW CIRER O A 7> a AN L £9, 77 4/ h Tl
PLOP DS I%.PAdES B L ~UL|ZHE#L L 7= CAdES B4 24 L %9, PLOP DS T4 f# PAdES
HEPLL NV 2 BB T D7D M e AT v a U ERTTICET T,

;EER engine=mscapi MIHFE(ZIL PAMES /8—k 3 = /S— bk 4 [ZIEREL TLEHA,

% 7.7 ETSI TS 103 172 - ETSI EN 319 102-1 |24 > 1= PAdES ##lL AN )L
PAdES 8L XL PLOPDS ®AF<ay

PAJESB L N\JL, BES (EAEFEAS) - EPES (BHRKY PAdES-BES : sigtype=cades (727 #JL
RYS—BFER) &EATVET k)

PAJES-EPES : PAJES-BES & Rl#kIZ/n
Z. policy

PAJES T LN JL (BAFEICHT BE8EFAHERH) PAJES-B & RIBRICINZ .

timestamp # critical=true T

PAdES LT L AL (EH)) PAJES-T &RIHRICHDA .

1tv=full rootcertfile/rootcertdir’

PAJES LTAL RN (ZF—HhATRALRAVTHER PAJES-LT EREHICHA .

#)

doctimestamp

1LLTVRAT—2RERRTEH=HIZZOHMIZE . certfilerocsprcrl EWVo=A TP a U AREITHEZHE
BHYET, 762 PLOP DS Z A= LTVRIEER] (120 R—2) &8,

PAES DA T2 av YR bDFl LIFOELFT L a2 (ZOM digitalid &\ 7= B
F T a VEEIZINAZ T) 1. PAAES-B L UL BES IZ4o B4 EER L £ (ZHUETF
T A NRETTOTEKTHZ LB AMRETT) -

sigtype=cades

LLF OS2 B4 F 7 a9 Y A ME, PADES B L L EPES IZHE - T2 B4 2R L
9 (BREOZBLRY) —iHl T2 AW THET) .

policy={0id=2.16.276.1.89.1.1.1.1.3 commitmenttype=origin}

LTS EL AT a2 A M. PAJES T L ~LITHE» - B4 2B L 3 -

timestamp={critical source={url={http://timestamp.acme.com/tsa}}}

LUF O H7R B4 AT a2 U A ME, PADES LT LU HE > o B4 HAFRR L £7 ¢
timestamp={critical source={url={http://timestamp.acme.com/tsa}}} ltv=full

LT OMGMRBL AT > a Y AR, PAJES LTA LLICfE~ Tz, BIMOT —H A
THADRL T T DA DAL T EBLEAFRL £7 ¢

1tv=full timestamp={critical source={url={http://timestamp.acme.com/tsa}}} =
doctimestamp={source={url={http://timestamp.acme.com/tsa}}}
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AT OB AT a ) AN EHWS & BEFED PAJES LT L ~LE4 % PAAES
LTA LN BMDO T —H AT ZA LA TR ANTHEET A2 LN Tx 9

1tv=full doctimestamp={source={url={http://timestamp.acme.com/tsa}}}
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8 PLOP - PLOPDS S 475 !) API
)7L 2R

1A TLavRbk

F 7 a Y A MiE, PLOP O#{ELZHIEHT 2581 SfH 2 AT, £< D APL A —
Yy R, REOBEGIEESLELTLIOTRS, A7y ar VAL (L Toptlist)
KIS LTWET, Zhid, EEOBOA Ty a v 25l LOTEX B XFHTY, 47 —_—
varUAMNIZEFEF T —FRL, BHO LD B ET —ZIZEL TnET, £<
SEIZBVWTA T Y a ) AN, BERF—TU—F LEAEETLZ LICL T, M
BICHANLTAHZENTEET, C FulI~<idA 7y a U ARNEMABILTHZDIZ,
sprintf() B a2 EZATL XS, LHOAT v a v U ARNI, ROEOXE 1
WL E D ET,

&AT B (D) E—

LAETEEOM. BLOEHOLT/EATE S LoOMIL, EEOZEAETTE (A—X - —
A7 Xy oDV YA —r e ma—TF () TRUIHIENTEET, L. EEOED
VARDBLHAEAELH Y £, F/-, ARTLEOMITES =) THSEZ L TE £ S

EY I8

Bgh{E HMMETI, UToT—28ondhmaHns 2 EnTExEd

> FHERE : true 7213 false, WEEEDOA TV 3 THEPEIE S L & 1%, E true & 772 -
InFET, Btk LT, 4Tl false DbV IZ no &RilE MWD Z &b ATHETT,

s SCFH] BT = Sy T X EETRTINE, f L} THISERH D -
F9, EXFINT L THERET, F¥T7Z (-} \ T, XFHOHhH L LW G,
BICN v T 7 X 2T 0B RH Y £,

» THR AR TS WL ONDFT Y g THWL NS KRR SCTAITY, U O
A7 a D% <X ASCIH EL»Z T AND Z ENTEEHEAN, 75 &2 b UFFNX
ASCII LAZZ Unicode i d fRFF9 2 Z LN ARE T, Unicode MIGDEFENNA T 4
7 (B EEBNA T 4 72T D Unicode k) (130 ~—) &) Tid, Hic
{5 D Unicode [EZZ 5 LT=A T a il 252 LN TEEJ, Unicode FEXIEDE
AT 4 T, XFHNE UTF-8 & L TR A& 6, a2—F—I7x A E—
b CFHIOEEIC UTF-8 BOM ZA+HF 5 5B M H © £, UTF-8 BOM 3720 & i, 7
XA D XFFINT auto =2 a—F 4 > 7T, T2 5 Windows DFAIEHIL v b a—FK —
~—, zSeries D& 1T ebedic, Unix » OS X OFA1T is08859-1 THER I L ET,

s XU - EHEENTEF T —ROEBFAVALINDI>IHBD 1D B—

> FRENINERAE - HESL 10 EEORBY NIURE 73, MR E L TR E =
iz £9, T

> AU RIL WK OMONERT TV = 7 hANU RV, T2 8 ZIELESSR—=T DN R L,

X I 3 E T, o

BNk T, 2472 a b ORICE > Tid, S6225HBMENIEZER”H D £ -
T, 72 & 2R, BHCE MR I R E OERBICHIR S a0 LILERA L, ~UF
MIZDOF TV =7 s OFERNCH L TERITRITIER SR WETYT, 47 3 exd
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pEET

130

ﬂ?'J{*’J RZ. ENTHDBEBORBIZEEL TH Y 7, BHIEDO W< Hhof] (1178
ZEAF Y T 7 2 E2ELFIOFTY) ¢

password={secret string}
linearize=true

YRXME UV AMEIEEOMHENSY  ZND0 OFEITHEMMEN S DVITEZ Y A N Ed
bLhERA, VAMI{E}TOHZIENET, U RANMEOH :

permissions={ noprint nocopy }

RYHPRS YL 1 %5595, <DTOY STV T EEICENT, HHARMYEL
HRETT,

P4 —FERTOWEVWXFINE D FORBISENTIE, A7 v a MEROFES v T 7

2 73 optlist EF ¥ 7 7 & LHETLBENDRH D £7 ¢

> NRATU—RETT7 7 ANVAD, BAARISLZ2WARTEZ, £72, Ry 7 RXTFyia
ERFRN v T IV X B G ATV BEREERS D 7,

» A7 g U A NKNOFISESJIS 7 7 A V4 (Unicode FEXNIGEFENNA VT 4 72BN
TOAMEE R £9)

FEDOTHANFERIINAT VT =X 25257200 A7 ar U AN SLEESEETH
LW TN EBT 572012, 74— F S TWARWE, PLFOET,
EXHEEFLEEBICEZDZ EHAHETT

*— [n]=fE

F— [n]={fE}

ZZTI0OEEMEn U TE2RL £9
» Unicode XIS EZENNA LV F 4 v 27 Tld : UTF-16 =2 — R BT O¥K
» Unicode IEXISEFBENRNA T 4 7 Tl : TOXFHNEHERT DA MK

ZOXFIMED LA DOFIEINIA T > 3 FTT R, BMIHELREL £9, AN—2ERXY)Y
X v 77X THEDLLTFINNIHMATT, ZOXFINOFFEN - YV xy T 7 4 -
Ry J AT vy =i, FMR—E7< Y T I VciRanE 4,

AR—=ZHFEIF ¥ T 7 A Eiex v T I X THONRAT—R ZREL TWh A6,
FINRK A TOWBHFEINTI Z DA TS a3 AMEO—ETIEH Y FHA -

password[7]={ ab}c d}

Al EHRIE. EFVROETHEL EBO x - y HEIEZFRE L 72 4 80 8/ NS E
DYV AFTT, ZNODEEL, 7 /L PDF JEERICEBWT, T74bhb, ~—Y0
ETHERSELT, Ry hMaa=y M ELTERRENET, #i:

rect={ 100 100 200 150}

adaptX —U — R ZHWC AR L OBBR-HERBEZIThEs 2 &b T&ET,7.3.1
8 1777 4y rhruldzlNTELERRL (98 X—) 2L TLIZEN,

EB/BNAVTAVTIZBIFS Unicode ®WIis 71127 5 20 7 SBEIXEEEA Uni-

code SLFINZ R AT 4 TITHHE L TWD & & ZD/RA 2T 4 27 % Unicode %)z & FFO
F9, LLFOEFENA T 427 M Unicode ¥ T :
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» C++

» COM

» NET

» Java

» Objective—C
» Python

» RPG

INSOBREICEIT D XTFINOHENIA R L —FTT TR TOXTINE, FAT 4772

UTF-16 JEFR.® Unicode X5 L L TH2bNET, SHET v /NE, 774 T MZLko

TH 2 5172 Unicode SLFFNEEL <AHL T, HEMICA T v a v 2REL £7,
UTDOEFENA T 47 1ET 7 4V kT Unicode FEXT I T ¢

» C (RAT AT RXFINT—2ERH D FHA)

» Perl

» PHP

» Ruby

Unicode JEXHEZ 7N A T 4 71k L TiL UTF-8 O ZHELEL F9°, API OfLEED
—¥B1%., Unicode X S7E/3A T 4 > 7 & Unicode RS EFENNA T 47 L TRz -
TWET, 2O LD BRI OV TUIEREDZ S EHTO APLEHIZB W TORL £97,

PLOP_convert_to_unicode() B3%t%a % &, UTF-8 « UTF-16 - UTF-32 SCF5I# D28
bl [EEDTa3—F 475 Unicode ~DEWE 179 ZENTEET, TOREIZ
BOM (i} 2 &b CTExET,
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8.2 —fiIRRE %K

RYIE

IMUT4UY

C PLOP *PLOP_new(void)

HHOPLOP =2 7% A M B{ERKL £,

I T AR~ RV, TSR A BELNRWEAIINULL, =27
F AP, T TO AP I E 2 A HE R H Y £,

F TV x s FERZETIE FHLPLOP A 7Y = 7 F BMERRE N & X IIXEBIRICFE
HEhdo7T, HohEdA,

Java void delete( )
C# void Dispose()

B30

IMUT4Y

C void PLOP_delete(PLOP *plop)

PLOP 2> 7% X h ZHIBRL, ZONEY YV — A% T X THEKRL £7,

A THRAPADTRTORNTND CFHTHBIICHAC b ET, L, CEPLE
72 < 72 o T2 #C PLOP_close_document() CENEL TBL DIFRWI rY Z I 78
|-G

C DA, = ORIXUE PLOP_TRY()/PLOP_CATCH() fi> hTREOYH L Tl T £ A,

Java DG, ZDOAY Y RKIZPLOP D7 7 AT AV AV v KiIZk > THERHENE
T, L L., BH/RAIIC delete() WO L CHEMN 2 7 U —2 7 » 7 &24THh® 5 2 & 2k <
HELEL F9, FIAASREE 72 & X2I1Th 2Ry ¢F,

Perl « PHP « COM O34, ZOR%IT PLOP 47 Y = 7 F MEES iz & X I H#W
WIFFOH SN E T,

NET OE., HFE~X =DV —R%Z2 7 )V =0T o7 T57-0ICNBOKRET
Dispose() & FFONMH 3~ & T,

C++ void create_pvf(wstring filename, const void *data, size_t size, wstring optlist)

C# Java void create_pvf(String filename, byte[ | data, String optlist)

Perl PHP create_pvf(string filename, string data, string optlist)

C void PLOP_create_pvf(PLOP *plop,
const char *filename, int len, const void *data, size_t size, const char *optlist)

AEY ETERZONIZT =46 AHi & OEBOHTAI EHO7 7 AV EEEL F
R

filename (A R13CFH) AR T 7 A VDA, ZHUMEEROXFHITH Y, Lk, ftho
PLOP#AHL O T DRMT 7 A VBT D720V D T ENRTEET,

len (C S#BNAYT 427 DR) filename © UTF-16 TN+ 5K E (N4 hH
fL), len=o DFE . XNV LFIN % 52 DL BRH Y £,

data 87 7 AT LT2WTF—4, COM DA, ZHUIMERT 7 A Va2l 57—

BWHHNANDONRNY T WRITE, C-CH OBE . THUITAFIMBEB~DRA L ZT
T, Java DA, THUFSA FEHITY, Perl « PHP OB4 . ZHIFXTFHITY,
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3

size (C-Ctt OR) T—H 2 ZLAEY T 0y VDT —FRa/ A B TRLIEH D,
optlist # 8.1~ 7=AT > a v VAN, ROAFT T a Mz £7 : copy.

ZOBBIT. YK LERAESNEETFIDRLXMP A X T —XDDIELDSTL & 9, K
BT 7 ANME AN 77 ANVERANDH LD APLERICGZ D52 ENTEET, 229
L7 D72 MiE, T— 2 MBBERLBRDLETIREZ 7 A MZay 7E2NT505 00 H
D EF, AT 7 A VL, PLOP_delete_pvf() THIZRIIIZ, X721 PLOP_delete() T HE)HY
WCHIBREND FTAEY I ENET,

PLOP 7Y =7 MIENFH, MED PVF 7 7 A LOES L £, FET 7
AN, B2 PLOP A7V =7 MHITHAETHZ LI TEERA, BlxD PLOP 47
Ve hEFEAL TS F ALy KL, PVF OFEHZREMT20EILIH Y THA,
filename DEEAFOIET 7 AV EBRL T D & E1X, IS RAL 3, 2O
filename NT 4 A7 EOBEDT 7 AN TTTIEA ISR TVENRE I EF v 7L
FHA,

copy ¥ 7 a x5 ZTWIRWRDY | %272 % PLOP_delete_pvf() ~DOWEUMH L A3 Eh
THETIE, BALET—FEOHUMAITERE L2 fifght HIBR) L2 LTy £t
lo TON—ZHEDIRWE, 7T v 2T D AREENRENTT,

3 8.1 PLOP_create pvf( ) [Zxd B4 T 3>
A7var HH

copy (GRIEEME) true DIHE. PLOP X, BEXAGMET—2DAMIE—2EYET, COHE. 5X1

T—8Z_OFUHLOERICSFUHLAITHEELTEAENEREA, TIAIE G- C+H+ T

false, LOLZNUSNDTRTOEE NSV T 1427 Tl true

C++ Java C# int delete_pvf(String filename)

Perl PHP int delete_pvf(string filename)

C int PLOP_delete_pvf(PLOP “plop, const char *filename, int len)

LRI & DB T 7 A VEHIRL, £OF — &2 KRl £7,
filename (% W{i3CF5) PLOP create pvf() \Z 527D LR, BT 7 A D4R,

len (C SFANAT 47 D) filename © UTF-16 LFHNTKHTHRE (A FHE
). len=o DFer, NI TFHN % 52 2B RH Y 7,

KET DR 7 ANVBHEEL T DIRr Yy 7 ENTWD EXiE -1 (PHP TIX0), £h
LSt & 1T 1,

Ty ANRE Yy 7 SN THRITIUE, PLOP X776 IC, filename \ZBEERHT BT
T2 EEEHIBRL 7, filename BENAIRT 7 ANV EBRL TR0 E XX, 20
RIS £ E ML LETA, ZOBEA~OMEOH L 23 L 721213, filename 1 X
T2t bTEET, TXTOMWET 7 A /LT PLOP_delete() THENIIZHIBRE N ET,

HARR)Z28fEE, XHE3 % PLOP_create_pvf() 2" FONMH L 72 & &2 copy A7 v a v &
HBRXTNehESnTREV ET, 3772bb, copy A7V a v 52X TOWIHAE. 77

ANDEIRT — 215 7 7 AVNEAK (FT—%) bRFMBRSNETH, £5Th
MOTHBEEINEIL, 7747 MITHKEN 2 b0 LEBPNETOTHRKS W ER
Ho

82 —f&RA%K
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C++ Java C# double info_pvf(String filename, String keyword)

— Perl PHP float info_pvf(string filename, string keyword)

C double PLOP_info_pvf(PDF *p, const char *filename, int len, const char *keyword)

{387 7 A VD> PDFlib A8 7 7 A L3 25 5 (PVF) OEEMEAZBISL £,

— filename (ZFIXCTH) RART 7 A VDL, keyword=filecount @ & &%, filename 1%
ZEFT D ENTEET,

len

(C BEAA T 4T D) filename © UTF-16 STFHNCHTH RS (OSA ME

i), len=o DEE. ANALEGLTHN % 52 D ERH Y £7,
keyword Z 8.2 \ZfE-Tc¥—U—R,

%z 8.2 PLOP_info_pvf() [Cxtd 5 F—T—F
F—J—F

exists

filecount

iscopy

lockcount

size

B9

T7AILDPDFlib RET 7 ALY RTLRICEET SH5L (BhDHIBRShTOEWEDS) 1. L#E
W50

ALY ERPLOPA TSI bDE=OITEFSNATULVS PDFib RET 7 ALV RTLDFRDT 7 A
ILD#E, filename BIIFEREIhET,

(FELTLAREI 7 AILIER L TOH) BELIRET 7 A ULAER E NI copy 7
YavhBERLNT=HS 1. TS THWGS 0,

(FELTWLWABREI 7 AILISK L TOH) IEELERE T 7 A JLISx L T PLOP B#E &> T
REBIZRESN=OY D, OV IHIVER0DEZIZDHT 7 A ILIFHIBRTEET,

(FELTLARET 7ALICRHLTOH) BELEFEETI 7 A ILDOY A XE/NA FEET,

RYME keyword |2 J - TERENIZHY DMENDT 7 A V3T A— X DA,

M OB, KR T 7 A0 PDRIb AR T 7 A L AT & (PVF) O X £ X k%K
— L9, FEiIx—v—FTHRESNET,
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8.3 ANIBE %K

C++ Java C# int open_document(String filename, String optlist)

Perl PHP int open_document(string filename, string optlist)

C int PLOP_open_document(PLOP *plop, const char *filename, int len, const char *optlist)

PDF 3CE (R#EINTHE2E L) Z0ET 5720 & £,

filename BRE72\NPDF 7 7 A )LD T N2, Z DT 7 A)VIL SearchPath V) Y — A %
AT EShET,
Unicode FHEXNGEFENA T 4 7T, 20T 7 A V413, filenamehandling 7~
¥ a UITHE» TUTE-8 ~EMR I E T (filenamehandling=unicode 7>, 52 Hii=7 7 A
47D UTF-8 BOM TR E > TV DD TRWIRDY ), len 73 0 LS DHEITIT (C F7E/A
YTFAVTDR), ZDT 7 ANEIE, AT 3 filenamehandling (2o B9 UTE-
16 205 UTF-8 ~"EERESNE T, ZOT 7 ANAPEBRTERVEE, FFIDOT7 7 A
WA UTF-8 /2 UTF-16 2Rk L CORWEBEICIE, =7 — 03B AEL £,
Windows D4, B2 HEIRA HIUE (ASP TEWEL TWAEHAIERVS L) |
UNC ARAERTHIVETONTERXY PV = RI AT b2 FT,
len (C S#NAYT 427 DR) filename © UTF-16 SUFHNCHT 5 RS (N4 hH
fr), len=o DFE. IR LFINE 52 5 LBERH Y £,

optlist K83 WEolcA T ar VAN BLIHIIA T a VAN (129 X—V)5H),

TI7—0AEET -1 (PHP TiX 0) . 29 TRVWRLIEANAV R, =7 —0%IE,
PLOP_get_errmsg() %#FFONM L T, ZDOT T —IZDONWTIVFHL<HD Z L HEEL 5,

LEACRMVFLTORMICENTE £
» AFISCE L LT, & 512 PLOP_create_document() % F\ CHLEE S 2 7= I A,
» BLOEEE L TR—U R (BAAT > 2 field L7472 3 v visdoc),
» pCOS Z MW TCEF#HEZ 7Y,
TEBREFALS N TVDLHEE, Z2O2—F =AU =R P AF—R"2AT—F % (bD

WL GEAEEX 2 U7 4 OFAIE, RDORETUXNVID %) 52X OMERH Y 7,
7212 U, requiredmode 7> a U NEE SN TV AHEAILZORY TEH Y FH A,

C++ int open_document_callback(void *opaque, size_t filesize,

size_t (*readproc)(void *opaque, void *buffer, size_t size),
int (*seekproc)(void *opaque, long offset), wstring optlist)
C int PLOP_open_document_callback(PLOP *plop, void *opaque, size_t filesize,
size_t (*readproc)(void “opaque, void *buffer, size_t size),
int (*seekproc)(void *opaque, long offset), const char *optlist)

PDF XFZ ((REINTWDHE Litew), 2—F—NEX 2B THRE £7,

opaque (5D ARERRT — X IEE~DKR A X, readproc ~ES N E T, PLOP (X2
DIRA v ZREDOERDT —Z HfEVEE A,

filesize SCEDR S %A BT,
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3 8.3 PLOP_open_document*( ) [Zx{d B4 T3>

FFvay
accept-
dynamicxfa

digitalid

engine

inmemory

password

passwordfile

repair

136 8EFE:

Bl

(GRE{E) true DIFE. BRI XFA T+ —LEBNRICHAC ZEANTEFET, pCOS/NREV T YT
B EREITA, BROHAITHTY, PLOP open_pdipage() ~DIEUH LIZ, R—CEFRYRADFE
FTADT, RRLET., TI+ILb : false

(T3 YR b, AAZELFIYTAZAVTRESNTLEIAAXEICKHL TOH) XEH
EEESNTLIREDREZFDTOAILID, R8IDYITATLavHEHZANTTOALD &
fEE L ET, engine=mscapi DIZEICIX. D digitalid AT a3 v EFHLHETHL KL, D5
B, TIAILNERAERF7RIZHZITRTOD BHSIES,

(F—D7—F, SIAZEEX 1T A ZAVTRESNTOAIAAXEICHLTOH) TOXELE

BT5HODBEEILPY (TI4I/LE : builtin) :

builtin NEBE I OV EFERLET, digitalid TIREFEFRIET A RV T 7MILEEBET D
WERBHY ET,

mscapi (Windows (&) Microsoft Crypto APl #IE BTV ELTHERALET, T4 D
X, EHERCTHT ARV I 7AIVTEZ B ENTEET, digitalidA T3>
[EELAENTHAITY,

(3%EEfE, PLOP_open_document() M#) true MIZE, PLOP (X7 7 A ILEFEE AT NIZHEARAA
T, TCTCENERELFET, ChIFVRTLIZE2TIE GFHISMVS) FEEL/NRTH+—T U RA
EI2OBAYETH, MDYISAEYEZERBNET, false DIFE. XEOHBAMBAPBEICHL T
HEBET 1 RIDDFHENET, TIAIL b : false

(XF5, BEILEIh=XEIx L TIE. requirednode A3 % H& LS EHE)
NRRAT—FEF21YTAERAVTRESATVLEXEICHL T : XEOL—Y—/RT—FH~T
RB—IRRT—F, £52 (61 R—) THARF-&L5I2, XEICEDREELILMNZEST, £
DXEDI—H—/IRRAT—EHBBREMN., YREZ—RRAT—FABREN, FhEHNRRT—EAY
BRUOAMAREY ET, EBCDIC TT v b T+ —LTE/NRT—F(EebedicToa—F1425hn
EBCDIC-UTF-8 T5Z 2 EAH Y FJ, update=true DIFAIZIX. ThERUL/RXRT—FMR, &£
BENIHEAXEDOHDIRA—/IRRT—F LLTHEASNET,

digitalid NEZ 5N TWVSIBE  SIAEEFX 1 T4 ZAVTRESATOEIXZITHL THE
BTFTHAILDIIHTE/8RT—FK - /)SATL—X - PINOWEFNIH, engine=builtin IZxf L T,
password A passwordfile DELE EM—HFDADBRTHBRETT, TNUNDIU DU TRZOMD
AXMPERATES RS LHY FJ, EBCDIC T b T+ —LTIE., TD/RRT—F (L ebedic
IVO—T4a4 Y LRHRENET,

(X35, engine=builtin IZxf L TIX. password A" passwordfile D E L 5 N—ADHHNHT HE
TY, TRUNDIV DU TIEZOMDAXINEATELAHEEELHYVET) COT7MIILD%E
BT (FTRF Y IVRLBVLXYSVRBEERVT) A, TORILDICRHTH/ART—F - /8X
TJL—X-PNOWTFhhELTHERSNES, EBCDIC TT v k T+ —LTIE, SO/XRT—F
77 AILDABIE ebedic ToaA—T 4 VT ERIRENET,

(F—7—F) BELEPDF AAXEZEEZESHOIMNERELEFT, XEZBETHILEEONEK

YBEREANMNY FTH, HEHEDKIE PDF QUEATED LS ICHLAREEASHY FT, 1=15L

XECESTIX, BETELWEERIBLTWEZELHYZET (FTITAIE auto) :

force XEICHEBEAHAS LMD 5 &, BEHTXENBEEZHATT.

auto PDF ZF K RICRIENRE SNEEDAXEEBELET,

none XEZBET HHAIITHONLELE A, POF RICREAH > -15E(E. BEREITFUHLIEX
BLET,
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% 8.3 PLOP_open_document*( ) IZ® 3 b4+ T 3>

*Fay B

requiredmode (¥—7J—F) XEZ% R BIZZ(FANTRELGRIEED pCOS E— K (minimum/restricted/
full), R&71=pCOS E—F K YFERED pCOS E—FNEM-=EE(X. FUHELIFEKBKLET,
FUHLARMIL5E. RO pCOS E—RFDHELKELTDATLa v THRELEZLDTH
5 ENRIEESNFET, 1'_7“_ L. Zh&YBVAEEE I H Y FT, ERIE. BEEShTLE
WX EITxE L T requirednode=minimum ##§%E L 1=3H&. #RE full E—F AV ET, TI+ —
JLE : full

shrug (GGRIE(E) HERFIRIZHD L ZDXEXRE pCOS E—F TLMRELK 2 EMNTERLMGEIZ, 1£R -
FIREJ|RLET (F745 PDF LEAFENET), NRT—FEF2 )T DHFEITIFICH
F. TOXENIREZ—IRRAT—F#AVTESEIATOSICEAMDET, 21— —/XR -
T—F (HLHNIF) OHZEEZLNTVWAILEZEBKRLET, SIAZE LX) T4 DHEEICIE
hlE. REREZEETOAILDAEZIONATLSITNEL, ZOXENIOD ITHLTTR
A—EREHRELTOVEVW EZEBRLET, ERFZESERSINIZIZEE, pCOSHEUAF T Y
b shrug A% true ICERESNET, TI A/ b : false

xmppolicy  (¥—7—F) AANENOENEXEL AL XMP ORWEFHIEL ET . |\ XMP (&, FEH
AFERDITEHIENTELRN EZBRICAHRLET DT, =EAIFPDF/AXENZENELT
TohFERA, EREHF—T—F (FI AL : rejectinvalid) : .
rejectinvalid
|G XMP DIZEICIE, XMLNA—HIS5—Ayt—I8LHNERESE, LEZE
FLESEFET,
ignoreinvalid
(sacrifice={pdfa pdfua pdfvt pdfx} #&E L EJ) EME XMP &, XMP HFEL % —
WD &S IT/RVET . HAXMP (F, XEFREBICEIETERSNET, Fi=,
XML @i T 5— * v £—S % <pdfx:invalid_source XMP_exception> BERMIZ AtA
HET,
remove  (sacrifice={pdfa pdfua pdfvt pdfx} ZEELFJ) ALXMPZ. HEMTH-TELH
CTHEFHICERLET, HAXMP Z—h o ERShFET, Chik. EFEL <HL —
A T—HEHIRT BDITHIDTL &5, XMP ADIZEHAF (PDF/AKZED) (F
EhHhZET,

.E-i"nlt'

readproc A& U (& buffer |6 5 LEDTE D size S A b OUIWGEE 5252 L DT S
RIFNERLRN TRV, ZOTar—V vk, B LA MR IRS 2R
0 EH A -

seekproc SUENOALE offset ~2— 7 T 572D T Ry —V v, ZOTRY—V v T
TR ELL -1 &, £ TRVLARDL 0 ZRIZRTIERY A,

optlist #8311 -7=A T a v VAN BLEIIAT a3 VAR (129 X—2)5H),

RYE —=7—0fFAIE -1 (PHP T 0) . £ TRVWRLIEANVF L, =7 —D%IX
PLOP get errmsg() %" FOMHL T, TDOTT—IZHOWTEVEEL MDD Z L AHELEL £, —

IMUT] C e CHEENRALA T 47 TORFIHARETT,
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C++ Java C# void close_document(int doc, String optlist)
— Perl PHP close_document(long doc, string optlist)
C void PLOP_close_document(PLOP *plop, int doc, const char *optlist)

ATT - HAOXCEERALT 7,
— doc PLOP_open_document*() TH: b LI B @72 CE N R,
optlist £ 83t~ 7cA T ar VAN BIEIAT a2V AR (129 =) M),
M Z OBI¥U. PLOP_delete() % WF-OMT X W RITIZ, PLOP_open_document*() % v TR

_ NTVDLELELZOVWTIEOHTHLERS D £9, it 52X 50z y RZiffun
TWALXEZHAL T, B#ETITXTOY Y —RAEMEEL £7,

5 8.4 PLOP_close_document() IZ® 3 354 T a >
*Foar  EH

lastinthread  (3#3R{E) ALY b ALY FROREOXEEFNEL zRICIE. ATV U—I0FHzH. ZOF
T arE true IZRET HRETY, lastinthread=true M&IZ, FMORL PLOP AT o +
IZ%f L T PLOP_create_document( ) ZMEUH L TIXWMFERA, T 74 ILE : false
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8.4 HH B

C++ Java C# int create_document(String filename, String optlist)

Perl PHP int create_document(string filename, string optlist)

S

C int PLOP_create_document(PLOP "plop, const char *filename, int len, const char optlist)

PDF W i3tEA, AFVRNERIZIT 4 2277 7 A0 FITER L £9°,

filename (L RiCFF) AR LTZWHN T 7 AL D4 I, PLOP open_document() 125 %
TEANT 7 AN LRI > TV DRERH Y 5, TNBELFHIO & X T iEAE
UWIZAR S 1L, %% T PLOP_get buffer() TELY & E5,

Unicode JEXJEDZFENA T 4 7 DEE, len=o D7 7 A NVAITH L b AT A
a— R _R=UCIRENE T2, 7272 L UTF-8 BOM 23FHIZ DWW TN 5 & & (%, UTF-8 %
721X EBCDIC UTF-8 & L TR S E T,
len (C SFEANALT 427 DOH) filename O UTF-16 LFINCHTHES (A HHE
A1), len=o DEH . XIMIEITFHNE 52 5 NERH Y £T,

optlist £ 8.5\t~ 7-AT v ar VAL @1H AT ar )R] (129 =) BH),

T 7 —OAEIE -1 (PHP TiX0). 9 TRWARLIE NV NV, =7 —DH#%IX, PLOP_get_

errmsg() ZWFOMH L T, O T —IZOVWTEVREL MDD Z &2 HELEL £,
B LEMERSNDHA. ZOBBFEOHLIZ, BLFOHAICITRKRL 7 :

» AADRZ U TRBBTES, 2o, critical 77 a UBRERES N TWD,

» BALT = — U PEREES L, 2 ORICEEESREI NI > T ARSI E LR
TW5,

» RV E L RWRBEACEN G2 BTV D,

» ANCEPBIEL TBY ., o, BAVREHE—N TERINA TN D,

PLOP_add_recipient() 73 1 72 WL EEBEIFOH S NIZIZH 030D TENEOFUH L
N1 ObEH Lol (TROLTRTOZEEMENAENES I BEITIE,
PLOP_create_document() 1ZREXL £3°, ZAUT, RES N THRWHIIN S o0 Ak E
NTLED ZEEBMITDEDTT,

Z OB E O TRIIC, PLOP_open_document*() NFEOCHEN TV D LERH Y £,
WS E W LEE input &7 a v THZET, 2=V — 2T =R Lv 2 H—,2R
7 —RIZOWTHRW SN D HlfIGHZ 2V Tk 5.2 #i TPLOP % HC PDF (FZ /3
T—R{R#] (61 ~—) AL TLIES0,

PLOP_create_document() 1, = DEHT = —2 %, OCSP [GENER I TH LR
T2 o 12E DI T, BHRGEET 2 2 & 0H 0 £7,

FEREEX 2 U 7 4B — R TIX. 9725 PLOP_add_recipient() 73, 22 C72 > certificate
FFrarYARELBITIEITHIFORHI TV, 2 OB, WIREIAIZZR -
TWOZEHEINEN 1 OTHLHLINEIDEF =y 7 LET, b LbIITL, TORHE
OH LI R L £7
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% 8.5 PLOP_create_document() (X3 24T 3>

7 ay

docinfo

encryption

input

limitcheck

linearize

master-
password’

.E-EI:I

BA

(THERRMXFIORD) A ) HAXEOXEFREAHEZRELES, XEITXEXMP 4 4

T—ANHZEEE. EEXZERBEBIEXMP AL IS —SNFET, T3V YR NADZEL

ZThORTICIE., HEOEHILE TOEAASTVET ., UTOEEFAFT—LDWRILF—%5

ZBENTEFET (FIALL  XEBREBRIANAXENAE—ZIFET) :

Subject XEDYTZA I

Title XEDZA LI

Author XEDERE

Keywords XEDHNBRZEZRTF—T—F

Trapped XEIZFSVEVIHNBERINTOEINE SN ERLET, FSh BB True -
False - Unknown T9, PDF/X AADIGE. sacrifice 77 3 > (2 pdfx b pdfvt Hi&H
5755, Unknown DHMEFEINET,

Creator - CreationDate - Producer - ModDate - GTS_PDFXVersion + GTS_PDFXConformance -

ISO_PDFEVersion LS\ DI E D & Hil
A—HF—FBEDTA—ILFEH (RR—RFX v SV EEBEATLTEINTERA), PLOP
FEBOBDT 4 —ILRICRHELTVWES, 1EQDARELT +—ILFAF1ERETE
ZBDLENHYETS,

(F—T—F, RRT—FEFa T4 LAAZ LX) T ISR L TOHFEKREHLET) Bh

XEZRETH-OIHERASBLVEELETILTIIXL,

NRRAT—REFaYFT4IT/HLTIE, T4 5. masterpassword M52 5N TWSIHEEITIE. KL

TOXF—T—FMREZRET (FIT 4/ :algo1l) :

algog Acrobat 7/8 [Zf€ 0 f= AES-128, J 745 pCOS 7L ) XA 4 AL THESIL, =
NIEBEITHLC THAPDF/N—2 3 2% PDF 1.6 ~EIFET, /ST — K (& Latin—1
X SUVABOAERNBTLTEENTE, 2F vV 4NYEDHLNFET,

algon Acrobat X/XI/DC |24t > = AES-256.9 %5 pCOS 7 /LT Y XL 11 ZERAL TRS1E.
CHIFRBEICH L THAPDF /N—2 3 > % PDF 1.7ext8 NEIFET, /NRT—F &
Unicode ¥ ¥ SV 2 HEZNB LT D EMNTE, 127 UTF-8 /31 kAYIYESH SN ET,

HMBHEEX YT 1SR/ L TIE. F445. PLOP.add recipient() A%, ZZTALY certificate 7

PAVYRRMELEBITTIETHRIEICTFTHEIATVOSES, UTOF—T—RKHEZES

(T7+4JLhk : algolo) :

algo6 Acrobat 7 [Zf D 1= AES-128 F734>5 pCOS 7 LT ) X Ls 6 ZEA L =EIBAZE X2 )
T4ERAVWTESIL, CNIEBEICKHELC THAIPDF/N—2 3> % PDF 1.6 ~NEIFET,

algoio  Acrobat 9 IZ% > 7= AES-256 F %425 pCOS 7 LT ) XA 10 ZfEFA L f=3EBHE X2 1)
T4 ZEZRAVTESIE, CIIEBEICIEL TH A PDF /N—2 3 U % PDF 1.7ext3 N EIFE
ED

(PLOP_open_document*( ) Z ALV THG SNI=XE NV KL, #%ZE) REBIE-VWAAXE

true MIHA. PDF/A-1/2/3 - PDF/X-4/5 E— R IZB W THEPDF AT & D LR
(8,388,607) MigflSNET, TIAI L : true

(HEBE, BERMEME L netadata EEBITHES LI TEELRA) true DIHFE. HAXEIEHR
BiltEhFET, MVS VRATLDIBE, COATLaVIiFATYRER (THHEZED filename 3|
B) LHAETAZLIETEFEEA, T4/ L false

(X%, update=false Zi&fl) XEZ/INRT—FRETHHDIREZ—/INRT—F, ThHZE
DHEE. YRI—NRAT—FFEAShFEEA, TIAILE 2
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% 8.5 PLOP_create_document() [Cxf9 B4 T 3>

73y

metadata

objectstreams

optimize

permissions

recordsize

sacrifice

tempdirname

BT
(FF2 a2 R+, linearize EDHATTE) XED XMP A2 TF—2%52F¥, PDF/A -
POF/X#EMI Y JIE, CHDEZ D XMP DR TIHFShERA, XY TATLay
filename (BRIXFH, %HIE) ZEHIEXMP A2 T—42% UTF-8 X TEL 7 7 1 LD LRI,
validate (¥—T—F) BEZI=XMP AR F—2EF—T—FIZ&>TRIESNFET (PLOPIFA
AXERNDXMP A3 TFT— 2L AV LITBEL TS .
none EE% L
xmp2004 XMP 2004 {H#£(Z5E - THREE
xmp2005 XMP 2005 {E#k 1% > THEE
pdfa xmp2004 EFEFRTT A, TNICMA TEREAH T O/IRT 1 EXF—TDOHER
&. PDF/A-1 2> THEIRRA F— Y DBREEBLITVET
pdfaz xmp2005 EEBH T, ZAITMATEEZEATONT 1 LXAF—TDHER
&. PDF/A-2 - PDF/A-3 (RKEA 2T -2 OREFEARL TY) (2
o THERF—YORIEBLITVET,
T I A Ik AADPDF/A-1 [ZEPLL TLWTH D sacrifice T 3 v pdfahdEEh
TWELMES L pdfal, AFIHYPDF/A-2 h PDF/A-3 IZHEBLL TULNTH D sacrifice £
T3 vl pdfa NEFEFNRTLEWEEIL pdfaz, THLSES none

(F¥—J—FK, linearize=true MiF& &. PDF/A-1 - PDF/X-1a/3 E— F IZH LN TIX. none H 5l

SNFET) BAT 7MWY A XZEIMICHIBT DERA TSV R R Y —LEER (TI4IL

k :all) :

all XEBBRHEZEUNDTRTOEMA ISV FEEBAIT PV LA MY —LRANESE
AF, EEHESEBRA N —LEERK,

none ERATOz Y CR MY —LEEHEESEAN ) —LIERLFERA,

xref EREESBR L) —LEERLETH. TRUNOEBA TSV FR ) —LEE

BLERA,
(F—7—F, update=true DHFEITITJ|RINET) BRI EFU\H#E (FIT4IILE :none) :
all REIN TR TRTOFKBELEEA,

none RELE—ERALLEL. ChEFETEEZRLSEETS, Z0OMDHY T 7MILY A
RERELBYET,

(¥—7T—F Y X b, masterpassword MEEBAZE ¥ 1) 7 4 LETY, update=true DFZEIZIEF
al) XEITHT BHERFIRDY R b, F—7T—K noprint - nomodify * nocopy * noannots -
noassemble - noforms - noaccessible - nohiresprint - plainmetadata ZEEDHEL LM TE
F9 (R53 (62X—2) BH),

SEBAZE X2 1) T4 E—FIZBLTIE. F—7—F plainmetadata DAHDEHFEIET . ThLlst
DHEBREXFE [& PLOP _add recipient( ) @ permissions 77 3 > CHRETEE T,

TIAILE E

(B, MVSDH) HAT77A4ILDLIA—KHA4X, TIAIEL 0 GETOYHHA)

(F—T—FDVRL) SOFT 3> EHANS L. AJ1PDF DM ERD L NT-IEEEMNEFRL
ISADEEEHETEIENTEET, TI4JI L TIEPLOP &, BREFHREL-EZICE—

YHHZEERET. AN EHRESEET, LML, VEZHFITLOHIC. XEOFAILHIDEHEEK

EIFLTENARETT, R8O ICEIFARF—T—FIZHIELTVWET : Thdld. AARUAE
BEFIADPEALILETHEVRYEESLET., TI4ILEL : ZOYRL, Thbb, @RH

RELBA. BISHEEL, HASN—UIERShFEEA,

(XF5I) PLOP DRENIBICHRBER—F T 7 AILHBMERESIDET AL I L) DARL, ZDEE.
PLOPIZ—B T 7 A ILEHL Y FTAL IR VICERLET, COF TS aIE, tempfilename
FTLavHREZLNTND EEEEEINET, TILIE

84 HAMHK 141




3 8.5 PLOP_create_document( ) [ZX 9§ B34 T3>

A7vay HH

tempfilename (X3, MVS D#) PLOP DMEBMIB(CHER—BI 7 AILDIILIT 7 (LA, ZDHBAE.
PLOP [E—EBH—B 77 /ILBEEFHLET, PLOP close_document() DETZD—HEI 7 (/L%
BT 2DFA—F—HIDREITS, COATLarEEZ-BE. filename 3IE(TZEIZL TIELY
FTEHEA. TIAIE 2

user- (X35, masterpassword BNHE) XEEZ/INRT—FRETLHDI—HF—/XT—F, Zhh'
password  EALNMEE, 1—H—KRT—FEERINEGA, TIAILE =

1. AES-256 (7L 1) XL 11) DIFBEICIEEED Unicode ¥ ¥ 5V 4 BEEZX 52 &NTEETH, AES-128 (FILTY XL
4) DHFEIZF Latin-1 F ¥ SV AHDAEEZ DI ENTEET  EX/ART—FIE. 7T ) XL 11 DFEIZIE 127 UTF-
8NAARIZ, FILTYXLADHBZEITE R F Y5V 2ITHYEHONET, EBCDIC TF5 v F T+ —LETIE, /SRT—F%
ebcdic T a—F 4 >4 H EBCDIC-UTF-8 THEZ Z2LEAHY ET,

% 8.6 PLOP_create_document( ) M sacrifice # 7Y avicwddF—7—F

x—o—F B8

encrypted- (ABRUH  XEHFBEBILESNATVEVD, BEESINET7MLHFE 1 BALEVLEREAT

attachments \\%, & UH : lEILESh=T7 7 A IVHMHIZH T 2B /SR T—K A password T 3 >
TEHEZONTULWELWL) ZOF—T—FK£2525%¢E. RRT—FOHBLNEBEVWEBSEIhE=774
ILRTHIFEIBRENES,
ELWRRD—F#E5Z5NTVWEVEBIEI 7 ILHFERNEBE L THEDOXEIL, update=true
FAVWTERT HEICIE—VNEBTEEEA,

fields (AALYAH : XEEDOFIZ, NeedAppearances=true . 1 BHHEVLEHRDFEEL I +—LT 41—l
R d. #BIEL A : update=false ZALNTER) COF—T—FZ25zx5%L. BE&T1—)L
FREEHTRTOI+—LT 4—ILEHEIRINET,

pdfa (AAARYH : XEA. PDF/A-1 - PDF/A-2 - PDF/A-3 D35 DVTNADEERL N )LIZHEEHLL T
W3, BIENUA - AT a v visdoc EEERGREXELTANBLER. FE £7
$ 3 > userpassword - masterpassword * permissions D S5 EDWLThh, FilL., ER/H. PDF/
A-1 DFEIZIZ 64K &Y, PDF/A-2/3 DIFEICTIE 32K KUY HKELHE ) SOF—T—F%
5EX%&. PDF/AANEMEBTEEZ YA, PDF/A-1 T b FHIBREIFET,

pdfua (AAL YA : XEH PDF/UA-T [CHEHL TLND, #BIER YA : T2 3 Y permissions & ¥F—
7 —K noaccessible # LN =BEE1t. Fi=l. fieldA T 3> D visdoc HTA T a v #RHN
EBRER) COX—7—F%252%&. HIXOPDF/UA ICERL R B =HAhEERTE,
Z @ PDF/UA #EJT > k) HEIBREShET,

pdfvt (AAR YA : XEH PDF/VT-1 5 PDF/VT-2 [ZHEHL TV, R UH : pdfx ERAIL) 2O
F—J—F#%#BEz25&, PDF/NT AADZREBTEETH. £0O PDF/VT - PDF/X EMIT > b 1) (ZH]
BREhFET,

pdfx (AAR YA . XEH PDF/X-1a Hh PDF/X-3/4/5 IZHEHL TS, #BYER YA : docinfo AT 3

Y A®D Trapped=Unknown &#AHEDHE-BLZIER. FizlF, field AT 3> D visdoc T4
vavElAaELEIERMER. F(&. #7232 userpassword - masterpassword -
permissions D3 bDWTFhh, Ff(F, FAAFLF21VT4E—F) COF—T—F%25Z23%
&, PDF/X ANZEMBTEE S A, TOPDF/XERT Y kY [FHIBRShES, XEA PDF/VT-1
A PDF/VT-2 [CHEPLL TWSIHEITIE, €D PDF/VT YT + ) LHIBRShET .

signatures  (AQF)H : XEN 1 BALZVDLEROEEERNELL THE> TS, BIEL U H : update=true
FRAWTEREZITOSUNDITRTOERE) COF—7—FAE5EZNTEY., D, AARUA
EHAMYALPEALEELETHIBEEICIE. BYLBERHZETHIHENEERLTLESCLE
BHTE0I2. BEOELBITEEINET (Thbb, ERESABRESIAETH. BETD
T+—LT 4= FENRESNDIDITEHYEEA), ANDMIYFTEEANIALNEHELE
THY. hD. sacrifice={signatures} NEZ 5N TLVELMEEIZIL, PLOP_create_document( )
ITRBLET,
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C++ const char *get_buffer(long *size)
C# Java byte[ | get_buffer()
Perl PHP string get_buffer()

3

C const char * PLOP_get_buffer(PLOP *plop, long *size)

HAXEONEZ ATV PO EIT HRYHL £

size CRALT 4T TORMHA, WEND NNy 7 7DRIDBEMNIND ATV ALE~
DRA X,

HAT =2 DASTNy 7 7, COM OHE, ZHITHFFR2 LA b 72 MELFIT
9, JavaScript T COM Zff ) A, I 7o MSIOE I ZET 5 2 &3
ENTVWEREA (L. ZRLSOSFET COM 2 HAIERETT), 77 A4 T
MMUTIE, WA B PLOP 747 7 U BEZESL D AN, 2Oy 7 7 NEZH
BIDHMERH Y £,

PLOP_create_document() (225D 7 7 AN H52 5 Z EITL > TAEY WAREZERL

TWIEBEIE (29 Thwh b7 7 A~FESHEET) . PDF 3 Z 0B
WL TOHREY K3 Z LN TXFEJ, PLOP get buffer() iX. PLOP_close_document() %

FFOM T &0 S ENCFOHTBERH Y 7,
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8.5 fIBAE XU T 4«

C++ Java C# int add_recipient(String optlist)

i

Perl PHP int add_recipient(string optlist)

C int PLOP_add_recipient(PLOP *plop, const char *optlist)

HACEERET DT OZEHEAENEFLBINL £7,

optlist % 8.7 (o - EHEEREFfoToA T a v VAN B1H AT ar )z
b1 (129 =) ),

T —kpE -1 (PHP TIX0), &5 TRWeb 1, =7 —0D#%ITIX. PLOP_get_errmsg() %
MOHTZEIC L s TEDOT —IZHTHHEMAE MDD 2 L AHSR L 9, ZOREHEN A
ONBLRNEE HDHWE, PDF CELZIESLT 272D HTERWEEIZIE, 0B
BUXRML £,

Z OB, Z2 TR certificate A7 a v b L BT FEITH MHERZHAICIE. IS
£ #) 1 BEShZ TR TOZEETEHEICRTL TH %f[ﬁéﬂiﬂ‘o uEEﬂ%ﬁ?
TAARAIR=AELIIERT 7 AV THEZDZ EHTEZET L, Windows GEHIER 7T
HEzpZ b TEET, 2T, TOXECHTIZEEDOY A NEHEET LD
W AEBOESBEOH T Z ENTEET, < ORBHICIEN T, ZOLEHEDIERE DI
PHELZZOZEEY A PORAED L Z EEHERL E7, RERLZI LAgnE, TOE
RENE ORI NTELEERS Z LN TERLIRDINDHTT,

Bz onoiEAEL, IZEHFIEHEFEOEM] (17 =) THHILIZEHFIZAEL T
WEHLERH Y FT,

PLOP_create_document() Z B EIFFONMT Z £I2H > T, EEOBEDOLFZ, F—D
ZEHY A MR L THBALT 5 Z EMRAEETT, LAL PLOP create_document() Dt
I\Z PLOP_add _recipient() EOMEENIZHAICIE, HILOWZEEO UV AN EERD LD,
FNWEETZEEHIANEZEIRA I~ EY FLET,

ZOBEEE, BT ATV 9 M update=false ZIRHIL £, REREZEEY A
MIEFHE—RTIERTERWVNETT,
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%= 8.7 PLOP_add recipient( ) [T 54+ T a

73y

certificate

conformance

engine

permissions

.E-i"nlt'

B

(FTavyRb, BE) XEEBSETIRARELE-V 1 BOREEMAETLEE. COFH
i, R8I TA T a v EHERAVWTRESINET, XU T+ LOBEHEMS, ZD
T 7 4 I)LI& searchpath N TREIhEE A,
ZYRMSEIAZE XU TAEENCLET. ChE, SHER—ROBESLETA LS DL
BLOBZEYYBEZD-OITRIDOTL &5,

(F—7T—F) £ERINIEBESILFEROERN (T +JLF : acrobat) :

acrobat X ZE (L Acrobat # FALVTH K & EMAJEE (WEZR Acrobat D/3— 3 2V [2D UV TIEE 6.1
(T4 R—=>) 28R), ZOZIEHBILHAEN Acrobat THIESNATLWEWT LT Y X LZE
FRALTW=SBEICIECOEMTUCHEL FXRKRLET,

extended ZDZIEHFILHAENUTOHEOWNT AL EFEAL TLV=ELTEHEZITANS, Acro-
bat ZFAVVTXEZM CLETEHVTRESENHY FT -
BEN 8 DEHTAHL RSAFEHAE,
P-256/P-384/P-521 LI4+ 0 NIST-15 Bi## (RFC 5480) %\ Brainpool Bi## (RFC 5639) %
FAlU\/= ECC SEEAE,

(F—T—F) TOZEEDMRELRET H-OIHEATIREBEIUOSY (FI+ILE

builtin) :

builtin ~ NBES IV U EER, SMAZRIMREFLETA RV I7AILTERDLENHY F
el

mscapi  (Windows &) Microsoft Crypto APl #IEE TP & L THMA, SEHAEIKIAEX +
FHOTARIITI7FAINTERDIENTEET,

(F—T—FUYRF) ZOZEHITHT HERFIBRD Y R b, ZEBT LICELRLHERFIRZE A S

FTEHIENARETT, COYRLIE. EEOHD. F 53 ITH > 7=#ERFIFR¥+—7—F noprint -

nomodify - nocopy - noannots - noassemble - noforms - noaccessible - nohiresprint ZA & L &

¥ COMITUTOF—T—F3EXFET :

nomaster EE SN TV SERGBIRT—T—FFHITH-> T, IR - &k - ARHMHEZFIRL. »
D, XEDEFAUVTARENEEEHLELES, COF—T—FAEZNTEDL
3. A2 SISO ERDERFIBEF—T—FHN 1 DL 5X5ATVRNGES., 20
REEFXEICH L TREEGEREHLET . ChUSNOLBROERREF—T—FD
WFNNEETET D &ldnomaster ZEBLFF .

F—J—F plainmetadata [&. C C TIFfEZ 9. PLOP_ create document() [C5Z ZHELH Y F

¥, BELGLEZNFERNOZEECHEASNIDTIIRLNALTY,

EYRME, ZOREFICERFBRNMILERSAGVEEBKRLET, TI4IE : EUR

S
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8.6 EFE&EA

— R EFELMEELE S PLOP DS TOAFIATRETY .

C++ Java C# int prepare_signature(String optlist)

Perl PHP int prepare_signature(string optlist)

RYE

— B0

C int PLOP_prepare_signature(PLOP "plop, const char optlist)

ELA T a U HERELET,
optlist F88IM- TELA TV a VBERELTA T a v U A
» BLRGIE (FY 20 ID) OO A T L a v : digitalid - password + passwordfile
» BLDOYNRICBET DI RE G D720 DA T a0
contactinfo - location - policy - reason
> A ALRE T DDA T 3 : doctimestamp - timestamp
» BLERACDT-DOA T g field
> BGEEE#RE 52 572D DF T v a
certfile - crl - crldir - crifile - ocsp - rootcertdir - rootcertfile - validate
» AEFHABA D72 DA T 3 > : certification - preventchanges
» BEATEROFMZHIE T D720 DA T a
conformance - engine - Itv - signature - sigtype
» BLOEMERIET 2720047 3 dss - update

T 7 —RHZIE -1 (PHP TIX0), ZNLSR S 1, =5 —D#%IZIE, PLOP_get_errmsg() %
ML T, 20T —I1Z2OWTH o LFEL KD T EAHLEL 9, ZOEEFEOHL
IEU T OEEIIERIETHZ &8 £3 ¢
» BLAEOT NI BROMBRVD, £, FOMEHEA~T 7 BATERN, A
AT — R X PIN 232> TWDENFIKTT,
» MREEDS SR, 2072 OCSP IS £ 7213 CRL 2 BUG T & . T DOWRIET B critical 73 =
UIRBREENTWAENFKTY,
> Itv=full £721% validate=full \Z*%19 % HEFE AT/,

PLOP_prepare_ signature() ~DFFONMH L 23R L 7281213, £ ERCA T v a U HEE
WCHEMROCHLEZIT) Z EIFHET A 2 E2HER L 9, 2820 Zhid, oz
U —R/ PIN ZiJEH 5.2 5 2 L%I2L - T PKCS#1l b—2 U 2L TLE9 54
NHDHNHTT,

ZOMBERCTHELIEEAA 7 Y a VA L T, PLOP_create_document() % F\u»
TEEOBOBEANZERT DI ENTEET, I THEXLBAAT Y a VBT, BE
PLOP_prepare_signature() % (870 58447 > a VB A7 a > nosignature & & 6 12)
BEONH 3%, PLOP_create_document() % RV CTER S LD TR TOEAICH L THEA S
NWEJ,

ZOBLMEA T a v ) A M BADBER S D ATO T HARREZR RSB B W) T
HEMB SN Z 030 3, FiC, ZROBADERS K CRL £7213 OCSP
ISEPHIREINTH D Z LR RDOnolc L Eid, ZOBLA TV a VBT, FERERDIE
WEY 7Ly v ad DOl HELBSNET,

ZOBBUT. TNLRTOMEOM L TPKCS#LIL Yy v a VR Th oo hE . Ths
T SHET, PKCSHELL By v a U ABURINICKR T S B2 0 ENH D56 (72 & 2 13Hho
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ALy RIZED N =22 ~OT 78 A25251010) Zid, ZOBkEr7 v a v
signature=false & & H IIFOM T Z TS £

% 8.8 PLOP_prepare_signature( ) [Zx3 %4+ T 3>

*Fvav
certfile

certification

conformance

contactinfo

g&n

BA

(3XF5l, engine=mscapi DHFEITIEFA) TLLHAEF = —V 2RI L THEOALT-HIIBLE
EBBAMHEMEDHSPEM I A—T 4D 1 BRZVWLEROFHE CASIAEENE LT ST 7
A ILDEH,

(F—7—F) #EELEEAL ANV ER AR (ERE) FRLZER. none LISMDIEIX. FEBA

FEEAEZ L. 1 EOXEQOFDHZINELITHL TOARNBRETY (TIAILE

none) :

formfilling SEBARE 4 : 74+ —LRBATHILELBELEZTS2 L (Acrobat D A= —IEEMN ST
T, BEIA—IREIYYIFTBILICEL>T) FEBEShFES, R—OFT
L—tDoEART LIS >TR—VEEMT 5 (FEETR—DZEMT 5D TIE
) TEBHBREINFETH, CORERIOH-ICEDLhFERA, TOMDERITES
EEMELET,

formsandannotations
EXHAERL  7A—LEBATEHE, BEZETSZE, R—YBMTSHIE, a4V
752 & (THDLLERER - BlfR - £8) FHBSIFET. TOMDERFTELZE
‘mIELET,

nochanges SEBARES : AINEENTHONS ECDERBIEDICHEYET,

none BEDDEES : XERFEASKEEA,

(F—7—F) EREIINDELDEH (FI 4L+ : acrobat) :

acrobat E& % Acrobat THRIITEE T (WEX Acrobat /IN—2 3 U [ZTDNTR 71 (96 R—D) &
SH8), Acrobat Bt THWIAEN A T a vAERSIATLSEARICIXZ OREKTFY
HUKBLET,

extended £ ENBERN Acrobat THREIITELWVWELHMHAE LA T a VvEHELZITALE
9. LT D#EEI conformance=extended ZHE L L ET :
Brainpool BHERD UL E & FL Vfz ECC sEBAZ (RFC 5639)
P-256/P-384/P-521 LIS+ NIST-15 BfRD L F I # AL - ECC FiEBAE (RFC 5480)
BEZA T3 ocsp THITF TS 3> hash DIEA shat Lot

(TFREXFF, digitalid TR L TOHEKREELET) ZEENELERIIT H1=HIZTD
BREBIERE LD ENTED LS ZDNERBICL > TR EINIER (BEFEES), =
L. SNIFEBEERILT I-ODRT—FTILEMBRELE L TIFHRShFEE A, Acrobat 8/9/X
FCDERCERE [BREF) 2470 BEOTONRT 1] £47O5RNIZRKTLET, Acrobat
XI/DC [ C DEREBHRERTLEFE AL
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% 8.8 PLOP_prepare_signature( ) [CXf3§ 24T 3>

7 ay

crl

cridir

crlfile

digitalid

doc-
timestamp

dss

.E-EI:I

BA

(AT av R F—T—F, crl=none LIFHE digitalid (2 L TOAHEKRZEHFLET,

engine=mscapi MIFEIZIFTA) ELFHMHAEICHT HEEHELSY A~ (CRL) ZWELT. &

%75 OCSP IEBEMN/ONBMERICEENEBLH DSS DHABDHRAAET ., ALY T+

vay (FIAIE : {source={ } critical=false}. THhb. TDOTT 4L ID OFI (RLdp #ik

ELBNEZENANEREINET) !

citical  GREME) true [T 5 &, ELRMAEICHL TAMH CRLAMBTELBEICOHE
ANERSN. THUNDOBEICEIT—MRINTELGFERSAERA, COFT
av#E false 2T 5 &, A% CRLEMBTELEN S 215EIZIL CRLIBOHRAAIE
BoTERINET, TIAIE : true

filename (XF5|) ELAMAZICHTHCRLEDERIY I—T A VI TREELETET74LD
B, COfilename AT avE 525 L. ELRAMBAEOHTOD (RLdp JERIFEBRS
nEY,

source  (RYFT—UFTL a3 YRL) BLMMBEEICHT S CRLERRER®RL =47
a3V IRk, TR http - https [THIEL TWLWET, D source £ T3> D
url AT avERIFID source A T a3V BREERTHILEETE. TN
BIZIFXZOTO 2L 1D OO CRLEF A (CRLdp) IERAEHREL L THEASAET,
COsource %y kD=9 AT avOYITFTLarD5% url -
httpauthentication LISME T R T, ELFAIAZ LS DOEAERHICHT S CRL EXKIC
PEAINET. TTOT, RBENETRTOIAHEICHT S CRLIFUH L IZHL
T. A—O&®E LY b (username/password &) #FEMAT S LENTAHTT,

T2 2L ID OFI(C RLdp HERARMFEFEL TLVEWRY . O filename - source # 73> nLvTh

N DERT. HhOVTIAN T DOHE, 5XIDERHYFET,

DA T av%E crl=none £F 5 &, =& Z (RLAp ILEMNHFEL TWTHORLEFRY FT—V#

BATHRELERA. CNIEZTOERRMHEL T TEL, B5T 5T TOEAZITHL THA

ERFLET,

(X3, engine=mscapi DZEITITFTA) BEET HAAEHERIIT 51-DITHE LT DHATREM
DHBHPEMERD CRLEBENBET DT ALY R DEET, TDT 7 AILAIZDNTIE MFEEA
E-CRLI7 7MLD& (169 R—2) £S5,

(X5, engine=mscapi MIFEIZIIART) BEET HAHAEHREZRIAT H-OITRELLDHATHEM
DHBHPEMIVIA—T 4T D1 AZVLERD CRLEARLET DT 7 1 ILOAH],

(FFav )R+, REE - FAAAERICKL TIERE) R8I IS TATav@zAL
TEZEDT ORI ZIBE, AP TA T avid, BRLEIVDVICE-TEAYET,

(AT a2 )R b, engine=mscapi DIFEIZETA) EEEFAZ A LATVTRMSXELAL
BALRRUTEER (builtin TPV ZEFEAL ), F2 59 TA T3 A#Fay
timestamp % 58

(REfE, engine=mscapi MJZAICITFRT) true [T S &. FIASH LAMBEREXE LX)
T4ALT (DSS) ANEDHRAAHEY (7338 (XEELFa2T+XET (DSS)] (102 XR—2)
SB), ThUNT D E. COT—EEEBLDFANBOHAAFET, BHORAA I A LREAVTEX
EAA LR T ICHT BREEIERIE. COF TP avIThhbhd T HEIZDSS ANEHAFERE
T TIAILE : sigtype=cades DIFEE. H LU, BEFED DSS ##F> - AAXEIZx L TIE true.
ThLs g5 false
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% 8.8 PLOP_prepare_signature( ) [CX{9 B4 T 3>

73y

engine

field

location

Itv

ocsp

password

passwordfile

.E-i"nlt'

B

(F—7—F) BRI DEHIHERIBLEVLESLEIVYCY (FI4/LE : builtin) :

builtin  ABESEIV DU 2ERA, TU LD 2 REFLIETARIIT7ALTEZRZHEN
HYET,

mscapi  (Windows (D& ) Microsoft Crypto APl ZBEBILT VOV ELTHEMR. T RILID ZEHE
ACTHTARIIT7AINTERBIENTEET,

pkes#tn  PKCSHI1 AV 2 7z —REFEALTHES =V UL T 2L D E#0—FLET.ZD
F—2 2 D=HDRIET 5 PKCSHIIDLL /HEEHS AT 5 1) DARIZE digitalid 7
L ar® filename T AT a v TCHEZZBENHY FT,

(AT av R, digitalid IS L TOHERERFLEYT) BERERFIT LD IA—LT 11—
FOERENBTERBIODYTAT L a VRIS THE. TIANUE  FAREALSMER S
Y

(THFRFXFFH, digitalid IZH L THOHEREFLEY) ELANMERSILIYEMEEF =1
RA K4

(F—T—F. engine=mscapi DHEICEFH) EZRFANEERYIKRIE (LTV) OFE-HICHET

BENESHEIRE (TIAIE : try) :

full (validate=full ZREERICHTIR) ERFAHXEE LTV JIGITT 5 =OHICRLAEERRE
BHIAHET ., LTV AT —2REERRT BIZ(LiEH. rootcertdir - rootcertfile 7
AVOVTNIDREATYT ., SoHDMHE - RIBERESZD5=-H0F T3>
certfile - ocsp = crl HBEITHDHZEENHY ET . AAED-HDYLELIEAEF -
[FEMNEREMBCELAVEZISEIOFUE L IFEBLET,

none RILERZIEDRAAF A, BRBEAXBR LY NS CAYETAHA, LTV MG TIEE <
BYET,

try AFTEBRY 2 DRILEREEDRAAFTS . AFAIBELIAZ ERDERICL -
T, EZFAXZFLIVHABICHES L HNIEHELBNI EEHYET,

(T a2 YR MF—T—FK, engine=mscapi MIJFAIZITRTA) F 811 [ChE-=HTAH T 3
UBERLTOCSP MEBE#R, T4/ b : {source={ } critical=false}. ¥hbb, FT4%
JLID OFIZ AATRESHNIEZENEFERLET,

ZDF T arEocsp=none £ B &, =EZ AARENEREL TLTH OCSP INEZRELF
Bh, CNIFZOEZRAAREL T TEL, BETEIITRTOARAEIHL THAZEFLET,

(XF5|, ZTHLHARINFET, engine=builtin MIFAIZIL. password H passwordfile DLVFh
M1 D MDVTIA 1 DDANBE, TOMDIL O TRRBAREZERT S L TESE
) TPAILDICHT H/8RT—F - /SRTL—X - PINOWFhh%EIEE. engine=pkcs#il D
BEICE. ST aVEEOBEL—I VT B PINERNBLET IRENHY ET, =12
L. ZOPINEZZDF—Y 2V BARTHRHEMICANT 2RENHHHES (F—FR—FHEDR7—
FH—RU—4%) 2BEFET, EBCDIC 5 Y T+ —LTIFZID/NRT— K (& ebedic TV
A—TAVTERBENFET,

(XF3, engine=builtin MIHFE (L. password H passwordfile DLVF A 1D, MDOLWThh
1 DDHNLE, TOMDIO OV TRABARZERTSHI LB TEEY) 771D 1478
AEZVLEROBITF Y5 V2ZRBRNT) A ZOTIVFLDIHT H/IRT—F - /8RT
L—X-PINELTHERINET, EBCDIC TS5y F T+ —LTIHIDNRRT—F I 7/ ILORE
[FebcdicTvaA—F AU T ERGEINET,
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% 8.8 PLOP_prepare_signature( ) (X3 24T 3>

*Fvav
policy

prevent-
changes

reason

rootcertdir

rootcertfile

signature

sigtype

Bl

(T3> R, sigtype=cades DIZEICDHHA, reason ZIFE L I=IFEICIEF A, PAJES-
EPES ISt L TIT7B) BRAERIAT A-OICHERASELVWELR) S —, 259 TFTL 3
>

commitmenttype

(F—7—F) BELERYS—DRIA—TOHEENDEL IHFTT 5N ZEE5EDER,

FZx25F%F—7T—FK (FZ#J L :none) :

approval ELEFEZD AV E—CONBERIEL =,

creation EZBRBIEIFDAYE—DHERLIz (ZELBITLEBIELEEFRLT.
EELEZELRLALY),

delivery EHEFEAY—ERTONAFIX, AvE—C%F, ZOAYE—CDREEN
THOERATESZO—DILAFT7OHRTEEL =,

none ZERICIEEEERNZEEHEL,

origin EREIF. TOAyE—DFMERL. FBEEL. EELZZ EEZBML T
%,

receipt ELZHIF. FTDAVvE—CDAREZELLILEEFZFHMLTLS,

sender BREFE., TDOAVE—TDFFEELE (ELBTLELEIAEMERLIZEE

R 5730,
notice (THFRAXFH) EGKRYS—D, NIHFDHDTFXR A
oid (X=F3, WE) BARYS—DATZzH LD
uri (X=F3) EF/KRY) —D URI

($mIB{E, certification A¥none LUISADIZBEDH) true [ZF B &, certification AT a & A
WTELELTWSEELETE GIRRAZERZENCTETHLRIELE) N Acrobat THHIESHE
T THLE, A—HF—AV 2T —RANOEET Y —ILBEMICShET, TIAILE :

true

(THFRFXFH, digitalid [T L TOHEKREFL E T, policy & & HITIEFH) XEICES
175 EH

(X5, engine=mscapi MJZEIIIAT) FEAZEF T — U ZRAET H-DICLEICA D ATHEMED
HBHBPEM IV A—FT A VT DEFEZEHI— CATTHERENRETST4L Y ) DL,
77 AIDEHLRAZDNT TEEAZ - CRL 7 7 A ILD®BHREI] (169 R—2) B8,

(XF5l, engine=mscapi DIHFEICITFA) FAEF = —2 ZRIT 5 =OICHEIC/E D ATREMED
HBH1TELZVDLEBRDOPEM I O—T 4 2 DIEREEFHAI— CASIHEZRNBE LT ST 7ML
DARFL, EXaUT 4 LOEHIZKY., SO T 7 AL searchpath A TRESNWEE A,

(GRIE(E) falseCT B &, BRAIIMEREINFETA. Thik. HHTIZ PLOP prepare_signature( ) % I
VHLTEBRA T avHE 5 THELUNLLER TN UNONEEYYBZ -NGEIZE
IDTL&D. TIAIE : true

(F—T—F, digitalid I L TOHEKRZERFS FT . engine=mscapi DIFE(ZIFFA]) ELFE

B (FZAJIE : cades) :

cms ISO 32000-1 & PAdES 78—k 2 (ETSITS 102 778-2) IZ#>71=- CMS R—XDEL

cades CAdES (ETSITS 101 733) & RFC 5126 [Zfif o= CAJES N—XDE 4, —hld PAJES
IS—k 3 /= 412DV TIEWBETT,
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% 8.8 PLOP_prepare_signature( ) (X3 24+ T 3>

73y

timestamp

update

validate

.E-i"nlt'

B

(T a2 YRMF—T—K, engine=mscapi DIHEIZIERTA) BRIX. EBEFAELIDIR

(TSA) IZE > THEREN-IBORAA B A LRIV TEEHET, G252V TH T3y (FI+

JUb : {source={ } critical= false}. ¥4&bh5E. Z0OT T 2)LID DI TimeStamp JEIRA BN

IFZhZEHER) :

critical  GRIEfE, XEL RV BALRZVTIZHL TIE true 28I ShFET) true 2T B &,
BNERALRA Y THARBTELBRICOAELNERSINET, £5 THRNMEAIC
FIS—MBRENET, DA TP avE falsel2TdE. BMEIALREVTHE
EFMBTELWNEEICEBAALREIVTIXR-TEREINET, TIAIUbE : true

hash (F—T—F) 34 LREGVTEREERT B0y 27T XL, TDTSA
MNEDOTILTYXLIZRHIEL TOWEBENHY EF (FIAIE : sha2s6) : shar (3F
HE2Z) - sha256 + sha384 * sha512 DLV hh

policy (XF3F]) TSAKRYL—DOID, ZORYS—DHLETHEALREZVTEERLET, 1§
FLERYD—IZZFD TSANREL TOWEWGEIZEZ A LR AV TIFERLET,

source (K812 =R Y R T—HOF T a2 YRR TSAZRBLI=A T3> YR T
O b 3JL http - https IZREL TLET,
XELRILVAALRB TTIHEKEBEHAHB R A LRBATDHEEDH : O source
AT ar@url I AT arvFELIEID source T a v BREEBT D LD
TE, TOHAICIKZFDTC 2L ID OB D TimeStamp IREEMMEDLNET,

F—TJ—FKnone 2§ 3 &, & ZERRAMBAZEOHIC TimeStamp JERMNFEL TV THE A LR
AU TEBOAHAFEE A,

(GREE(E) truelSg &, BE&T—42M. 1 HZVLERDES PDFEHFELI a2 EL T, TD
XEQHEBICEMENET, TALUNTEE. PDFA TPV FEISILF—FEZTES,
L= > CEEFEDZEZEHERDNE T, BORAH I AN LRIV T EXERZA LRV TITHT B
BRIFERIE. COFTLavichrbnd ., BICEHFELTEMSAET., BHE—FIE. BE
ZETHIANXEICHL TIEARETEHY FEA

TIAIE :true, mELEADBEBIIEIZOFTS a3 DEE false (SRFLFET (ThbE,
PLOP_create_document( ) O masterpassword & fz[& userpassword £ 7> 3>, HBUL\E. ETH
L certificate #FL a3 > 1) R k & & 412 PLOP_add_recipient( ) ZFFUNHE L)

(F—T—F) BETHAEHORIEHIE (FTAILE : Ttv=full DIFEIZIE full, ThLL

SNDZEIZIE formal) :

formal  LUTFOF v IBThhET :
JUTAANGHKRI ST - BERAAEZENF v IENFET,
OCSP [EEMNERSNHEICIFMB N, RT—42X THM eH-HILEEEE
WHEELET,
CRLAERENFIBRICEIGEh, ELAAHENCRLICEBLLTFz v I EnE
Y. CRLOBMAFIVISNET,

full validate=formal DABITMA T, FMAEF Tz —V DELHRIL. ik, BRELHTA
TONL— B LUHME CAHAESAFARETHY . HD. BETHIRTOIHE
(JL— b EEBAE & id-pkix-ocsp-nocheck $E3R %D OCSP L ARV A &) 1Zxd9 %
OCSP F/z[X CRLAIMNERELAFARETHEIZ LEZBALLFET,

% 8.9 PLOP _prepare_signature( ) * PLOP_open_document( ) @ digitalid # 7L a>d. H&U.
PLOP_add_recipient( ) ® certificate # 7> 3> ¥4I+ T3>

AFay

B

engine=builtin DJEDHYTA T 3> (digitalid £l certificate 7T a U HSESIFE) :
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% 8.9 PLOP _prepare_signature( ) * PLOP_open_document( ) ® digitalid # 7L a>d., & U.
PLOP_add recipient() O certificate # 7> 3> D4 T+ T3>

7 ay

filename

e

(XF5, %7B) digitalid 4+ T a oM HIERIGE : PKCS#12 FIEPFX XD, T4 RIR—
AFEERIFEERTORILID I 7 AILOAR (EROEY FIFEA MFEAEZAVSEE] 25
),

certificate # 7L a UM LIESIHES : PEM £=[EDERI>aA—FT 42 I D, TARIR—RFE
Tz I3 IR 18 X509 SEBAE D 7 A LD AR, COFABEET 7 AILIES £ 5 € 1 HOFHAELZEAREL T
WBRENRHY ET,

engine=pkcs#11 DFJEDYITFT L a> (digitalidA T avhLESBEDH) :

filename

issuer

label

serial

slotid

subject

sticky

threadsafe

(XF3F, HB) AR—FHW—FEBE~—Y 2209 % PKCS#HIIDLL /#ES 14T 5 DLHI.
CNEPVF I7ALNTHLTARIRN—ZRADI7AILTHIBENHY FF, Hl : cryptoki.dll

(XFF)) TOAIILIDZE, FDissuer 74 —ILKRICEK->T (BX1=Y I IZPKCS#11 B
CKAISSUER A" —H0) iR, CDV T DMK DHBAILEZBD subject ZBHBL TS,

(XF5]) T8I D%E, TDA—H—TL 2R 1J—FAX)L (PKCS#11 B CKA_ LABEL) [Z&k>
TER,

(X=FF)) TAILIDZE, DOV TILES (PKCSH#11 Bt CKA SERIALNUMBER) (&> TE
Ro SOV TILESIE. 10EXFHMN 16 EXFH (BBIZX 11 75) LLTEZXDIDLEND
YET, 4l :

serial=0x03A247B2

(EDEH) F—90FZAVE371—RFTHRAO0YFDEES, ChZAWSE, EHOROY A
FMATRERBEICAOY FF#EERBIRTEET,

(XF5]) T4 ID%E. ZD subject 74 —JLF (PKCS#11 B4 CKA_ SUBJECT) [Tk > T#
Re TOUTYIE. BK /typeo=valueo/typel=valuel/... THEIDENHYET, ¥ S5V 4%
\ Ny PRF9a) TIRY—TFTBHIELHTEES, BEDOIBFITEREHLET, F—2
UHRBOTOAILID EFRBFELTWSRIBEICIE. 77 3> issuer - label - subject ZALNT
FEBAEEIRA AIRET I

{5l : subject={/C=DE/L=Munich/0=PDF1ib GmbH/CN=PLOP Demo Signer RSA-2048}

(GRIEME) true [SF B L. PKCS#I1DLL /HES AT SN, REOETET, O—FShiFE
FITBYET, ChlE. NIT+—TO R EDBLEERBET HAEEMELAH Y. Ff-. DLL HEFS
ATSYAD. ZONHILIL—FURADAEY Y—o LWV =fEE. BET S57=HIZRILDOH
BEMENBHY ET, L. D PKCS#IIDLL S £BHS A TSV ER—TAERAATA—FF3Z
EIE—UITEF A, COATLavEVELY true IZRELEL. ZOHRDRAI—TOERRND
BERUPHEL D sticky=true # 52 2ENH Y. Fiz. YITA TP 3> filename [FE> THERS
hEJ, false ST B E. PKCSHII SATSIF, CDSAT S ZEFERAL TLSHKED PLOP

AT Y LIZxT % PLOP delete( ) ~NDIFUH L TFUHA—R ShEF, TI AL : false

(GRIBME) true ST B &, PKCS#I1 SATSUIXAL Y FE—T7BEICHEL TLWERELH Y.
ALY R tE—TF—KRTHHIEENET, PKCS#HII MR L v KE—TJBEICHEL TOAEWNES
IZIECOMEUHLITERKRLET, false 2T B &, PKCSHIT SATSVIEFI VT ILALY KE—
RTW#bEhEzET, ChIEPUTILALYERDT7 T U= a Vs L TOHERSIETS,
FIAILE : true

engine=mscapi DIJEDYTAH TS a > (digitalid Ff=lF certificate 7T a U SESIBA) :
externalhash (HIR{E) true 2T 5 &, BLITHTAXENY S AMNPKCSHITI AV BT —REBLT (F—

JUOHSM T) fEliEh, 5 THIWMESICEK. ATV EZRAVWTHERShES, T4
k : false
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% 8.9 PLOP _prepare_signature( ) * PLOP_open_document( ) @ digitalid # 7L a>d. LU,
PLOP_add_recipient( ) ® certificate # 7> 3> ¥4I+ T3>

AFLay

filename'

storelocation

subject

store

E L
(3253, PLOP prepare_signature( ) H 5 I35 (1 filename - store DULNF LA HHZES)

PKCS#12 £ /=X PFX e R D, T4 RIOR—RFEIXMEETSZILID T 7 1 ILDAR] (EBRDOE >V
FISDWTHEA TEEAZEZRAVSEEX] 258),

(F—T—F) SEHAEX L7 OEF (T4 : current_user) :

current_service - current_user - current_user group_policy - local_machine -
local_machine_enterprise - local_machine_group policy - services - users
LTOBARICOVWTILERTHC I ENTE, TOEHITE store AT a Vv OEICTEDIY
Ea—42£2%{FFET B0V IRTva%x+vF592TRY>T) : local_machine -
local_machine_group_policy - services - users,

(X3, PLOP_ prepare_signature( ) 5 PLOP_add_recipient( ) M 5 FFA TLVSI5E. MD store #15
ELTWABEICIENE, 5 THRVSEICITERINET) subject 71 —ILFEDHBNEZ S
NEXFINTHATOAILID ZBIR, TLITEE. DT 2)LID O common name (CN) 7 1 —
LR Z#{EEH L TLVET . PLOP open_document() M5 ESRIBEE (21, PLOP ANBEEIMIZEY)ZE ID &
BOFFEIDT, SOYTATLavIBEHY FH A,

(X5, PLOP prepare signature( ) i 5 A TULVSIGE(ZIX filename - store DWLNFTMDKE)
FEBAE R b 7 DA, il : My - Root - Trust,

storelocation=services h storelocation=users MFEIZIE. CORAFTFLEDEIZH—E RFf=
1 —H—ZEFFEILEAHYET AEONRNYIRTYL1FX¥YITIETRY->T)e T4
Lk My

1. certificate # 7L 3 VA SEIENIIHEICIE. £F 1) T LOEBENS. TDT 7 A LI, searchpath RTREShE

Tho

2. PLOP prepare signature( ) T filename & store 15X 5 M TLWERLMEEIE. TIAI MR R 7RIZHDTRTO D AN Sh

E3 8

% 8.10 PLOP_prepare_signature( ) @ field 77> 3 v I+ T3>

*Fvay
fillexisting

hame

page

BL

(GREE, XEOFIC1BELEVLEROEL T+ —ILEAHY ., D name A+ T avEE5EZTL
BOEBICOABREFEET) true 125 L. ANXENORNDBEL I 4 —ILFZHNTE
£2HTFhNES, false ITT D &, /88— Signature# ITE DWWV E—BRELHTZRAVTHROE
BT 14—ILFDMERENET, TIAIE : false

(THRRANXFI, KEZEUAF ] £¥ 39 RICLTREVTFFERA) BEFEFLEFROEL
T4—ILFDEHT, XENCDEZFERHFSELZT+—ILFERBELEL THL TV BIFSRIZIE,
ZTIANEZDE=HICfEHN (ZL Tpage FJ/MEN). T3 THEWVBEITITZED T 4 —ILFHME
BENhFET, COBFEFE T4 —ILFEDHEDEFNELTHEVZEICEI IS —HRELE
£
TIHIE : BEDT 4 —ILEHEVMEE(ZIE, &FT Signaturel ZF S F-FREL 7 1 —IL N HME
BMEINFET, €5 THWMESICE. 74— ILFERIFA TS 3> fillexisting [Tk > THIfISh
7,

(EQEHK, BEDER T 1 —ILEADTEANMTONIGEEICFERENFES) EEAT1—ILEH
EHENBEIA—DDES, RBER—CDESE1ELET, TIAILE o1
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%% 8.10 PLOP_prepare_signature( ) @ field &7 3> DY TATL 3>

7 ay

position

rect

tooltip

visdoc

vispage

g&n

BA

(F—T7—F2EDOYREL) T4—ILFADRELLR—COERMEIE, CORBEER—DE 5Z
X —TJ—FHIR->-TZTORAVHICERESN. TOMBELERLEENLZORARANICTE
ISIEHRAEND LS ICHfEShET, 1 HEOF—7—F(FHELEZE. B left - center - right @
WFhh 1 DZAVTEELET, 2 HEDF—T—FIEHMLIEZ . {E top - center - bottom DL
Th1 DFAVTHEELET ., MADELIRICLDHZAICE. 1 BOF—T7—FZEETNIERY
F9, TIA4Ib : {center}

(RFAH) BRI 4—ILFODETHREGLIBOEZ%S PDF BZ (1 Efil&1/72 4 > FTETEZE
FEALTE) TRLELD, ZCOEELERARNEEER— TREICH-SNFET, £EZE
BC=OIc 1 BEEE 2 BOEEDAHY IZF—T—FK adapt 252523 TEES., D5
BlZlx. BYBWEE ) PEFMICERINET, PECEH 1 DDOBEZHTRMICIEET S
DENRHYFET, CORARFIZFOR—CSZEAFHL TEWTERA, [EHAAHDIBIZDNTE
LLIF TEZT4—ILRDRMBETE] (9R—) 28RBLTLCESL, 4BOEOEZRAL:
EORARIFABR T 4« —ILRIZHRYFETS,

FIAILE  BEDT 4 —ILEREOLNIGERICIEFORAENT I+ EEYFET, £5T
BWGEIZEEORAR (FLhbbARARESR),

(ETHVWTFRXFS) ARBLT A —ILFDY—LFyT RETFTFILELVLVET) O
TH*RAL, CHIFRIY—2)—HZE2>2TT7IEVEY T+ ZALESEDHICHAEN S
BRENHYET, TIAIE - BL

(PLOP_open_document( ) &ALV THEEBL f=3XE/\> K )L, PDF/UA - PDF/X * PDF/VT £E—FK Tl&
T, ZTHWI A —ILEEARICHL TOARTHY . DO ZDGHEICIEIRBE) R—JLDE
ZEREITEE-OICFERTEIR—CEEOXE, PDF/A E—FK Tld, CORMEBEXEL, &5
SNBZENZERTHIVELNHY FF (TPDF/A ZEH (100 R—2) SH]),

(BH. visdoc E5ABHBICOARRERSFTY) EREHRELT SHITERTEIA—20,
ZOXENADES (EBER—CDESEF 1), TIAILE 1

% 8.11 PLOP_prepare_signature() M ocsp A F L a>v ¥4I AT ay

7 ay

critical

freshness

hash

maxclockskew

g&n

BA

(REME, digitalid [CTHL THOAERZEFLET) true 12T 2 &, BLAMHEICHT 2804
OCSPIEEMNRT—4R THM #H > TRENEGRIZOABENERSINET, ThUNDIS
BIZIEIS—MEEN, BLEFERShEFEA, COF TP ar % falsel2T 5 &, AR OCSP

ISEEMBTELEN>IHEICIE, OCSPIGEDIEOAA LR > TERINET, TIAILL
true

(%) OCSPISZE® thisUpdate T b DEFIDETHLEBEEZENERLTAEN, CDEE
L 7=FM (maxclockskew [Tk 2 TER) &Y HEBENEWNMESIZIE., TREEHERGSh, #
BAEShFEHA, T4 E 1440 (1 H)

(F¥F—7—F) §XTOOCSP EXk - RBENTIBAZEZHANT S OICFERASNE/N\ya7)ILT
JX Lo ZOFTITYXLIZZFD OCSP LRARUEHRIEL TOWEIRELSHYET (TI4ILE
sha1) : shail - sha256 - sha384 - sha512 DL T hh,

72 #. Acrobat XI/DC [& shal [CL MR L TOERBAD T, TAUNDTRTOEIE
conformance=extended #HE L L ET,

() OCSP IGZM®D thisUpdate T k1) & freshness 77 3 U ICH# > TEDBEMNTESITH
WNESHEF TV ITIHRIC, ThERPETHETLH. COFTaVEANT, Ry LT—
JBESCTERG S AT LR EZHETEES., TIAIE 5
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%z 8.11 PLOP_prepare signature() D ocsp A7 3> DY THTa Y

AFay

nonce

source

g&n

BA

(GRERME) true [TF D&, /2R (nonce = Mnumber used only once =%(% 1 EZIHERASINB))
JEERMN T RTD OCSP BRDFAEH LN, hDZEN ERE LIES OCSP IEERIZHFEL TL S
EABHYET, /RLEBX, REKBEHEEIN., Ty I E2HIFETOT, Zhicx
IELTWAELOCSP L AR A HHYET, TIAIE : true

(FRYbT—9FTavYR+) BLAMHAEICRT S OCSP EENBERINDHY—/\ZiEadL
AT av )R b, COEERFZOH. TDELN DSS DREANEDAFNET, TALaL
http - https [ZXHEL TWOWET, SO source #F L3> D url T4 T 3 U FzIXZ D source
T a BREERTHC LI TE. TOHEICITZOURLIFZDT S ZILID DHD
authorityInfoAccess #iak (AIA) MBiRLNFET,

D source 37y kT—9 AT 3>DHTATSa>D5% url - httpauthentication LASHE T
AT, ELFMHELSN OFEHEEICHT S OCSP ERICHLERASINET ., TTDT. HESh
BTN TOIIBAZEICxT S OCSP EUH LICH LT, A—DEHK LY b (username/password %)
EHEATSHC ENTEETT,

RYRIT—HFTSa YRR TSAR OCSP L ARUFER Y KT —2 U Y —ZA~D
T RRELBELETHERIIZEL Y £, PN BRI o TR A~AT 7 ERT
DO OFAMIHONTIE, £ 8.12 OV T AT v a VBT Rxy NT—IF T g v
VANOHTEETHIENTEET, 7—F M Xy NI =4 T a VAN &
M+ 247y aizFzheEn, it c7abhalo) 2AEHEELTWET, *y b
D— 047y ar A NOFERFlZN ONETFTET (Ry hU—I 47 aVARD
By EHFETRLTWEY) ¢

timestamp={source={url={http://timestamp.acme.com/}} hash=sha384} digitalid=...

ocsp={source={url={http://ocsp.acme.com/}} } digitalid=...

ocsp={source={timeout=1000}} digitalid=...

£812 XYy rIT—HF T3V )RMIRHTEHTA T ay

73y

httpauthen-

tication

password

ssicertdir

sslcertfile

B3
(F—T—F, http [ZHL TOH) RTSELVRAARX B, HIREDZIEARIC (L
EEDAHRITH) H— BHIBLTOENEELBY ET. T4 —T> X EOFRDHAN 5.

REAERNET 74N b THELSHRMIZRET 2EIANEFELVEENHYET. FAEF—T—
F (F7#JLb :any) :

any Y—N\AREL TWEIRL X1 THERAEAXER#R,
anysafe any ERILABITMZ T, R—2 v JRELE RS,
basic A—H—RZENRRT—FEANEA—D v IR, COFRIE, 21— —FENRRT—

FATL—UTFRMDFEERY FT—IANZESNEOTHESNEEA,
digest ~ RFC 2617 [CEDWVT/Ay Y alkdhtza—HF—RLNRT—FERAVF(P TR+
REE, chBEA—2 9 IBRELYEEXF2TTY,
ntim Microsoft BB CHERAIN TS & 57 NTLM E23E

(XF5) R=29 9 - T4 XA FRIEDI=HD/IART—F

(XFF, https [Zx L THH) SSLEHERITIE-OITBELLITEEMEDH S PEM TV a—
TAVTDIEEEH CAIAZERERNRLET DT ALY M)DERT, 77 MIIL&GARBIZDONT
MEEBAZE - CRL 7 7 A LD ARAI (169 R—2) #SHBL T2,

(375, https ITxt L TDH) SSLIEHZEZHILT H-OICTHELLLATREEDH S PEM T 01—
TA42TD 1 ARV LERDEEEH CARIRAZEZNE LT HT 7 1 LD AR,
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£812 XY bT—U AT a3V YR MIIHT B Y TF T ay
*Fvar EH
sslverifyhost  (GRIEfE, https ISR L TODH) true [TF D &, EHEEHILIT 51012 —/ FEBAZMAND Subject

Alternate Name 7 4 —JLKANURL ADRRA B E—BT B ENRAICHYFET, TIAILE -
true

sslverifypeer (GHIEfE, https IS L TOH) true [T B &. sslcertdir Fizl& sslcertfile £ 7> 3 > # ALY
TEAEERAHIAZENESITH L TH—/\FIAELN R ATEETCH I ENRBERY FT,
false 1295 &, Y—/\GHAZED-HDOBRAMDEREFHIL— b BN—tBLENLENOITRIENTE
BWY—/\GIBAETHL TEZFANONET, TITAIb : true

timeout (BE) VY—RANT I ERTIEDEA LTI EIYRNBHRTIEE. E0ETIERALTY
FELIZEYES, TI 4Lk : 15000

url (XFF, BEIEIBHAETIT ., URL AR D HOMNZIBEICEA T a+IL) BT Ok a/LEq
FEEHTRRICBHSNERYET—2 )Y —ADURL, #2570 a)LDERF. =Y
D—H9F T av YR NEFERTIEA T a v DHATHEESIATOET, ¥ S594% %20
ZUWRLIVOA—TAVITHRETSIZIEHTEEFT, COURL[FI—H—RELE/NRT—FZZ%
BxTapoLtTEET, 6

http://user:password@timestamp.acme.com/

username  (XFF|) R—L v b - AL TR FBIEDEHOL—H—4%
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8.7 Hl 5} A0 18

PLOP CiZ, 747 7 1 Ofish% C SFETM VD 72O DIBMD XY v R &AL T E
T, FNLSD PLOP DEFENA LT 4 7 TR, TNENDFED R AT 4 7 ORFISML
B AT LEFIHAL TWET (try/eatch §i%), SiB7 v %, ERENLH94 47V =
7 hoFI, FISOFE S - FH - APTBIEA ICBET DHEHRE ATGAR E T,

PLOP fsk 284 L 72HF1C1E, £ PLOP 7Y =7 M2\ it PLOP delete()
PLOP_get_errnum() - PLOP_get_errmsg() - PLOP_get_apiname( ) LI5+® PLOP B¥ it —UInE
OH L TiEWT £H A,

Java & NET FHl® PLOP §38/3N1 T « 7 TIEBIi&. PLOPException + 7Y = 7 - %
EFRLTEBY, TR =7 —HRICT 7 B AT 57200 A3 &0 o0t L T
WET,

C++ Java C# int get_errnum()
Perl PHP int get_errnum()
C int PLOP_get_errnum(PLOP *plop)

b o &b RITIZHEAEL T2, 22V LR L 72BN L O RROFE S E2 5 £ 7,
RYE #Ish DT —%F 5,
IMYTS NET OFA. 2D A » KX PLOPException 72 = 27 s OH® Errnum & L T F A 7]
BT,
Java D6 Z D A KL PLOPException &7 2 = 7 b OH D get_errnum() & L THF|
MATRE T,

C++ Java C# String get_errmsg()
Perl PHP string get_errmsg()
C const char "PLOP_get_errmsg(PLOP "plop)

B o & B RITICHEA L ZHIF, 2V LR L 7B PO L ORI O T F 2 b 245 %
D

RYME =7 %7 230FF, £330 - L bixiED APLIFH L M6 =7 — 2 R E S22
Do T2 5B 1322 3F 5,
IMYT4Y  NET DA 2D A Y v R i PLOPException 7Y = 7 b OH D Errmsg & L T Il AT 6E
T
Java D6 Z D A K% PLOPException 7 ¥ = 77 b OH D getMessage() & L TH |
HFIRE T,

C++ Java C# String get_apiname()
Perl PHP string get_apiname()
C const char *PLOP_get_apiname(PLOP *plop)

bo b ERITOFNERASIET, 72V LKL 72 APl B4R 25 £,
RUY{E PLOP API B%k D4 i,
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IMYT4Y  NET OBE . 2D A Y » K i PLOPException A7 = 77 s D D Apiname & L T H FIH A
RET
Java DA D AV KX PLOPException 47 = 7 s OH D get_apiname() £ L TH
MM FIRET T,

C PLOP_TRY(PLOP *plop)

BISMLIET L — 2%ty b7 v 7 UET 403 PLOP_CATCH() LT3 D MERH D £,

HE 7B (41 =) B

C PLOP_CATCH(PLOP *plop)

BishEx ¥ v F L ET, H%T PLOP_TRY() LXHZT HMEENRH Y 7,

H T 7B (41 ~—) B

C PLOP_EXIT_TRY(PLOP *plop)

PLOP_TRY() DHn i, %thiad % PLOP_CATCH() B~ AD Z L7a<thi} 5 2 & % BloMEE
\c@mmL £9,

H T 7B (41 =) B

C PLOP_RETHROW(PLOP *plop)

BN DN R T ~FTRBL £7,
M T=7 Bl (41 =) B,
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8845 O—nNILATL 3y

C++ Java C# void set_option(String optlist)

Perl PHP set_option(string optlist)
C void PLOP_set_option(PLOP *plop, const char *optlist)

PLOP 7= D 1 DWW LEBDO S a— "Lt 7y g v 2B ELET,

optlist # 8.131ZH-> T/ u— ATV a v BRETDIA TV ar VAL, 1 20O%T
varnEEEEz b E BRRICHTELELORENRLVEIOT R TE LEEXLE
T 1 DDA T2 a2 (searchpath %) ZxtL THEOMEEZ 52720 & EiX, TXTOME
Z1o0OV AL TZOFF v aicbEx 7,

B # 8.13 THRLL THLHA Ty a ilonTii, ZoMBA2EHETOET - L CHEEE
BEEHZENTEET, L T ARWA Ty a s icon T, HLWENS T WVEL -
EXLET,

% 8.13 PLOP_set option( ) 129 345 O0—/N\ILA T 3>

*Foay
filename-
handling

license

licensefile

frontpage

glﬂnlé

B

(F—T—F) I7A4NVEBOTA—T 4T %RLET, Unicode ERGEEB/ NIV T 12T IS
HULTUTF-8BOM L TRAMBIME L TEALGNTIT 7AMILEAIE. ZDT 7 AL RXTLIZEWN
TEZEERDITHAIF NS IEANLRET D=0, MDOEFDT 7 1ILEAD Unicode fREEKRT S
f=8I2, SOATLavITR->THEREINET, J7/LEN, CCTHRELEZIVa—T1>
JOEEANDX Y SV AEEATWRBEICIE, T5—DRELEFT, TI4I/E : Windows -
0S X/macOS TI& unicode. A LIS Tl honorlang :
ascii 7Ew k ASCI
basicebcdic 21— K R—2 1047 |24 5 7=E AR EBCDIC. 7=7Z L Unicode fi <= U+007E D&
basicebcdic_37
I— K AR—2 0037 [Zfit o 1=H A EBCDIC, 7=72L Unicode f <= U+007E &
honorlang IRFZE# LC_ALL - LC_CTYPE - LANG AR EhFEF, LANG THESNTWLWSHIa—F
EELBHIGEITIETAN T 7AILRITEREINET,
legacy autoToa—T 4y (THOLLALVEDVRTFLIVOA—T42Y) #RHLT,
T7AIVBERIRL. F£1= honorlang /35 A —ANRE SN TV BIHAIZIE LANG £
ERERLET,
unicode  (EBCDIC-) UTF-8 X M Unicode T>a—FT 4 >4
TARTHDEE YL -CUKIYA—F 145 DEHI
PLOP [k > TREINIEENDI -T2

(XFH) SAE o RAF—%HRELFET ., PLOP_ open_document*( ) NDHHTHFFUH L &Y £ET
ICERET DRELHY ET,

(XFEH)) SAEVRF— EHA) DAL= T7AILDEEEZRELEFT. S4AEVRT7AIL
[&. PLOP_open_documentk( ) ~DFO THEVHEL &Y 1FIC1 ELEFRETEET., HDHWLIES
At RT7A4ILD4ATIE. PLOPLICENSEFILE E WS BEEHTEZ =Y. (Windows DIBA) L
CRMYTEZRLYTHIELELAHETT,

(GRIEME) false DBE. ADLES ALV RXF—NEONLHBNEZICHNERESEET ., true
DIBE. 01EH TYITRITTEAVRR—IL] (TR=D) (2> TEEE—K TRENERSH
F£F9, COA T 3 (&, PLOP open_document*( ) NDFH THMEVHL LY HLHICEET 2HE
PBYET, ENESAEVRF—MNREOMoEEZF., COFTVaviFAnoHRbEFLEFE

Ao TITHILE : true
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%= 8.13 PLOP_set option( ) [Zx3 %5 A—/\ILA T3>

*Fvav
logging'

searchpath’

userlog

Bl

(FFLavRER) RS- TRYREHRENERELA T3 VR, HBHWVERT R
A7 a %, PLOPLOGGING E WS IBEEHM T, F/=(d Windows TIEL SR MU M EZ
BELTAHETT, ZOA T a v URMIT R E, URIOMUHE L TRELEA T a Vs
RAUWknJEgezamscny F3d, BEEHENRESINA TV SIHEE. OJREEIE. PLOP.new() ~
DERMNOFVHELOERICHIBESAET,

(BRIXFEID) A R) TmHRABT=WITZ7AINDADT=T 4L I L) DHEA/INABIER/NR A
(FEH#A), CORFBNRIFEHERET S ENTEET, TOHEE. T RJEFEEIAT.
HESNEIBIZERINAET, ZAXVYII2Z2FTTAL I M YRICKEMEERITE=HOIZ,
IVRUNTELEGTTHTCEZERRIMEZRANS I EEHRELET, EXFH (FT4HHB5 {{3D
FIEETDHE. TIHILEIV MY ZETHREFEORRNRIY YR ITRTHIBRESAFET,
Windows D54 . searchpath (KL AR IV R CHRET S ELARETT, TI4IE 1 2

(BEIXFS) AOTEELNENCEATNSHEICOT I 7 AUNAEERFNDIERDOXFS,

LATL a3 OESEHEOFVELICE > TERSED Z ENFAHRETT,
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8.9

A4 & Ex

07 RERERE AR D & AP LEERZ L — AT 52 &M T&ET, Zoarsr 774
NORNEE, T8y 7 BRICESL O REMED S D . £72, PDFlib GmbH ¥R — k2 k- T
RKOONDHEAEDDH Y £9, 1T, PLOP set_option() % M\ T r Jiteiiskz Bk 5 7=

WOA T a T ET

3 8.14 PLOP_set_ option() (x93 % O SREkEE X —

*—
logging

userlog

HL
R8I5 T~ -OJRBEA T avEEE AT a v R
O 277 4IL~aE—3hB3XFF|

0y GREkA T Y a VI T O ETHEX D 2 ENTEET
» PLOP_set option() @ logging &7 a x4 24T ar U ANELT, #i:

plop.set option("logging={filename={debug.log} remove}");

» PLOPLOGGING £\ 5 BREEZEHN T, 29 525 & W T dnd APLEEA~DOWBIE A A

DOFFH L6 v 7R 2 G T £,

% 8.15 PLOP_set_option() IZx9 % logging A F > avizdd 69T+ T3y

*_

classes

disable

filename

Bl

FTLavyRE) EATLaVAOTRRISRERBL, TOBBT HENAZOLALER

HED. ATVaVURR, LALOEOTERY S REBMEL., EREISREAMELE

. LALELFDEHAPNBMICHYET, 75 RISHLTLUALERRE LA EE 1 A

ALShET (PEIE : api-1).

api FTRTOAPIFUHLE, ZOBMEIMERYIEL EHICOTRELET. api-2 D
&, TRTOAPLFL—RITOBIZS A LR AL THRERE A, Hho. FFHEDOES L
AT avisv—ohEET,

digsig BFERMERICET S0 5M -

1 EAIER

2 RETE$R, OCSP & CRL MEH#l, PKCS#I1 SA4TJS5) - AOv bk - k—4
IR

5 ENLEOES

filesearch SearchPath ™ PVF M5 7 7 A LERDIT &S5 LT 5EAZ TR TRY LR,

resource. Windows L X k1) - UPREEND )Y —RZERDIFT LI LT EITRTOEAL., TD
)Y —REROERE DT R,

user userlog 7 7 avERAVTS 2 6NnE, A—Y—BEODOTH A,

warning E&%E, bbb, BHRIDHCELRNEMICBET S L TERIS—RRETAT
A5 &8k, warning=2 DHAE. HINERKESIET (T, PLOP get errmsg() MO EFTE
2AVE—CTERRMNEBTREBNODAvE—DE, T7ALERLLES (T7 ML
% searchpath THEFR) DT THOLAKRDERL O EHEINET,

(GRIE(E) DU RBHFHAEENE. TIAHIL - false

(XZFFH) OF 77 AILDLE] (stdout * stderr LZTFHTONET), BEORAEHHDIBEIC
I, HAFZOXREIZEMEINET, SOOY T 7 AI)LAIL. PLOPLOGFILENAME & WS IRIEEHT
BEZ3ZELTAEETYT (FOBAICIEIDA T 32 filename IFERENFET), TIAIILE
plop.log (Windows * OS X/macOS Tl&/ T4 L ¥ kYR, Unix Tl& /tmp )
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% 8.15 PLOP_set_option() [Zxt9 % logging A T a vz d b4 T4 T3>

£
flush

includepid

includetid

includeoid

remove

removeon-

success

restore

save

stringlimit

5159

(GRIEfE) true DIFE. HATLICOAT T 7 A LEFAL T, ROEADEICBURCZ &IT&>
T. HAPRBTERICEEH SIS LS5I1TLFET, ChiEx. FOoISLns5vialTtayd
T7AILDER TN TNSIEEDBIICRIDAREEAH Y TITH, WEZFEEISECLET,
false DIZFE. BT 77 A& 1 BAEFRAMET., TIAI b : false

(GRIE(E, MVS TIIFT) AT 77 A ILEBRICTOERAD 2EHFT. EHOTOELALEA—D
O 27 AN BEFERTBEEICECAEENELT ERETT, TI+ILE : false

(GRIE(E, MVS TIEFT) AT I 7 M ILBRICAL YR D Z&EHFET., A—TOERAHADEHD

ALY RLBR—DOBYT 77 AN B EERTIBEICECNEBEMELT Z2ETT, TIHILE :
false

(GRIE(E, MVS TIEFTE) AT I 7 A ILEBRICHFIT Sz VD EEHFET, A—AL Y FRADE
BOPLOPA ISz AR—DOT 77 (VL EFERTIBEICIXINEFHLT EZRETT,
FI7 4k : false

(GRIEME) true MBS, FHRHAZEZATHIICEEDO O I 7 A(ILHEIBRENEST, TIA4IL
k : false

(GRIZME) BINAES S WRY . £FENi=0%5 77 1)L% PLOP delete() THRELET. “h
[F. RILFRULYFO7T ) 7r—2 a0 THE-FERET HMBEL. BHENICOAFFET HHES
DT BE=DICRIDAREENHY ET, ZDF T 3> % includepid/includetid/includeoid
CHEYIHAEDEDI I LEHELETS,

GREME) IATHOATREITIALALOKE (ChERLATLav YR FTHRESATNS
BDEKRLC) £, WEFAREICRFESNRE~NERSEET.

(GREME) TXTOAYRBEITALRLOKE (ChERLATLav X LTHESATVNS
OERLS) ERELET, TEFTORELALEFEZET.

(BH) THERANXFIRADF S 72BOLER, HBHME0 TEFIR, 774k :0
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8.10 pCOS B %k

PDENOA TV 27 b F— 2 BT 5720 D547 pCOS JIEITHIG L TWET, 2L
WILHIE pCOS N2V 7 7 L 22 B RL TS0,

C++ Java C# double pcos_get_number(int doc, String path)

Perl PHP double pcos_get_number(long doc, string path)

C double PLOP_pcos_get_number(PLOP *plop, int doc, const char *path, ...)

HAE) FRIFE D pCOS NADEETF LT,

doc PLOP_open_document*() THUS L 7= B #h7e (FE N R L,

path BAEA 7Y = 7 L g BEA 7Y = 7 MR 558472 pCOS /XA,

EBMOSIHE (C SEAAAMT AT DR) key BIEICTV—ARVERHLYE, £
TUTHHIE T DAEB OB OEBMBIEE 525 2 ENTEET (%s TLTHI., %d TEEH., %%
ZRHVDE LEONR—=EY FREFIZRY 7). IO O5EEZFATIUE, FIEORIE
RXLFINEZ FTAMER S A NHWBHERT 2 FRINE T 7T, 7L —AFRAT O L
TR, 52 LBMGEFEIC—ETD2L01CT501E, 7747 > MIlOEEITT,

pCOS NAT/RENTAT Y =7 F OFKfE, wBMEDOL G true /e b 1 RS, £9 T
IRNRE 0 BRI VET,

C++ Java C# String pcos_get_string(int doc, String path)

Perl PHP string pcos_get_string(long doc, string path)

C const char *PLOP_pcos_get_string(PLOP *plop, int doc, const char *path, ...)

BHT - BB - XFF] - REBEO VT HDORD pCOS NADEZFFET,
doc PLOP_open_document™() THEUG L 7= B #h7e 3CEH A R L,
path  SCFHN - H0AH - ARl SREE O W TN DA TV = 7 M Tk 2 5847 pCOS /3 A,

BIMOSIEKE (C SHmANA T 47 DR) key BIEIZTV—=ARNERDLHBE. £
NUTHHIET DAEBE OB OBMBIEE 525 2 ENTEET (%s TXTH, %d TEE, %%
ZHVWS L 1LEOAR—R FRREIZRY ), N5 EEFATIVUE, TEOHKIE
R FINE T E BRI SR NDWHE T 2 FRBRE T T, TV —AFRAF O L
BN, B2 58518 C—T DL T5DIE, 7747 MIDEEITT,

pCOS NATRINIZAT V=7 N DED LTS, wBEDOGEA . CFS true ) false 3
WENET,

pCOS MT7/NE—RTEEL TWaWE &, 2 OF TV =2 b DRBXFIDOLEITIL,
ZOBBUIBISNERAESE T, L, Jnforr ATV = 7 ME CUEE#RF—) IXHIR
pCOS &— K T% nocopy=false 7> plainmetadata=true 72 LG+ 25 2 LN TE, F£/.
bookmarks|...]/Title & . pages|...]/annots[...]/ TiE DT XTO/SRE, HlfR pCOS E—F
Tb nocopy=false 72 HLIFF T X £,

Z OB TIE, PDF XENPLEFLNLLTINEIT A S LFHITH L LHHEL TV E
FTo NAFT VT —HDASTLFINAT Y =7 Mk, T T < PLOP_pcos_get_stream()
THRSTHRET, TRARbT — X E—UELINEEA,
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MUuT4 CERBANALT 407 UFHNEBOM 72 L O UTF-8 B CilR SN E 7, RS D LT
. K0 MU EROV TNy 7 s RIS E T, 10 BE2B L5 CT58 7
TV SN EEE, ANy 7 7IEFEMHSNETOT, 10 fE2 B2 5 X7 % FRHIF)
HALZWEAIZE, 7747 MITEOXXTINEBRL TBMERDY T, 2& 2
iE. printf() XOBIETIZZ OEEERK 10 BETHRORHT 2 LR TE £, FRHT 10
8% 48 2 2 SLFFNBMEH SRR HI1E, ZOR Y SIFHNI AN TH D 2 & DMERE
ENTHVDHENLTT,

CHERENA T 4 7 LFHNE CH T v RDT 7 4 /v b wstring #RIZF5 1T % wstring
ELTEENET, zSeries D string AHLE— K T, #551L BOM @721 EBCDIC-UTF-
8 TSN ET,

CAALT 47 BENTZTFHNL, WRIZZOBEBEFRET ETOHWEMHATE £
D

Java *+ .NET : #5533 Unicode U4 & L CHELE N F T,
Perl « PHP « Python * Ruby SFE/NA T 4 7 i B1% UTF-8 74 & L CRfkE N F 5,

C++ const unsigned char *pcos_get_stream(int doc, int *length, string optlist, wstring path)
C# Java byte[ | pcos_get_stream(int doc, String optlist, String path)
Perl PHP string pcos_get_stream(long doc, string optlist, string path)

C const unsigned char *PLOP_pcos_get_stream(PLOP *plop, int doc, int *length, const char *optlist,
const char *path, ...)

stream -+ fstream + SLFEHOWTNNOID pCOS NADEE IS E T,
doc PLOP_open_document*() THUS L 7= B 272 3CEH AV R,

length (C-CH++ EFBNA LT 47 DH) WSNDHARY —LT—F ORI &N MH
NTRTFTANDEA~DRA 2 H,

optlist % 8.16 (2> TWK DO OREA TV a v RETHATvar U AL,
path ALV —LAT V=7 MiNUFINAT Y = 7 I D 58427 pCOS 73 A,

EBMOSI#HE (C BT AT D) key BIBIZTV—AFRNT BH L 5E,
U T DB O OB A 525 2 LN TE £ (%s TXFH, %d T, %%
ERHWDH E L EOAA—ty FEFIZRY E£T), 26058 EFIHTIE, AIEOHE
RN TFINEE BRI ZENEWHRERT 2 FRBE T ET, L —AFALT DL
R, G2 58MBIERIC—HT 5 L5127 5D1F, 7T 47 MIDZEE T,

RYE ALYV —20XFINIAS TWABREB SN TV ARWIRED T — &, A MU —AFE1TC
FHNNZED L X HHWNE, B b ENTNWRNWTEDOFDOR S LS N IRISORNEN 7
T ENTEDOEMARAT =R REZ R TWARWE X, IKENDE T — #1322 (C- C+
TIEINULL) (2720 £9,
FT 2 MW streamBID & XL, TRTDOT 4 VENA R Y —LONENSBRES
NET (Thbb, EEOET—ZPREINET), 7V 7 MR fstream BH3XF5
DL xIL, T—HXIL PDF 7 7 A NLVNTROMNST2FDOEETHRENETA, 7272045
4 & L C ASCII85 « ASCII-Hex 7 4 LV ZIIBEEINE T,

M pCOS 7 NE—RTEMEL TWARWE & ZOBBIIFISNZRESEET, FISh &L T,
/Root/Metadata 47" = 7 1 Zifl[R pCOS &— K T4 nocopy=false »> plainmetadata=true
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YTy

BT DI LN TEET, path 1S stream - fstream « XFEINEIOA TV = 7 M &L
TV E ZITHBISRIEEL £,

ZETEES TZOMKIT, XFHIEOA TV 2/ NERGT L0 bLERL £T,
PLOP_pcos_get_string() DYt A7V = 7 N &THF A LFHNIE L TROBANETR, £
NETES> TZORKTIE, BRI 7F—ZIC—U0ELZMA £, ATV LFHT—
ZILPDFATHWOND Z LI T, ABIRICHHL LS L L THHETIEIH Y EHA,
TTDT, LFINAT V=7 haNAF VT =2 L L THRT 207 F A b & L CTHET
B, Bz CGHEd e B E RSO —Y —MO&E T,

COM: &2 DI FGAT L N Tul I3 AhTIE, AN —2NERREETHEDICANY 7o
% HWTWET, JavaScript © COM & 5546, IKSNTANY T Y MEVIOE S %
PG 52 LidFsn W EEA (HEL, TNLSAOSEFET COM &1 5 AL HET
EDE

CCHERBNANA T 4 VT I BENTET—F Ny 7 7%, WIZZOBEEKEIFOHTET
DHWIEFEHTEET,

COBRBEFAT S L. POFOLEOAA T+ M T—2FHETEET, 742 M EZE
NENDTH U ERUEDS AU RHFETIZHY . TNTNOIMNFTEES DOBRA
FEALICBEFRALTEVWTERADT, FIABIECOZ LIZBEL TS, BEY
B354 RHFHEERET DITEBFEND T A2 DR FTEHZL TLESLY,

% 8.16 PLOP_pcos_get_stream() [T B AT 3>
73y HH

convert

FIEFA R —LOABNERSNEZNE SHZEHIE (FTAILE :none) :
none RBEENAFUT—R2EL TR, —OIEBRLFEFA,

unicode RNBEZTHFRALT—H2ELT (F7%45 PLOP pcos_get string( ) &£ < RHRIZ) #’kLY,
Unicode 238481t L £3, Unicode ERIGDEEB A VT4 VI DFE. ChixT—4

MNBOMEBE LD UTF-8 HRIZERMEINBZ I EEZEKLET,
COFTavik. POFRTH > IZEONEVT—428 XX R M1 —L4]

(JavaScript ZD-OIZFbHNFET, =1L JavaScript D RKEHMIIA ) —LA T

JETHLAXFINATO 2V PRIZEIHENET) DEHIZBLETT.
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8.11 Unicode ZE#RH %k

C++ string convert_to_unicode(wstring inputformat, string input, wstring optlist)
C# Java string convert_to_unicode(string inputformat, byte[ ] input, string optlist)
Perl PHP string convert_to_unicode(string inputformat, string input, string optlist)
C const char *PLOP_convert_to_unicode(PLOP *p,
const char *inputformat, const char *input, int inputlen, int *outputlen, const char *optlist)

DT =T 4 7 OXFIN %, & & EREAD Unicode ILFHIA~EHL 7,

inputformat A7) CFHNOMIREFEET S Unicode 7F A MERX Ezix=r a—F 1>

T4

» Unicode 7% A MBI : utf8 - ebcdicutf8 - utfi6 - utfi6le - utfibbe - utf32

s TRTONEICHMLBNTNS8E y by a—F 47 & FA MV AT A ETHA
ARER T a—F 47k BT O —F 4 7 pg32 * p936 * CP949 * Cp950
» F—TU—F aquto ITROEMEZFRE L 7 : AJJLFFNC UTF-8 $£721X UTF-16 BOM A3
HIHETENE RO CTHEIREANRES N, RWGAIEIL Y hOV AT Aa—
FR=UThDERBRINET,

input Unicode ~ZH#L 721 3055 (COM TIEANY 7 k)

inputlen (C SFENALT 47 D) ANLFHNOR S &5 FHALT, inputlen =0
DEGEE, NI LTFHN % 52 D ERH Y £7,

outputlen (CEFHENALT 4 7 DH) WEND L FHORS (A FHEALT) &N
ENDAEVNLEA~D C AL ANDRA LA,
optlist ASJOfEFR & Unicode BHD = DA T > a VBEEIREL A7 a v U A b
» BBATIHWE ST AT 4V EZ AT 2 a B« charref - escapesequence
» 3 8.17 [T 7= Unicode 247> = L & : bom - errorpolicy - inflate + outputformat

RUE fEESNTZBIEEFT Y a3 TGt > TANLFFN 6 AR S 7u7z Unicode X551, AT
FHIR, FBES NI ANBRITHERL TR0 & & (B UTF-8 X417 L) 13,
errorpolicy=return OBEITITZED I SCFFNDRE S U, errorpolicy=exception DY5E1Z1%
BISADFEAEL £,

M Z oL, YL ® Unicode SUFHNIEHUIHENL-DOTL X 9, T, Y7 Unicode =2 &
N—=H gt L TR VWRETIE(EE T 52—V —DFEODICR SN TV ET,

MUT CARAUT 47 BENALTFINE. AR 10 = b U ZFRFOU 7Ny 7 7 NI S
NET, 100EEBZ L XFHNER SN &SI, Ny 7 7 I3HAHESNETOT, 10
il 28 2. B SCFH & RIFFICRIA L 72 WEEIid, 7 7 A4 7 2 MUTEOSUTH 2 #H8L C
BLMERH Y £, 72L& 213, printf() XOBIETIZZ OB A HA 10 B £ TREOM S
ZEMTEET, R 10l 5 3XFFINEH I NV bIX, ZORY CFHIE
HWZHMN.TH D Z EDNRIESNTWAENG T,
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% 8.17 PLOP_convert_to_unicode( ) IZ® 3 %4+ T 3>

73y

bom

charref

errorpolicy

escape-
sequence

inflate

output-
format

.E-i"nlt'

B

(F—T—F, outputformat=utf32 DHEEFIZIFBHEINET) A FEFT—2 (BOM) ZHAX

FHCMZEMNE I DDA, FEZEHF—T—FK (TI 4L :none) :

add BOMZMAFEY,

keep AAXFF|IZBOM A $H 575 BOM #MAET

none BOM Z A FH Ao

optimize outputformat=utf8 F71=(% ebcdicutfs MDH HXFFHIMEE < U+00TF. DX ¥ S5 2D
HAECHELSMIEBOM EMRET,

(GRIZME) true DIHA. HE - XFEARBRLET ) ILBSBOBEMAEZADICLET, TIA4IL
k : false

(F—7—F) E]RIS—DIFEEOEE (TIT 4L+ : exception) :

return ~ XFBBHABRTELVEEFIRBX v SV AMNERAINET, RIS —DBEICE
XFEHMRENET,

exception BT S —DIGEIZHNIRELET,

(GRE(E) true DIFAE. XFIHDIRT—FTL—HS U RDBEBRZEF/HICLET, TI4IL
k : false

(SRIBfE, inputformat=utf8 MIZEEDH . outputformat=utf8 DIJFEICILE|REINFET) true D5
B, BOZUTF-8 ANXFIAKTHHNLARELT . BEShEHEARKXDITL—FSh
2N P XFINERSINET, CNIETNNYTDEHIZRIDTL LS, T4/ : false

(F—T—F) £RENBXFHD Unicode TF R LR : utf8 - ebcdicutfs » utfi6 - utfible -
utfi6be - utf32, ZBXFHI(& utfi6 EEEFETT, TI A/ b : utfie

Unicode REEEBNA VT 4 >4  BARKIE utfie #8HIShET,

CHEBNAVTAVY : ROBHEXDAHFF SN ET : utf8 - utfi6 - utf3z,
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REBAEZRAVS R

ZOFETIE., F@FFE L PLOP £7-1% PLOP DS & VWV TIEEA1T 5 BEICESE O AR D
DL LERERML £,

EEAEDOHNBERT HEDO, HBH VL PKCSEI2 IBRDOTF IV Z L ID ONERFRAT 5
12X, LR Windows 2~ > K Z W E4 .

certutil -dump -p demo demo_signer rsa_2048.p12

OpenSSL Z W T, PEM = a2 —F 4 7 DFFHEONE 2 R ¢

openssl x509 -inform DER -in demo_recipient_1.pem -noout -text

OpenSSLZAANNTT AN ID hio AREZEZHME L THAESZER L. PKCSHI2
KOFV XNV ID (ABREEMEREREZAL COET) 2o TED, BIETH, tho AN
LEEEB(LT D70 PEM = a—7F 4 V7 OFEAE (AR#EOHZEFL TWET)
DLERGEIX, LTFTOoa~vy FE#ERTEEST, SAT—RzlnWTEEd:

openssl pkcs12 -in demo_recipient_1.p12 -clcerts -nokeys -out <=
demo_signer rsa_2048.pem

OpenSSL Z LN TEEBAE % PEM AZEM EX 472 5 U certfile - rootcertfile &, X
NI =7y ar YA NNOYT AT a v sslcertfile 1L, 7% A b X—A@ PEM T.>
a—F 4 7 OFEHED L EZ T AT £$, EBCDIC 7F v b 74— ATl PEM FEHE
IZ EBCDIC THEILENTWAYERH Y £,

PLF®D OpenSSL <> REFHEHATAEZLICL> T AL FUDERZya—F 47D
SEAEZEZ . VB TERARR—ADPEM o a—F 4 VS ~BWT 5 2 LN TE

openssl x509 -inform DER -outform PEM -in PDFlibDemoCA G2.crt -out PDFlibDemoCA_G2.pem

cer7 7 AN, at 77 ANMEIDER =y 2 —F 4 L EEAL T AEALH Y 3L,
PEM = a—7 4 V75 FEAL TWAEAELH LT LITHEL TLEIW, 77 A4
OYERET TIERBIN DX FHADT, TFA T 4 X THEXETF = v 7 T& 9 DER
A= 4T ORI NATFTVT—ZTHY, —F, PEM = a—F 4 U7 FUT
DITTHeENT- Base-64 F AL SNZTF — 4 2 HTHTF A _R=2DEXTT :

FEBAE - CRL 7 7 M IILD@WAMA  E4 A7 3 > aldir + rootcertdir &, F~ s —2
FTa U ANNOY T AT g sslcertdir 1, GEBHE L CRL BRI NET 4L 7
N O4RTESTHTET, ZhoD7 7 AL, THFARR—RAD PEM =2 a—7 ¢
O TREENTWARENRH Y, />, OpenSSL 1.0.0 (BLOENLKE) 7 7 A1
sy v 2 bRl (R EVEION—T 3 o TEROMARABHNSL L TWET) 1
B T SN TVDIRENRH D £,

OpenSSL =t~ K ¢_rehash 1%, PEM = 22— ¢ > 7 OFEWE#ED CRL BEA B AT
LERWLEEDOT 4L 7 N VIZH LT, BEB R Ay v afbd N7 7 AN EFio T2
VARV 7V IREEAERL 9

c_rehash .
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Ny albENTET 7 AN EFEETERL WSS, LTFTOFIATIT) 2 ENTE

ESr

» LTFTOWTF DKL 5 720penSSLa~ 2 K & HWC EBIOFEHE F7~1XCRLY 7 AV
L CTT 7 AL Ny v 2 B AERR

#PEMIYO—T 4 VI DIAZICH L TNy Y albEn=D 7 A LB EER
openssl x509 -hash -noout -in PDFlibDemoCA_G2.pem

# DERTLVI—T 4 VI DIEAFICH L TNAY Y afbEhi=T 7 M LB EER
openssl x509 -hash -noout -inform DER -in PDFlibDemoCA G2.crt

#PEMIYO—T 4 VJDRLIZH L TNy L albESn=T 71 ILE TR
openssl crl -hash -noout -in PDFlibDemoCA_G2.crl.pem

# DERIYIA—T 4 VI DRLIZH L TNy L albESnf=T 71 ILE TR

openssl crl -hash -noout -inform DER -in PDFlibDemoCA G2.crl

» KRR (EVAR) ¥% 727 Z %00, CRLOBAEITSHIZF YT 27 Z [r) b,
» 10RO (B r) 260, 74 L2 R VAT, Ny v afbShic? 7 A V4 OERN
HHGEE. ZOHEE 1 TOWMOL THWEET,

SEEC zSeries FH OpenSSL TlE, N9 D=, 77 A NRNY L 12 EHTEHIENTEEEA,
FTCTHRERNF (OID) DX F /a7 FFoave o arobs
FFaitk, RV V—%BET AL 7V =7 bi#bl+ (OID) %M £4, OIDIX

10 EBIEOFI TR S L. TNENOEMEITEAEIFC VAR T T 72 1] ([2&o
TR ET,

2.16.840.1.101.3.2.1.48.9

170 A FEEBAEZRAVSEE



B PDFlib % PLOP DS ¢ #&4

PLOP DS %, PDF CEZEICAERMR L TEIICEL T D7D, PDFlb &5 M AE)
ET2LIRFEINTOET, ZOMNETIE, 202 008G EEET D HEEZUAL E S
ER

T7ANR—RATOHEE 7 7 AN_—2FRL, EFITKE 72 PDF SCEEW S HESC.
PDFlib/PLOP DS #5& 0 ATV EsRE FIF 20BN D 25AICHERL 97, Bio, #Y)
72 PDFlib v —F > T PDF 77 ANVET 4 A7 BICAR L%, TOARSHEZ LEE
PLOP open_document() CHLEEL £,

XiEEAEYRICERL TEFHICER AE ) X—2HFIHRENTT R, A€

UL BB E L ET, FFRICRERLFLZR I HELRVT, 24U Web 77

U r—3 3 o TEIRYZR PDF AERRPEA 21T 9 Ha L 7 ¢

» PDFlib CPDF 7 7 A V& T A2 LIRS % D Tid72 < . PDF_begin_document() \Z —
DT AN G LD LIk o TA a7 PDF AR L £,

» AR SIZPDET — & % PDF_end_document( ) D% \ZPDF_get buffer()%M-OME3 2 & -
ICEk > THY L ET,

» ZDPDF T — (23T PLOP_create_pvf() % FEOM 9~ Z & 12 & > CTPLOP NI AR .
77 ANVEAERL £7,

» ZOPVE 7 7 A )VDA4HI %, PLOP_open_document() % Fi\>T PLOP DS ~J L £7°, -

F TP PLOP /3y r—UIZ A>T % hellosign 7 a7 5 X274 7 )V CiL, PDFlib
Ao THIIZ PDF CEA AR L, % PLOP I AEYNTHEL CTETELZHEAT
D HEERLTOET,

EZMBECTELZENICER BSLHB(OZDITHNSILEL, PDFlb % W TEIN

BT 52 b TEET (131 & (797 4y ohudzHWTEL 2R/ (98

R—=) ) . i, \RASGEOPICHEAREREOT X A b I E SR

REGOLIVNERD DHEITHELOTL LD, T
dynamicsign 7 vt I 7 ix, PDFlib & VT PDF fRALCEE BB

B, FNEBLERAE T T 5729512 PLOP DS ICEST HEAZFRL TWET, —

PDFlib ZAAWTHERR S N=T+—LT 4 —ILF  Acrobat i%, 7 4+ —A7 4 — /LR EEZN —

KEL TEHEOEZHEE, KBS T, N0 T 4 — R ORI Z BB

AR L $£9, PDFlb 7/8/9 1%, ZOBMEIIKFEL THY ., WhDHEEA MY — A% ERL —_

LCWEHA, LAL, Acrobat @ HENMEEA AT, SCEEBWZERICCEZEEL £

TOT, ZTOLIBRIBETETEAITITHEL TOERA, .
TIOT, PLOPDSIZT 74/ T (EHE—RTELTIHHE) TOLS R EE

BEELET, BEEHMIET—F T, T/bb update=false TiX, T DX H 7 CEITIL,

sacrifice={fields} + 72 a v % 52 HZ LICR o TEATEET, LEL. Z0F T a v

BfES & ANISCENO T +— L7 4 —/VREHIE, BAMTONCH IO TIIHFEL 2 o

<720 T,
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— > —
CPLOPSA4T3SV A4V U )T7
LA
LUFDFRIZ, §XTD PLOP APl BIOMBL T, JHIZ (C) B2V TWAH DX C T r b %
AT ERLTEY, Java SiBNNA VT 4 VT TIHFIATE /A,

— B

EMTOr 54T e
(C) PLOP *PLOP_new(void) 132
void delete() 132
void create_pvf{(String filename, byte[ ] data, String optlist) 132
int delete_pvf(String filename) 132
double info_pvf(String filename, String keyword) 134
XEAN -HA
E&Ior247 R—Y
int open_document(String filename, String optlist) 135
(C) int PLOP_open_document_callback(PLOP *plop, void *opaque, size_t filesize, size_t (*readproc)(void
*opaque, void *buffer, size_t size), int (*seekproc)(void *opaque, long offset), const char *optlist) 135
int create_document(String filename, String optlist) 139
void close_document(int doc, String optlist) 138
byte[ ] get_buffer() 143
int prepare_signature(String optlist) 146
I5—nE
EMTOr 54T e
int get_errnum() 157
String get_errmsg() 157
String get_apiname( ) 157
= 1%
EHIar847 =
void set_option(String optlist) 159

pCOS Bi%

Ced=-1 Pl R—%
double pcos_get_number(int doc, String path) 163
String pcos_get_string(int doc, String path) 163
byte[ ] pcos_get_stream(int doc, String optlist, String path) 164
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Unicode Z #2854k -

E%Ior247 R
string convert_to_unicode(string inputformat, byte[ ] input, string optlist) 166
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EEE

iE

CDOI=—aT7IDEBRRERE

Bft
2016 %610 A 27 A

2016 £ 05 A 13 B
2015403 A 27 8
2015402 A 27 B
2011 403 A 04 B
2008 £ 12 A 05 H

2007 ££07 A 15 B
2004 £ 09 A 27 B
20034 12 01 H
2002 £ 11 A 23 H
2002 £ 11 A 07 H
2002 4 10 A 22 B
2002 %09 A 17 A

174 D ZTERERE

EH

» PLOP : PLOP DS 5.1r1 MFEBAE X2 T 4 LETOHMEEICET LR
»PLOP 5.1 - PLOP DS 5.1 [CEI9 3£ R

» PLOP - PLOP DS 50 r1 [CBS 2 ETODEE

» PLOP 5.0 - PLOP DS 5.0 [CEI9 % £ &

> PLOP 4.1 - PLOP DS 4.1 M1=8b M * ¥ ¥ —F —/N\—k—)L

» PLOP 4.0 - PLOP DS 4.0 ® XMP - PVF - PKCS#11 (R¥—k A—F) ®GIZET 3
B
» PLOP 3.0 & PLOP DS 3.0 B3 2 E#T

» PLOP 2.1 [ZB89 B2 5%

»HLWLWAS y—1) 1) —Z PLOP 20 IZBT 2 B #T
> Perl A PSP /A1 VT 1 V5 MLk %810

» ILE-RPG T PSP OFAICET 5 HiZBM

» PSP 1.01 [T 2B FTDERE

» PSP 1.00 IZBA3 2% —HR



5|

A

AATL 30, 87

Authenticode % 4 LA %2> 7 118
Authority Info Access (AIA) 108, 121

B

BES (EARETFER) 124
Brainpool Bh#

ECDSA D=8 M 96
byteserving 19

C

C++ & .NET 49
CH+NAVT 42T a4
CAdES (CMS BEBFER) 124

CAdES (EEBFESR) 150

CDS 88

cer SEBAERH 169

ClLl 44

CMS (BEB Ay E—H30) 71,124
COMINAL VT 424 46
CRLEZF = (CRLdp) m1

crt SEBAER K 169

CNNAVT AT 4

DERT>aA—F 4> m
DSA E# 96

E

ECDH (HEMBHIRT 4 7 14— - NLIUBEHE
A=K 73

ECDSA (¥&FIBhIR) EH 96

elDAS (BF#HAI - (S8 Y —E X = Electronic
identification and trust services) 88

EN319142-1 (ELT 42457 BY Y & PAJES
R—RS5AVER) 125

EN 319 142-2 (Yi5R PAdES B4 ) 125

EPES (BATRHIR ) O —R—XBFER) 124

ETSI EN 319 422 114

ETSITS 103172 (PAdES ##LL N)L) 125

ETSI (BRINESRBISIZEELHEIE) RIEEE 124

EUTL 30, 88

G

Ghent Workgroup (GWG) 24

H

HSM 92

id-pkix-ocsp-nocheck 110

J

Java INA VT 425 47

L

LDAP 121

M

MDP (Modification Detection and Prevention)
E4 85
Microsoft Cryptographic APl (MSCAPI) 89, 93

N

NETINA 2T 424 49
noaccessible 63
noannots 62
noassemble 62

no-check #k3& (OCSP) 110
nocopy 63

noforms 62

nohiresprint 62
nomaster 63

nomodify 62

noprint 62

(0)

Objective-C INA T 4 % 50

OCSP no-check ¥R 110

OCSP (VS A VEIAZERT—4RTE O
JL) 108

P

PAJES (PDF 8 EEFEHS) 124, 150
PAES-B, PAES-T, PAES-LT, PAAES-LTA 125
EPL R)L 125

&5 175



IN—b 124
page-at-a-time % 7> A—K 19
pCOS
APl E8%1163
IvoTvY 2
PDF/A 26, 27
EXMP AR T—4 24
&EH 100
PDF/UA 26, 99
PDF/VT 26, 99
PDF/X 26, 27, 99
PDFlib & PLOP/PLOP DS 171
PDF &% 103
PDFIN—2 3y AR AID 26
PEMT>a—T 4 >% 1,169
Perl INA VT 425 52
PFX Rz 89
PHP INA VT 4 4 53
PKCS#11 89, 90
PKCS#12 89
plainmetadata 63
PLOP_CATCH() 158
PLOP close_document() 138
PLOP_convert_to_unicode() 166
PLOP create_document() 139, 144
PLOP_create_pvf() 132
PLOP_delete_pvf()133
PLOP_delete() 132
PLOP_EXIT_TRY() 41,158
PLOP_get_apiname() 157
PLOP_get_buffer() 143
PLOP _get_errmsg() 157
PLOP_get_errnum() 157
PLOP_info_pvf() 134
PLOP_new() 132
PLOP_open_document_callback() 135
PLOP_open_document( ) 135
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