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What is PDFlib PLOP?
PDFlib PLOP is a versatile tool for linearizing, optimizing, repairing, 
analyzing, encrypting and decrypting PDF documents. PLOP lineari-
zation and optimization features create efficient and small PDF 
documents for fast Web delivery. PLOP protection features encrypt 
or decrypt PDF documents and apply or remove permission set-
tings, such as »printing not allowed« or »content extraction not 
allowed«. PLOP’s repair mode automatically detects damaged PDF 
documents and fixes the problems if possible. PLOP analysis fea-
tures can be used to query arbitrary properties of a PDF document. 
Document info entries and XMP metadata can be retrieved and set 
in a PDF/A and PDF/X conforming manner.



PDFlib PLOP Features
Linearization



With PDFlib PLOP you can linearize a PDF document for fast deliv-
ery over the Web (byteserving). Byteserving increases the perceived 
download speed since the first page is already visible while the re-
mainder of the document is downloaded in the background.



Optimization



PLOP can significantly reduce the file size of a PDF document with-
out affecting quality. It achieves this by removing unnecessary or 
redundant identical objects, such as repeatedly embedded fonts, 
images, identical ICC color profiles, etc.



Password Security



PLOP can apply user and master passwords, and set permission 
restrictions to prevent the document from being printed with Acro-
bat, disallow text extraction or modification, etc.



PLOP supports strong AES-256 encryption and Unicode passwords. 
With PLOP you can:



 > encrypt a PDF document with user or master password, or both;
 > remove PDF encryption (if you know the master password);
 > add or remove permission restrictions, e.g. »text extraction not 
allowed« (if you know the master password).



Certificate Security



PLOP also supports certificate security which works similar to 
e-mail encryption. PDF documents can be encrypted for a number 
of recipients, where each recipient is identified with a certificate 
(public key). Only legitimate recipients can open the document 
with the corresponding digital ID (private key). Since certificate 
security is an integral part of the PDF format specification it works 
in Acrobat and Adobe Reader without the need for any plugin or 
other custom software.



Certificate security offers several advantages over password secu-
rity:



 > no passwords must be distributed to the document recipients;
 > individual permission restrictions can be specified for each re-
cipient;
 > recipients cannot pass on document passwords to unauthorized 
third parties.



With PLOP you can encrypt PDF documents with certificates, apply 
permission restrictions, and decrypt documents which are protect-
ed with certificate security (provided you have a suitable digital ID).



The advantages of certificate security can be leveraged e.g. for se-
curely distributing transaction documents or commercial content.



Repair Mode



PLOP detects various structural PDF problems and automatically 
repairs the document. PLOP can also fix certain XMP problems and 
optionally remove damaged XMP metadata.



PDF Analysis



The PLOP library includes the pCOS interface for querying details 
about a PDF document, e.g.



 > extract document info entries and XMP metadata
 > list fonts and other resources
 > query page sizes
 > query security status, encryption scheme, permission settings
 > many more PDF properties (see separate pCOS datasheet).
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XMP Metadata



Metadata (»data about data«) is an important topic in many areas 
of application software. XMP (Extensible Metadata Platform) is an 
XML-based framework with many predefined metadata properties. 
XMP is integrated in Acrobat/PDF, and much more powerful than 
simple document info entries. XMP is required for PDF/A and other 
ISO standards. Many industry groups have published XMP-based 
recommendations for vertical applications.



With PLOP you can insert XMP metadata in PDF documents and 
extract XMP from PDF. Inserted XMP is validated to ensure correct 
and standard-conforming output. If the input document conforms 
to PDF/A or PDF/X, PLOP ensures the XMP rules set forth in the re-
spective standard.



XMP insertion with PLOP can be used in the following and other 
situations:



 > Add XMP metadata to PDF/A documents, including support for 
XMP extension schemas as defined in the PDF/A standard.
 > Add XMP metadata describing the scanning process for digitized 
legacy documents, also according to PDF/A.
 > Add XMP metadata according to the Ghent Workgroup (GWG) Ad 
Ticket scheme.
 > Add company-specific XMP metadata.



Document Info Entries



With PLOP you can add new document information entries or re-
place the values of existing info entries. Both predefined and cus-
tom entries can be set. If the input document contains XMP docu-
ment metadata, all predefined info entries are synchronized to the 
XMP metadata in order to keep the metadata consistent (this is a 
requirement of PDF/A).



PDF Versions and Standards



PLOP supports all relevant PDF versions and standards:



 > PLOP processes all PDF versions up to Acrobat DC, i.e PDF 1.7 (ISO 
32000-1) up to extension level 8. PLOP can also process docu-
ments according to the forthcoming standard PDF 2.0 (ISO 
32000-2).
 > PLOP is aware of the PDF/A-1/2/3 (ISO 19005) archiving standards: 
if the input document conforms to PDF/A, the output document 
is guaranteed to conform as well. PLOP fully supports XMP exten-
sion schemas as required by PDF/A.
 > Similarly, PLOP is aware of the PDF/X-1a/3/4/5 (ISO 15930) print 
production standards, PDF/VT-1/2 (ISO 16612-2) for variable and 
transactional printing and PDF/UA-1 (ISO 14289) for accessible 
PDF.



PLOP Library or Command-Line Tool?



PLOP is available as a programming library (component) for various 
development environments, and as a command-line tool for batch 
operations. Library and command-line tool offer similar features, 
but are suitable for different deployment tasks.



The PLOP programming library is used...



...for integration into desktop or server applications. Examples for 
using the library with all supported language bindings are included 
in the PLOP package. Since the PLOP library accepts PDF input docu-
ments from a disk file or directly in memory, it can easily be com-
bined with other products.



The PLOP programming library also contains the pCOS interface for 
retrieving a variety of PDF document properties.



The PLOP command-line tool is suited...



...for batch processing PDF documents. It doesn’t require any pro-
gramming, but offers powerful command-line options which can 
be used to integrate it into complex workflows. The PLOP com-
mand-line tool can also be called from environments which do not 
support the use of the PLOP library.



Supported Development Environments



PDFlib PLOP is everywhere – it runs on practically all computing 
platforms. We offer 32-bit and 64-bit packages for all common fla-
vors of Windows, OS X, Linux and Unix. Versions for mobile and em-
bedded systems are also available.



The PLOP core is written in highly optimized C and C++ for maxi-
mum performance and small overhead. Via a simple API (Applica-
tion Programming Interface) the PLOP functionality is accessible 
from a variety of development environments:



 > COM for use with VB, ASP, etc.
 > C and C++
 > Java, including servlets and Java Application Server
 > .NET for use with C#, VB.NET, ASP.NET, etc.
 > Objective-C
 > Perl
 > PHP
 > Python
 > Ruby
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PLOP DS for digitally signing PDF



The extended version PLOP DS supports all features of PLOP plus 
the ability to apply digital signatures to PDF documents. Please re-
fer to the separate PLOP DS datasheet for more information.



Benefits of using PDFlib Software
Rock-solid Products



Tens of thousands of programmers worldwide successfully use 
our software. PDFlib products meet all quality and performance 
requirements for server deployment. All products are suitable for 
robust 24x7 server deployment and unattended batch processing.



Speed and Simplicity



PDFlib products are incredibly fast – up to thousands of pages per 
second. The programming interface is straightforward and easy to 
learn.



PDFlib Products all over the World



Our products support all international languages as well as Uni-
code. They are used by customers in all parts of the world.



Professional Support



If there’s a problem, we will try to help. We offer commercial sup-
port to meet the requirements of your business-critical applica-
tions. By adding support you will have access to the latest versions, 
and have guaranteed response times should any problems arise.



Licensing



We offer various licensing options for server licenses, integration 
and site licenses, and source code licenses. Support contracts for 
extended technical support with short response times and free up-
dates are also available.



About PDFlib GmbH



PDFlib GmbH is completely focused on PDF technology. Custom-
ers worldwide use PDFlib products since 1997. The company closely 
follows development and market trends, such as ISO standards for 
PDF. PDFlib GmbH products are distributed all over the world with 
major markets in North America, Europe, and Japan.



Contact



Fully functional evaluation versions including documentation and 
samples are available on our Web site. For more information please 
contact: 



 PDFlib GmbH 
 Franziska-Bilek-Weg 9, 80339 München, Germany 
 phone +49 • 89 • 452 33 84-0, fax +49 • 89 • 452 33 84-99 
 sales@pdflib.com  
 www.pdflib.com



 PDFlib
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Certificate:
    Data:
        Version: 3 (0x2)
        Serial Number: 8 (0x8)
    Signature Algorithm: sha256WithRSAEncryption
        Issuer: C=DE, L=Munich, O=PDFlib GmbH, CN=PDFlib GmbH Demo CA G2
        Validity
            Not Before: Mar 23 15:34:15 2016 GMT
            Not After : Mar 22 15:34:15 2020 GMT
        Subject: C=DE, L=Munich, O=PDFlib GmbH, CN=PLOP Demo Recipient 1
        Subject Public Key Info:
            Public Key Algorithm: rsaEncryption
                Public-Key: (2048 bit)
                Modulus:
                    00:cd:72:15:91:ca:e3:c0:5e:f9:be:d3:c8:b2:e0:
                    a2:81:a2:bd:5f:90:e3:52:19:d6:59:eb:c2:7b:92:
                    5d:5f:d1:48:d3:36:d4:f3:66:52:9b:96:7f:ec:07:
                    81:79:fe:3e:e1:bc:23:e7:16:1f:11:a2:1a:83:2f:
                    e5:a9:fc:78:57:b7:6b:f1:d6:77:60:de:79:5c:e2:
                    99:4d:2d:8f:9c:4b:15:29:35:a8:d4:e9:9f:e7:53:
                    99:2e:4d:d5:0a:c6:34:be:6e:3a:46:34:4b:8c:97:
                    15:18:ce:1b:6d:e2:fe:06:a8:f1:fb:e0:12:d5:7b:
                    ed:1e:80:25:5a:0b:53:ee:45:e6:19:f2:0b:9a:33:
                    f3:9d:8e:98:33:cd:66:45:cf:06:68:a8:d4:79:d1:
                    ca:bd:24:c4:55:16:3a:e1:5f:c6:94:08:0c:06:72:
                    cc:36:5b:7b:e7:80:b3:9f:95:f1:49:fd:0c:15:77:
                    5b:0f:4b:e9:8d:c5:71:80:6e:6a:67:50:37:b0:50:
                    82:c7:f3:72:17:34:ec:a3:ba:72:62:5e:a8:39:12:
                    39:27:fa:58:83:95:bd:7a:d3:b5:28:45:5b:5f:e9:
                    f5:59:b4:50:c2:dc:f6:65:05:a4:50:57:a0:a7:0e:
                    53:d5:01:c3:18:7a:2e:3c:67:b6:67:58:b3:c5:83:
                    db:39
                Exponent: 65537 (0x10001)
        X509v3 extensions:
            X509v3 Basic Constraints: 
                CA:FALSE
            X509v3 Key Usage: 
                Digital Signature, Non Repudiation, Key Encipherment, Data Encipherment
            Netscape Comment: 
                PDFlib PLOP Demo Recipient Certificate
            X509v3 Subject Key Identifier: 
                A5:47:A0:F6:94:AE:62:FD:A0:C0:14:A4:FF:EC:B7:42:E9:AA:97:73
            X509v3 Authority Key Identifier: 
                keyid:B5:8D:AD:7D:3C:87:29:BC:99:67:9E:F7:54:C4:26:4B:18:52:B8:92

    Signature Algorithm: sha256WithRSAEncryption
         9f:5f:89:45:08:f4:23:f1:2c:b3:96:db:4a:b2:3b:26:4b:98:
         ae:fa:7f:00:48:8f:56:2d:66:81:03:1e:08:58:84:4e:16:b1:
         bd:45:e2:7b:2b:93:32:f7:6d:77:e2:0f:99:27:02:f8:00:9a:
         f9:2e:01:b4:ce:24:5f:dd:7b:48:34:cc:a8:f4:b2:07:4a:60:
         09:98:4a:8c:a7:7a:05:1c:70:ed:da:ef:69:27:15:37:37:7c:
         3f:ee:79:48:6a:71:91:b9:22:47:e8:01:aa:e6:c3:8f:16:52:
         83:a0:2c:03:ea:78:11:7a:94:21:d4:76:8d:03:36:08:2d:b1:
         e1:56:45:bd:15:a0:74:ec:7c:6c:2e:48:fe:10:62:7e:4e:ae:
         a9:04:a4:6e:ef:27:d3:fa:94:0e:ec:89:7d:b7:eb:63:e4:91:
         54:4a:d0:61:c7:79:e8:04:a6:2a:7c:e7:0e:c6:46:52:c3:fd:
         3c:14:6f:ed:40:d3:97:6d:3c:ff:34:52:41:f3:20:63:8d:69:
         7c:20:06:61:09:f5:85:4a:0c:4a:b7:eb:03:46:5d:df:10:f1:
         f6:da:aa:5b:93:01:3c:18:60:f4:12:a7:c4:fd:de:1d:8e:37:
         fa:95:b0:99:ca:48:44:00:8c:ed:75:71:03:78:6d:fc:6d:d9:
         99:5e:32:f4
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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Certificate:
    Data:
        Version: 3 (0x2)
        Serial Number: 9 (0x9)
    Signature Algorithm: sha256WithRSAEncryption
        Issuer: C=DE, L=Munich, O=PDFlib GmbH, CN=PDFlib GmbH Demo CA G2
        Validity
            Not Before: Mar 23 15:34:16 2016 GMT
            Not After : Mar 22 15:34:16 2020 GMT
        Subject: C=DE, L=Munich, O=PDFlib GmbH, CN=PLOP Demo Recipient 2
        Subject Public Key Info:
            Public Key Algorithm: rsaEncryption
                Public-Key: (4096 bit)
                Modulus:
                    00:b6:c5:5d:7d:c1:9a:64:05:ce:bc:50:a2:8a:6a:
                    3c:33:94:73:fd:02:d8:c0:f6:65:7d:5a:ae:c8:51:
                    8c:bb:12:a8:18:1a:08:c5:06:d8:97:e6:3f:a0:be:
                    7a:9b:7b:48:dc:37:d7:7f:93:8f:77:12:e1:ff:62:
                    32:37:52:0d:9b:d6:e9:08:f3:36:3c:9d:95:ca:5b:
                    f6:7d:65:02:cd:a5:76:89:0d:17:d9:c8:d4:bc:d7:
                    31:f0:b9:ab:22:2e:1a:ed:95:8a:33:29:8f:83:61:
                    55:ba:74:bb:90:4e:11:97:75:8a:75:c1:d0:8c:bb:
                    f4:f5:e1:4c:26:55:6c:88:c7:32:d2:0b:1d:39:02:
                    c6:3f:c4:a0:1e:3e:a5:e6:a8:95:f4:18:af:c5:71:
                    eb:4a:eb:f7:c9:e4:2c:93:38:07:7c:04:de:2e:5a:
                    e4:53:b2:f9:fc:8c:2c:73:48:78:d9:b7:8c:22:7a:
                    0b:1b:75:ec:f8:9c:8f:29:d6:3d:ce:85:41:c2:68:
                    b0:67:fd:f5:d6:cc:1f:36:c4:b0:90:84:09:96:9d:
                    03:52:da:72:89:53:f1:66:1c:62:31:54:ac:9a:13:
                    f2:49:a0:74:61:b6:56:ef:86:df:e8:37:1e:71:71:
                    e3:47:d7:ff:13:cd:da:54:35:be:4f:25:8f:f9:24:
                    2a:6a:0d:ae:39:d1:16:31:ab:af:a9:86:ae:3f:34:
                    85:4d:be:68:62:db:76:07:87:7e:d4:60:00:ef:f8:
                    3b:a5:d0:33:10:5e:13:a3:2f:97:da:72:61:dd:08:
                    fc:28:9b:cc:82:e0:29:ed:f6:91:0c:77:99:73:fd:
                    ce:10:90:4a:1a:9c:f0:c7:e1:6a:38:01:c6:e0:67:
                    99:63:df:b3:0f:a9:4c:23:1b:ec:77:db:3c:f2:34:
                    9f:0a:d6:99:c5:8d:ee:eb:11:ea:e1:36:93:db:e7:
                    89:bd:bb:99:08:29:e8:e0:a1:90:6e:bf:30:0b:57:
                    46:0c:9e:bd:ed:a4:bd:37:e9:e5:0f:78:2b:76:c2:
                    c5:0a:fc:3c:66:ad:96:ad:ea:08:5d:16:51:4c:9d:
                    39:05:66:43:91:ed:ea:fa:25:ac:e6:8b:27:2a:8b:
                    56:69:bf:7f:42:70:da:85:bc:2a:a3:9b:d4:6c:b4:
                    c2:51:b4:33:3b:f8:d2:a7:05:84:42:23:a3:43:0d:
                    fc:81:bb:27:fe:a2:af:d0:24:95:b3:ee:14:8c:a6:
                    23:5a:34:d0:16:33:17:38:13:61:5f:34:f9:4c:82:
                    c4:ee:ce:ef:97:f5:91:88:59:95:3c:58:bb:02:ce:
                    cb:77:17:ce:9a:f5:3b:13:3f:ff:83:80:d8:c9:4a:
                    17:01:35
                Exponent: 65537 (0x10001)
        X509v3 extensions:
            X509v3 Basic Constraints: 
                CA:FALSE
            X509v3 Key Usage: 
                Digital Signature, Non Repudiation, Key Encipherment, Data Encipherment
            Netscape Comment: 
                PDFlib PLOP Demo Recipient Certificate
            X509v3 Subject Key Identifier: 
                62:82:33:DE:0F:6F:82:E3:CB:C0:F9:6D:AB:65:06:0B:AA:CE:51:25
            X509v3 Authority Key Identifier: 
                keyid:B5:8D:AD:7D:3C:87:29:BC:99:67:9E:F7:54:C4:26:4B:18:52:B8:92

    Signature Algorithm: sha256WithRSAEncryption
         54:59:e4:f2:e7:ba:50:b4:d8:7a:82:d3:71:4c:41:53:a7:9e:
         14:31:6e:c7:d5:5f:bd:05:ab:b4:37:20:80:f7:9f:5e:95:e8:
         ed:26:72:d2:82:d8:74:c4:dc:00:c6:79:79:e6:8d:f7:bb:42:
         f9:36:9b:a5:50:35:65:f9:11:27:97:a3:53:c6:bc:b6:e6:da:
         71:35:cb:3d:49:f6:cb:0a:7f:f4:d6:26:9d:ff:56:d2:99:b0:
         36:f9:4a:8a:46:11:37:be:48:df:fe:f7:4e:13:11:76:cc:ab:
         8d:80:f5:68:20:70:01:98:e3:15:8c:f3:47:2e:9d:32:64:da:
         2c:40:a9:e5:e6:5e:fc:ba:f1:a1:0e:fe:64:06:0d:72:0c:a9:
         5a:da:dc:53:5a:de:f7:8e:8f:30:b4:d6:a0:2b:dc:aa:55:c2:
         8a:7d:67:79:91:1a:8c:4f:f4:ac:05:7c:c0:34:24:72:7e:6f:
         47:0d:9c:e1:b1:4c:af:25:92:45:93:81:70:32:8a:90:5f:80:
         1a:b2:19:7b:15:6a:cb:27:8b:62:e4:d9:75:fd:15:e1:58:9b:
         29:f9:52:4a:a1:41:b6:b8:1f:b6:78:27:b5:93:a1:c9:70:38:
         be:2c:0b:17:c4:3e:81:3e:5e:f0:52:fe:fc:34:6c:ed:ad:7d:
         cf:fa:13:51
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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Certificate:
    Data:
        Version: 3 (0x2)
        Serial Number: 10 (0xa)
    Signature Algorithm: sha256WithRSAEncryption
        Issuer: C=DE, L=Munich, O=PDFlib GmbH, CN=PDFlib GmbH Demo CA G2
        Validity
            Not Before: Mar 23 15:34:16 2016 GMT
            Not After : Mar 22 15:34:16 2020 GMT
        Subject: C=DE, L=Munich, O=PDFlib GmbH, CN=PLOP Demo Recipient 3
        Subject Public Key Info:
            Public Key Algorithm: rsaEncryption
                Public-Key: (2048 bit)
                Modulus:
                    00:b9:d7:31:ed:cb:3a:51:ab:25:63:7f:f3:63:db:
                    37:24:be:59:b3:f9:5d:4b:4a:9c:27:02:e6:4c:c4:
                    0b:68:55:86:b2:75:46:04:d1:3e:de:fe:40:ed:0e:
                    01:a2:18:25:ed:d1:b6:73:02:f9:f9:cb:21:ba:17:
                    a0:d2:79:96:f0:65:db:32:74:60:d2:e2:b9:74:35:
                    f1:39:03:6d:14:4c:fa:7f:16:7e:46:d3:62:b0:89:
                    5d:a8:e6:b3:68:c0:22:a6:45:fe:04:8b:fa:09:6e:
                    8a:75:9b:51:28:bc:7e:20:f9:bf:77:73:ae:e0:13:
                    ff:57:0f:5f:23:82:e3:69:8b:a4:a3:ea:30:71:4a:
                    14:13:61:b1:85:18:e8:05:54:76:83:5b:af:66:04:
                    11:d2:9e:e8:fa:5a:88:11:39:ee:e6:81:0b:35:48:
                    a3:1b:6f:ec:79:a4:23:ac:ce:9b:b7:ca:ca:56:03:
                    8d:83:6b:1d:33:c4:af:ed:cf:ed:61:ac:3c:ed:13:
                    00:71:99:ab:72:40:c7:92:2d:16:cb:fd:1a:59:bc:
                    14:9f:cb:0a:df:4d:a1:31:5c:31:b6:07:15:7f:9b:
                    94:ea:48:36:00:14:dc:5b:96:c7:aa:fa:5a:c0:02:
                    f8:fb:81:b8:7a:fb:7d:82:93:66:16:f4:4e:a7:9b:
                    17:0b
                Exponent: 65537 (0x10001)
        X509v3 extensions:
            X509v3 Basic Constraints: 
                CA:FALSE
            X509v3 Key Usage: 
                Digital Signature, Non Repudiation, Key Encipherment, Data Encipherment
            Netscape Comment: 
                PDFlib PLOP Demo Recipient Certificate
            X509v3 Subject Key Identifier: 
                5C:58:2E:66:A0:00:F4:2B:3F:0B:64:8D:E7:83:86:2D:D3:B6:86:97
            X509v3 Authority Key Identifier: 
                keyid:B5:8D:AD:7D:3C:87:29:BC:99:67:9E:F7:54:C4:26:4B:18:52:B8:92

    Signature Algorithm: sha256WithRSAEncryption
         3a:fe:2a:0b:b3:7d:c3:14:a9:79:c0:04:ee:0f:9c:8f:cb:12:
         56:6c:a0:94:60:ee:d6:90:8b:36:46:4f:2a:8b:61:51:dc:00:
         c9:da:a6:fb:33:27:ad:70:96:ed:08:85:d8:2a:5b:b1:f9:b4:
         55:b7:e2:f4:64:9c:fe:7a:cc:ec:54:5a:94:84:c9:e8:0a:59:
         13:f4:7f:69:3c:84:60:92:50:26:fe:4c:62:31:19:65:2b:2a:
         8e:f9:b5:65:56:b7:d8:54:1d:0e:30:0a:88:68:f1:7b:06:2a:
         03:5f:58:17:3b:67:95:3d:58:9c:30:cf:a0:0e:38:5f:31:30:
         38:dd:97:12:8d:77:32:6a:8c:5b:b4:f2:df:48:21:d0:d8:4a:
         94:ef:d8:01:58:da:7c:9f:40:ee:69:51:88:78:a6:c9:47:a8:
         6a:d7:db:20:a5:73:fa:d8:c6:18:44:76:f0:ae:00:fd:41:34:
         bb:8d:23:13:e7:e7:d8:88:c3:60:fc:00:c4:95:76:5b:e2:be:
         09:65:59:33:35:96:53:0a:d2:e3:9f:1e:59:c7:9a:d1:df:f4:
         31:22:a0:98:3d:9e:09:5d:97:0b:9a:f2:39:f6:49:32:a2:4b:
         a4:2b:e6:df:4d:e4:0f:c7:ab:4f:9c:29:6a:96:91:22:17:fe:
         f7:5b:04:f8
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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Certificate:
    Data:
        Version: 3 (0x2)
        Serial Number: 11 (0xb)
    Signature Algorithm: sha256WithRSAEncryption
        Issuer: C=DE, L=Munich, O=PDFlib GmbH, CN=PDFlib GmbH Demo CA G2
        Validity
            Not Before: Mar 23 15:34:18 2016 GMT
            Not After : Mar 22 15:34:18 2020 GMT
        Subject: C=DE, L=Munich, O=PDFlib GmbH, CN=PLOP Demo Recipient 4
        Subject Public Key Info:
            Public Key Algorithm: rsaEncryption
                Public-Key: (4096 bit)
                Modulus:
                    00:d9:e8:fe:16:fc:39:9c:c9:bf:ad:3d:2b:ee:a8:
                    d9:aa:ac:a9:9b:b3:75:a6:eb:d3:a4:27:6c:92:53:
                    48:c1:f7:b2:7d:2d:3a:be:c3:7c:17:55:be:fb:0e:
                    55:80:2b:f5:c1:fc:28:32:d8:81:6f:6b:88:60:e3:
                    08:72:1d:91:90:c7:9b:87:5e:b7:1e:2c:f9:74:ce:
                    ca:1a:22:b0:1e:13:aa:7f:d7:2d:cf:c2:12:f5:03:
                    d9:59:56:80:16:4f:56:74:d7:38:67:0b:75:43:89:
                    eb:26:a1:94:45:67:d0:33:79:f4:1b:75:b3:e9:62:
                    2e:cb:2c:f8:6e:2c:ac:bd:86:3a:cb:25:26:e7:2f:
                    2a:67:51:68:7e:85:5d:e0:0f:c0:7a:c8:04:f7:3e:
                    72:ae:1e:f4:d1:c2:2f:2a:21:f0:83:c4:12:9c:c2:
                    de:1d:c7:f2:2e:fe:10:13:e1:83:64:35:00:0e:f0:
                    9c:51:25:6f:f9:94:9b:28:53:ba:b2:76:f1:f6:2a:
                    aa:78:9c:12:b0:e2:66:75:a9:86:c2:d8:ed:d1:45:
                    d6:42:cc:ae:f9:3b:3f:c6:8d:a5:a8:c1:7e:a7:1f:
                    3f:a4:a5:54:11:b1:f8:0c:59:72:53:6b:33:f9:cf:
                    c7:8c:e0:47:ff:6a:ea:bb:f4:4e:23:2f:62:d7:38:
                    4d:c8:36:84:18:39:da:50:bc:5c:89:65:90:0f:e9:
                    1a:b7:81:74:92:f8:cd:1d:e5:8f:70:18:3a:21:e7:
                    fd:00:ef:17:7b:65:09:32:e0:a3:0c:32:cc:38:0f:
                    2d:28:b4:43:e0:3c:eb:85:73:36:dc:8d:47:fc:f3:
                    35:e9:0a:f9:55:37:05:34:17:2d:3a:e5:ac:09:5e:
                    ec:df:c0:23:fc:2d:f2:54:da:ad:70:24:5e:92:f7:
                    d3:82:07:e1:fa:fc:01:ed:de:cd:99:6f:ed:00:35:
                    2c:36:34:22:84:81:6b:a8:b8:ce:be:bc:9a:75:54:
                    15:6d:ca:30:03:86:81:dc:9d:84:64:05:9d:a6:b9:
                    d2:cd:9c:cf:a2:1a:43:59:c4:fa:e7:0f:37:9a:f3:
                    69:21:8c:69:af:70:38:d3:5c:10:ca:42:f1:07:70:
                    14:d6:8d:2b:ed:4a:7c:fa:fe:48:42:12:e3:df:56:
                    74:02:49:5c:e0:8f:da:cd:d3:de:cd:9e:e4:c7:e1:
                    06:a1:21:b6:35:89:2a:3e:d8:c5:07:ba:09:6b:17:
                    ca:a4:41:c1:fb:76:34:53:88:b3:42:9c:36:d7:cd:
                    83:9a:b2:dd:5b:94:46:bc:a6:86:0a:2a:42:bc:50:
                    44:42:aa:e8:fb:e1:ab:9f:cf:be:47:ec:ec:84:0b:
                    16:3c:95
                Exponent: 65537 (0x10001)
        X509v3 extensions:
            X509v3 Basic Constraints: 
                CA:FALSE
            X509v3 Key Usage: 
                Digital Signature, Non Repudiation, Key Encipherment, Data Encipherment
            Netscape Comment: 
                PDFlib PLOP Demo Recipient Certificate
            X509v3 Subject Key Identifier: 
                64:42:E3:89:ED:92:B7:62:90:AF:78:24:81:83:A1:3E:DF:22:32:A5
            X509v3 Authority Key Identifier: 
                keyid:B5:8D:AD:7D:3C:87:29:BC:99:67:9E:F7:54:C4:26:4B:18:52:B8:92

    Signature Algorithm: sha256WithRSAEncryption
         69:00:20:2b:13:b2:05:5f:b0:15:df:ea:f9:96:45:76:e2:74:
         80:b0:d5:20:69:c4:85:06:c4:cd:56:ac:1e:d3:fa:91:b8:b0:
         2b:3d:ba:c5:47:35:f7:56:06:01:af:d2:99:21:23:6c:4f:bd:
         8b:5e:9c:36:a5:6b:cb:e5:5a:1b:73:dc:da:a9:6f:93:dd:e4:
         67:1f:fc:b0:fb:7c:47:44:52:4a:f3:1c:78:0f:62:c5:97:6c:
         ff:84:ff:1a:00:cd:16:52:70:00:8a:4e:59:1b:2a:a8:65:11:
         b9:97:40:e2:a9:98:d5:5e:c1:e8:2f:bf:c0:17:0e:5f:78:d6:
         0a:0a:d2:3e:51:24:48:df:17:3a:1e:bd:78:3e:61:d6:03:7f:
         fd:1d:f9:ea:d1:b0:a3:93:e7:8c:19:c2:fa:af:ce:e2:a1:54:
         30:84:d3:6d:6c:04:37:bc:fa:4e:db:28:44:15:7a:cc:27:2a:
         78:9c:7b:ba:6c:ba:34:ba:b7:39:83:fc:8f:1e:a9:42:e3:91:
         69:09:ca:2d:40:bb:5f:f8:d6:aa:3f:65:b0:17:04:bd:37:18:
         6c:83:8f:f7:2a:b6:a4:f8:db:2f:91:e5:27:6b:3c:69:ad:78:
         f9:fb:d8:c4:a9:02:ba:50:dd:fd:c2:4d:45:8e:93:a0:9e:4f:
         c3:ed:23:e4
-----BEGIN CERTIFICATE----------END CERTIFICATE-----







PLOP-5.1p1-SunOS-AMD64/bind/data/demo_recipient_5.pem

Certificate:
    Data:
        Version: 3 (0x2)
        Serial Number: 12 (0xc)
    Signature Algorithm: sha256WithRSAEncryption
        Issuer: C=DE, L=Munich, O=PDFlib GmbH, CN=PDFlib GmbH Demo CA G2
        Validity
            Not Before: Mar 23 15:34:18 2016 GMT
            Not After : Mar 22 15:34:18 2020 GMT
        Subject: C=DE, L=Munich, O=PDFlib GmbH, CN=PLOP Demo Recipient 5
        Subject Public Key Info:
            Public Key Algorithm: rsaEncryption
                Public-Key: (2048 bit)
                Modulus:
                    00:f3:10:f5:4e:73:fa:8d:02:49:3c:d3:4d:1a:f0:
                    3c:45:3d:8c:0b:1f:1f:85:6d:60:cf:19:b4:98:df:
                    0f:c9:ae:31:b5:35:4a:d9:23:09:47:46:6e:76:cc:
                    41:d5:7c:80:0f:1a:91:65:a9:99:dd:bd:73:91:55:
                    7f:de:de:7f:a5:fd:45:a0:f8:46:41:4c:13:e3:7b:
                    cc:7c:16:8a:17:46:2c:d9:66:4d:3c:2a:eb:98:ad:
                    09:eb:93:c7:3c:a1:4d:b2:01:6d:b0:2c:0f:fa:1c:
                    95:c2:ab:d2:30:f7:6b:cb:85:a6:6e:0a:66:99:92:
                    f0:ec:58:43:3b:12:93:ae:67:84:d7:d4:40:8d:f2:
                    7c:7e:ff:d9:7e:0d:52:ff:67:b9:ba:6a:3a:d0:8f:
                    9c:07:ce:61:a5:da:80:33:39:9c:f6:2a:bf:41:0f:
                    eb:a6:47:8b:62:3d:2d:c0:c3:f9:fc:29:80:cf:66:
                    d3:4d:25:6f:73:b8:d3:58:fa:59:93:fc:ac:38:49:
                    6a:7e:3f:c6:be:90:2b:d1:2f:f9:33:4d:57:31:37:
                    f5:a5:d2:97:6b:4b:fd:74:81:84:3e:2b:67:af:43:
                    05:64:3e:9b:65:ef:ab:5a:dc:7b:50:44:bc:73:92:
                    6a:79:90:c6:c5:94:5e:72:0b:4e:8b:65:d1:1f:d7:
                    88:7b
                Exponent: 65537 (0x10001)
        X509v3 extensions:
            X509v3 Basic Constraints: 
                CA:FALSE
            X509v3 Key Usage: 
                Digital Signature, Non Repudiation, Key Encipherment, Data Encipherment
            Netscape Comment: 
                PDFlib PLOP Demo Recipient Certificate
            X509v3 Subject Key Identifier: 
                60:79:4F:82:22:EF:B4:43:17:4C:A0:A7:B2:A0:B9:FF:D1:34:E5:8E
            X509v3 Authority Key Identifier: 
                keyid:B5:8D:AD:7D:3C:87:29:BC:99:67:9E:F7:54:C4:26:4B:18:52:B8:92

    Signature Algorithm: sha256WithRSAEncryption
         50:b8:72:16:bc:3a:b9:28:c8:1f:ae:b6:22:38:d2:cc:80:7c:
         35:77:91:1b:ca:66:02:bc:67:7f:3c:0e:42:e3:2d:5f:22:2a:
         45:29:6b:72:20:56:4f:12:67:8e:19:3d:c8:2f:d1:e2:ef:50:
         d5:e6:9e:b7:d2:97:66:f4:e7:4f:32:8e:4b:9d:56:ea:6f:57:
         d6:9c:4b:24:33:87:33:f3:7d:29:03:b3:61:81:0b:14:53:6e:
         99:38:54:99:d2:00:a6:27:98:a8:bb:61:5e:31:75:1e:08:bf:
         0e:a0:25:51:cb:6f:bc:be:bb:3f:e4:61:77:1b:db:f0:90:ae:
         6a:bc:be:de:f4:e3:13:61:cb:d3:ca:f1:a1:56:41:cb:66:f7:
         48:1c:18:13:81:84:43:3d:34:c7:d1:20:a8:f8:10:69:74:5f:
         8e:89:0f:fe:2c:c9:4b:9f:a2:8a:00:fc:2e:cf:8b:2d:d0:3b:
         d2:4a:40:10:34:7e:0d:13:4a:79:38:fb:bc:c5:e5:45:13:2b:
         36:b5:80:72:cf:d9:a0:2e:94:51:66:17:64:ea:30:a6:07:bf:
         2b:f4:a7:85:b0:89:ab:00:a5:34:6a:e1:f5:b6:fe:af:04:44:
         52:45:7f:23:54:9d:6c:6a:7a:88:28:af:64:43:64:23:4a:97:
         7a:73:ce:80
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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Kraxi Systems, Inc.
Paper Planes



Kraxi Systems, Inc. · 17, Aviation Road · Paperfield 



17, Aviation Road 
Paperfield 



Phone 7079 4301 
Fax 7079 4302 



info@kraxi.com 
www.kraxi.com 



Local sales rep: 
Lucy Irwin John Q. Doe 



255 Customer Lane 
Suite B 
12345 User Town 
Everland 



INVOICE 2014-03 October 16, 2014 



ITEM DESCRIPTION QUANTITY PRICE AMOUNT 



1 Super Kite 2 20.00 40.00 



2 Turbo Flyer 5 40.00 200.00 



3 Giga Trash 1 180.00 180.00 



4 Bare Bone Kit 3 50.00 150.00 



5 Nitty Gritty 10 20.00 200.00 



6 Pretty Dark Flyer 1 75.00 75.00 



7 Free Gift 1 0.00 0.00 



845.00 



Terms of payment: 30 days net. 90 days warranty starting at the day of sale. This 
warranty covers defects in workmanship only. Kraxi Systems, Inc. will, at its option, 
repair or replace the product under the warranty. This warranty is not transferable. 
No returns or exchanges will be accepted for wet products. 








			INVOICE 2014-03
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Signed with

PDFlib PLOP
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Signed with
PDFlib PLOP
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Mini PDF/A-1 sample for XMP demo
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   ACME Reporting Tool 1.2.3
   
    
     12345
   
  
 

 
  
   299
   XYZ
   ACCOUNT
   KDGTCVJEU
   0070900328004400049208
 

 
  
   1
   5
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         Engineering Archive

        
         http://ns.engineering.com/archive/1.0/

        
         ea

        
         
           
             
               Language
               Locale
               external
               document language
            

             
               ScanDate
               Date
               internal
               Date when document was scanned
            
            
             
               OperatorName
               Text
               external
               Name of scanner operator
            

             
               DocNumber
               Text
               external
               Company-internal document number
            

          
        
      
    
  



 
	  de
	  2008-11-21T16:07:52+01:00
	  Max Scanfield
	  12345 AB 789X
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         Foo Machines Schema

        
         http://www.foobar.com/ns/machines/1/

        
         fm

        
         
           
             
               YearOfManufacture
               Integer
               external
               year of manufacture
            

             
               MachineName
               Text
               external
               full product name
            

             
               MachineNumber
               Text
               external
               product number
            
            
          
        
      
    
  


 

   1984  

   Heavy-duty bread slicer

   M17 SLK 123TDI
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		 true
		 Thomas Merz
		 thomas.merz
		 Mac OS X
		 ABC
		 Distant Proofer
		 3.0
		 Approved
		 2014-11-21T16:27:34+01:00
		 
			 
			 
				 true
				 2014-11-11T16:27:34+01:00
				 183
				 4993
				 0.9645
				 0.8244
				 Apple Cinema Display 23"
				 CD0464874DE
			
			
		
	
	 
	 true
	 Thomas Merz
	 tm
	 Mac OS X
	 Proofer Software
	 Turbo Proofer
	 3.0
	 Rejected
	 2014-11-01T16:27:34+01:00
	 
		 
			 
				 true
				 2014-10-21T16:27:34+01:00
				 163
				 5019
				 0.9642
				 0.8254
				 EIZO CG210
				 FF1234567CD
			
			 
				 true
				 2014-10-21T16:27:34+01:00
				 161
				 5012
				 0.9644
				 0.8254
				 EIZO CG210
				 FF1234567CD
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ploplib.o








pl_certsec.o








pl_doc.o








pl_option.o








pl_plop.o








pl_sign.o








pl_xmp.o








pdi.o








pi_copy.o








pi_istream.o








pi_jpx.o








pi_linear.o








pi_names.o








pi_optimize.o








pi_page.o








pi_pcos.o








pi_pcosres.o








pi_pdfcons.o








pi_source.o








pi_utils.o








pi_xobj.o








pi_xref.o








pp_doc.o








pp_gss.o








pp_page.o








pp_parse.o








pp_scan.o








ft_cid.o








ft_corefont.o








ft_font.o








ft_fontname.o








ft_hostfont.o








ft_pdffont.o








ft_truetype.o








ft_typotabs.o








ft_type1.o








ft_type3.o








ds_crl.o








ds_digsig.o








ds_dss.o








ds_mscapi.o








ds_ocsp.o








ds_smartcard.o








ds_ts.o








pc_aes.o
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pc_arc4.o








pc_avltree.o








pc_chartabs.o








pc_contain.o








pc_core.o








pc_crypt.o








pc_ctype.o








pc_ebcdic.o








pc_encoding.o








pc_fax3.o
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pc_file.o








pc_geom.o








pc_gzio.o








pc_icclib.o








pc_md5.o








pc_mt.o








pc_optparse.o








pc_ossl.o








pc_output.o








pc_pscalc.o








pc_resource.o








pc_scan.o








pc_scope.o








pc_sha1dgst.o








pc_sha256.o








pc_sha512.o








pc_string.o








pc_unicode.o








pc_util.o








pc_xmlgen.o








pc_xmp.o








adler32.o








compress.o








crc32.o








deflate.o








inffast.o








inflate.o








inftrees.o








trees.o








uncompr.o








zutil.o








jcapimin.o








jcapistd.o








jccoefct.o








jccolor.o








jcdctmgr.o








jchuff.o








jcinit.o








jcmainct.o








jcmarker.o








jcmaster.o








jcomapi.o








jcparam.o








jcphuff.o








jcprepct.o








jcsample.o








jctrans.o








jdapimin.o








jdapistd.o








jdatadst.o








jdatasrc.o








jdcoefct.o








jdcolor.o








jddctmgr.o








jdhuff.o








jdinput.o








jdmainct.o
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jdmerge.o








jdphuff.o








jdpostct.o








jdsample.o








jdtrans.o








jerror.o








jfdctflt.o
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jfdctint.o








jidctflt.o








jidctfst.o








jidctint.o








jidctred.o








jmemmgr.o








jmemnobs.o








jquant1.o








jquant2.o








jutils.o








jp_util.o








xmlparse.o








xmlrole.o








xmltok.o








base64.o








bundles.o








conncache.o








connect.o








content_encoding.o








cookie.o








curl_addrinfo.o








curl_fnmatch.o








curl_gethostname.o








curl_memrchr.o








curl_ntlm.o








curl_ntlm_core.o








curl_ntlm_msgs.o








curl_sasl.o








dotdot.o








easy.o








escape.o








file.o








fileinfo.o








formdata.o








ftp.o








ftplistparser.o








getenv.o








getinfo.o








hash.o








curl_hmac.o








hostcheck.o








hostip.o








hostip6.o








hostsyn.o








http.o








http_chunks.o








http_digest.o








http_proxy.o








if2ip.o








inet_ntop.o








inet_pton.o








llist.o








md5.o








mprintf.o








multi.o








netrc.o








non-ascii.o








nonblock.o








parsedate.o








pingpong.o








pipeline.o








progress.o








rawstr.o








select.o








sendf.o








share.o








slist.o








socks.o








speedcheck.o








splay.o








sslgen.o








ssluse.o








strequal.o








strerror.o








strtok.o








timeval.o








transfer.o








url.o








version.o








warnless.o








wildcard.o








nw_fetch.o








nw_network.o








bio.o








cio.o








dwt.o








event.o








image.o








invert.o








j2k.o








jp2.o








mct.o








mqc.o








openjpeg.o








opj_malloc.o








pi.o








raw.o








t1.o








t2.o








tcd.o








tgt.o








function_list.o








cu_certsec.o








cu_cryptutl.o








cu_digitalid.o








cu_ms.o








cu_openssl.o








AlternateSubstSubtables.o








AnchorTables.o








ArabicLayoutEngine.o








ArabicShaping.o








CanonData.o








CanonShaping.o








ClassDefinitionTables.o








ContextualGlyphSubstProc.o








ContextualSubstSubtables.o








CoverageTables.o








CursiveAttachmentSubtables.o
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PLOP-5.1p1-SunOS-AMD64/bind/c/include/ploplib.h

/*---------------------------------------------------------------------------*
 |          Copyright (c) 2002-2016 PDFlib GmbH. All rights reserved.        |
 +---------------------------------------------------------------------------+
 |    This software may not be copied or distributed except as expressly     |
 |    authorized by PDFlib GmbH's general license agreement or a custom      |
 |    license agreement signed by PDFlib GmbH.                               |
 |    For more information about licensing please refer to www.pdflib.com.   |
 *---------------------------------------------------------------------------*/

/* $Id: ploplib.h,v 1.135 2016/05/15 16:43:36 rjs Exp $
 *
 * PLOP public function declarations
 *
 */

/*
 * ----------------------------------------------------------------------
 * Setup, mostly Windows calling conventions and DLL stuff
 * ----------------------------------------------------------------------
 */

#include <stdio.h>

#ifndef PLOPLIB_H_INCLUDED
#define PLOPLIB_H_INCLUDED

#if defined(WIN32) && !defined(PDFLIB_CALL)
#define PDFLIB_CALL     __cdecl
#endif

#undef PDFLIB_API
#if defined(WIN32)

    #ifdef PDFLIB_EXPORTS
    #define PDFLIB_API __declspec(dllexport) /* prepare a DLL (internal use) */

    #elif defined(PDFLIB_DLL)

    #define PDFLIB_API __declspec(dllimport) /* PDFlib clients: import  DLL */
    #endif	/* PDFLIB_DLL */

#else
    #if __GNUC__ >= 4
	#define PDFLIB_API __attribute__ ((visibility("default")))
    #elif (defined(__SUNPRO_CC) && __SUNPRO_CC >= 0x550) \
	   || (defined(__SUNPRO_C) && __SUNPRO_C >= 0x550)
	#define PDFLIB_API __global
    #endif
#endif /* WIN32 */

#ifndef PDFLIB_CALL
    #define PDFLIB_CALL	/* */	/* default: no special calling conventions */
#endif

#ifndef PDFLIB_API
    #define PDFLIB_API /* */	 /* default: generate or use static library */
#endif

/* Make our declarations C++ compatible */
#ifdef __cplusplus
extern "C" {
#endif

#define PLOP_PRODUCTNAME        "PLOP"
#define PLOP_DS_PRODUCTNAME     "PLOP DS"
#define PLOP_PRODUCTDESCR       "PDF Linearization, Optimization, Protection " \
                                "and Digital Signature"
#define PLOP_COPYRIGHT \
        "(c) 2002-2015 PDFlib GmbH  www.pdflib.com  sales@pdflib.com\n"


#define PLOP_MAJORVERSION		5
#define PLOP_MINORVERSION		1
#define PLOP_REVISION			1
#define PLOP_SHORT_VERSIONSTRING	"5"
#define PLOP_LONG_VERSIONSTRING		"5.1p1"

/* Opaque data type for the PLOP context.
*/
#if	!defined(PLOP_CONTEXT_DEFINED)
#define PLOP_CONTEXT_DEFINED
#if !defined(PLOP) || defined(ACTIVEX)
typedef struct PLOP_s PLOP;
#endif
#endif

/* The API structure with function pointers. */
typedef struct PLOP_api_s PLOP_api;

/*
 * ----------------------------------------------------------------------
 * pCOS-specific enums and defines
 * ----------------------------------------------------------------------
 */

/*
 * Guard against multiple definition of pcos_mode and pcos_object_type for the
 * case that multiple PDFlib products are used in the same program.
 */
#ifndef PDF_PCOS_ENUMS

/* document access levels.
*/
typedef enum
{
    pcos_mode_minimum	 = 0, /* encrypted doc (opened w/o password)	      */
    pcos_mode_restricted = 1, /* encrypted doc (opened w/ user password)      */
    pcos_mode_full	 = 2  /* unencrypted doc or opened w/ master password */
} pcos_mode;


/* object types.
*/
typedef enum
{
    pcos_ot_null	= 0,
    pcos_ot_boolean	= 1,
    pcos_ot_number	= 2,
    pcos_ot_name	= 3,
    pcos_ot_string	= 4,
    pcos_ot_array	= 5,
    pcos_ot_dict	= 6,
    pcos_ot_stream	= 7,
    pcos_ot_fstream	= 8
} pcos_object_type;

#define PDF_PCOS_ENUMS

#endif /* PDF_PCOS_ENUMS */

/* enums for the return values of unsupported function PLOP_get_unicode_format()
*/
typedef enum
{
    plop_uni_none     = 0,   /* no Unicode format */
    plop_uni_utf8     = 5,   /* UTF-8 */
    plop_uni_utf16    = 7,   /* UTF-16 */
    plop_uni_utf16be  = 8,   /* UTF-16 BE */
    plop_uni_utf16le  = 9,   /* UTF-16 LE */
    plop_uni_utf32    = 10   /* UTF-32 */
}
plop_unicode_format;

/*
 * ----------------------------------------------------------------------
 * General functions
 * ----------------------------------------------------------------------
 */

/* Delete a PLOP context and release all its internal resources. */
PDFLIB_API void PDFLIB_CALL
PLOP_delete(
    PLOP *plop);

/*
   Retrieve a structure with PLOP API function pointers (mainly for DLLs).
   Although this function is published here, it is not supposed to be used
   directly by clients. Use PLOP_new_dl() in ploplibdl.c instead.
 */
PDFLIB_API const PLOP_api * PDFLIB_CALL
PLOP_get_api(void);

/* Create a new PLOP context. */
PDFLIB_API PLOP * PDFLIB_CALL
PLOP_new(void);

/* Create a new PLOP context with a user-supplied error handler and
   opaque pointer. Unsupported.
 */

typedef void  (*plop_error_fp)(PLOP *plop, int type, const char *msg);

PDFLIB_API PLOP * PDFLIB_CALL
PLOP_new2(
    plop_error_fp errorhandler,
    void *opaque);

/* Fetch the opaque client pointer associated with a PLOP object. Unsupported.*/
PDFLIB_API void * PDFLIB_CALL
PLOP_get_opaque(
    PLOP *plop);

/*
 * ----------------------------------------------------------------------
 * Document input and output functions
 * ----------------------------------------------------------------------
 */

/* Add recipient for encryption with certificate security.
   Returns: -1 (in PHP: 0) on error, and 1 otherwise.
 */
PDFLIB_API int PDFLIB_CALL
PLOP_add_recipient(
    PLOP *plop,
    const char *optlist);

/* Prepare signature options.
   Returns: -1 (in PHP: 0) on error, and 1 otherwise.
 */
PDFLIB_API int PDFLIB_CALL
PLOP_prepare_signature(
    PLOP *plop,
    const char *optlist);

/* Open a PDF document (which may be protected) for processing.
   Returns: -1 (in PHP: 0) on error, and a document handle otherwise.
 */
PDFLIB_API int PDFLIB_CALL
PLOP_open_document(
    PLOP *plop,
    const char *filename,
    int len,
    const char *optlist);

/* Open a PDF document (which may be protected) via a user-supplied function.
   Returns: -1 (in PHP: 0) on error, and a document handle otherwise.
 */
PDFLIB_API int PDFLIB_CALL
PLOP_open_document_callback(
    PLOP *plop,
    void *opaque,
    size_t filesize,
    size_t (*readproc)(void *opaque, void *buffer, size_t size),
    int (*seekproc)(void *opaque, long offset),
    const char *optlist);

/* Create a PDF output document (which may be protected) in memory or on
   disk file.
   Returns: -1 (in PHP: 0) on error, and a document handle otherwise.
 */
PDFLIB_API int PDFLIB_CALL
PLOP_create_document(
    PLOP *plop,
    const char * volatile filename,
    int volatile len,
    const char *optlist);

/* Fetch full or partial buffer contents of the output document from memory.
   Returns: A buffer containing output data.
 */
PDFLIB_API const char * PDFLIB_CALL
PLOP_get_buffer(
    PLOP *plop,
    long *size);

/* Close the input and output documents. */
PDFLIB_API void PDFLIB_CALL
PLOP_close_document(
    PLOP * volatile plop,
    volatile int doc,
    const char *optlist);


/*
 * ----------------------------------------------------------------------
 * Virtual file handling
 * ----------------------------------------------------------------------
 */

/* Create a named virtual read-only file from data provided in memory. */
PDFLIB_API void PDFLIB_CALL
PLOP_create_pvf(
    PLOP *plop,
    const char *filename,
    int len,
    const void *data,
    size_t size,
    const char *optlist);

/* Delete a named virtual file and free its data structures (but not the
   contents).
   Returns: -1 if the virtual file exists but is locked, and 1 otherwise.
 */
PDFLIB_API int PDFLIB_CALL
PLOP_delete_pvf(
    PLOP *plop,
    const char *filename,
    int len);

/* Query properties of a virtual file or the PDFlib Virtual File system (PVF).
   Returns: The value of some file parameter as requested by keyword.
 */
PDFLIB_API double PDFLIB_CALL
PLOP_info_pvf(
    PLOP *plop,
    const char *filename,
    int len,
    const char *keyword);


/*
 * ----------------------------------------------------------------------
 * Option handling
 * ----------------------------------------------------------------------
 */

/* Set one or more global options for PLOP. */
PDFLIB_API void PDFLIB_CALL
PLOP_set_option(
    PLOP *plop,
    const char *optlist);


/*
 * ----------------------------------------------------------------------
 * pCOS functions
 * ----------------------------------------------------------------------
 */

/* Get the value of a pCOS path with type number or boolean.
   Returns: The numerical value of the object identified by the pCOS path.
 */
PDFLIB_API double PDFLIB_CALL
PLOP_pcos_get_number(
    PLOP *plop,
    int doc,
    const char *path, ...);

/* Get the value of a pCOS path with type name, number, string, or boolean.
   Returns: A string with the value of the object identified by the pCOS path.
 */
PDFLIB_API const char * PDFLIB_CALL
PLOP_pcos_get_string(
    PLOP *plop,
    int doc,
    const char *path, ...);

/* Get the contents of a pCOS path with type stream, fstream, or string.
   Returns: The unencrypted data contained in the stream or string.
 */
PDFLIB_API const unsigned char * PDFLIB_CALL
PLOP_pcos_get_stream(
    PLOP *plop,
    int doc,
    int *length,
    const char *optlist,
    const char *path, ...);


/*
 * ----------------------------------------------------------------------
 * Conversion function
 * ----------------------------------------------------------------------
 */

/* Convert a string in an arbitrary encoding to a Unicode string in various
 * formats.
   Returns: The converted Unicode string.
*/
PDFLIB_API const char * PDFLIB_CALL
PLOP_convert_to_unicode(
    PLOP *plop,
    const char *inputformat,
    const char *inputstring,
    int inputlen,
    int *outputlen,
    const char *optlist);

/*
 * ----------------------------------------------------------------------
 * Exception handling
 * ----------------------------------------------------------------------
 */

/* Get the number of the last thrown exception,
 * or the reason of a failed function call.
   Returns: The exception�s error number.
 */
PDFLIB_API int PDFLIB_CALL
PLOP_get_errnum(
    PLOP *plop);

/* Get the descriptive text of the last thrown exception,
   or the reason of a failed function call.
   Returns: A string describing the error, or an empty string if the last
   API call didn�t cause any error.
 */
PDFLIB_API const char * PDFLIB_CALL
PLOP_get_errmsg(
    PLOP *plop);

/* Get the name of the API function which threw the last exception or failed.
   Returns: The name of a PLOP API function.
 */
PDFLIB_API const char * PDFLIB_CALL
PLOP_get_apiname(
    PLOP *plop);


/*
 * ----------------------------------------------------------------------
 * Exception handling with try/catch implementation
 * ----------------------------------------------------------------------
 */

/* Set up an exception handling frame; must always be paired with PLOP_CATCH().
*/
#define PLOP_TRY(plop)		if (setjmp(plop_jbuf(plop)->jbuf) == 0)

/* Inform the exception machinery that a PLOP_TRY() will be left without
   entering the corresponding PLOP_CATCH() clause. */

#define PLOP_EXIT_TRY(plop)	plop_exit_try(plop)

/* Catch an exception; must always be paired with PLOP_TRY(). */

#define PLOP_CATCH(plop)	if (plop_catch(plop))

/* Re-throw an exception to another handler. */

#define PLOP_RETHROW(plop)	plop_rethrow(plop)


/*
 * ----------------------------------------------------------------------
 * Deprecated functions
 * ----------------------------------------------------------------------
 */

/* Deprecated, use PLOP_convert_to_unicode() */
PDFLIB_API const char * PDFLIB_CALL
PLOP_utf8_to_utf16(
    PLOP *p,
    const char *utf8string,
    const char *ordering,
    int *size);

/* Deprecated, use PLOP_convert_to_unicode() */
PDFLIB_API const char * PDFLIB_CALL
PLOP_utf16_to_utf8(
    PLOP *p,
    const char *utf16string,
    int len,
    int *size);

/* Deprecated, use PLOP_convert_to_unicode() */
PDFLIB_API const char * PDFLIB_CALL
PLOP_utf32_to_utf8(
    PLOP *plop,
    const char *utf32string,
    int len,
    int *size);

/* Deprecated, use PLOP_convert_to_unicode() */
PDFLIB_API const char * PDFLIB_CALL
PLOP_utf32_to_utf16(
    PLOP*plop,
    const char *utf32string,
    int len,
    const char *ordering,
    int *size);

/* Deflate a Unicode string (UTF-16 or UTF-32) to a byte string (unsupported) */
PDFLIB_API const char * PDFLIB_CALL
PLOP_deflate_unicode(
    PLOP *plop,
    const char *utfstring,
    int len,
    int charsize,
    int *highchar);

/* Get the type of the Unicode format which belongs to the Unicode string
   returned from the last API function (unsupported)
*/
PDFLIB_API plop_unicode_format PDFLIB_CALL
PLOP_get_unicode_format(
    PLOP *plop);

/*
 * ----------------------------------------------------------------------
 * Private stuff, do not use explicitly but only via the above macros!
 * ----------------------------------------------------------------------
 */

#include <setjmp.h>

typedef struct
{
    jmp_buf	jbuf;
} plop_jmpbuf;

PDFLIB_API plop_jmpbuf * PDFLIB_CALL
plop_jbuf(
    PLOP *plop);

PDFLIB_API void PDFLIB_CALL
plop_exit_try(
    PLOP *plop);

PDFLIB_API int PDFLIB_CALL
plop_catch(
    PLOP *plop);

PDFLIB_API void PDFLIB_CALL
plop_rethrow(
    PLOP *plop);

PDFLIB_API void PDFLIB_CALL
plop_throw(
    PLOP *plop,
    const char *parm1,
    const char *parm2,
    const char *parm3);

/*
 * ----------------------------------------------------------------------
 * PLOP API structure with function pointers to all API functions
 * ----------------------------------------------------------------------
 */
struct PLOP_api_s
{
    /* version numbers for checking the DLL against client code */
    size_t sizeof_PLOP_api; /* size of this structure */

    int major; /* PLOP major version number */
    int minor; /* PLOP minor version number */
    int revision; /* PLOP revision number */

    int reserved; /* reserved */

    int (PDFLIB_CALL * PLOP_add_recipient)(PLOP *plop, const char *optlist);
    void (PDFLIB_CALL * PLOP_close_document)(PLOP * volatile plop,
            volatile int doc, const char *optlist);
    const char * (PDFLIB_CALL * PLOP_convert_to_unicode)(PLOP *plop,
            const char *inputformat, const char *inputstring, int inputlen,
            int *outputlen, const char *optlist);
    int (PDFLIB_CALL * PLOP_create_document)(PLOP *plop,
            const char * volatile filename,
            volatile int len, const char *optlist);
    void (PDFLIB_CALL * PLOP_create_pvf)(PLOP *plop, const char *filename,
            int len, const void *data, size_t size, const char *optlist);
    const char * (PDFLIB_CALL * PLOP_deflate_unicode)(PLOP *plop,
            const char *utfstring, int len, int charsize, int *highchar);
    void (PDFLIB_CALL * PLOP_delete)(PLOP *plop);
    int (PDFLIB_CALL * PLOP_delete_pvf)(PLOP *plop, const char *filename,
            int len);
    const PLOP_api * (PDFLIB_CALL * PLOP_get_api)(void);
    const char * (PDFLIB_CALL * PLOP_get_apiname)(PLOP *plop);
    const char * (PDFLIB_CALL * PLOP_get_buffer)(PLOP *plop, long *size);
    const char * (PDFLIB_CALL * PLOP_get_errmsg)(PLOP *plop);
    int (PDFLIB_CALL * PLOP_get_errnum)(PLOP *plop);
    void * (PDFLIB_CALL * PLOP_get_opaque)(PLOP *plop);
    plop_unicode_format (PDFLIB_CALL * PLOP_get_unicode_format)(PLOP *plop);
    double (PDFLIB_CALL * PLOP_info_pvf)(PLOP *plop, const char *filename,
            int len, const char *keyword);
    PLOP * (PDFLIB_CALL * PLOP_new)(void);
    PLOP * (PDFLIB_CALL * PLOP_new2)(plop_error_fp errorhandler, void *opaque);
    int (PDFLIB_CALL * PLOP_open_document)(PLOP *plop, const char *filename,
            int len, const char *optlist);
    int (PDFLIB_CALL * PLOP_open_document_callback)(PLOP *plop, void *opaque,
            size_t filesize, size_t(*readproc)(void *opaque, void *buffer,
                    size_t size), int(*seekproc)(void *opaque, long offset),
            const char *optlist);
    double (PDFLIB_CALL * PLOP_pcos_get_number)(PLOP *plop, int doc,
            const char *path, ...);
    const unsigned char * (PDFLIB_CALL * PLOP_pcos_get_stream)(PLOP *plop,
            int doc, int *length, const char *optlist, const char *path, ...);
    const char * (PDFLIB_CALL * PLOP_pcos_get_string)(PLOP *plop, int doc,
            const char *path, ...);
    int (PDFLIB_CALL * PLOP_prepare_signature)(PLOP *plop, const char *optlist);
    void (PDFLIB_CALL * PLOP_set_option)(PLOP *plop, const char *optlist);
    const char * (PDFLIB_CALL * PLOP_utf8_to_utf16)(PLOP *plop,
            const char *utf8string, const char *ordering, int *size);
    const char * (PDFLIB_CALL * PLOP_utf16_to_utf8)(PLOP *plop,
            const char *utf16string, int len, int *size);
    const char * (PDFLIB_CALL * PLOP_utf32_to_utf16)(PLOP *plop,
            const char *utf32string, int len, const char *ordering, int *size);
    const char * (PDFLIB_CALL * PLOP_utf32_to_utf8)(PLOP *plop,
            const char *utf32string, int len, int *size);

    plop_jmpbuf * (PDFLIB_CALL * plop_jbuf)(PLOP *plop);
    void (PDFLIB_CALL * plop_exit_try)(PLOP *plop);
    int (PDFLIB_CALL * plop_catch)(PLOP *plop);
    void (PDFLIB_CALL * plop_rethrow)(PLOP *plop);
    void (PDFLIB_CALL * plop_throw)(PLOP *plop, const char *parm1,
            const char *parm2, const char *parm3);
};

#if _MSC_VER >= 1310    /* VS .NET 2003 and later */
#pragma deprecated(PLOP_utf8_to_utf16)
#pragma deprecated(PLOP_utf16_to_utf8)
#pragma deprecated(PLOP_utf32_to_utf8)
#pragma deprecated(PLOP_utf32_to_utf16)
#pragma deprecated(PLOP_deflate_unicode)

#endif


#ifdef __cplusplus
}	/* extern "C" */
#endif

#endif	/* PLOPLIB_H_INCLUDED */







PLOP-5.1p1-SunOS-AMD64/bind/c/include/ploplibdl.h

/*---------------------------------------------------------------------------*
 |          Copyright (c) 2002-2016 PDFlib GmbH. All rights reserved.        |
 +---------------------------------------------------------------------------+
 |    This software may not be copied or distributed except as expressly     |
 |    authorized by PDFlib GmbH's general license agreement or a custom      |
 |    license agreement signed by PDFlib GmbH.                               |
 |    For more information about licensing please refer to www.pdflib.com.   |
 *---------------------------------------------------------------------------*/

/* $Id: ploplibdl.h,v 1.1 2010/09/10 14:26:15 stm Exp $
 *
 * Function prototypes for dynamically loading the PLOP DLL at runtime
 */

#ifdef __cplusplus
typedef struct PLOP_s PLOP_cpp;
#define PLOP PLOP_cpp
#define PLOP_CONTEXT_DEFINED
#endif

#include "ploplib.h"

#ifdef __cplusplus
extern "C" {
#endif

/*
 * Notes for using the PLOP DLL loading mechanism:
 *
 * - PLOP_TRY_DL()/PLOP_CATCH_DL() must be used instead of the standard
 *   exception handling macros.
 * - PLOP_new_dl() must be used instead of PLOP_new()/PLOP_new2().
 * - PLOP_delete_dl() must be used instead of PLOP_delete().
 * - PLOP_get_opaque() must not be used.
 */

/* Load the PLOP DLL, and fetch pointers to all exported functions. */
PDFLIB_API const PLOP_api * PDFLIB_CALL
PLOP_new_dl(PLOP **p_plop);

/* Delete the PLOP object and unload the previously loaded PLOP DLL */
PDFLIB_API void PDFLIB_CALL
PLOP_delete_dl(const PLOP_api *PDFlib, PLOP *plop);

#define PLOP_TRY_DL(PLOPAPI, PLOPOBJ)	\
    if (PLOPOBJ) { if (setjmp(PLOPAPI->plop_jbuf(PLOPOBJ)->jbuf) == 0)

/* Inform the exception machinery that a PLOP_TRY_DL() will be left without
   entering the corresponding PLOP_CATCH_DL() clause. */
#define PLOP_EXIT_TRY_DL(PLOPAPI, PLOPOBJ) PLOPAPI->plop_exit_try(PLOPOBJ)

/* Catch an exception; must always be paired with PLOP_TRY_DL(). */
#define PLOP_CATCH_DL(PLOPAPI, PLOPOBJ) } if (PLOPAPI->plop_catch(PLOPOBJ))

/* Re-throw an exception to another handler. */
#define PLOP_RETHROW_DL(PLOPAPI, PLOPOBJ) PLOPAPI->plop_rethrow(PLOPOBJ)

#ifdef __cplusplus
#undef PLOP
}	/* extern "C" */
#endif







PLOP-5.1p1-SunOS-AMD64/bind/c/include/dl_dl.h

/*---------------------------------------------------------------------------*
 |          Copyright (c) 2002-2016 PDFlib GmbH. All rights reserved.        |
 +---------------------------------------------------------------------------+
 |    This software may not be copied or distributed except as expressly     |
 |    authorized by PDFlib GmbH's general license agreement or a custom      |
 |    license agreement signed by PDFlib GmbH.                               |
 |    For more information about licensing please refer to www.pdflib.com.   |
 *---------------------------------------------------------------------------*/

/* $Id: dl_dl.h,v 1.2 2016/05/13 10:08:53 tm Exp $
 *
 * C wrapper code for dynamically loading DLLs at runtime. This is used
 * for all PDFlib products that support dynamic loading of the respective
 * DLLs.
 *
 * For build-technical reasons the static functions are included in a header
 * file, to be included from the product-specific wrapper for loading the DLL.
 *
 * This module is not supported on all platforms.
 */

/* ---------------------------------- WIN32 ----------------------------- */

#ifdef WIN32

#define WIN32_LEAN_AND_MEAN
#include <windows.h>
#include <winbase.h>
#undef WIN32_LEAN_AND_MEAN

static void *
pdfdl_dlopen(const char *filename)
{
    return (void *) LoadLibrary(filename);
}

static void *
pdfdl_dlsym(void *handle, const char *funcname)
{
    return (void *) GetProcAddress((HINSTANCE) handle, funcname);
}

static void
pdfdl_dlclose(void *handle)
{
    (void) FreeLibrary((HINSTANCE) handle);
}

/* ---------------------------------- MVS ----------------------------- */

#elif defined(__MVS__)

#include <dynit.h>
#include <dll.h>

static void *
pdfdl_dlopen(const char *filename)
{
    return dllload(filename);
}

static void *
pdfdl_dlsym(void *handle, const char *funcname)
{
    return dllqueryfn((dllhandle *) handle, funcname);
}

static void
pdfdl_dlclose(void *handle)
{
    (void) dllfree((dllhandle *) handle);
}

/* --------- Linux & Mac OS X & other Unixes --------------------- */

#elif defined(__linux__) || defined(linux) || defined(__APPLE__) \
    || defined (__FreeBSD__) || defined (__HOS_AIX__) || defined(__hpux)

#include <dlfcn.h>

static void *
pdfdl_dlopen(const char *filename)
{
    return dlopen(filename, RTLD_LAZY);
}

static void *
pdfdl_dlsym(void *handle, const char *funcname)
{
    return dlsym(handle, funcname);
}

static void
pdfdl_dlclose(void *handle)
{
    (void) dlclose(handle);
}

/* ---------------------------------- AS/400  ----------------------------- */

#elif defined __ILEC400__

#include <string.h>
#include <stdlib.h>
#include <miptrnam.h>
#include <qleawi.h>
#include <qusec.h>

static void *
pdfdl_dlopen(const char *filename);
static void *
pdfdl_dlsym(void *handle, const char *funcname);

static void
pdfdl_dlclose(void *handle);

static void *
pdfdl_dlopen(char *filename)
{
    char libName[11], objName[11], *s;
    void *handle;
    _SYSPTR pSrvPgm;
    Qle_ABP_Info_t actInfo;
    int actInfoLen;
    Qus_EC_t errCode;

    memset(libName, '\0', sizeof(libName));
    if ((s = strchr(filename, '/')) == NULL) {
        s = filename;
    } else {
        memcpy(libName, filename,  s - filename);
        if (!strcmp(libName, "*LIBL"))
            libName[0] = '\0';
        s += 1;
    }
    strcpy(objName, s);

    /* Get system pointer to service program */
    pSrvPgm = rslvsp(WLI_SRVPGM, objName, libName, _AUTH_NONE);

    /* Activate Bound Program */
    handle = malloc(sizeof(int));
    actInfoLen = sizeof(actInfo);
    errCode.Bytes_Provided = sizeof(errCode);
    QleActBndPgm(&pSrvPgm, handle, &actInfo, &actInfoLen, &errCode);

    if (errCode.Bytes_Available > 0)
        return NULL;

    return (void *) handle;
}

static void *
pdfdl_dlsym(void *handle, char *funcname)
{
    int expID;
    int expNameLen;
    void *ret;
    int expType;
    Qus_EC_t errCode;

    expID = 0;
    expNameLen = strlen(funcname);
    errCode.Bytes_Provided = sizeof(errCode);
    QleGetExp( handle,
        &expID, &expNameLen, funcname, &ret, &expType, &errCode);

    if (errCode.Bytes_Available > 0)
        return NULL;

    return ret;
}

static void
pdfdl_dlclose(void *handle)
{
    free( handle);
}

/* ---------------------------------- unknown  ----------------------------- */

#else

#error No DLL loading code for this platform available!

#endif







PLOP-5.1p1-SunOS-AMD64/bind/c/certsec.c

/* $Id: certsec.c,v 1.6 2016/03/23 15:17:50 tm Exp $
 *
 * PDFlib PLOP: PDF Linearization, Optimization, Protection
 *
 * Encrypt file with certificate security.
 *
 */

#include <stdio.h>

#include "ploplib.h"

int
main(int argc, char **argv)
{
    PLOP *plop;

    /* This is where input files live. Adjust as necessary. */
    const char *searchpath = "../data";

    /* Recipient certificates and permissions */
    typedef struct {const char *cert; const char *perm;} recipientdata;

    const recipientdata recipients[] = {
        /* no permission restrictions */
        { "../data/demo_recipient_1.pem", "" },

        /* form filling and signing permissions granted, but not others */
        { "../data/demo_recipient_2.pem", "nomodify nocopy noannots noassemble" },
        { "../data/demo_recipient_3.pem", "nomodify nocopy noannots noassemble" },
    };
#define RECIPIENTCOUNT (sizeof(recipients)/sizeof(recipients[0]))

    if (argc < 3 )
    {
        printf("usage: certsec <infile> <outfile>\n");
        return 2;
    }

    /* create a new PLOP object */
    if ((plop = PLOP_new()) == (PLOP *) 0)
    {
	printf("Couldn't create PLOP object (out of memory)!\n");
	return(2);
    }

    PLOP_TRY(plop) {
	int doc;
	size_t r;
	char optlist[1024];

	sprintf(optlist, "searchpath={%s}", searchpath);
	PLOP_set_option(plop, optlist);

	/* open unprotected input file */
	if ((doc = PLOP_open_document(plop, argv[1], 0, "")) == -1)
	{
	    printf("Error: %s\n", PLOP_get_errmsg(plop));
	    PLOP_delete(plop);
	    return(2);
	}

	/* add recipients */
	for (r=0; r<RECIPIENTCOUNT; r++)
	{
	    sprintf(optlist, "certificate={filename={%s}} permissions={%s}",
	            recipients[r].cert, recipients[r].perm);
            if (PLOP_add_recipient(plop, optlist) == -1)
            {
                /* emit warning and continue */
                printf("Warning: %s\n", PLOP_get_errmsg(plop));
            }
	}

	/* create protected output file */
	sprintf(optlist, "input=%d", doc);
	if (PLOP_create_document(plop, argv[2], 0, optlist) == -1)
	{
	    printf("Error: %s\n", PLOP_get_errmsg(plop));
	    PLOP_delete(plop);
	    return(2);
	}

	/* close input and output files */
        PLOP_close_document(plop, doc, "");
    }

    PLOP_CATCH(plop) {
	printf("PLOP exception occurred in certsec sample:\n");
	printf("[%d] %s: %s\n", PLOP_get_errnum(plop),
		PLOP_get_apiname(plop), PLOP_get_errmsg(plop));
	PLOP_delete(plop);
	return(2);
    }

    /* delete the PLOP object */
    PLOP_delete(plop);

    return(0);
}







PLOP-5.1p1-SunOS-AMD64/bind/c/encrypt.c

/* $Id: encrypt.c,v 1.13 2014/09/10 12:13:48 rp Exp $
 *
 * PDFlib PLOP: PDF Linearization, Optimization, Protection
 * encryption sample
 *
 */

#include <stdio.h>

#include "ploplib.h"

int
main(void)
{
    PLOP *plop;
    /* parameters for the input document */
    const char *in_filename = "PLOP-datasheet.pdf";
    const char *in_password = "";

    /* parameters for the output document */
    const char *out_filename = "PLOP-datasheet-encrypted.pdf";
    const char *out_master = "DEMO";
    const char *out_user = "demo";
    const char *permissions = "";

    /* This is where input files live. Adjust as necessary. */
    const char *searchpath = "../data";

    /* create a new PLOP object */
    if ((plop = PLOP_new()) == (PLOP *) 0)
    {
	printf("Couldn't create PLOP object (out of memory)!\n");
	return(2);
    }

    PLOP_TRY(plop) {
	int doc;
	char optlist[1024];

	sprintf(optlist, "searchpath={%s}", searchpath);
	PLOP_set_option(plop, optlist);

	/* open unprotected input file without any password */
	sprintf(optlist, "password {%s} ", in_password);
	if ((doc = PLOP_open_document(plop, in_filename, 0, optlist)) == -1)
	{
	    printf("Error: %s\n", PLOP_get_errmsg(plop));
	    PLOP_delete(plop);
	    return(2);
	}

	/* create the output file with a password */
	sprintf(optlist, "masterpassword={%s} userpassword={%s} "
	    "permissions={%s} input=%d",
	    out_master, out_user, permissions, doc);
	if (PLOP_create_document(plop, out_filename, 0, optlist)== -1)
	{
	    printf("Error: %s\n", PLOP_get_errmsg(plop));
	    PLOP_delete(plop);
	    return(2);
	}

	/* close input and output files */
        PLOP_close_document(plop, doc, "");
    }

    PLOP_CATCH(plop) {
	printf("PLOP exception occurred in encrypt:\n");
	printf("[%d] %s: %s\n", PLOP_get_errnum(plop),
		PLOP_get_apiname(plop), PLOP_get_errmsg(plop));
	PLOP_delete(plop);
	return(2);
    }

    /* delete the PLOP object */
    PLOP_delete(plop);

    return(0);
}







PLOP-5.1p1-SunOS-AMD64/bind/c/insertxmp.c

/* $Id: insertxmp.c,v 1.6 2014/09/05 13:57:40 stm Exp $
 *
 * PDFlib PLOP: PDF Linearization, Optimization, Protection
 * mini sample for inserting XMP metadata in PDF documents
 *
 */

#include <stdio.h>

#include "ploplib.h"

int
main(void)
{
    PLOP *plop;

    /* Directory where files will be searched */
    const char *searchpath = "../data";

    /* input document */
    const char *in_filename = "PLOP-datasheet.pdf";

    /* output document */
    const char *out_filename = "PLOP-datasheet-xmp.pdf";

    /* Option list for the generated output document.
     * Some alternatives for the option list using the supplied XMP samples:
     *
     * Insert custom metadata for the GWG (Ghent Workgroup)
     * Ad Ticket scheme (see http://www.gwg.org/Jobtickets.phtml):
     * "metadata={filename=gwg_ad_ticket.xmp validate=xmp2004}"
     *
     * Insert custom metadata based on Acme's enterprise schema:
     * "metadata={filename=acme.xmp}"
     *
     * Insert a custom "engineering" schema for scanned documents:
     * This works best with a PDF/A-1 input document (e.g. mini_pdfa1.pdf),
     * and requires XMP input which conforms to PDF/A-1:
     * "metadata={filename=engineering.xmp}"
     *
     * Insert a PDF/A extension schema after validating the XMP for PDF/A-1.
     * This works best with a PDF/A-1 input document (e.g. mini_pdfa1.pdf),
     * and requires XMP input which conforms to PDF/A-1:
     * "metadata={filename=machine_pdfa1.xmp validate=pdfa1}"
     *
     */
    const char *base_opts =
	"metadata={filename=gwg_ad_ticket.xmp}";


    /* create a new PLOP object */
    if ((plop = PLOP_new()) == (PLOP *) 0)
    {
	printf("Couldn't create PLOP object (out of memory)!\n");
	return(2);
    }

    PLOP_TRY(plop) {
	int doc;
	char optlist[1024];

	sprintf(optlist, "searchpath={%s}", searchpath);
	PLOP_set_option(plop, optlist);

	/* open input file */
	if ((doc = PLOP_open_document(plop, in_filename, 0, "")) == -1)
	{
	    printf("Error: %s\n", PLOP_get_errmsg(plop));
	    PLOP_delete(plop);
	    return(2);
	}

	/* create the output file and add XMP metadata */
	sprintf(optlist, "input=%d %s", doc, base_opts);
	if (PLOP_create_document(plop, out_filename, 0, optlist) == -1)
	{
	    printf("Error: %s\n", PLOP_get_errmsg(plop));
	    PLOP_delete(plop);
	    return(2);
	}

	/* close input file */
        PLOP_close_document(plop, doc, "");
    }

    PLOP_CATCH(plop) {
	printf("PLOP exception occurred in insertxmp:\n");
	printf("[%d] %s: %s\n", PLOP_get_errnum(plop),
		PLOP_get_apiname(plop), PLOP_get_errmsg(plop));
	PLOP_delete(plop);
	return(2);
    }

    /* delete the PLOP object */
    PLOP_delete(plop);

    return(0);
}







PLOP-5.1p1-SunOS-AMD64/bind/c/dumper.c

/* PLOP sample application for dumping PDF information with pCOS functions
 *
 * $Id: dumper.c,v 1.21 2016/04/27 15:17:12 tm Exp $
 */

#include <stdio.h>
#include <stdarg.h>
#include <string.h>

#include "ploplib.h"

int
main(int argc, char **argv)
{
    PLOP	*p;

    /* This is where input files live. Adjust as necessary. */
    const char *searchpath = "../data";

    if (argc != 2)
    {
        fprintf(stderr, "usage: dumper <filename>\n");
        return(2);
    }

    if ((p = PLOP_new()) == (PLOP *) 0)         /* out of memory */
    {
	fprintf(stderr, "dumper: out of memory\n");
	return 99;
    }

    PLOP_TRY(p)
    {
	int		count, pcosmode, recipientcount, plainmetadata;
	int		objtype, i, doc;
	const char	*docoptlist = "requiredmode=minimum";
	const char	*globaloptlist = "";
	char optlist[1024];

	PLOP_set_option(p, globaloptlist);

	sprintf(optlist, "searchpath={%s}", searchpath);
	PLOP_set_option(p, optlist);

	if ((doc = PLOP_open_document(p, argv[1], 0, docoptlist)) == -1)
	{
	    printf("ERROR: %s\n", PLOP_get_errmsg(p));
	    PLOP_delete(p);
	    return 98;
	}

	/* --------- general information (always available) */

	pcosmode = (int) PLOP_pcos_get_number(p, doc, "pcosmode");

	printf("       File name: %s\n", PLOP_pcos_get_string(p, doc, "filename"));

	printf("     PDF version: %s\n",
	    PLOP_pcos_get_string(p, doc, "pdfversionstring"));

	printf("      Encryption: %s\n",
	    PLOP_pcos_get_string(p, doc, "encrypt/description"));

	recipientcount =
		(int) PLOP_pcos_get_number(p, doc, "length:encrypt/recipients");

	if (recipientcount > 0)
	{
	    printf("Recipient groups: %d\n", recipientcount);
	    printf("      Digital ID: ");

	    if (pcosmode == 2)
		printf("supplied digital ID has master permissions\n");
	    else if (pcosmode == 1)
	        printf("supplied digital ID doesn't have master permissions\n");
	    else
	        printf("no suitable digital ID supplied\n");
	}

	printf("       Master pw: %s\n",
	    PLOP_pcos_get_number(p, doc, "encrypt/master") ? "yes" : "no");

	printf("         User pw: %s\n",
	    PLOP_pcos_get_number(p, doc, "encrypt/user") ? "yes" : "no");

	printf("    Text copying: %s\n",
	    PLOP_pcos_get_number(p, doc, "encrypt/nocopy") ? "no" : "yes");

	printf("      Linearized: %s\n",
	    PLOP_pcos_get_number(p, doc, "linearized") ? "yes" : "no");

	if (pcosmode == 0)
	{
	    printf("    Minimum mode: no more information available\n\n");
            PLOP_close_document(p, doc, "");
	    PLOP_delete(p);
	    return 0;
	}

	/* --------- more details (requires at least user password) */

	printf("    PDF/X status: %s\n", PLOP_pcos_get_string(p, doc, "pdfx"));

	printf("    PDF/A status: %s\n", PLOP_pcos_get_string(p, doc, "pdfa"));

	printf("   PDF/UA status: %s\n", PLOP_pcos_get_string(p, doc, "pdfua"));

	printf("   PDF/VT status: %s\n", PLOP_pcos_get_string(p, doc, "pdfvt"));

	printf("        XFA data: %s\n",
                (int) PLOP_pcos_get_number(p, doc, "type:/Root/AcroForm/XFA")
	                                    != pcos_ot_null
	                            ? "yes" : "no");
	printf("      Tagged PDF: %s\n\n",
	    PLOP_pcos_get_number(p, doc, "tagged") ? "yes" : "no");

        /* --------- analyze digital signatures */

	count = (int) PLOP_pcos_get_number(p, doc, "length:signaturefields");

        for (i=0; i < count; i++)
        {
            const char *sigtype;

            printf("   Sig. field #%d: '%s',", i+1,
                PLOP_pcos_get_string(p, doc,
                    "signaturefields[%d]/fullname", i));

            printf(" %s", (PLOP_pcos_get_number(p, doc,
                "signaturefields[%d]/visible", i) ? "visible" : "invisible"));

            sigtype = PLOP_pcos_get_string(p, doc,
                "signaturefields[%d]/sigtype", i);

            if (!strcmp(sigtype, "none"))
            {
                printf(", unsigned\n");
                continue;
            }

            printf(" %s signature", sigtype);

            if (!strcmp(sigtype, "certification"))
            {
                printf(" (%s allowed)", PLOP_pcos_get_string(p, doc,
                        "signaturefields[%d]/permissions", i));
            }

            if (PLOP_pcos_get_number(p, doc, "signaturefields[%d]/cades", i))
                printf(", CAdES");

            printf("\n");
        }
        if (count > 0)
        {
            printf("No. of revisions: %d\n\n",
                    (int) PLOP_pcos_get_number(p, doc, "revisions"));
        }

        printf("  Reader-enabled: %s\n",
            PLOP_pcos_get_string(p, doc, "usagerights"));

	printf("    No. of pages: %d\n",
	    (int) PLOP_pcos_get_number(p, doc, "length:pages"));

	printf("     Page 1 size: width=%g, height=%g\n",
	    PLOP_pcos_get_number(p, doc, "pages[%d]/width", 0),
	    PLOP_pcos_get_number(p, doc, "pages[%d]/height", 0));

	count = (int) PLOP_pcos_get_number(p, doc, "length:fonts");
	printf("    No. of fonts: %d\n", count);

	for (i=0; i < count; i++)
	{
	    if (PLOP_pcos_get_number(p, doc, "fonts[%d]/embedded", i))
		printf("embedded ");
	    else
		printf("unembedded ");

	    printf("%s font ",
		PLOP_pcos_get_string(p, doc, "fonts[%d]/type", i));
	    printf("%s\n",
		PLOP_pcos_get_string(p, doc, "fonts[%d]/name", i));
	}

	printf("\n");

	plainmetadata = (int)
	    PLOP_pcos_get_number(p, doc, "encrypt/plainmetadata");

	if (pcosmode == 1 && !plainmetadata &&
	    ((int) PLOP_pcos_get_number(p, doc, "encrypt/nocopy")))
	{
	    printf("Restricted mode: no more information available\n\n");
            PLOP_close_document(p, doc, "");
	    PLOP_delete(p);
	    return 0;
	}

	/* --------- document info keys and XMP metadata (requires master pw
	 * or plaintext metadata)
	 */

	count = (int) PLOP_pcos_get_number(p, doc, "length:/Info");

	for (i=0; i < count; i++)
	{
	    objtype = (int) PLOP_pcos_get_number(p, doc, "type:/Info[%d]", i);
	    printf("%16s: ", PLOP_pcos_get_string(p, doc, "/Info[%d].key", i));

	    /* Info entries can be stored as string or name objects */
	    if (objtype == pcos_ot_string || objtype == pcos_ot_name)
	    {
		printf("'%s'\n",
			PLOP_pcos_get_string(p, doc, "/Info[%d]", i));
	    }
	    else
	    {
		printf("(%s object)\n",
		    PLOP_pcos_get_string(p, doc, "type:/Info[%d]", i));
	    }
	}

	printf("\n   XMP meta data: ");

	objtype = (int)PLOP_pcos_get_number(p, doc, "type:/Root/Metadata");
	if (objtype == pcos_ot_stream)
	{
	    const char *contents;
	    int len;

	    contents = (const char *)
		PLOP_pcos_get_stream(p, doc, &len, "", "/Root/Metadata");
	    printf("%d bytes ", len);

	    /* This demonstrates Unicode conversion. The UTF-8 XMP data
	     * is converted to UTF-16.
	     */
	    PLOP_convert_to_unicode(p, "utf8", contents, 0, &len,
		"outputformat=utf16");
	    printf("(%d Unicode characters)\n\n", len/2);
	}
	else
	{
	    printf("not present\n\n");
	}

        PLOP_close_document(p, doc, "");
    }
    PLOP_CATCH(p)
    {
        printf("pCOS exception occurred in dumper:\n");
        printf("[%d] %s: %s\n",
            PLOP_get_errnum(p), PLOP_get_apiname(p),
	    PLOP_get_errmsg(p));
    }
    PLOP_delete(p);

    return 0;
}







PLOP-5.1p1-SunOS-AMD64/bind/c/dynamicsign.c

/* $Id: dynamicsign.c,v 1.6 2016/04/28 13:11:42 tm Exp $
 *
 * PDFlib PLOP DS:
 * generate a dynamic visualization document in memory with PDFlib,
 * and digitally sign a second document, using the dynamic document
 * for signature visualization.
 */

#include <stdio.h>
#include <time.h>

#include "pdflib.h"
#include "ploplib.h"

int
main(int argc, char **argv)
{
    PDF *p;
    PLOP *plop;
    volatile const char *volatile contents = NULL;
    long size;
    time_t timer;
    struct tm ltime;
    char timebuf[256];

    const char *months[] = {
        "January", "February", "March", "April", "May", "June",
        "July", "August", "September", "October", "November", "December"
    };

    /* This is where input files live. Adjust as necessary. */
    const char *searchpath = "../data";

    /* Basic signature options */
    static const char sign_opts[] =
        "ltv=try "          /* use ltv=full to ensure LTV status */
#if defined(USE_PKCS11)
        "engine=pkcs#11 digitalid={filename=cryptoki.dll} "
#else
        "engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo} "
#endif
    ;

    if (argc < 3 )
    {
	printf("usage: dynamicsign <infile> <outfile>\n");
	return 2;
    }

    if ((plop = PLOP_new()) == (PLOP *) 0)
    {
	printf("Couldn't create PLOP object (out of memory)!\n");
	return(2);
    }

    if ((p = PDF_new()) == (PDF *) 0)
    {
        printf("Couldn't create PDFlib object (out of memory)!\n");
        return(98);
    }

    /* ---------- Step 1: create visualization document in memory with PDFlib */

    PDF_TRY(p)
    {
	char textoptlist[1024];

	/* create a new PDF document in memory */

	PDF_begin_document(p, "", 0, "");

	PDF_set_info(p, "Creator", "dynamicsign.c");
	PDF_set_info(p, "Author", "Thomas Merz");
	PDF_set_info(p, "Title", "Dynamic signature visualization document");

	PDF_begin_page_ext(p, 300, 50, "");

	time(&timer);
	ltime = *localtime(&timer);

	/* Prepare dynamic text for the signature visualization */
	sprintf(timebuf, "Digitally signed %s %d, %d at %02d:%02d:%02d",
	    months[ltime.tm_mon], ltime.tm_mday, ltime.tm_year + 1900,
	    ltime.tm_hour, ltime.tm_min, ltime.tm_sec);

	sprintf(textoptlist,
	    "fontsize=10 fontname=Helvetica "
	    "encoding=unicode textformat=utf8 fillcolor=red");
	PDF_fit_textline(p, timebuf, 0, 10, 10, textoptlist);
		
	PDF_end_page_ext(p, "");

	PDF_end_document(p, "");

	/* fetch the memory buffer containing the PDF document */
	contents = PDF_get_buffer(p, &size);
    }

    PDF_CATCH(p)
    {
        printf("PDFlib exception occurred in dynamicsign sample:\n");
        printf("[%d] %s: %s\n",
            PDF_get_errnum(p), PDF_get_apiname(p), PDF_get_errmsg(p));
        PDF_delete(p);
        return(98);
    }

    /* ------------------ Step 2: sign the document ----------------- */

    /* create a new PLOP object */
    if ((plop = PLOP_new()) == (PLOP *) 0)
    {
	printf("Couldn't create PLOP object (out of memory)!\n");
	return(99);
    }

    PLOP_TRY(plop)
    {
	int doc, visdoc;
	char optlist[1024];

	sprintf(optlist, "searchpath={%s}", searchpath);
	PLOP_set_option(plop, optlist);

	/* Create a virtual PVF file from the document data in memory */
	PLOP_create_pvf(plop, "/pvf/visdoc.pdf", 0,
		(const char *) contents, size, "");

	if ((doc = PLOP_open_document(plop, argv[1], 0, "")) == -1)
	{
	    printf("Error: %s: %s\n", PLOP_get_apiname(plop),
	                                PLOP_get_errmsg(plop));
	    PLOP_delete(plop);
	    return(2);
	}

	/* open visualization document from PVF file */
	if ((visdoc = PLOP_open_document(plop, "/pvf/visdoc.pdf", 0, "")) == -1)
	{
	    printf("Error: %s\n", PLOP_get_errmsg(plop));
	    PLOP_delete(plop);
	    PDF_delete(p);
	    return(99);
	}

	/* Add field option for visualization to base signature options */
	sprintf(optlist, "%s field={visdoc=%d rect={10 10 adapt adapt}} ",
	    	sign_opts, visdoc);

	if (PLOP_prepare_signature(plop, optlist) == -1)
	{
	    printf("Error: %s: %s\n",
		    PLOP_get_apiname(plop), PLOP_get_errmsg(plop));
	    PLOP_delete(plop);
	    return(2);
	}

	/* sign the output file */
	sprintf(optlist, "input=%d", doc);
	if (PLOP_create_document(plop, argv[2], 0, optlist) == -1)
	{
	    printf("Error: %s\n", PLOP_get_errmsg(plop));
	    PLOP_delete(plop);
	    PDF_delete(p);
	    return(99);
	}

	/* close the input document */
        PLOP_close_document(plop, doc, "");

	/* close the visualization document */
        PLOP_close_document(plop, visdoc, "");

	/* delete PVF file containing input document */
	if (PLOP_delete_pvf(plop, "/pvf/visdoc.pdf", 0) == -1)
	{
	    printf("Error: %s\n", PLOP_get_errmsg(plop));
	    PLOP_delete(plop);
	    PDF_delete(p);
	    return(99);
	}
    }

    PLOP_CATCH(plop)
    {
	printf("PLOP exception occurred in dynamicsign:\n");
	printf("[%d] %s: %s\n", PLOP_get_errnum(plop),
		PLOP_get_apiname(plop), PLOP_get_errmsg(plop));
	PLOP_delete(plop);
	return(99);
    }

    /* delete the PLOP object */
    PLOP_delete(plop);

    /* delete the PDFlib object */
    PDF_delete(p);

    return 0;
}







PLOP-5.1p1-SunOS-AMD64/bind/c/hellosign.c

/* $Id: hellosign.c,v 1.28 2016/03/24 10:51:31 tm Exp $
 *
 * PDFlib PLOP DS:
 * generate a document in memory with PDFlib and sign it with PLOP DS
 */

#include <stdio.h>

#include "pdflib.h"
#include "ploplib.h"

int
main(void)
{
    PDF *p;
    PLOP *plop;
    int font;
    volatile const char *volatile contents = NULL;
    long size;

    /* This is where input files live. Adjust as necessary. */
    const char *searchpath = "../data";

    const char *out_filename = "hellosign.pdf";

    /* Basic signature options */
    static const char sign_opts[] =
        "ltv=try "          /* use ltv=full to ensure LTV status */
#if defined(USE_PKCS11)
        "engine=pkcs#11 digitalid={filename=cryptoki.dll} "
#else
        "engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo} "
#endif
    ;

    if ((p = PDF_new()) == (PDF *) 0)
    {
        printf("Couldn't create PDFlib object (out of memory)!\n");
        return(98);
    }

    /* ---------- Step 1: generate document in memory with PDFlib ---------- */

    PDF_TRY(p) {
	/* create a new PDF document in memory */

	PDF_begin_document(p, "", 0, "");

	PDF_set_info(p, "Creator", "hellosign.c");
	PDF_set_info(p, "Author", "Rainer Ploeckl");
	PDF_set_info(p, "Title", "Hello, world/signed (C)!");

	font = PDF_load_font(p, "Helvetica-Bold", 0, "host", "");

	PDF_begin_page_ext(p, a4_width, a4_height, "");

	PDF_setfont(p, font, 24);
	PDF_set_text_pos(p, 50, 700);
	PDF_show(p, "Hello, world/signed!");
	PDF_continue_text(p, "(says C)");
	PDF_end_page_ext(p, "");

	PDF_end_document(p, "");

	/* fetch the memory buffer containing the PDF document */
	contents = PDF_get_buffer(p, &size);
    }

    PDF_CATCH(p) {
        printf("PDFlib exception occurred in hello sample:\n");
        printf("[%d] %s: %s\n",
            PDF_get_errnum(p), PDF_get_apiname(p), PDF_get_errmsg(p));
        PDF_delete(p);
        return(98);
    }

    /* ------------------ Step 2: sign the document ----------------- */

    /* create a new PLOP object */
    if ((plop = PLOP_new()) == (PLOP *) 0)
    {
	printf("Couldn't create PLOP object (out of memory)!\n");
	return(99);
    }

    PLOP_TRY(plop) {
	int doc;

	char optlist[1024];

	sprintf(optlist, "searchpath={%s}", searchpath);
	PLOP_set_option(plop, optlist);

	/* Create a virtual PVF file from the document data in memory */
	PLOP_create_pvf(plop, "/pvf/hello.pdf", 0,
		(const char *) contents, size, "");

	/* open input document from PVF file */
	if ((doc = PLOP_open_document(plop, "/pvf/hello.pdf", 0, "")) == -1)
	{
	    printf("Error: %s\n", PLOP_get_errmsg(plop));
	    PLOP_delete(plop);
	    PDF_delete(p);
	    return(99);
	}

	if (PLOP_prepare_signature(plop, sign_opts) == -1)
	{
	    printf("Error: %s: %s\n",
		    PLOP_get_apiname(plop), PLOP_get_errmsg(plop));
	    PLOP_delete(plop);
	    return(2);
	}

	/* sign the output file */
	sprintf(optlist, "input=%d", doc);
	if (PLOP_create_document(plop, out_filename, 0, optlist) == -1)
	{
	    printf("Error: %s\n", PLOP_get_errmsg(plop));
	    PLOP_delete(plop);
	    PDF_delete(p);
	    return(99);
	}

	/* close the input document */
        PLOP_close_document(plop, doc, "");

	/* delete PVF file containing input document */
	if (PLOP_delete_pvf(plop, "/pvf/hello.pdf", 0) == -1)
	{
	    printf("Error: %s\n", PLOP_get_errmsg(plop));
	    PLOP_delete(plop);
	    PDF_delete(p);
	    return(99);
	}
    }

    PLOP_CATCH(plop) {
	printf("PLOP exception occurred in hellosign:\n");
	printf("[%d] %s: %s\n", PLOP_get_errnum(plop),
		PLOP_get_apiname(plop), PLOP_get_errmsg(plop));
	PLOP_delete(plop);
	return(99);
    }

    /* delete the PLOP object */
    PLOP_delete(plop);

    /* delete the PDFlib object */
    PDF_delete(p);

    return 0;
}







PLOP-5.1p1-SunOS-AMD64/bind/c/multisign.c

/* $Id: multisign.c,v 1.11 2016/03/23 15:48:05 stm Exp $
 *
 * PDFlib PLOP DS:
 * Demonstrate mass signature with optional PKCS#11 session handling
 *
 */

#include <stdio.h>

#include "ploplib.h"

int
main(int argc, char **argv)
{
    PLOP *plop;

    /* Basic signature options */
    static const char sign_opts[] =
        "ltv=try "          /* use ltv=full to ensure LTV status */
#if defined(USE_PKCS11)
        "engine=pkcs#11 digitalid={filename=cryptoki.dll} "
#else
        "engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo} "
#endif
    ;

    /* This is where input files live. Adjust as necessary. */
    const char *searchpath = "../data";

    if (argc < 2)
    {
        printf("usage: multisign <infile>...\n");
        return 2;
    }

    if ((plop = PLOP_new()) == (PLOP *) 0)
    {
	printf("Couldn't create PLOP object (out of memory)!\n");
	return(2);
    }

    PLOP_TRY(plop)
    {
	int doc;
	int i;
	char optlist[1024];

	sprintf(optlist, "searchpath={%s}", searchpath);
	PLOP_set_option(plop, optlist);

	if (PLOP_prepare_signature(plop, sign_opts) == -1)
	{
	    printf("Error: %s\n", PLOP_get_errmsg(plop));
	    PLOP_delete(plop);
	    return(2);
	}

	for (i = 1; i < argc; i++)
	{
	    char signed_name[256];

	    printf("Signing '%s'...\n", argv[i]);

            if ((doc = PLOP_open_document(plop, argv[i], 0, "")) == -1)
            {
                printf("Error: %s\n", PLOP_get_errmsg(plop));
		continue;
            }

            sprintf(signed_name, "%s-multisigned.pdf", argv[i]);
            sprintf(optlist, "input=%d", doc);
            if (PLOP_create_document(plop, signed_name, 0, optlist) == -1)
            {
                printf("Error: %s\n", PLOP_get_errmsg(plop));

#if defined(USE_PKCS11)
		/* The PKCS#11 session may have expired;
		 * restart and try again.
		 */
		if (PLOP_prepare_signature(plop, sign_opts) == -1)
		{
		    printf("Error: %s\n", PLOP_get_errmsg(plop));
		    PLOP_delete(plop);
		    return(2);
		}
		if (PLOP_create_document(plop, signed_name, 0, optlist) == -1)
		{
		    printf("Error: %s\n", PLOP_get_errmsg(plop));
		    PLOP_delete(plop);
		    return(2);
		}
#endif
            }

            PLOP_close_document(plop, doc, "");
	}
    }
    PLOP_CATCH(plop)
    {
	printf("PLOP exception occurred in multisign:\n");
	printf("[%d] %s: %s\n", PLOP_get_errnum(plop),
		PLOP_get_apiname(plop), PLOP_get_errmsg(plop));
	PLOP_delete(plop);
	return(2);
    }

    PLOP_delete(plop);

    return(0);
}







PLOP-5.1p1-SunOS-AMD64/bind/c/sign.c

/* $Id: sign.c,v 1.38 2016/03/24 10:51:31 tm Exp $
 *
 * PDFlib PLOP DS:
 * Demonstrate digital signature features with optional signature visualization
 *
 */

#include <stdio.h>
#include <string.h>

#include "ploplib.h"

int
main(int argc, char **argv)
{
    PLOP *plop;

    /* Basic signature options */
    static const char sign_opts[] =
        "ltv=try "          /* use ltv=full to ensure LTV status */
#if defined(USE_PKCS11)
        "engine=pkcs#11 digitalid={filename=cryptoki.dll} "
#else
        "engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo} "
#endif
    ;

    /* This is where input files live. Adjust as necessary. */
    const char *searchpath = "../data";

    /* Set to 1 to enable signature visualization */
    int visualize = 0;
    const char *visfile = "signing_man_pdfa1a.pdf";

    if (argc < 3)
    {
	printf("usage: sign <infile> <outfile>\n");
	return 2;
    }

    if ((plop = PLOP_new()) == (PLOP *) 0)
    {
	printf("Couldn't create PLOP object (out of memory)!\n");
	return(2);
    }

    PLOP_TRY(plop)
    {
	int doc, visdoc;
	char optlist[1024];

	sprintf(optlist, "searchpath={%s}", searchpath);
	PLOP_set_option(plop, optlist);

	if ((doc = PLOP_open_document(plop, argv[1], 0, "")) == -1)
	{
	    printf("Error: %s: %s\n", PLOP_get_apiname(plop),
	                                PLOP_get_errmsg(plop));
	    PLOP_delete(plop);
	    return(2);
	}

	/* Basic signature options */
	strcpy(optlist, sign_opts);

	if (visualize)
	{
	    char fieldoptlist[1024];

            if ((visdoc = PLOP_open_document(plop, visfile, 0, "")) == -1)
            {
                printf("Error: %s\n", PLOP_get_errmsg(plop));
                PLOP_delete(plop);
                return(2);
            }

            /* Add field option for visualization */
            sprintf(fieldoptlist,
                    "field={visdoc=%d rect={50 50 adapt adapt}} ", visdoc);
            strcat(optlist, fieldoptlist);
	}

	if (PLOP_prepare_signature(plop, optlist) == -1)
	{
	    printf("Error: %s: %s\n",
		    PLOP_get_apiname(plop), PLOP_get_errmsg(plop));
	    PLOP_delete(plop);
	    return(2);
	}

	sprintf(optlist, "input=%d", doc);
	if (PLOP_create_document(plop, argv[2], 0, optlist) == -1)
	{
	    printf("Error: %s: %s\n",
		    PLOP_get_apiname(plop), PLOP_get_errmsg(plop));
	    PLOP_delete(plop);
	    return(2);
	}

        PLOP_close_document(plop, doc, "");

        if (visualize)
        {
            PLOP_close_document(plop, visdoc, "");
        }
    }

    PLOP_CATCH(plop)
    {
	printf("PLOP exception occurred in sign:\n");
	printf("[%d] %s: %s\n", PLOP_get_errnum(plop),
		PLOP_get_apiname(plop), PLOP_get_errmsg(plop));
	PLOP_delete(plop);
	return(2);
    }

    PLOP_delete(plop);

    return(0);
}







PLOP-5.1p1-SunOS-AMD64/bind/c/encryptdl.c

/* $Id: encryptdl.c,v 1.3 2014/05/07 10:46:17 kurt Exp $
 *
 * PDFlib PLOP: PDF Linearization, Optimization, Protection
 *
 * Encryption sample, demonstrating how to load the PLOP DLL dynamically
 */

#include <stdio.h>

#include "ploplibdl.h"

int
main(int argc, char *argv[])
{
    PLOP *plop;
    const PLOP_api *plop_api;

    /* parameters for the input document */
    const char *in_filename = "PLOP-datasheet.pdf";
    const char *in_password = "";

    /* parameters for the output document */
    const char *out_filename = "PLOP-datasheet-encrypted-dl.pdf";
    const char *out_master = "DEMO";
    const char *out_user = "demo";
    const char *permissions = "";

    /* This is where input files live. Adjust as necessary. */
    char *searchpath = "../data";

    /* create a new PLOP object */
    if ((plop_api = PLOP_new_dl(&plop)) == (PLOP_api *) 0)
    {
        fprintf(stderr, "%s: unable to load PLOP DLL\n", argv[0]);
	return(2);
    }

    PLOP_TRY_DL(plop_api, plop) {
	int doc;
	char optlist[1024];

	sprintf(optlist, "searchpath={%s}", searchpath);
	plop_api->PLOP_set_option(plop, optlist);

	/* open unprotected input file without any password */
	sprintf(optlist, "password {%s} ", in_password);
	if ((doc = plop_api->PLOP_open_document(plop, in_filename, 0, optlist)) == -1)
	{
	    printf("Error: %s\n", plop_api->PLOP_get_errmsg(plop));
	    PLOP_delete_dl(plop_api, plop);
	    return(2);
	}

	/* create the output file with a password */
	sprintf(optlist, "masterpassword {%s} userpassword {%s} "
	    "permissions {%s}",
	    out_master, out_user, permissions);

	if (plop_api->PLOP_create_document(plop, out_filename, 0, optlist)== -1)
	{
	    printf("Error: %s\n", plop_api->PLOP_get_errmsg(plop));
	    PLOP_delete_dl(plop_api, plop);
	    return(2);
	}

	/* close input and output files */
        plop_api->PLOP_close_document(plop, doc, "");
    }

    PLOP_CATCH_DL(plop_api, plop) {
	printf("PLOP exception occurred in encryptdl:\n");
	printf("[%d] %s: %s\n", plop_api->PLOP_get_errnum(plop),
		plop_api->PLOP_get_apiname(plop), plop_api->PLOP_get_errmsg(plop));
	PLOP_delete_dl(plop_api, plop);
	return(2);
    }

    /* delete the PLOP object */
    PLOP_delete_dl(plop_api, plop);

    return(0);
}







PLOP-5.1p1-SunOS-AMD64/bind/c/ploplibdl.c

/*---------------------------------------------------------------------------*
 |          Copyright (c) 2002-2016 PDFlib GmbH. All rights reserved.        |
 +---------------------------------------------------------------------------+
 |    This software may not be copied or distributed except as expressly     |
 |    authorized by PDFlib GmbH's general license agreement or a custom      |
 |    license agreement signed by PDFlib GmbH.                               |
 |    For more information about licensing please refer to www.pdflib.com.   |
 *---------------------------------------------------------------------------*/

/* $Id: ploplibdl.c,v 1.2 2016/05/13 10:07:23 tm Exp $
 *
 * C wrapper code for dynamically loading the PLOP DLL at runtime.
 *
 * This module is not supported on all platforms.
 *
 */

#include <stdlib.h>
#include <stdio.h>

#include "ploplibdl.h"

/* enable this to avoid error messages */
/*
#define PDF_SILENT
*/

#ifdef WIN32

#define PLOP_DLLNAME                     "libplop.dll"

/* ---------------------------------- MVS ----------------------------- */

#elif defined(__MVS__)

#define PLOP_DLLNAME                     "PLOP"

/* --------------------- Linux and other Unixes -----------------------------*/

#elif defined(__linux__) || defined(linux) \
    || defined (__FreeBSD__) || defined (__HOS_AIX__) || defined(__hpux)

#define PLOP_DLLNAME                     "libplop.so"

/* ---------------------------------- Mac OS X  ----------------------------- */

#elif defined(__APPLE__)

#define PLOP_DLLNAME                     "libplop.dylib"

/* ---------------------------------- AS/400  ----------------------------- */

#elif defined __ILEC400__

#define PLOP_DLLNAME                     "PLOP"

/* ---------------------------------- unknown  ----------------------------- */

#else

#error No DLL loading code for this platform available!

#endif

#include "dl_dl.h"

static void
plop_dlerror(const char *msg)
{
#ifndef PDF_SILENT
    fprintf(stderr, msg);
#endif
}

/* Load the PLOP DLL and fetch the API structure */
PDFLIB_API const PLOP_api * PDFLIB_CALL
PLOP_new_dl(PLOP **p_plop_obj)
{
    const PLOP_api *plop_api, *(PDFLIB_CALL *get_api)(void);
    char buf[256];

    /* load the PLOP DLL... */
    void *handle = pdfdl_dlopen(PLOP_DLLNAME);

    if (!handle)
    {
	plop_dlerror("Error: couldn't load PLOP DLL\n");
	return NULL;
    }

    /* ...and fetch function pointers */
    get_api = (const PLOP_api *(PDFLIB_CALL *)(void))
		pdfdl_dlsym(handle, "PLOP_get_api");

    if (get_api == NULL)
    {
	plop_dlerror(
	    "Error: couldn't find function PLOP_get_api in PLOP DLL\n");
	pdfdl_dlclose(handle);
	return NULL;
    }

    /* Fetch the API structure. */
    plop_api = (*get_api)();

    /*
     * Check the version number of the loaded DLL against that of
     * the included header file to avoid version mismatch.
     */
    if (plop_api->sizeof_PLOP_api != sizeof(PLOP_api) ||
            plop_api->major != PLOP_MAJORVERSION ||
            plop_api->minor != PLOP_MINORVERSION) {
	sprintf(buf,
	"Error: loaded wrong version of PLOP DLL\n"
	"Expected version %d.%d (API size %lu), loaded %d.%d (API size %lu)\n",
	PLOP_MAJORVERSION, PLOP_MINORVERSION, (unsigned long) sizeof(PLOP_api),
	plop_api->major, plop_api->minor,
	(unsigned long) plop_api->sizeof_PLOP_api);
	plop_dlerror(buf);
	pdfdl_dlclose(handle);
	return NULL;
    }

    /*
     * Create a new PLOP object; use PLOP_new2() so that we can store
     * the DLL handle within PLOP and later retrieve it.
     */
    if ((*p_plop_obj = plop_api->PLOP_new2(NULL, handle)) == (PLOP *) NULL)
    {
        plop_dlerror("Couldn't create PLOP object (out of memory)!\n");
        pdfdl_dlclose(handle);
        return NULL;
    }

    return plop_api;
}

/* delete the PLOP object and unload the previously loaded PLOP DLL */
PDFLIB_API void PDFLIB_CALL
PLOP_delete_dl(const PLOP_api *plop_api, PLOP *plop)
{
    if (plop_api && plop)
    {
        /* fetch the DLL handle (previously stored in PDFlib) */
        void *handle = plop_api->PLOP_get_opaque(plop);

        plop_api->PLOP_delete(plop);

        if (handle)
            pdfdl_dlclose(handle);
    }
}







PLOP-5.1p1-SunOS-AMD64/bind/c/Makefile

# cvsid: $Id: Makefile.sample.in,v 1.12 2016/03/24 10:38:37 tm Exp $
#
# sample Makefile for PDFlib applications
# This may have to be changed for your build environment


CXX = CC
SAMPLE_CFLAGS = -m64
SAMPLE_LDFLAGS = -m64
SAMPLE_LDLIBS = 
SAMPLE_DLLDLIBS = -ldl -lsocket

CFLAGS  = -I./include $(SAMPLE_CFLAGS)
LDFLAGS = -L./lib $(SAMPLE_LDFLAGS)
LDLIBS  = -lplop -lm $(SAMPLE_DLLDLIBS) $(SAMPLE_LDLIBS)

PROGS	= 		\
	certsec  	\
	encrypt  	\
	insertxmp 	\
	dumper  	\
	multisign	\
	sign

all: $(PROGS)

test: $(PROGS)
	@echo "to test the hellosign sample use: make testhellosign"
	@echo "to test the dynamicsign sample use: make testdynamicsign"
	./certsec PLOP-datasheet.pdf PLOP-datasheet-certsec.pdf
	./encrypt
	./insertxmp
	./dumper PLOP-datasheet.pdf
	./multisign invoice.pdf PLOP-datasheet.pdf
	./sign invoice.pdf invoice-signed.pdf

# program to demonstrate the usage of the ploplibdl.c module to load the PLOP
# DLL dynamically
encryptdl: encryptdl.c ploplibdl.c
	$(CC) -c $(CFLAGS) encryptdl.c
	$(CC) -c $(CFLAGS) ploplibdl.c
	$(CXX) -o $@ $(LDFLAGS) encryptdl.o ploplibdl.o $(SAMPLE_DLLDLIBS)

dynamicsign:
	@echo "you need a version of PDFlib installed to build this target"
	$(CXX) dynamicsign.c $(CFLAGS) $(LDFLAGS) -lpdf $(LDLIBS) -o dynamicsign

testdynamicsign: dynamicsign
	-./dynamicsign PLOP-datasheet.pdf PLOP-datasheet-signed-dynamic.pdf


hellosign:
	@echo "you need a version of PDFlib installed to build this target"
	$(CXX) hellosign.c $(CFLAGS) $(LDFLAGS) -lpdf $(LDLIBS) -o hellosign

testhellosign: hellosign
	-./hellosign

clean:
	$(RM) $(PROGS) encryptdl *.o
	$(RM) hellosign dynamicsign PLOP-datasheet-encrypted.pdf PLOP-datasheet-encrypted-dl.pdf
	$(RM) PLOP-datasheet-xmp.pdf hellosign.pdf invoice-signed.pdf PLOP-datasheet-signed-dynamic.pdf

#  As we need a C++ linker change the default rules how to create executables
.SUFFIXES:
.SUFFIXES: .c

.c:
	$(CXX) -o $@ $(CFLAGS) $(LDFLAGS) $< $(LDLIBS)








PLOP-5.1p1-SunOS-AMD64/bind/cpp/plop.hpp

/*---------------------------------------------------------------------------*
 |          Copyright (c) 2005-2010 PDFlib GmbH. All rights reserved.        |
 +---------------------------------------------------------------------------+
 |    This software may not be copied or distributed except as expressly     |
 |    authorized by PDFlib GmbH's general license agreement or a custom      |
 |    license agreement signed by PDFlib GmbH.                               |
 |    For more information about licensing please refer to www.pdflib.com.   |
 *---------------------------------------------------------------------------*/

// $Id: plop.hpp,v 1.28.2.2 2015/03/18 14:27:55 rjs Exp $
//
// C++ wrapper for PLOP
//
//

#ifndef PLOPLIB_HPP
#define PLOPLIB_HPP

#include <string>
#include <sstream>
#include <iostream>
#include <stdexcept>

// We use PLOP as a C++ class name, therefore hide the actual C struct
// name for PLOP usage with C++.

typedef struct PLOP_s PLOP_cpp;
#if _MSC_VER >= 1310    /* VS .NET 2003 and later */
/* ploplib.h declares some functions as deprecated, but we don't want to see
 * these warnings here. */
#pragma warning(disable: 4995)
#endif

#define PLOP PLOP_cpp
#include "ploplib.h"
#undef PLOP

/*
 * PLOPCPP_USE_PDFLIB_NAMESPACE
 *
 * If set to a non-zero value, wrap all declarations in the namespace "PDFlib".
 * Otherwise no namespace declaration is created. For backward compatibility
 * with the PLOP 4 C++ wrapper, define this as 0.
 */
#ifndef PLOPCPP_USE_PDFLIB_NAMESPACE
#define PLOPCPP_USE_PDFLIB_NAMESPACE 1
#endif

/*
 * PLOPCPP_PDFLIB_WSTRING
 *
 * The plop.hpp header declares one instantiation of the basic_PLOP
 * template as type "PLOP". By default this PLOP type is std::wstring-based.
 * For backward compatibility with the PLOP 4 std::string-based C++ wrapper,
 * define this as 0.
 */
#ifndef PLOPCPP_PLOP_WSTRING
#define PLOPCPP_PLOP_WSTRING 1
#endif

/*
 * PLOPCPP_DL
 *
 * The plop.hpp header can be used for static linking against the PLOP
 * library, or it can be configured for loading the PLOP DLL dynamically at
 * runtime.
 *
 * The default is to compile for static linking against the PLOP library. For
 * dynamic loading, define PLOPCPP_DL as 1. In that case the resulting
 * program must not be linked against the PLOP library. Instead the ploplibdl.c
 * module from the "bind/c" directory must be compiled and linked to the
 * application.
 */
#ifndef PLOPCPP_DL
#define PLOPCPP_DL 0
#endif

#if PLOPCPP_DL
#include "ploplibdl.h"
#endif


#if defined(_MSC_VER) && defined(_MANAGED)
/*
 * Dummy declaration to prevent linker warning for .NET. If it doesn't see
 * a declaration of the structure it will complain. The structure is never
 * used in the .NET wrapper, so it is safe to declare it as an empty structure
 * here.
 */
struct PLOP_s {};
#pragma unmanaged
#endif

#if PLOPCPP_USE_PDFLIB_NAMESPACE
namespace pdflib {
#endif

template<class pstring, class conv> class basic_PLOP;

/**
 * The "do-nothing" converter that has the effect that the basic_PLOP class
 * behaves in the same way as the PLOP 4 wrapper.
 */
template<class pstring>
class PLOPNoOpConverter
{
public:
    static bool do_conversion()
    {
        return false;
    }

    static void convert_to_pdf_bytes(
        const basic_PLOP<pstring, PLOPNoOpConverter<pstring> >&,
        const pstring& in, std::string& out)
    {
        throw std::logic_error(
                "PLOPNoOpConverter::convert_to_pdf_bytes: internal error: "
                "converter called although do_conversion() returns false");
    }

    static void convert_to_pdf_utf8(
            const basic_PLOP<pstring, PLOPNoOpConverter<pstring> >&,
            const pstring&, std::string&)
    {
        throw std::logic_error(
                "PLOPNoOpConverter::convert_to_pdf_utf8: internal error: "
                "converter called although do_conversion() returns false");
    }

    static void convert_to_pdf_utf16(
            const basic_PLOP<pstring, PLOPNoOpConverter<pstring> >&,
            const pstring&, std::string&)
    {
        throw std::logic_error(
                "PLOPNoOpConverter::convert_to_pdf_utf16: internal error: "
                "converter called although do_conversion() returns false");
    }

    static void convert_to_pstring(
            const basic_PLOP<pstring, PLOPNoOpConverter<pstring> >&,
            const char *, pstring&)
    {
        throw std::logic_error(
                "PLOPNoOpConverter::convert_to_pstring: internal error: "
                "converter called although do_conversion() returns false");
    }
};

#if defined(_MSC_VER) && defined(_MANAGED)
/*
 * Switching to C++ try/catch for exception handling allows .NET compilation
 * of the C++ wrapper with "/clr" and also with "/clr:pure".
 */
#define PLOPCPP_TRY try {

#define PLOPCPP_CATCH } catch (Exception &) {\
  throw;\
}

#else /* defined(_MSC_VER) && defined(_MANAGED) */

#if PLOPCPP_DL

#define PLOPCPP_TRY      PLOP_TRY_DL(m_PLOPlib_api, plop) {
#define PLOPCPP_CATCH  \
} PLOP_CATCH_DL(m_PLOPlib_api, plop) {\
    pstring message, apiname; \
    convert_exception_strings(message, apiname); \
    throw Exception(message, m_PLOPlib_api->PLOP_get_errnum(plop), apiname, \
                        m_PLOPlib_api->PLOP_get_opaque(plop)); \
}

#else

#define PLOPCPP_TRY      PLOP_TRY(plop) {
#define PLOPCPP_CATCH  \
} PLOP_CATCH(plop) { \
    pstring message, apiname; \
    convert_exception_strings(message, apiname); \
    throw Exception(message, m_PLOPlib_api->PLOP_get_errnum(plop), apiname, \
                        m_PLOPlib_api->PLOP_get_opaque(plop)); \
}

#endif

#endif /* !(defined(_MSC_VER) && defined(_MANAGED)) */

template<class pstring, class conv>
class basic_PLOP
{
    friend class PLOPNoOpConverter<pstring>;

public:
    class Exception
    {
    public:
        Exception(const pstring& errmsg, int errnum, const pstring& apiname,
                    void *opaque) :
            m_errmsg(errmsg),
              m_errnum(errnum),
              m_apiname(apiname),
              m_opaque(opaque)
        {
        }
        pstring get_errmsg() const { return m_errmsg; }
        int get_errnum() const { return m_errnum; }
        pstring get_apiname() const { return m_apiname; }
        const void *get_opaque() const { return m_opaque; }
    private:
        pstring m_errmsg;
        int m_errnum;
        pstring m_apiname;
        void * m_opaque;
    };

#if defined(_MSC_VER) && defined(_MANAGED)
private:
    struct opaque_wrapper_t
    {
        basic_PLOP<pstring, conv> *this_ptr;
        void *opaque;
    };

    friend
    void
    errorhandler(PLOP_cpp *plop, int errortype, const char* msg)
    {
        opaque_wrapper_t *opaque_wrapper =
           static_cast<opaque_wrapper_t *>(PLOP_get_opaque(plop));

        pstring message, apiname;
        opaque_wrapper->this_ptr->convert_exception_strings(message, apiname);

        throw typename Exception(
                    message, PLOP_get_errnum(plop), apiname, opaque_wrapper->opaque);
    }

    opaque_wrapper_t opaque_wrapper;

public:
    basic_PLOP(void *opaque = NULL) :
        m_PLOPlib_api(::PLOP_get_api())
    {
        check_api(opaque);

        opaque_wrapper.this_ptr = this;
        opaque_wrapper.opaque = opaque;

        plop = m_PLOPlib_api->PLOP_new2(errorhandler, &opaque_wrapper);
        if (!plop)
        {
            throw std::bad_alloc();
        }

        set_cpp_binding_options();
    }

    ~basic_PLOP()
    {
        m_PLOPlib_api->PLOP_delete(plop);
    }
#else

#if PLOPCPP_DL
    class dl_load_error: public std::runtime_error
    {
    public:
        explicit dl_load_error() :
            std::runtime_error("Couldn't load PLOP DLL")
        {
        }
    };

    /*
     * The dynamic loading variant of the constructor accepts the "opaque"
     * parameter, but requires it to be NULL, as the opaque pointer is used
     * internally by PLOP_new_dl().
     */
    basic_PLOP(void *opaque = NULL)
    {
        if (opaque)
        {
            throw std::invalid_argument(
                    "In the dynamic loading variant of the PLOP C++ binding "
                    "the 'opaque' parameter must be NULL");
        }

        m_PLOPlib_api = PLOP_new_dl(&plop);

        if (!m_PLOPlib_api)
        {
            throw dl_load_error();
        }

        check_api(NULL);

        set_cpp_binding_options();
    }

    ~basic_PLOP()
    {
        PLOP_delete_dl(m_PLOPlib_api, plop);
    }
#else
    basic_PLOP(void *opaque = NULL) :
        m_PLOPlib_api(::PLOP_get_api())
    {
        check_api(opaque);

        plop = m_PLOPlib_api->PLOP_new2(NULL, opaque);
        if (!plop)
        {
            throw std::bad_alloc();
        }

        set_cpp_binding_options();
    }

    ~basic_PLOP()
    {
        m_PLOPlib_api->PLOP_delete(plop);
    }
#endif

#endif

    void *
    get_opaque()
    {
        void *retval = NULL;

        PLOPCPP_TRY
#if defined(_MSC_VER) && defined(_MANAGED)
            retval = opaque_wrapper.opaque;
#else
            retval = PLOP_get_opaque(plop);
#endif
        PLOPCPP_CATCH;

        return retval;
    }

#include "cpp_wrapped.h"

    /* Convert an arbitrary encoded string to a Unicode string in
     * several formats. */
    std::string
    convert_to_unicode(const pstring& inputformat,
            const std::string& inputstring, const pstring& optlist) const
    {
	const char *retval = NULL;
	std::string retstring;

	std::string inputformat_param;
	const char *p_inputformat_param;
	param_to_utf8(inputformat, inputformat_param, p_inputformat_param);

	std::string optlist_param;
	const char *p_optlist_param;
	param_to_utf8(optlist, optlist_param, p_optlist_param);

	int outputlen;

	PLOPCPP_TRY {
	    retval = m_PLOPlib_api->PLOP_convert_to_unicode(plop,
		p_inputformat_param,
		static_cast<const char *>(inputstring.c_str()),
		static_cast<int>(inputstring.length()),
		&outputlen, p_optlist_param);
	}
	PLOPCPP_CATCH;

	if (retval)
	    retstring.assign(retval, static_cast<size_t>(outputlen));

	return retstring;
    }


    /* Open a PDF document (which may be protected) via a user-supplied
     * function. */
    int
    open_document_callback(void *opaque, size_t filesize,
            size_t (*readproc)(void *opaque, void *buffer, size_t size),
            int (*seekproc)(void *opaque, long offset), const pstring& optlist)
    {
        int retval = -1;

        std::string optlist_param;
        const char *p_optlist_param;
        param_to_utf8(optlist, optlist_param, p_optlist_param);

        PLOPCPP_TRY
            retval = m_PLOPlib_api->PLOP_open_document_callback(plop,
		opaque, filesize, readproc, seekproc, p_optlist_param);
        PLOPCPP_CATCH;

        return retval;
    }


protected:
    const PLOP_api *m_PLOPlib_api;
    PLOP_cpp *plop;

private:
    void set_cpp_binding_options(void)
    {
        PLOPCPP_TRY
        {
            m_PLOPlib_api->PLOP_set_option(plop, "objorient");
            if (conv::do_conversion())
            {
                m_PLOPlib_api->PLOP_set_option(plop,
                        "binding={C++ conv} unicaplang=true");
            }
            else
            {
                switch (sizeof(typename pstring::value_type))
                {
                case sizeof(char):
                    m_PLOPlib_api->PLOP_set_option(plop,
                        "binding={C++ legacy} apitextformat=utf8");
                    break;

                case utf16_wchar_t_size:
                    m_PLOPlib_api->PLOP_set_option(plop,
                        "binding={C++} unicaplang=true apitextformat=utf16");
                    break;

                case utf32_wchar_t_size:
                    m_PLOPlib_api->PLOP_set_option(plop,
                        "binding={C++} unicaplang=true apitextformat=utf32");
                    break;

                default:
                    bad_wchar_size("basic_PLOP<pstring, conv>::basic_PLOP");
                }
            }
        }
        PLOPCPP_CATCH;
    }

    void check_api(void *opaque)
    {
        if (m_PLOPlib_api->sizeof_PLOP_api != sizeof(PLOP_api) ||
                m_PLOPlib_api->major != PLOP_MAJORVERSION ||
                m_PLOPlib_api->minor != PLOP_MINORVERSION)
        {
            pstring message;
            pstring apiname; /* stays empty */

            switch (sizeof(typename pstring::value_type))
            {
            case sizeof(char):
                apiretval_to_pstring("loaded wrong version of PLOP library", message);
                break;

            case utf16_wchar_t_size:
            case utf32_wchar_t_size:
                apiretval_to_pstring(reinterpret_cast<const char *>(L"loaded wrong version of PLOP library"), message);
                break;

            default:
                bad_wchar_size("basic_PLOP<pstring, conv>::check_api");
            }

            throw Exception(message, -1, apiname, opaque);
        }
    }

    enum
    {
        utf16_wchar_t_size = 2,
        utf32_wchar_t_size = 4
    };

    void bad_wchar_size(const char *apiname) const
    {
        std::ostringstream exception_text;
        exception_text << apiname << ": unsupported wchar_t size: "
                        << sizeof(typename pstring::value_type);

        throw std::logic_error(exception_text.str());
    }

    void param_to_utf8(const pstring& param, std::string& PLOP_param,
                        const char *& PLOP_ptr) const
    {
        if (conv::do_conversion())
        {
            conv::convert_to_pdf_utf8(*this, param, PLOP_param);
            PLOP_ptr = PLOP_param.c_str();
        }
        else
        {
            const char *s = reinterpret_cast<const char *>(param.c_str());

            switch (sizeof(typename pstring::value_type))
            {
            case sizeof(char):
                /*
                 * Legacy case: Pass through user-supplied string.
                 */
                PLOP_ptr = s;
                break;

            case utf16_wchar_t_size:
                PLOP_ptr =
                    m_PLOPlib_api->PLOP_utf16_to_utf8(plop, s,
                        static_cast<int>(param.length() * sizeof(wchar_t)), 0);
                break;

            case utf32_wchar_t_size:
                PLOP_ptr =
                    m_PLOPlib_api->PLOP_utf32_to_utf8(plop, s,
                        static_cast<int>(param.length() * sizeof(wchar_t)), 0);
                break;

            default:
                bad_wchar_size("basic_PLOP<pstring, conv>::param_to_utf8");
            }
        }
    }

    void param_to_0utf16(const pstring& param, std::string& PLOP_param,
                        const char *& PLOP_ptr, int& len) const
    {
        if (conv::do_conversion())
        {
            conv::convert_to_pdf_utf16(*this, param, PLOP_param);
            PLOP_ptr = PLOP_param.c_str();
            len = static_cast<int>(PLOP_param.length());
        }
        else
        {
            const char *s = reinterpret_cast<const char *>(param.c_str());

            switch (sizeof(typename pstring::value_type))
            {
            case sizeof(char):
                /*
                 * Legacy case: Pass through user-supplied string with length 0,
                 * string must not contain 0 bytes.
                 */
                PLOP_ptr = s;
                len = 0;
                break;

            case utf16_wchar_t_size:
                /*
                 * UTF-16 can also be passed through directly
                 */
                PLOP_ptr = s;
                len = static_cast<int>(param.length() * utf16_wchar_t_size);
                break;

            case utf32_wchar_t_size:
                PLOP_ptr =
                    m_PLOPlib_api->PLOP_utf32_to_utf16(plop, s,
                        static_cast<int>(param.length() * utf32_wchar_t_size),
                        "", &len);
                break;

            default:
                bad_wchar_size("basic_PLOP<pstring, conv>::param_to_utf16");
            }
        }
    }

    void param_to_utf16(const pstring& param, std::string& PLOP_param,
                        const char *& PLOP_ptr, int& len) const
    {
        if (conv::do_conversion())
        {
            conv::convert_to_pdf_utf16(*this, param, PLOP_param);
            PLOP_ptr = PLOP_param.c_str();
            len = static_cast<int>(PLOP_param.length());
        }
        else
        {
            const char *s = reinterpret_cast<const char *>(param.c_str());

            switch (sizeof(typename pstring::value_type))
            {
            case sizeof(char):
                /*
                 * Legacy case: Pass through user-supplied string including
                 * explicit length, string may contain 0 bytes.
                 */
                PLOP_ptr = s;
                len = static_cast<int>(param.length());
                break;

            case utf16_wchar_t_size:
                /*
                 * UTF-16 can also be passed through directly
                 */
                PLOP_ptr = s;
                len = static_cast<int>(param.length() * utf16_wchar_t_size);
                break;

            case utf32_wchar_t_size:
                PLOP_ptr =
                    m_PLOPlib_api->PLOP_utf32_to_utf16(plop, s,
                        static_cast<int>(param.length() * utf32_wchar_t_size),
                        "", &len);
                break;

            default:
                bad_wchar_size("basic_PLOP<pstring, conv>::param_to_utf16");
            }
        }
    }

    void param_to_bytes(const pstring& param, std::string& PLOP_param,
                        const char *& PLOP_ptr) const
    {
        if (conv::do_conversion())
        {
            conv::convert_to_pdf_bytes(*this, param, PLOP_param);
            PLOP_ptr = PLOP_param.c_str();
        }
        else
        {
            const size_t size = sizeof(typename pstring::value_type);
            const char *s = reinterpret_cast<const char *>(param.c_str());

            switch (size)
            {
            case sizeof(char):
                PLOP_ptr = s;
                break;

            case utf16_wchar_t_size:
            case utf32_wchar_t_size:
                {
                    int highchar;

                    const char *deflated =
                            m_PLOPlib_api->PLOP_deflate_unicode(plop, s,
                                    static_cast<int>(param.length() * size),
                                    size, &highchar);

                    if (!deflated)
                    {
                        std::ostringstream exception_text;

                        exception_text
                            << "basic_PLOP::param_to_bytes: high "
                                "Unicode character '0x"
                            << std::hex << highchar
                            << "' is not supported in this character string";

                        throw std::runtime_error(exception_text.str().c_str());
                    }

                    PLOP_ptr = deflated;
                }
                break;

            default:
                bad_wchar_size("basic_PLOP<pstring, conv>::param_to_bytes");
            }
        }
    }

    void apiretval_to_pstring(const char * const PLOP_retval,
                        pstring& cpp_retval) const
    {
        if (conv::do_conversion())
        {
            if (PLOP_retval)
            {
                conv::convert_to_pstring(*this, PLOP_retval, cpp_retval);
            }
            else
            {
                cpp_retval.erase();
            }
        }
        else
        {
            if (PLOP_retval)
            {
                cpp_retval.assign(reinterpret_cast
                                    <const typename pstring::value_type *>
                                        (PLOP_retval));
            }
            else
            {
                cpp_retval.erase();
            }
        }
    }

    /**
     * Separate routine for converting output strings to pstrings. This is used
     * for the return value of get_text(), where the length is needed because
     * the wchar_t strings are not 0-terminated.
     */
    void outputstring_to_pstring(const char * const PLOP_retval,
                        pstring& cpp_retval, const int length) const
    {
        if (conv::do_conversion())
        {
            if (PLOP_retval)
            {
                conv::convert_to_pstring(*this, PLOP_retval, cpp_retval);
            }
            else
            {
                cpp_retval.clear();
            }
        }
        else
        {
            if (PLOP_retval)
            {
                cpp_retval.assign(reinterpret_cast
                                    <const typename pstring::value_type *>
                                        (PLOP_retval),
                                    length);
            }
            else
            {
                cpp_retval.clear();
            }
        }
    }

    void
    convert_exception_strings(pstring& message, pstring& apiname) const
    {
        if (conv::do_conversion())
        {
            conv::convert_to_pstring(*this,
                    m_PLOPlib_api->PLOP_get_errmsg(plop), message);
            conv::convert_to_pstring(*this,
                    m_PLOPlib_api->PLOP_get_apiname(plop), apiname);
        }
        else
        {
            /*
             * Without custom converter the PDFlib API returns the error message
             * and the API name in the expected encoding, so just put this
             * string into the output string.
             */
            message = reinterpret_cast<const typename pstring::value_type *>
                                        (m_PLOPlib_api->PLOP_get_errmsg(plop));
            apiname = reinterpret_cast<const typename pstring::value_type *>
                                        (m_PLOPlib_api->PLOP_get_apiname(plop));
        }
    }

    /*
     * Prevent copy construction and assignment because of private PLOP_cpp
     * pointer.
     */
    basic_PLOP(const basic_PLOP&);
    basic_PLOP& operator=(const basic_PLOP&);
};

#if PLOPCPP_PLOP_WSTRING
typedef basic_PLOP<std::wstring, PLOPNoOpConverter<std::wstring> > PLOP;
#else
typedef basic_PLOP<std::string, PLOPNoOpConverter<std::string> > PLOP;
#endif

#if PLOPCPP_USE_PDFLIB_NAMESPACE
} // end of PDFlib namespace
#endif

#if _MSC_VER >= 1310    /* VS .NET 2003 and later */
#pragma warning(default: 4995)
#endif

#endif	// PLOPLIB_HPP
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/* Add recipient for encryption with certificate security. */
int
add_recipient(const pstring& optlist)
{
    int retval = 0;

    std::string optlist_param;
    const char *p_optlist_param;
    param_to_utf8(optlist, optlist_param, p_optlist_param);

    PLOPCPP_TRY {
	retval = m_PLOPlib_api->PLOP_add_recipient(plop, p_optlist_param);
    }
    PLOPCPP_CATCH;

    return retval;
}


/* Close the input and output documents. */
void
close_document(int doc, const pstring& optlist)
{
    std::string optlist_param;
    const char *p_optlist_param;
    param_to_utf8(optlist, optlist_param, p_optlist_param);

    PLOPCPP_TRY {
	m_PLOPlib_api->PLOP_close_document(plop, doc, p_optlist_param);
    }
    PLOPCPP_CATCH;
}


/* Create a PDF output document (which may be protected) in memory or on disk file. */
int
create_document(const pstring& filename, const pstring& optlist)
{
    int retval = 0;

    std::string filename_param;
    const char *p_filename_param;
    int len_filename;
    param_to_0utf16(filename, filename_param, p_filename_param, len_filename);
    std::string optlist_param;
    const char *p_optlist_param;
    param_to_utf8(optlist, optlist_param, p_optlist_param);

    PLOPCPP_TRY {
	retval = m_PLOPlib_api->PLOP_create_document(plop, p_filename_param, len_filename, p_optlist_param);
    }
    PLOPCPP_CATCH;

    return retval;
}


/* Create a named virtual read-only file from data provided in memory. */
void
create_pvf(const pstring& filename, const void * data, size_t size, const pstring& optlist)
{
    std::string filename_param;
    const char *p_filename_param;
    int len_filename;
    param_to_0utf16(filename, filename_param, p_filename_param, len_filename);
    std::string optlist_param;
    const char *p_optlist_param;
    param_to_utf8(optlist, optlist_param, p_optlist_param);

    PLOPCPP_TRY {
	m_PLOPlib_api->PLOP_create_pvf(plop, p_filename_param, len_filename, data, size, p_optlist_param);
    }
    PLOPCPP_CATCH;
}


/* Delete a named virtual file and free its data structures (but not the contents). */
int
delete_pvf(const pstring& filename)
{
    int retval = 0;

    std::string filename_param;
    const char *p_filename_param;
    int len_filename;
    param_to_0utf16(filename, filename_param, p_filename_param, len_filename);

    PLOPCPP_TRY {
	retval = m_PLOPlib_api->PLOP_delete_pvf(plop, p_filename_param, len_filename);
    }
    PLOPCPP_CATCH;

    return retval;
}


/* Get the name of the API function which threw the last exception or failed. */
pstring
get_apiname()
{
    const char *retval = NULL;
    pstring pstring_retval;

    PLOPCPP_TRY {
	retval = m_PLOPlib_api->PLOP_get_apiname(plop);
    }
    PLOPCPP_CATCH;

    apiretval_to_pstring(retval, pstring_retval);

    return pstring_retval;
}


/* Fetch full or partial buffer contents of the output document from memory. */
const char *
get_buffer(long *outputlen)
{
    const char *retval = NULL;

    PLOPCPP_TRY {
	retval = m_PLOPlib_api->PLOP_get_buffer(plop, outputlen);
    }
    PLOPCPP_CATCH;

    return retval;
}


/* Get the descriptive text of the last thrown exception, or the reason of a failed function call. */
pstring
get_errmsg()
{
    const char *retval = NULL;
    pstring pstring_retval;

    PLOPCPP_TRY {
	retval = m_PLOPlib_api->PLOP_get_errmsg(plop);
    }
    PLOPCPP_CATCH;

    apiretval_to_pstring(retval, pstring_retval);

    return pstring_retval;
}


/* Get the number of the last thrown exception, or the reason of a failed function call. */
int
get_errnum()
{
    int retval = 0;

    PLOPCPP_TRY {
	retval = m_PLOPlib_api->PLOP_get_errnum(plop);
    }
    PLOPCPP_CATCH;

    return retval;
}


/* Query properties of a virtual file or the PDFlib Virtual File system (PVF). */
double
info_pvf(const pstring& filename, const pstring& keyword)
{
    double retval = 0;

    std::string filename_param;
    const char *p_filename_param;
    int len_filename;
    param_to_0utf16(filename, filename_param, p_filename_param, len_filename);
    std::string keyword_param;
    const char *p_keyword_param;
    param_to_utf8(keyword, keyword_param, p_keyword_param);

    PLOPCPP_TRY {
	retval = m_PLOPlib_api->PLOP_info_pvf(plop, p_filename_param, len_filename, p_keyword_param);
    }
    PLOPCPP_CATCH;

    return retval;
}


/* Open a PDF document (which may be protected) for processing. */
int
open_document(const pstring& filename, const pstring& optlist)
{
    int retval = 0;

    std::string filename_param;
    const char *p_filename_param;
    int len_filename;
    param_to_0utf16(filename, filename_param, p_filename_param, len_filename);
    std::string optlist_param;
    const char *p_optlist_param;
    param_to_utf8(optlist, optlist_param, p_optlist_param);

    PLOPCPP_TRY {
	retval = m_PLOPlib_api->PLOP_open_document(plop, p_filename_param, len_filename, p_optlist_param);
    }
    PLOPCPP_CATCH;

    return retval;
}


/* Get the value of a pCOS path with type number or boolean. */
double
pcos_get_number(int doc, const pstring& path)
{
    double retval = 0;

    std::string path_param;
    const char *p_path_param;
    param_to_utf8(path, path_param, p_path_param);

    PLOPCPP_TRY {
	retval = m_PLOPlib_api->PLOP_pcos_get_number(plop, doc, "%s", p_path_param);
    }
    PLOPCPP_CATCH;

    return retval;
}


/* Get the value of a pCOS path with type name, number, string, or boolean. */
const unsigned char *
pcos_get_stream(int doc, int *outputlen, const pstring& optlist, const pstring& path)
{
    const unsigned char *retval = NULL;

    std::string optlist_param;
    const char *p_optlist_param;
    param_to_utf8(optlist, optlist_param, p_optlist_param);
    std::string path_param;
    const char *p_path_param;
    param_to_utf8(path, path_param, p_path_param);

    PLOPCPP_TRY {
	retval = m_PLOPlib_api->PLOP_pcos_get_stream(plop, doc, outputlen, p_optlist_param, "%s", p_path_param);
    }
    PLOPCPP_CATCH;

    return retval;
}


/* Get the value of a pCOS path with type name, string, or boolean. */
pstring
pcos_get_string(int doc, const pstring& path)
{
    const char *retval = NULL;
    pstring pstring_retval;

    std::string path_param;
    const char *p_path_param;
    param_to_utf8(path, path_param, p_path_param);

    PLOPCPP_TRY {
	retval = m_PLOPlib_api->PLOP_pcos_get_string(plop, doc, "%s", p_path_param);
    }
    PLOPCPP_CATCH;

    apiretval_to_pstring(retval, pstring_retval);

    return pstring_retval;
}


/* Prepare signature options. */
int
prepare_signature(const pstring& optlist)
{
    int retval = 0;

    std::string optlist_param;
    const char *p_optlist_param;
    param_to_utf8(optlist, optlist_param, p_optlist_param);

    PLOPCPP_TRY {
	retval = m_PLOPlib_api->PLOP_prepare_signature(plop, p_optlist_param);
    }
    PLOPCPP_CATCH;

    return retval;
}


/* Set one or more global options for PLOP. */
void
set_option(const pstring& optlist)
{
    std::string optlist_param;
    const char *p_optlist_param;
    param_to_utf8(optlist, optlist_param, p_optlist_param);

    PLOPCPP_TRY {
	m_PLOPlib_api->PLOP_set_option(plop, p_optlist_param);
    }
    PLOPCPP_CATCH;
}
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/* $Id: certsec.cpp,v 1.13 2014/10/06 14:13:19 rjs Exp $


 *


 * PDFlib PLOP: PDF Linearization, Optimization, Protection


 * certsecertsec sample


 *


 */





#include <iostream>


#include <string>





#include "plop.hpp"





using namespace std;


using namespace pdflib;





namespace


{


wstring get_wstring(const PLOP& plop, const string& utf8_string);


}





int


main(int argc, char **argv)


{


    PLOP plop;





    /* This is where input files live. Adjust as necessary. */


    const wstring searchpath(L"../data");





    /* Recipient certificates and permissions */


    struct recipientdata {


        recipientdata(wstring c, wstring p):


          cert(c), perm(p) {}


        wstring cert;


        wstring perm;


    };





    const recipientdata recipients[] = {


        /* no permission restrictions */


        recipientdata(L"../data/demo_recipient_1.pem", L""),





        /* form filling and signing permissions granted, but not others */


        recipientdata(L"../data/demo_recipient_2.pem", L"nomodify nocopy noannots noassemble"),


        recipientdata(L"../data/demo_recipient_3.pem", L"nomodify nocopy noannots noassemble"),


    };


    const int RECIPIENTCOUNT = sizeof(recipients) / sizeof(recipients[0]);








    if (argc < 3)


    {


    wcerr << L"usage: sign <infile> <outfile>" << endl;


    return 2;


    }





    try {


    int doc;


        int r;


    wostringstream optlist;





    optlist << L"searchpath={" << searchpath << L"}";


    plop.set_option(optlist.str());





        /*


         * Caution: For simplicity we assume that the program arguments are


         * encoded as UTF-8, which might not be true in all cases!


         */


        const wstring doc_name(get_wstring(plop, string(argv[1])));


    if ((doc = plop.open_document(doc_name, L"")) == -1)


    {


        wcerr << L"Error: " << plop.get_apiname() << L": "


                            << plop.get_errmsg() << endl;


        return 2;


    }





        /* add recipients */


    for (r = 0; r < (int)RECIPIENTCOUNT; r++)


    {


            optlist.str(L"");


            optlist << L"certificate={filename={";


            optlist << recipients[r].cert;


            optlist << "}} permissions={";


            optlist << recipients[r].perm;


            optlist << "}";





            if (plop.add_recipient(optlist.str()) == -1)


            {


                /* emit warning and continue */


                wcerr << L"Warning: " << plop.get_errmsg() << endl;


            }


    }








    /* create protected output file */


    optlist.str(L"");


    optlist << L"input=" << doc;





        const wstring out_name(get_wstring(plop, string(argv[2])));


    if (plop.create_document(out_name, optlist.str()) == -1)


    {


        wcerr << L"Error: " << plop.get_errmsg() << endl;


        return 2;


    }





    /* close input and output files */


    plop.close_document(doc, L"");


    }


    catch (PLOP::Exception &ex) {


    wcerr << L"PLOP exception occurred in certsec sample:" << endl;


    wcerr << L"[" << ex.get_errnum() << L"] " << ex.get_apiname()


        << L": " << ex.get_errmsg() << endl;


    return 2;


    }





    return 0;


}





namespace


{





/*


 * Get a wstring for the given string, assuming the string is encoded in


 * UTF-8.


 */


wstring get_wstring(const PLOP& plop, const string& utf8_string)


{


    const size_t size = sizeof(wstring::value_type);


    string wide_string;





    switch (size)


    {


    case 2:


        wide_string = plop.convert_to_unicode(L"utf8",


                            utf8_string, L"outputformat=utf16");


        break;





    case 4:


        wide_string = plop.convert_to_unicode(L"utf8",


                            utf8_string, L"outputformat=utf32");


        break;





    default:


        throw std::logic_error("Unsupported wchar_t size");


    }





    return wstring(reinterpret_cast<const wchar_t *>(wide_string.data()),


            wide_string.length() / size);


}





} // end anonymous namespace
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/*


 * $Id: dumper.cpp,v 1.18 2014/11/06 11:19:10 rjs Exp $


 *


 * PDFlib PLOP: PDF Linearization, Optimization, Protection


 * PLOP pCOS sample application for dumping PDF information


 */





#include <iostream>


#include <sstream>


#include <string>





#include "plop.hpp"





using namespace std;


using namespace pdflib;





namespace


{


const wstring   docoptlist(L"requiredmode=minimum");


const wstring   globaloptlist(L"");





wstring get_wstring(const PLOP& plop, const string& utf8_string);


}





int


main(int argc, char **argv)


{


    PLOP    plop;





    /* This is where input files live. Adjust as necessary. */


    const wstring searchpath(L"../data");





    if (argc != 2)


    {   


        wcerr << L"usage: dumper <filename>" << endl;


        return(2);


    }





    try


    {


    int     count, pcosmode, recipientcount, plainmetadata;


    int     objtype, i, doc;


    wstring     optlist;





    plop.set_option(globaloptlist);





    optlist = L"searchpath={" + searchpath + L"}";


    plop.set_option(optlist);





        /*


         * Caution: For simplicity we assume that the program arguments are


         * encoded as UTF-8, which might not be true in all cases!


         */


        const wstring doc_name(get_wstring(plop, string(argv[1])));


    if ((doc = plop.open_document(doc_name, docoptlist)) == -1)


    {


        wcout << L"ERROR: " << plop.get_errmsg() << endl;


        return 98;


    }





    /* --------- general information (always available) */





    pcosmode = static_cast<int>(plop.pcos_get_number(doc, L"pcosmode"));





    wcout << L"       File name: " << plop.pcos_get_string(doc, L"filename")


        << endl;





    wcout << L"     PDF version: " <<


        plop.pcos_get_string(doc, L"pdfversionstring") << endl;





    wcout << L"      Encryption: " <<


        plop.pcos_get_string(doc, L"encrypt/description") << endl;





    recipientcount =


        static_cast<int>(plop.pcos_get_number( doc, L"length:encrypt/recipients"));


    if (recipientcount > 0)


    {


        wcout << L"Recipient groups: " << recipientcount << endl;


        wcout << L"      Digital ID: " << endl;





        if (pcosmode == 2)


        wcout << L"supplied digital ID has master permissions" << endl;


        else if (pcosmode == 1)


            wcout << L"supplied digital ID doesn't have master permissions" << endl;


        else


            wcout << L"no suitable digital ID supplied" << endl;


    }





    wcout << L"       Master pw: " <<


        (plop.pcos_get_number(doc, L"encrypt/master") ? L"yes" : L"no") 


            << endl;





    wcout << L"         User pw: " <<


        (plop.pcos_get_number(doc, L"encrypt/user") ? L"yes" : L"no") << endl;





    wcout << L"    Text copying: " <<


        (plop.pcos_get_number(doc, L"encrypt/nocopy") ? L"no" : L"yes")


        << endl;





    wcout << L"      Linearized: " <<


        (plop.pcos_get_number(doc, L"linearized") ? L"yes" : L"no") << endl;





    if (pcosmode == 0)


    {


        wcerr << L"    Minimum mode: no more information available\n\n" << endl;


        plop.close_document(doc, L"");


        return 0;


    }





    /* --------- more details (requires at least user password) */





    wcout << L"    PDF/X status: " << plop.pcos_get_string(doc, L"pdfx") << endl;





    wcout << L"    PDF/A status: " << plop.pcos_get_string(doc, L"pdfa") << endl;


    wcout << L"   PDF/UA status: " << plop.pcos_get_string(doc, L"pdfua") << endl;


    wcout << L"   PDF/VT status: " << plop.pcos_get_string(doc, L"pdfvt") << endl;





    wcout << L"        XFA data: "


            << (static_cast<int>(


                        plop.pcos_get_number(doc, L"type:/Root/AcroForm/XFA"))


                                                != pcos_ot_null


                                        ? L"yes" : L"no") << endl;





    wcout << L"      Tagged PDF: " <<


        (plop.pcos_get_number(doc, L"tagged") ? L"yes" : L"no") << endl


        << endl;





        /* --------- analyze digital signatures */





    count = (int) plop.pcos_get_number(doc, L"length:signaturefields");





        for (i=0; i < count; i++)


        {


            wstring sigtype;


        wostringstream sigfields;





        sigfields << L"signaturefields[" << i << L"]/fullname";


            wcout << L"   Sig. field #" << i+1 << ": '"


                    << plop.pcos_get_string(doc, sigfields.str()) << L"',";





            sigfields.str(L"");


        sigfields << L"signaturefields[" << i << L"]/visible";


            if (plop.pcos_get_number(doc, sigfields.str()))


                wcout << L" visible";


            else


                wcout << L" invisible";





            sigfields.str(L"");


        sigfields << L"signaturefields[" << i << L"]/sigtype";


            sigtype = plop.pcos_get_string(doc, sigfields.str());





            if (sigtype == L"none")


            {


                wcout << L", unsigned\n";


                continue;


            }





            wcout << " " << sigtype << " signature";





            if (sigtype == L"certification")


            {


                sigfields.str(L"");


                sigfields << L"signaturefields[" << i << L"]/permissions";


                wcout << L" (" << plop.pcos_get_string(doc,


                                          sigfields.str()) << L" allowed)";


            }





            sigfields.str(L"");


            sigfields << L"signaturefields[" << i << L"]/cades";


            if (plop.pcos_get_number(doc, sigfields.str()))


                wcout << L", CAdES";





            wcout << endl;


        }


        if (count > 0)


        {


            printf("No. of revisions: %d\n\n",


                    static_cast<int>(plop.pcos_get_number(doc, L"revisions")));


        }





        wcout << L"  Reader-enabled: "


                << plop.pcos_get_string(doc, L"usagerights") << endl;








    wcout << L"    No. of pages: " <<


        static_cast<int>(plop.pcos_get_number(doc, L"length:pages")) << endl;





    wcout << L"     Page 1 size: width="


         << plop.pcos_get_number(doc, L"pages[0]/width")


         << L", height="


         << plop.pcos_get_number(doc, L"pages[0]/height") << endl;





    count = static_cast<int>(plop.pcos_get_number(doc, L"length:fonts"));


    wcout << L"    No. of fonts: " << count << endl;





    for (i=0; i < count; i++)


    {


        wostringstream fonts;





        fonts << L"fonts[" << i << L"]/embedded";


        if (plop.pcos_get_number(doc, fonts.str()))


        wcout << L"embedded ";


        else


        wcout << L"unembedded ";





        fonts.str(L"");


        fonts << L"fonts[" << i << L"]/type";


        wcout << plop.pcos_get_string(doc, fonts.str()) << L" font ",





        fonts.str(L"");


        fonts << L"fonts[" << i << L"]/name";


        wcout << plop.pcos_get_string(doc, fonts.str()) << endl;


    }





    wcout << endl;





    plainmetadata =


        static_cast<int>(plop.pcos_get_number(doc, L"encrypt/plainmetadata"));





    if (pcosmode == 1 && !plainmetadata &&


        (static_cast<int>(plop.pcos_get_number(doc, L"encrypt/nocopy"))))


    {


        wcout << L"Restricted mode: no more information available"


         << endl << endl;


        plop.close_document(doc, L"");


        return 0;


    }





    /* --------- document info keys and XMP metadata (requires master pw) */





    count = (int) plop.pcos_get_number(doc, L"length:/Info");





    for (i = 0; i < count; i++)


    {


        wostringstream info;





        info << L"type:/Info[" << i << L"]";


        objtype = static_cast<int>(plop.pcos_get_number(doc, info.str()));





        info.str(L"");


        info << L"/Info[" << i << L"].key";


        wcout.width(16);


        wcout << plop.pcos_get_string(doc, info.str()) << L": ";





        /* Info entries can be stored as wstring or name objects */


        if (objtype == pcos_ot_string || objtype == pcos_ot_name)


        {


        info.str(L"");


        info << L"/Info[" << i << L"]";


        wcout << L"'" << plop.pcos_get_string(doc, info.str()) << L"'" 


            << endl;


        }


        else


        {


        info.str(L"");


        info << L"type:/Info[" << i << L"]";


        wcout << L"(" << plop.pcos_get_string(doc, info.str())


                << L" object)" << endl;


        }


    }





    wcout << endl << L"   XMP meta data: ";





    objtype = static_cast<int>(plop.pcos_get_number(doc, L"type:/Root/Metadata"));


    if (objtype == pcos_ot_stream)


    {


        const unsigned char *contents;


        int len;





        contents = plop.pcos_get_stream(doc, &len, L"", L"/Root/Metadata");


        wcout << len << L" bytes ";





        /*


         * This demonstrates Unicode conversion.


         */


        const string utf32 = plop.convert_to_unicode(L"utf8",


                string(reinterpret_cast<const char *>(contents), static_cast<size_t>(len)),


                L"outputformat=utf32");


        wcout << L"(" << utf32.size() / 4 << L" Unicode characters)";


        wcout << endl << endl;


    }


    else


    {


        wcout << L"not present" << endl << endl;


    }





    plop.close_document(doc, L"");


    }


    catch (PLOP::Exception &ex) {


        wcerr << L"PLOP exception occurred in dumper:" << endl;


    wcerr << L"[" << ex.get_errnum() << L"] " << ex.get_apiname()


                << L": " << ex.get_errmsg() << endl;


    }





    return 0;


}





namespace


{





/*


 * Get a wstring for the given string, assuming the string is encoded in


 * UTF-8.


 */


wstring get_wstring(const PLOP& plop, const string& utf8_string)


{


    const size_t size = sizeof(wstring::value_type);


    string wide_string;





    switch (size)


    {


    case 2:


        wide_string = plop.convert_to_unicode(L"utf8",


                            utf8_string, L"outputformat=utf16");


        break;





    case 4:


        wide_string = plop.convert_to_unicode(L"utf8",


                            utf8_string, L"outputformat=utf32");


        break;





    default:


        throw std::logic_error("Unsupported wchar_t size");


    }





    return wstring(reinterpret_cast<const wchar_t *>(wide_string.data()),


            wide_string.length() / size);


}





} // end anonymous namespace










PLOP-5.1p1-SunOS-AMD64/bind/cpp/dynamicsign.cpp


PLOP-5.1p1-SunOS-AMD64/bind/cpp/dynamicsign.cpp

/*


 * $Id: hellosign.cpp,v 1.26 2016/03/24 13:27:12 rp Exp $


 *


 * PDFlib PLOP DS:


 * generate a dynamic visualization document in memory with PDFlib,


 * and digitally sign a second document, using the dynamic document


 * for signature visualization.


 */





#include <iostream>


#include <iomanip>


#include <string>


#include <time.h>





#include "pdflib.hpp"


#include "plop.hpp"





using namespace std;


using namespace pdflib;





namespace


{


wstring get_wstring(const PLOP& plop, const string& utf8_string);


}





int


main(int argc, char *argv[])


{


    const char *contents = NULL;


    long size;


    PDFlib p;





    const wchar_t * const months[] =


    {


        L"January", L"February", L"March", L"April", L"May", L"June",


        L"July", L"August", L"September", L"October", L"November", L"December"


    };





    /* This is where input files live. Adjust as necessary. */


    const wstring searchpath(L"../data");





    /* Basic signature options */


    static const wstring sign_opts =


        L"ltv=try " /* use ltv=full to ensure LTV status */


#if defined(USE_PKCS11)


        L"engine=pkcs#11 digitalid={filename=cryptoki.dll}"


#else


        L"engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo}"


#endif


    ;





    if (argc < 3)


    {


        wcerr << L"usage: dynamicsign <infile> <outfile>" << endl;


        return 2;


    }





    /* ---------- Step 1: create visualization document in memory ---------- */





    try


    {


        /* create a new PDF document in memory */


        p.begin_document(L"", L"");





        p.set_info(L"Creator", L"hellosign.cpp");


        p.set_info(L"Author", L"Rainer Pl\u00f6ckl");


        p.set_info(L"Title", L"Dynamic signature visualization document");





        p.begin_page_ext(300, 50, L"");





        time_t timer;


        struct tm ltime;





        time(&timer);


        ltime = *localtime(&timer);





        wostringstream timebuf;


        timebuf << L"Digitally signed "


                << months[ltime.tm_mon] << L" " << ltime.tm_mday


                << L", " << ltime.tm_year + 1900


                << L" at "


                << setw(2) << setfill(L'0') << ltime.tm_hour << L":"


                << setw(2) << setfill(L'0') << ltime.tm_min << L":"


                << setw(2) << setfill(L'0') << ltime.tm_sec;





        wstring const textoptlist(L"fontsize=10 fontname=Helvetica "


            L"encoding=unicode fillcolor=red");





        p.fit_textline(timebuf.str(), 10, 10, textoptlist);


        p.end_page_ext(L"");





        p.end_document(L"");





        /* fetch the memory buffer containing the PDF document */


        contents = p.get_buffer(&size);


    }


    catch (PDFlib::Exception &ex)


    {


        wcerr << L"PDFlib exception occurred in hellosign sample:" << endl;


        wcerr << L"[" << ex.get_errnum() << L"] " << ex.get_apiname() << L": "


                << ex.get_errmsg() << endl;





        return 98;


    }





    /* ------------------ Step 2: sign the document ----------------- */





    try


    {


        int doc;


        PLOP plop;


        wostringstream optlist;





        optlist << L"searchpath={" << searchpath << L"}";





        plop.set_option(optlist.str());





        /* Create a virtual PVF file from the document data in memory */


        plop.create_pvf(L"/pvf/visdoc.pdf", contents, size, L"");





        /*


         * Caution: For simplicity we assume that the program arguments are


         * encoded as UTF-8, which might not be true in all cases!


         */


        const wstring indoc_name(get_wstring(plop, argv[1]));





        /* open input document from PVF file */


        if ((doc = plop.open_document(indoc_name, L"")) == -1)


        {


            wcerr << L"Error: " << plop.get_apiname() << L": "


                    << plop.get_errmsg() << endl;


            return 99;


        }





        int visdoc = plop.open_document(L"/pvf/visdoc.pdf", L"");


        if (visdoc == -1)


        {


            wcerr << L"Error: " << plop.get_apiname() << L": "


                    << plop.get_errmsg() << endl;


            return 99;


        }





        /* Add field option for visualization to base signature options */


        optlist.str(L"");


        optlist << sign_opts << L" field={visdoc=" << visdoc


                << L" rect={10 10 adapt adapt}} ";


        if (plop.prepare_signature(optlist.str()) == -1)


        {


            wcerr << L"Error: " << plop.get_apiname() << L": "


                    << plop.get_errmsg() << endl;


            return 2;


        }





        /* sign the output file */


        optlist.str(L"");


        optlist << L"input=" << doc;


        if (plop.create_document(get_wstring(plop, argv[2]), optlist.str())


                                                    == -1)


        {


            wcerr << L"Error: " << plop.get_apiname() << L": "


                    << plop.get_errmsg() << endl;


            return 99;


        }





        /* close the input document */


        plop.close_document(doc, L"");





        /* close the visualization document */


        plop.close_document(visdoc, L"");





        /* delete PVF file containing input document */


        if (plop.delete_pvf(L"/pvf/visdoc.pdf") == -1)


        {


            wcerr << L"Error: " << plop.get_apiname() << L": "


                    << plop.get_errmsg() << endl;


            return 99;


        }


    }


    catch (PLOP::Exception &ex)


    {


        wcerr << L"PLOP exception occurred in hellosign:" << endl;


        wcerr << L"[" << ex.get_errnum() << L"] " << ex.get_apiname() << L": "


                << ex.get_errmsg() << endl;


        return 99;


    }





    return 0;


}





namespace


{





/*


 * Get a wstring for the given string, assuming the string is encoded in


 * UTF-8.


 */


wstring get_wstring(const PLOP& plop, const string& utf8_string)


{


    const size_t size = sizeof(wstring::value_type);


    string wide_string;





    switch (size)


    {


    case 2:


        wide_string = plop.convert_to_unicode(L"utf8",


                            utf8_string, L"outputformat=utf16");


        break;





    case 4:


        wide_string = plop.convert_to_unicode(L"utf8",


                            utf8_string, L"outputformat=utf32");


        break;





    default:


        throw std::logic_error("Unsupported wchar_t size");


    }





    return wstring(reinterpret_cast<const wchar_t *>(wide_string.data()),


            wide_string.length() / size);


}





} // end anonymous namespace







PLOP-5.1p1-SunOS-AMD64/bind/cpp/encrypt.cpp


PLOP-5.1p1-SunOS-AMD64/bind/cpp/encrypt.cpp

/* $Id: encrypt.cpp,v 1.12 2014/09/05 13:49:56 stm Exp $


 *


 * PDFlib PLOP: PDF Linearization, Optimization, Protection


 * encryption sample


 *


 */





#include <iostream>


#include <string>





#include "plop.hpp"





using namespace std;


using namespace pdflib;





int


main(void)


{


    PLOP plop;





    /* parameters for the input document */


    const wstring in_filename(L"PLOP-datasheet.pdf");


    const wstring in_password(L"");





    /* parameters for the output document */


    const wstring out_filename(L"PLOP-datasheet-encrypted.pdf");


    const wstring out_master(L"DEMO");


    const wstring out_user(L"demo");


    const wstring permissions(L"");





    /* This is where input files live. Adjust as necessary. */


    const wstring searchpath(L"../data");





    try {


    int doc;


    wostringstream optlist;





    optlist << L"searchpath={" << searchpath << L"}";


    plop.set_option(optlist.str());





    /* open unprotected input file without any password */


    optlist.str(L"");


    optlist << L"password {" << in_password << L"} ";


    if ((doc = plop.open_document(in_filename, optlist.str())) == -1)


    {


        wcerr << L"Error: " << plop.get_apiname() << L": "


                            << plop.get_errmsg() << endl;


        return 2;


    }





    /* create the output file with a password */


    optlist.str(L"");


    optlist << L"masterpassword {" << out_master << L"} userpassword {"


            << out_user << L"} permissions {" << permissions


            << L"} input=" << doc;





    if (plop.create_document(out_filename, optlist.str()) == -1)


    {


        wcerr << L"Error: " << plop.get_apiname() << L": "


                            << plop.get_errmsg() << endl;


        return 2;


    }





    /* close input and output files */


    plop.close_document(doc, L"");


    }


    catch (PLOP::Exception &ex) {


    wcerr << L"PLOP exception occurred in encrypt:" << endl;


    wcerr << L"[" << ex.get_errnum() << L"] " << ex.get_apiname()


        << L": " << ex.get_errmsg() << endl;


    return 2;


    }





    return 0;


}
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PLOP-5.1p1-SunOS-AMD64/bind/cpp/hellosign.cpp

/*


 * $Id: hellosign.cpp,v 1.25 2016/03/24 06:46:13 rp Exp $


 *


 * PDFlib PLOP DS:


 * generate a document in memory with PDFlib and sign it with PLOP DS


 */





#include <iostream>





#include "pdflib.hpp"


#include "plop.hpp"





using namespace std;


using namespace pdflib;





int


main()


{


    int font;


    const char *contents = NULL;


    long size;


    PDFlib p;





    /* This is where input files live. Adjust as necessary. */


    const wstring searchpath(L"../data");





    wstring out_filename(L"hellosign.pdf");





    /* Basic signature options */


    static const wstring sign_opts =


        L"ltv=try "          /* use ltv=full to ensure LTV status */


    #if defined(USE_PKCS11)


        L"engine=pkcs#11 digitalid={filename=cryptoki.dll}"


    #else


        L"engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo}"


    #endif


        ;





    /* ---------- Step 1: generate document in memory with PDFlib ---------- */





    try {


        /* create a new PDF document in memory */


    p.begin_document(L"", L"");





    p.set_info(L"Creator", L"hellosign.c");


    p.set_info(L"Author", L"Rainer Pl\u00f6ckl");


    p.set_info(L"Title", L"Hello, world/signed (C)!");





    font = p.load_font(L"Helvetica-Bold", L"host", L"");





    p.begin_page_ext(a4_width, a4_height, L"");





    p.setfont(font, 24);


    p.set_text_pos(50, 700);


    p.show(L"Hello, world/signed!");


    p.continue_text(L"(says C)");


    p.end_page_ext(L"");





    p.end_document(L"");





    /* fetch the memory buffer containing the PDF document */


    contents = p.get_buffer(&size);


    }


    catch (PDFlib::Exception &ex) {


        wcerr << L"PDFlib exception occurred in hellosign sample:" << endl;


        wcerr << L"[" << ex.get_errnum() << L"] " << ex.get_apiname()


        << L": " << ex.get_errmsg() << endl;


        


        return 98;


    }





    /* ------------------ Step 2: sign the document ----------------- */


    


    try {


    int doc;


    PLOP plop;


    wostringstream optlist;





    optlist << L"searchpath={" << searchpath << L"}";





    plop.set_option(optlist.str());





    /* Create a virtual PVF file from the document data in memory */


    plop.create_pvf(L"/pvf/hello.pdf", contents, size, L"");





    /* open input document from PVF file */


    if ((doc = plop.open_document(L"/pvf/hello.pdf", L"")) == -1)


    {


            wcerr << L"Error: " << plop.get_apiname() << L": "


                    << plop.get_errmsg() << endl;


        return 99;


    }





        if (plop.prepare_signature(sign_opts) == -1)


        {


            wcerr << L"Error: " << plop.get_apiname() << L": "


                    << plop.get_errmsg() << endl;


            return 2;


        }





    /* sign the output file */


        optlist.str(L"");


        optlist << L"input=" << doc;


    if (plop.create_document(out_filename, optlist.str()) == -1)


    {


            wcerr << L"Error: " << plop.get_apiname() << L": "


                    << plop.get_errmsg() << endl;


        return 99;


    }





        /* close the input document */


        plop.close_document(doc, L"");





        /* delete PVF file containing input document */


        if (plop.delete_pvf(L"/pvf/hello.pdf") == -1)


    {


            wcerr << L"Error: " << plop.get_apiname() << L": "


                    << plop.get_errmsg() << endl;


        return 99;


    }





    }


    catch (PLOP::Exception &ex) {


    wcerr << L"PLOP exception occurred in hellosign:" << endl;


    wcerr << L"[" << ex.get_errnum() << L"] " << ex.get_apiname()


        << L": " << ex.get_errmsg() << endl;


    return 99;


    }





    return 0;


}
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PLOP-5.1p1-SunOS-AMD64/bind/cpp/insertxmp.cpp

/* $Id: insertxmp.cpp,v 1.8 2014/09/05 14:49:08 stm Exp $


 *


 * PDFlib PLOP: PDF Linearization, Optimization, Protection


 * mini sample for inserting XMP metadata in PDF documents


 *


 */





#include <iostream>


#include <string>





#include "plop.hpp"





using namespace std;


using namespace pdflib;





int


main(void)


{


    PLOP plop;





    /* Directory where files will be searched */


    const wstring searchpath(L"../data");





    /* input document */


    const wstring in_filename(L"PLOP-datasheet.pdf");





    /* output document */


    const wstring out_filename(L"PLOP-datasheet-xmp.pdf");





    /* Option list for the generated output document.


     * Some alternatives for the option list using the supplied XMP samples:


     *


     * Insert custom metadata for the GWG (Ghent Workgroup)


     * Ad Ticket scheme (see http://www.gwg.org/Jobtickets.phtml):


     * L"metadata={filename=gwg_ad_ticket.xmp validate=xmp2004}"


     *


     * Insert custom metadata based on Acme's enterprise schema:


     * L"metadata={filename=acme.xmp}"


     *


     * Insert a custom L"engineering" schema for scanned documents:


     * This works best with a PDF/A-1 input document (e.g. mini_pdfa1.pdf),


     * and requires XMP input which conforms to PDF/A-1:


     * L"metadata={filename=engineering.xmp}"


     *


     * Insert a PDF/A extension schema after validating the XMP for PDF/A-1.


     * This works best with a PDF/A-1 input document (e.g. mini_pdfa1.pdf),


     * and requires XMP input which conforms to PDF/A-1:


     * L"metadata={filename=machine_pdfa1.xmp validate=pdfa1}"


     *


     */


    const wstring base_opts = L"metadata={filename=gwg_ad_ticket.xmp}";





    try {


    int doc;


    wostringstream optlist;





    optlist << L"searchpath={" << searchpath << L"}";


    plop.set_option(optlist.str());





    /* open input file */


    if ((doc = plop.open_document(in_filename, L"")) == -1)


    {


        wcerr << L"Error: " << plop.get_apiname() << L": "


                                << plop.get_errmsg() << endl;


        return 2;


    }





    /* create the output file and add XMP metadata */


    optlist.str(L"");


    optlist << L"input=" << doc << L" " << base_opts;


    if (plop.create_document(out_filename, optlist.str()) == -1)


    {


        wcerr << L"Error: " << plop.get_apiname() << L": "


                                << plop.get_errmsg() << endl;


        return 2;


    }





    /* close input file */


    plop.close_document(doc, L"");


    }





    catch (PLOP::Exception &ex) {


    wcerr << L"PLOP exception occurred in insertxmp:" << endl;


    wcerr << L"[" << ex.get_errnum() << L"] " << ex.get_apiname()


            << L": " << ex.get_errmsg() << endl;


    return 2;


    }





    return 0;


}
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PLOP-5.1p1-SunOS-AMD64/bind/cpp/multisign.cpp

/* $Id: multisign.cpp,v 1.3 2016/03/24 06:46:13 rp Exp $


 *


 * PDFlib PLOP DS:


 * Demonstrate mass signature with optional PKCS#11 session handling


 */





#include <iostream>





#include "plop.hpp"





using namespace std;


using namespace pdflib;





namespace


{


wstring get_wstring(const PLOP& plop, const string& utf8_string);


}





int


main(int argc, char **argv)


{


    PLOP plop;





    /* Basic signature options */


    static const wstring sign_opts =


        L"ltv=try "          /* use ltv=full to ensure LTV status */


#if defined(USE_PKCS11)


        L"engine=pkcs#11 digitalid={filename=cryptoki.dll}"


#else


        L"engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo}"


#endif


        ;





    /* This is where input files live. Adjust as necessary. */


    const wstring searchpath(L"../data");





    if (argc < 2)


    {


        wcerr << L"usage: multisign <infile>..." << endl;


        return 2;


    }





    try {


    int i;


    wostringstream optlist;





    optlist << L"searchpath={" << searchpath << L"}";


    plop.set_option(optlist.str());





    if (plop.prepare_signature(sign_opts) == -1)


    {


        wcerr << L"Error: " << plop.get_apiname() << L": "


                            << plop.get_errmsg() << endl;


            return 2;


    }





    for (i = 1; i < argc; i++)


    {


            int doc;


        wostringstream signed_name;





        const wstring doc_name(get_wstring(plop, string(argv[i])));





        wcout << L"Signing '" << doc_name  << "'..." << endl;





            if ((doc = plop.open_document(doc_name, L"")) == -1)


            {


                wcerr << L"Error: Document '" << doc_name << ": "


                    << plop.get_apiname() << L": " << plop.get_errmsg() << endl;


        continue;


            }





            signed_name << doc_name << L"-signed.pdf";





            optlist.str(L"");


            optlist << L"input=" << doc;


            if (plop.create_document(signed_name.str(), optlist.str()) == -1)


            {


                wcerr << L"Error: Output document '" << signed_name.str()


                    << ": " << plop.get_apiname() << L": "


                    << plop.get_errmsg() << endl;








#if defined(USE_PKCS11)


        /* The PKCS#11 session may have expired;


         * restart and try again;


         */


        if (plop.prepare_signature(sign_opts) == -1)


        {


                    wcerr << L"Error: " << plop.get_apiname() << L": "


                                        << plop.get_errmsg() << endl;


            return 2;


        }


        if (plop.create_document(signed_name, 0, optlist.str()) == -1)


        {


                    wcerr << L"Error: Output document '" << signed_name.str()


                        << ": " << plop.get_apiname() << L": "


                        << plop.get_errmsg() << endl;


            return 2;


        }


#endif


            }





            plop.close_document(doc, L"");


    }


    }


    catch (PLOP::Exception &ex) {


        wcerr << L"PLOP exception occurred in multisign:" << endl;


        wcerr << L"[" << ex.get_errnum() << L"] " << ex.get_apiname()


                << L": " << ex.get_errmsg() << endl;


        return 99;


    }





    return 0;


}





namespace


{





/*


 * Get a wstring for the given string, assuming the string is encoded in


 * UTF-8.


 */


wstring get_wstring(const PLOP& plop, const string& utf8_string)


{


    const size_t size = sizeof(wstring::value_type);


    string wide_string;





    switch (size)


    {


    case 2:


        wide_string = plop.convert_to_unicode(L"utf8",


                            utf8_string, L"outputformat=utf16");


        break;





    case 4:


        wide_string = plop.convert_to_unicode(L"utf8",


                            utf8_string, L"outputformat=utf32");


        break;





    default:


        throw std::logic_error("Unsupported wchar_t size");


    }





    return wstring(reinterpret_cast<const wchar_t *>(wide_string.data()),


            wide_string.length() / size);


}





} // end anonymous namespace
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PLOP-5.1p1-SunOS-AMD64/bind/cpp/sign.cpp

/* $Id: sign.cpp,v 1.26 2016/03/24 06:46:13 rp Exp $


 *


 * PDFlib PLOP DS:


 * Demonstrate digital signature features with optional signature visualization


 *


 */





#include <iostream>


#include <string>





#include "plop.hpp"





using namespace std;


using namespace pdflib;





namespace


{


wstring get_wstring(const PLOP& plop, const string& utf8_string);


}





int


main(int argc, char **argv)


{


    PLOP plop;





    /* This is where input files live. Adjust as necessary. */


    const wstring searchpath(L"../data");





    /* Set to true to enable signature visualization */


    const bool visualize = false;


    const wstring visfile(L"signing_man_pdfa1a.pdf");





    if (argc < 3)


    {


    wcerr << L"usage: sign <infile> <outfile>" << endl;


    return 2;


    }





    try


    {


        wostringstream optlist;


        int visdoc;





    optlist << L"searchpath={" << searchpath << L"}";





    /* Basic signature options */


    const wstring sign_opts =


            L"ltv=try "          /* use ltv=full to ensure LTV status */


#if defined(USE_PKCS11)


            L"engine=pkcs#11 digitalid={filename=cryptoki.dll} "


#else


            L"engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo} "


#endif


            ;





    plop.set_option(optlist.str());





        /*


         * Caution: For simplicity we assume that the program arguments are


         * encoded as UTF-8, which might not be true in all cases!


         */


        const wstring doc_name(get_wstring(plop, string(argv[1])));


        const int doc = plop.open_document(doc_name, L"");


    if (doc == -1)


    {


        wcerr << L"Error: " << plop.get_apiname()


                        << L": " << plop.get_errmsg() << endl;


        return 2;


    }





        /* Basic signature options */


    optlist.str(L"");


        optlist << sign_opts;





        if (visualize)


        {


            if ((visdoc = plop.open_document(visfile, L"")) == -1)


            {


                wcerr << L"Error: " << plop.get_apiname()


                            << L": " << plop.get_errmsg() << endl;


                return 2;


            }





            /* Add field option for visualization */


            optlist << L"field={visdoc="


                    << visdoc << L" rect={50 50 adapt adapt}} ";


        }





    if (plop.prepare_signature(optlist.str()) == -1)


    {


        wcerr << L"Error: " << plop.get_apiname()


                        << L": " << plop.get_errmsg() << endl;


        return 2;


    }





    optlist.str(L"");


    optlist << L"input=" << doc;


        const wstring out_name(get_wstring(plop, string(argv[2])));


    if (plop.create_document(out_name, optlist.str()) == -1)


    {


        wcerr << L"Error: " << plop.get_apiname()


                        << L": " << plop.get_errmsg() << endl;


        return 2;


    }





    plop.close_document(doc, L"");





        if (visualize)


        {


            plop.close_document(visdoc, L"");


        }


    }


    catch (PLOP::Exception &ex)


    {


    wcerr << L"PLOP exception occurred in encrypt:" << endl;


    wcerr << L"[" << ex.get_errnum() << L"] " << ex.get_apiname()


        << L": " << ex.get_errmsg() << endl;


    return 2;


    }





    return 0;


}





namespace


{





/*


 * Get a wstring for the given string, assuming the string is encoded in


 * UTF-8.


 */


wstring get_wstring(const PLOP& plop, const string& utf8_string)


{


    const size_t size = sizeof(wstring::value_type);


    string wide_string;





    switch (size)


    {


    case 2:


        wide_string = plop.convert_to_unicode(L"utf8",


                            utf8_string, L"outputformat=utf16");


        break;





    case 4:


        wide_string = plop.convert_to_unicode(L"utf8",


                            utf8_string, L"outputformat=utf32");


        break;





    default:


        throw std::logic_error("Unsupported wchar_t size");


    }





    return wstring(reinterpret_cast<const wchar_t *>(wide_string.data()),


            wide_string.length() / size);


}





} // end anonymous namespace
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# cvsid: $Id: Makefile.sample.in,v 1.12 2016/05/09 16:30:25 rjs Exp $
#
# sample Makefile for PLOP applications
# This may have to be changed for your build environment

RM	= rm -f

CXX = CC
SAMPLE_CFLAGS = -m64
SAMPLE_CXXFLAGS = -m64
SAMPLE_LDFLAGS = -m64
SAMPLE_LDLIBS = 
SAMPLE_DLLDLIBS = -ldl -lsocket

CFLAGS	= -I../c/include $(SAMPLE_CFLAGS)
CXXFLAGS= -I../c/include $(SAMPLE_CXXFLAGS)
LDFLAGS	= -L../c/lib $(SAMPLE_LDFLAGS)
LDLIBS	= -lplop -lm $(SAMPLE_LDLIBS) $(SAMPLE_DLLDLIBS)

PROGS	= \
	encrypt \
	insertxmp  \
	dumper \
	multisign \
	sign \
	certsec

all: $(PROGS)

test: all
	@echo "to test the hellosign sample use: make testhellosign"
	@echo "to test the dynamicsign sample use: make testdynamicsign"
	-./encrypt
	-./insertxmp
	-./dumper PLOP-datasheet.pdf
	-./multisign invoice.pdf PLOP-datasheet.pdf
	-./sign invoice.pdf invoice-signed.pdf
	-./certsec PLOP-datasheet.pdf PLOP-datasheet-certsec.pdf

hellosign:
	@echo "you need a version of PDFlib installed to build this target"
	$(CXX) hellosign.cpp $(CXXFLAGS) $(LDFLAGS) -lpdf $(LDLIBS) -o hellosign

testhellosign: hellosign
	-./hellosign

dynamicsign:
	@echo "you need a version of PDFlib installed to build this target"
	$(CXX) dynamicsign.cpp $(CXXFLAGS) $(LDFLAGS) -lpdf $(LDLIBS) -o dynamicsign

testdynamicsign: dynamicsign
	-./dynamicsign PLOP-datasheet.pdf PLOP-datasheet-signed-dynamic.pdf

clean:
	$(RM) $(PROGS) *.o
	$(RM) PLOP-datasheet-certsec.pdf
	$(RM) hellosign PLOP-datasheet-encrypted.pdf PLOP-datasheet-xmp.pdf
	$(RM) hellosign.pdf invoice-signed.pdf
	$(RM) PLOP-datasheet-signed-dynamic.pdf

#  As we need a C++ linker change the default rules how to create executables
.SUFFIXES:
.SUFFIXES: .c .cpp

.c:
	$(CXX) -o $@ $(CXXFLAGS) $(LDFLAGS) $< $(LDLIBS)

.cpp:
	$(CXX) -o $@ $(CXXFLAGS) $(LDFLAGS) $< $(LDLIBS)
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Notes on the PLOP Java binding
==============================

Using the Java samples
======================

Ant
---
The Ant "build.xml" file can be used to compile and run all Java
sample programs.
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META-INF/MANIFEST.MF


Manifest-Version: 1.0
Created-By: 1.5.0_12 (Sun Microsystems Inc.)
Implementation-Title: PDFlib
Implementation-Version: 5.1p1
Implementation-Vendor: PDFlib GmbH
Implementation-URL: http://www.pdflib.com











com/pdflib/plop.class


package com.pdflib;
public final synchronized class plop implements IpCOS {
    private long plop;
    public final int add_recipient(String) throws PLOPException;
    public final void close_document(int, String) throws PLOPException;
    public final String convert_to_unicode(String, byte[], String) throws PLOPException;
    public final int create_document(String, String) throws PLOPException;
    public final void create_pvf(String, byte[], String) throws PLOPException;
    public final int delete_pvf(String) throws PLOPException;
    public final String get_apiname();
    public final byte[] get_buffer() throws PLOPException;
    public final String get_errmsg();
    public final int get_errnum();
    public final double info_pvf(String, String) throws PLOPException;
    public final int open_document(String, String) throws PLOPException;
    public final double pcos_get_number(int, String) throws PLOPException;
    public final byte[] pcos_get_stream(int, String, String) throws PLOPException;
    public final String pcos_get_string(int, String) throws PLOPException;
    public final int prepare_signature(String) throws PLOPException;
    public final void set_option(String) throws PLOPException;
    public void plop() throws PLOPException;
    public final void delete();
    public int pcos_open_document(String, String) throws Exception;
    public void pcos_close_document(int, String) throws Exception;
    protected final void finalize();
    private static final native long PLOP_new() throws PLOPException;
    private static final native void PLOP_delete(long);
    private static final native int PLOP_add_recipient(long, String) throws PLOPException;
    private static final native void PLOP_close_document(long, int, String) throws PLOPException;
    private static final native String PLOP_convert_to_unicode(long, String, byte[], String) throws PLOPException;
    private static final native int PLOP_create_document(long, String, String) throws PLOPException;
    private static final native void PLOP_create_pvf(long, String, byte[], String) throws PLOPException;
    private static final native int PLOP_delete_pvf(long, String) throws PLOPException;
    private static final native String PLOP_get_apiname(long);
    private static final native byte[] PLOP_get_buffer(long) throws PLOPException;
    private static final native String PLOP_get_errmsg(long);
    private static final native int PLOP_get_errnum(long);
    private static final native double PLOP_info_pvf(long, String, String) throws PLOPException;
    private static final native int PLOP_open_document(long, String, String) throws PLOPException;
    private static final native double PLOP_pcos_get_number(long, int, String) throws PLOPException;
    private static final native byte[] PLOP_pcos_get_stream(long, int, String, String) throws PLOPException;
    private static final native String PLOP_pcos_get_string(long, int, String) throws PLOPException;
    private static final native int PLOP_prepare_signature(long, String) throws PLOPException;
    private static final native void PLOP_set_option(long, String) throws PLOPException;
    static void <clinit>();
}










com/pdflib/PLOPException.class


package com.pdflib;
public synchronized class PLOPException extends Exception {
    private int plop_errnum;
    private String plop_apiname;
    public void PLOPException();
    public void PLOPException(String);
    public void PLOPException(String, int, String);
    public String get_errmsg();
    public int get_errnum();
    public String get_apiname();
}










com/pdflib/IpCOS.class


package com.pdflib;
public abstract interface IpCOS {
    public abstract double pcos_get_number(int, String) throws Exception;
    public abstract String pcos_get_string(int, String) throws Exception;
    public abstract byte[] pcos_get_stream(int, String, String) throws Exception;
    public abstract int pcos_open_document(String, String) throws Exception;
    public abstract void pcos_close_document(int, String) throws Exception;
    public abstract void set_option(String) throws Exception;
    public abstract void create_pvf(String, byte[], String) throws Exception;
    public abstract int delete_pvf(String) throws Exception;
    public abstract double info_pvf(String, String) throws Exception;
    public abstract String convert_to_unicode(String, byte[], String) throws Exception;
    public abstract void delete();
    public abstract String get_errmsg();
    public abstract int get_errnum();
    public abstract String get_apiname();
}
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PLOP-5.1p1-SunOS-AMD64/bind/java/certsec.java

/* $Id: certsec.java,v 1.28 2016/03/24 13:27:12 rp Exp $


 *


 * PDFlib PLOP:


 * Encrypt file with certificate security.


 */





import java.io.*;


import com.pdflib.plop;


import com.pdflib.PLOPException;





public class certsec


{


    public static void main (String argv[])


    {


    plop plop = null;





        /* This is where input files live. Adjust as necessary. */


        String searchpath = "../data";





        /* Recipient certificates and permissions */





        String[][] recipients = {


            /* no permission restrictions */


            { "../data/demo_recipient_1.pem", "" },





            /* form filling and signing permissions granted, but not others */


            { "../data/demo_recipient_2.pem", "nomodify nocopy noannots noassemble" },


            { "../data/demo_recipient_3.pem", "nomodify nocopy noannots noassemble" },


        };





    try {


        int doc;


            int r;


        String optlist;





            if (argv.length < 2) {


                throw new Exception("usage: certsec  <infile> <outfile>");


            }





        plop = new plop();





        /* open unprotected input file without any password */


        optlist = "searchpath {" + searchpath + "} ";


        plop.set_option(optlist);





            /* open unprotected input file */


        if ((doc = plop.open_document(argv[0], "")) == -1) {


        throw new Exception("Error: " + plop.get_errmsg());


        }





            for (r = 0; r < recipients.length; r++) {


                optlist = "certificate={filename={" + recipients[r][0] +


                          "}} permissions={" + recipients[r][1] + "}";





                if (plop.add_recipient(optlist) == -1) {


                    /* emit warning and continue */


                    System.err.print("Warning: " + plop.get_errmsg() + "\n");


                }


            }





            /* create protected output file */


            optlist = "input=" + doc;


        if (plop.create_document(argv[1], optlist) == -1) {


            throw new Exception("Error: "+ plop.get_errmsg());


        }





        /* close input and output files */


        plop.close_document(doc, "");


        } catch (PLOPException e) {


            System.err.print("PLOP exception occurred in certsec sample:\n");


            System.err.print("[" + e.get_errnum() + "] " + e.get_apiname() +


                            ": " + e.get_errmsg() + "\n");


        } catch (Exception e) {


            System.err.println(e.getMessage());


    } finally {


        /* delete the PLOP object */


        if (plop != null) plop.delete();


    }


    }


}
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PLOP-5.1p1-SunOS-AMD64/bind/java/dumper.java

/* $Id: dumper.java,v 1.10 2014/11/06 13:23:30 rjs Exp $


 *


 * PLOP sample application for dumping PDF information with PLOP functions


 */





import java.io.*;


import com.pdflib.plop;


import com.pdflib.PLOPException;





public class dumper


{


    static final String docoptlist = "requiredmode=minimum";


    static final String globaloptlist = "";





    static plop plop = null;





    /* This is where input files live. Adjust as necessary. */


    static final String searchpath = "../data";





    public static void main (String argv[])


    {


    int count, pcosmode, recipientcount;


    int i, doc;


    boolean plainmetadata;


    String  objtype;


    String  optlist;





    try


    {


        if (argv.length != 1)


        {   


        throw new Exception("usage: dumper <filename>");


        }





        plop = new plop();





        optlist = "searchpath={" + searchpath + "}";


        plop.set_option(optlist);





        plop.set_option(globaloptlist);





        if ((doc = plop.open_document(argv[0], docoptlist)) == -1)


        {


        throw new Exception("ERROR " + plop.get_errmsg());


        }





        /* --------- general information (always available) */





        pcosmode = (int) plop.pcos_get_number(doc, "pcosmode");





        System.out.println("       File name: " + plop.pcos_get_string(doc,"filename"));





        System.out.println("     PDF version: " +


        plop.pcos_get_string(doc, "pdfversionstring"));





        System.out.println("      Encryption: " +


        plop.pcos_get_string(doc, "encrypt/description"));


        recipientcount =


            (int) plop.pcos_get_number(doc, "length:encrypt/recipients");





        if (recipientcount > 0)


        {


        System.out.println("Recipient groups: " + recipientcount);


        System.out.print("      Digital ID: ");





        if (pcosmode == 2)


            System.out.println("supplied digital ID has master permissions");


        else if (pcosmode == 1)


            System.out.println("supplied digital ID doesn't have master permissions");


        else


            System.out.println("no suitable digital ID supplied");


        }








        System.out.println("       Master pw: " +


        ((plop.pcos_get_number(doc, "encrypt/master") != 0) ? "yes" : "no"));





        System.out.println("         User pw: " +


        ((plop.pcos_get_number(doc, "encrypt/user") != 0) ? "yes" : "no"));





        System.out.println("    Text copying: " +


        ((plop.pcos_get_number(doc, "encrypt/nocopy") != 0) ? "no" : "yes"));





        System.out.println("      Linearized: " +


        ((plop.pcos_get_number(doc, "linearized") != 0) ? "yes" : "no"));





        if (pcosmode == 0)


        {


        System.out.println(


            "    Minimum mode: no more information available\n");


        plop.delete();


        System.exit(0);


        }





        /* --------- more details (requires at least user password) */





        System.out.println("    PDF/X status: " + plop.pcos_get_string(doc, "pdfx"));





        System.out.println("    PDF/A status: " + plop.pcos_get_string(doc, "pdfa"));


        System.out.println("   PDF/UA status: " + plop.pcos_get_string(doc, "pdfua"));


        System.out.println("   PDF/VT status: " + plop.pcos_get_string(doc, "pdfvt"));





        boolean xfa_present =


            !plop.pcos_get_string(doc, "type:/Root/AcroForm/XFA").equals("null");


        System.out.println("        XFA data: " + (xfa_present ? "yes" : "no"));





        System.out.println("      Tagged PDF: " +


        ((plop.pcos_get_number(doc, "tagged") != 0) ? "yes" : "no") + "\n");





            /* --------- analyze digital signatures */





            count = (int) plop.pcos_get_number(doc, "length:signaturefields");





            for (i=0; i < count; i++)


            {


                String sigtype;


                String sigfields;





                sigfields = "signaturefields[" + i + "]/fullname";


                System.out.print("  Sig. field #" + i+1 + ": '"


                    + plop.pcos_get_string(doc, sigfields) + "',");





                sigfields = "signaturefields[" + i + "]/visible";


                System.out.print(" "


                    + ((int)plop.pcos_get_number(doc, sigfields) != 0? "visible" : "invisible"));





                sigfields = "signaturefields[" + i + "]/sigtype";


                sigtype = plop.pcos_get_string(doc, sigfields);





                if (sigtype.equals("none"))


                {


                    System.out.print(", unsigned\n");


                    continue;


                }





                System.out.print(" " + sigtype + " signature");





                if (sigtype.equals("certification"))


                {


                    sigfields = "signaturefields[" + i + "]/permissions";


                    System.out.print(" (" + plop.pcos_get_string(doc, sigfields) + " allowed)");


                }





                sigfields = "signaturefields[" + i + "]/cades";


                if ((int)plop.pcos_get_number(doc, sigfields) != 0)


                    System.out.print(", CAdES");





                System.out.print("\n");


            }


            if (count > 0)


            {


                System.out.print("No. of revisions: "


                    + (int) plop.pcos_get_number(doc, "revisions") + "\n\n");


            }





            System.out.print("  Reader-enabled: "


                + plop.pcos_get_string(doc, "usagerights") + "\n");





        System.out.println("    No. of pages: " +


        (int) plop.pcos_get_number(doc, "length:pages"));





        System.out.println("     Page 1 size: width=" +


         (int) plop.pcos_get_number(doc, "pages[0]/width") + ", height=" +


         (int) plop.pcos_get_number(doc, "pages[0]/height"));





        count = (int) plop.pcos_get_number(doc, "length:fonts");


        System.out.println("    No. of fonts: " +  count);





        for (i=0; i < count; i++)


        {


        String fonts;





        fonts = "fonts[" + i + "]/embedded";


        if (plop.pcos_get_number(doc, fonts) != 0)


            System.out.print("embedded ");


        else


            System.out.print("unembedded ");





        fonts = "fonts[" + i + "]/type";


        System.out.print(plop.pcos_get_string(doc, fonts) + " font ");


        fonts = "fonts[" + i + "]/name";


        System.out.println(plop.pcos_get_string(doc, fonts));


        }





        System.out.println();





        plainmetadata = plop.pcos_get_number(doc, "encrypt/plainmetadata") != 0;





        if (pcosmode == 1 && !plainmetadata &&


           plop.pcos_get_number(doc, "encrypt/nocopy") != 0)


        {


        System.out.print(


            "Restricted mode: no more information available");


        plop.delete();


        System.exit(0);


        }





        /* ----- document info keys and XMP metadata (requires master pw) */





        count = (int) plop.pcos_get_number(doc, "length:/Info");





        for (i=0; i < count; i++)


        {


        String info;


        String key;


        int len;





        info = "type:/Info[" + i + "]";


        objtype = plop.pcos_get_string(doc, info);





        info = "/Info[" + i + "].key";


        key = plop.pcos_get_string(doc, info);


        len = 16 - key.length();


        while (len-- > 0) System.out.print(" ");





        System.out.print(key + ": ");





        /* Info entries can be stored as string or name objects */


        if (objtype.equals("name") || objtype.equals("string"))


        {


            info = "/Info[" + i + "]";


            System.out.println("'" + plop.pcos_get_string(doc, info) + "'");


        }


        else


        {


            info = "type:/Info[" + i + "]";


            System.out.println("(" + plop.pcos_get_string(doc, info) +


             " object)");


        }


        }





        System.out.print("\n" + "   XMP meta data: ");





        objtype = plop.pcos_get_string(doc, "type:/Root/Metadata");


        if (objtype.equals("stream"))


        {


        byte[] contents;


        int len;





        contents = plop.pcos_get_stream(doc, "", "/Root/Metadata");


        System.out.print(contents.length + " bytes ");


        System.out.println("");


        }


        else


        {


        System.out.println("not present");


        }





        plop.close_document(doc, "");


    }





    catch (PLOPException e) {


            System.err.print("PLOP exception occurred in dumper:\n");


            System.err.print("[" + e.get_errnum() + "] " + e.get_apiname() +


                            ": " + e.get_errmsg() + "\n");


        } catch (Exception e) {


            System.err.println(e.getMessage());


        } finally {


            if (plop != null) {


                plop.delete();


            }


        }





    System.exit(0);


    }


}
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PLOP-5.1p1-SunOS-AMD64/bind/java/dynamicsign.java

/* $Id: dynamicsign.java,v 1.1 2016/04/27 15:00:40 rp Exp $


 *


 * PDFlib PLOP DS:


 * generate a dynamic visualization document in memory with PDFlib,


 * and digitally sign a second document, using the dynamic document


 * for signature visualization.


 */





import java.io.*;


import com.pdflib.PLOPException;


import com.pdflib.plop;


import com.pdflib.PDFlibException;


import com.pdflib.pdflib;


import java.text.DateFormat;


import java.util.Date;





public class dynamicsign


{


    public static void main (String argv[])


    {


    pdflib pdf = null;


    plop plop = null;





    try {


        byte[] contents;


        Date now = new Date();


        DateFormat fulldate = DateFormat.getDateInstance(DateFormat.LONG);


        DateFormat fulltime = DateFormat.getTimeInstance(DateFormat.LONG);





        String optlist;


        int doc, visdoc;





        /* This is where input files live. Adjust as necessary. */


        String searchpath = "../data";





        final String out_filename = "hellosign.pdf";





        /* Basic signature options */


        String sign_opts =


        "ltv=try " +         /* use ltv=full to ensure LTV status */


        /* for use with PKCS11


        "engine=pkcs#11 digitalid={filename=cryptoki.dll} "


        */


        "engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo} ";


            if (argv.length < 2) {


        throw new Exception("usage: dynamicfile <infile> <outfilename>");


        }





        /* ----------- Step 1: generate the document in memory  with PDFlib ---------- */





        pdf = new pdflib();





        /* create a new PDF document in memory */


        pdf.begin_document("", ""); 





        pdf.set_info("Creator", "dynamicsign.java");


        pdf.set_info("Author", "Rainer Ploeckl");


        pdf.set_info("Title", "Dynamic signature visualization document");





        pdf.begin_page_ext(300, 50, "");


        /* Prepare dynamic text for the signature visualization */


        pdf.fit_textline("Digitally signed " + fulldate.format(now) + " at " + fulltime.format(now), 10, 10,


        "fontsize=10 fontname=Helvetica  encoding=unicode fillcolor=red");


        pdf.end_page_ext("");





        pdf.end_document("");


        contents = pdf.get_buffer();





        /* --------------- Step 2: sign the document -------------- */





        plop = new plop();





        optlist = "searchpath {" + searchpath + "} ";


        plop.set_option(optlist);





        /* Create a virtual PVF file from the document data in memory */


            plop.create_pvf("/pvf/visdoc.pdf", contents, "");





            if ((doc = plop.open_document(argv[0], "")) == -1) {


        throw new Exception("Error: " + plop.get_errmsg());


        }


            /* open visualization document from PVF file */


            if ((visdoc = plop.open_document("/pvf/visdoc.pdf", "")) == -1) {


        throw new Exception("Error: " + plop.get_errmsg());


        }


        /* Add field option for visualization to base signature options */


        optlist = sign_opts + " field={visdoc=" +  visdoc + " rect={10 10 adapt adapt}} ";





        if (plop.prepare_signature(optlist) == -1) {


            throw new Exception("Error: " + plop.get_apiname()


                                        + ": " + plop.get_errmsg());


        }


        


        /* sign the output file */


        if (plop.create_document(argv[1], "input=" + doc) == -1) {


            throw new Exception("Error: " + plop.get_apiname()


                                        + ": " + plop.get_errmsg());


        }





        /* close the output input */


        plop.close_document(doc, "");





            /* close the visualization document */


            plop.close_document(visdoc, "");





        /* delete PVF file containing input document */


        if (plop.delete_pvf("/pvf/visdoc.pdf") == -1) {


        throw new Exception("Error: " + plop.get_errmsg());


        }








        } catch (PLOPException e) {


            System.err.print("PLOP exception occurred in dynamicsign sample:\n");


            System.err.print("[" + e.get_errnum() + "] " + e.get_apiname() +


                            ": " + e.get_errmsg() + "\n");


        } catch (PDFlibException e) {


            System.err.print("PLOP exception occurred in dynamicsign sample:\n");


            System.err.print("[" + e.get_errnum() + "] " + e.get_apiname() +


                            ": " + e.get_errmsg() + "\n");


        } catch (Exception e) {


            System.err.println(e.getMessage());


    } finally {


        /* delete the PLOP object */


        if (plop != null) plop.delete();





        /* delete the PDFlib object */


        if (pdf != null) {


        try { 


            pdf.delete();


        } catch (Exception e) {


            System.exit(2);


        }


        }


    }


    }


}
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PLOP-5.1p1-SunOS-AMD64/bind/java/encrypt.java

/* $Id: encrypt.java,v 1.14.2.2 2015/08/26 07:44:51 rjs Exp $


 *


 * PDFlib PLOP: PDF Linearization, Optimization, Protection


 * encryption sample in Java


 */





import java.io.*;


import com.pdflib.PLOPException;


import com.pdflib.plop;





public class encrypt


{


    public static void main (String argv[])


    {


    plop plop = null;





    try {


        /* parameters for the input document */


        final String in_filename = "PLOP-datasheet.pdf";


        final String in_password = "";


        String optlist;





        /* parameters for the output document */


        final String out_filename = "PLOP-datasheet-encrypted.pdf";


        final String out_master = "DEMO";


        final String out_user = "demo";


        final String permissions = "";


        int doc;





        /* This is where input files live. Adjust as necessary. */


        final String searchpath = "../data";








        plop = new plop();





        optlist = "searchpath={" + searchpath + "}";


        plop.set_option(optlist);





        /* open unprotected input file without any password */


        optlist = "password {" + in_password + "} ";


        if ((doc = plop.open_document(in_filename, optlist)) == -1) {


        System.err.println("Error: " + plop.get_errmsg());


        plop.delete();


        System.exit(2);


        }





        /* create the output file with a password */


        optlist = "masterpassword {" + out_master + "} userpassword {" +


        out_user + "} permissions {" + permissions + "} " + "input="+ doc;


        


        if (plop.create_document(out_filename, optlist) == -1) {


        System.err.println("Error: " + plop.get_errmsg());


        plop.delete();


        System.exit(2);


        }





        /* close input and output files */


        plop.close_document(doc, "");





        } catch (PLOPException e) {


            System.err.print("PLOP exception occurred in encrypt sample:\n");


            System.err.print("[" + e.get_errnum() + "] " + e.get_apiname() +


                            ": " + e.get_errmsg() + "\n");


        } catch (Exception e) {


            System.err.println(e.getMessage());


    } finally {


        /* delete the PLOP object */


        if (plop != null) plop.delete();


    }


    }


}
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PLOP-5.1p1-SunOS-AMD64/bind/java/hellosign.java

/* $Id: hellosign.java,v 1.20.2.2 2016/04/22 14:02:31 rp Exp $


 *


 * PDFlib PLOP DS:


 * generate a document in memory with PDFlib and sign it with PLOP DS


 */





import java.io.*;


import com.pdflib.PLOPException;


import com.pdflib.plop;


import com.pdflib.pdflib;





public class hellosign


{


    public static void main (String argv[])


    {


    pdflib pdf = null;


    plop plop = null;





    try {


        int font;


        byte[] contents;


        String optlist;


        int doc;





        /* This is where input files live. Adjust as necessary. */


        String searchpath = "../data";





        final String out_filename = "hellosign.pdf";





        /* Basic signature options */


        String sign_opts =


        "ltv=try " +         /* use ltv=full to ensure LTV status */


        /* for use with PKCS11


        "engine=pkcs#11 digitalid={filename=cryptoki.dll} "


        */


        "engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo} ";





        /* ----------- Step 1: generate the document in memory  with PDFlib ---------- */





        pdf = new pdflib();





        /* create a new PDF document in memory */


        pdf.begin_document("", ""); 





        pdf.set_info("Creator", "hellosign.java");


        pdf.set_info("Author", "Rainer Ploeckl");


        pdf.set_info("Title", "Hello world/signed (Java)");





        font = pdf.load_font("Helvetica-Bold", "winansi", "");





        pdf.begin_page_ext(595, 842, "");


        pdf.setfont(font, 24);


        pdf.set_text_pos(50, 700);


        pdf.show("Hello world/signed!");


        pdf.continue_text("(says Java)");


        pdf.end_page_ext("");





        pdf.end_document("");


        contents = pdf.get_buffer();





        /* --------------- Step 2: sign the document -------------- */





        plop = new plop();





        optlist = "searchpath {" + searchpath + "} ";


        plop.set_option(optlist);





        /* Create a virtual PVF file from the document data in memory */


            plop.create_pvf("/pvf/hello.pdf", contents, "");





            /* open unsigned input document from PVF file */


            if ((doc = plop.open_document("/pvf/hello.pdf", "")) == -1) {


        throw new Exception("Error: " + plop.get_errmsg());


        }





        /* sign the output file */


        if (plop.prepare_signature(sign_opts) == -1) {


            throw new Exception("Error: " + plop.get_apiname()


                                        + ": " + plop.get_errmsg());


        }


        


        if (plop.create_document("hellosign.pdf", "input=" + doc) == -1) {


            throw new Exception("Error: " + plop.get_apiname()


                                        + ": " + plop.get_errmsg());


        }





            /* close input and output files */


            plop.close_document(doc, "");





        /* delete PVF file containing input document */


        if (plop.delete_pvf("/pvf/hello.pdf") == -1) {


        throw new Exception("Error: " + plop.get_errmsg());


        }








        } catch (PLOPException e) {


            System.err.print("PLOP exception occurred in hellosign sample:\n");


            System.err.print("[" + e.get_errnum() + "] " + e.get_apiname() +


                            ": " + e.get_errmsg() + "\n");


        } catch (Exception e) {


            System.err.println(e.getMessage());


    } finally {


        /* delete the PLOP object */


        if (plop != null) plop.delete();





        /* delete the PDFlib object */


        if (pdf != null) {


        try { 


            pdf.delete();


        } catch (Exception e) {


            System.exit(2);


        }


        }


    }


    }


}
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PLOP-5.1p1-SunOS-AMD64/bind/java/multisign.java

/* $Id: multisign.java,v 1.2 2016/03/24 06:46:13 rp Exp $


 *


 * PDFlib PLOP: 


 * Demonstrate mass signature features with optional PKCS#11 session handling


 */





import java.io.*;


import com.pdflib.plop;


import com.pdflib.PLOPException;





public class multisign


{


    public static void main (String argv[])


    {


    plop plop = null;





    /* Basic signature options */


    String sign_opts =


        "ltv=try " +         /* use ltv=full to ensure LTV status */


        /* for the ustage with PKCS11


        "engine=pkcs#11 digitalid={filename=cryptoki.dll} "


        */


        "engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo} ";


    boolean PKCS11 = false;


    


    try {


        /* parameters for the input document */


        String optlist;


        String signed_name = "";


        String searchpath = "../data";





        int doc;


        int i;





        if (argv.length <  1)


        {


        throw new Exception("usage: sign  <infile> ...");


        }





        plop = new plop();





        /* open unprotected input file without any password */


        optlist = "searchpath {" + searchpath + "} ";


        plop.set_option(optlist);





        if (plop.prepare_signature(sign_opts) == -1) {


            throw new Exception("Error: " + plop.get_apiname()


                                        + ": " + plop.get_errmsg());


        }


        for (i = 0; i < argv.length; i++){





        System.out.println("Signing '" + argv[i] + "'");





        if ((doc = plop.open_document(argv[i], "")) == -1) {


            System.err.println("Error: " + plop.get_apiname()


                        + ": " + plop.get_errmsg());


            continue;


        }


        signed_name = argv[i] + "-signed.pdf"; 





        if (plop.create_document(signed_name, "input=" + doc) == -1) {


            System.err.println("Error: " + plop.get_apiname()


                        + ": " + plop.get_errmsg());


            if (PKCS11){


            if (plop.prepare_signature(optlist) == -1) {


                throw new Exception("Error: " + plop.get_apiname()


                            + ": " + plop.get_errmsg());


            }





            if (plop.create_document(signed_name, "input=" + doc) == -1) {


                throw new Exception("Error: " + plop.get_apiname()


                            + ": " + plop.get_errmsg());


            }


            }


        }





        /* close output file */


        plop.close_document(doc, "");


        }





        } catch (PLOPException e) {


            System.err.print("PLOP exception occurred in multisign sample:\n");


            System.err.print("[" + e.get_errnum() + "] " + e.get_apiname() +


                            ": " + e.get_errmsg() + "\n");


        } catch (Exception e) {


            System.err.println(e.getMessage());


    } finally {


        /* delete the PLOP object */


        if (plop != null) plop.delete();


    }


    }


}
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PLOP-5.1p1-SunOS-AMD64/bind/java/insertxmp.java

/* $Id: insertxmp.java,v 1.6 2014/09/04 08:23:30 rp Exp $


 *


 * PDFlib PLOP: PDF Linearization, Optimization, Protection


 * mini sample for inserting XMP metadata in PDF documents


 */





import java.io.*;


import com.pdflib.PLOPException;


import com.pdflib.plop;





public class insertxmp


{


    public static void main (String argv[])


    {


    plop plop = null;





    try {





        /* Directory where files will be searched */


        final String searchpath = "../data";





        /* input document */


        final String in_filename = "PLOP-datasheet.pdf";


        /* output document */


        final String out_filename = "PLOP-datasheet-xmp.pdf";





        /* Option list for the generated output document.


         * Some alternatives for the option list using the supplied XMP


         * samples:


         *


         * Insert custom metadata for the GWG (Ghent Workgroup)


         * Ad Ticket scheme (see http://www.gwg.org/Jobtickets.phtml):


         * "metadata={filename=gwg_ad_ticket.xmp validate=xmp2004}"


         *


         * Insert custom metadata based on Acme's enterprise schema:


         * "metadata={filename=acme.xmp}"


         *


         * Insert a custom "engineering" schema for scanned documents:


         * This works best with a PDF/A-1 input document (e.g.


         * mini_pdfa1.pdf), and requires XMP input which conforms to


         * PDF/A-1:


         * "metadata={filename=engineering.xmp}"


         *


         * Insert a PDF/A extension schema after validating the XMP for


         * PDF/A-1.


         * This works best with a PDF/A-1 input document (e.g.


         * mini_pdfa1.pdf), and requires XMP input which conforms to


         * PDF/A-1:


         * "metadata={filename=machine_pdfa1.xmp validate=pdfa1}"


         *


         */


        final String base_opts = "metadata={filename=gwg_ad_ticket.xmp}";





        String optlist;


        int doc;





        plop = new plop();





        optlist = "searchpath={" + searchpath + "}";


        plop.set_option(optlist);





        /* create a new PLOP object */


        if ((doc = plop.open_document(in_filename, "")) == -1){


        System.err.println("Error: " + plop.get_errmsg());


        plop.delete();


        System.exit(2);


        }





        /* create the output file and add XMP metadata */


        if (plop.create_document(out_filename, base_opts + " input=" + doc) == -1) {


        System.err.println("Error: " + plop.get_errmsg());


        plop.delete();


        System.exit(2);


        }





        /* close input files */


        plop.close_document(doc, "");





        } catch (PLOPException e) {


            System.err.print("PLOP exception occurred in insertxmp");


            System.err.print("[" + e.get_errnum() + "] " + e.get_apiname() +


                            ": " + e.get_errmsg() + "\n");


        } catch (Exception e) {


            System.err.println(e.getMessage());


    } finally {


        /* delete the PLOP object */


        if (plop != null) plop.delete();


    }


    }


}
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/* $Id: sign.java,v 1.27 2016/03/24 06:46:13 rp Exp $


 *


 * PDFlib PLOP:


 * Demonstrate digital signature features with optional signature visualization


 */





import java.io.*;


import com.pdflib.plop;


import com.pdflib.PLOPException;





public class sign


{


    public static void main (String argv[])


    {


    plop plop = null;





    /* Basic signature options */


    String sign_opts =


        "ltv=try " +         /* use ltv=full to ensure LTV status */


        /* for use with PKCS11


        "engine=pkcs#11 digitalid={filename=cryptoki.dll} "


        */


        "engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo} ";





    try {


        /* parameters for the input document */


        String optlist;


        String fieldoptlist = "";


        String searchpath = "../data";





        int doc;


        int visdoc =-1;


        boolean visualize = false;


        String visfile = "signing_man_pdfa1a.pdf";





        if (argv.length < 2) {


        throw new Exception("usage: sign  <filename> <outfilename>");


        }





        plop = new plop();





        /* open unprotected input file without any password */


        optlist = "searchpath {" + searchpath + "} ";


        plop.set_option(optlist);


        if ((doc = plop.open_document(argv[0], "")) == -1) {


        throw new Exception("Error: " + plop.get_apiname()


                                + ": " + plop.get_errmsg());


        }


        optlist = sign_opts;





        if (visualize) {


        if ((visdoc = plop.open_document(visfile, "")) == -1) {


            throw new Exception("Error: " + plop.get_apiname()


                        + ": " + plop.get_errmsg());


        }


        fieldoptlist = "field={visdoc=" + visdoc + " rect={50 50 adapt adapt}} ";


        optlist = optlist + fieldoptlist;


        }





        if (plop.prepare_signature(optlist) == -1) {


            throw new Exception("Error: " + plop.get_apiname()


                                        + ": " + plop.get_errmsg());


        }





        if (plop.create_document(argv[1], "input=" + doc) == -1) {


            throw new Exception("Error: " + plop.get_apiname()


                                        + ": " + plop.get_errmsg());


        }





        /* close input and output files */


        plop.close_document(doc, "");


        if (visualize) {


        plop.close_document(visdoc, "");


        }





        } catch (PLOPException e) {


            System.err.print("PLOP exception occurred in sign sample:\n");


            System.err.print("[" + e.get_errnum() + "] " + e.get_apiname() +


                            ": " + e.get_errmsg() + "\n");


        } catch (Exception e) {


            System.err.println(e.getMessage());


    } finally {


        /* delete the PLOP object */


        if (plop != null) plop.delete();


    }


    }


}
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# Sample Makefile for PLOP's Java binding
# $Id: Makefile.sample.in,v 1.8 2016/05/13 08:18:01 stm Exp $

JAVA_OPT = -d64
JAVA    = java -Djava.library.path=. -classpath plop.jar:pdflib.jar:. $(JAVA_OPT)
RM      = rm -f


TESTPROGS	= \
	certsec.class \
	encrypt.class \
	insertxmp.class \
	dumper.class \
	multisign.class \
	sign.class

.SUFFIXES:	.java .class

.java.class:
	-CLASSPATH=$$CLASSPATH:plop.jar:. javac $<

all: $(TESTPROGS)

test: all
	@echo "to test the hellosign sample use: make testhellosign"
	@echo "to test the dynamicsign sample use: make testdynamicsign"
	$(JAVA) certsec PLOP-datasheet.pdf PLOP-datasheet-certsec.pdf
	$(JAVA) encrypt
	$(JAVA) insertxmp
	$(JAVA) dumper PLOP-datasheet.pdf
	$(JAVA) sign invoice.pdf invoice-signed.pdf
	$(JAVA) multisign invoice.pdf PLOP-datasheet.pdf

minitest: dumper.class
	$(JAVA) dumper PLOP-datasheet.pdf

hellosign.class:
	@echo "you need a version of PDFlib installed to build this target"
	-CLASSPATH=$$CLASSPATH:plop.jar:pdflib.jar:. javac hellosign.java

testhellosign: hellosign.class
	$(JAVA) hellosign

dynamicsign.class:
	@echo "you need a version of PDFlib installed to build this target"
	-CLASSPATH=$$CLASSPATH:plop.jar:pdflib.jar:. javac dynamicsign.java

testdynamicsign: dynamicsign.class
	$(JAVA) dynamicsign PLOP-datasheet.pdf PLOP-datasheet-signed-dynamic.pdf

clean:
	$(RM) *.class 
	$(RM) PLOP-datasheet-certsec.pdf
	$(RM) PLOP-datasheet-encrypted.pdf PLOP-datasheet-xmp.pdf
	$(RM) hellosign.pdf invoice-signed.pdf
	$(RM) multisign invoice.pdf-signed.pdf PLOP-datasheet.pdf-signed.pdf
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Using PLOP with J2EE servers 
==============================


Using the JSP and Servlet examples under the "j2ee" subdirectory
================================================================

A prerequisite for running the JSP and Servlet examples in the "j2ee"
directory is that the desired application server has been prepared
for PLOP usage and optionally for PDFlib usage as described below.


Using PLOP with J2EE-compliant servers
======================================

Since PLOP is based on a native library, the JAR file and native library
must be loaded when starting the server and not from individual
server applications.

In order to use PLOP with J2EE do the following:

- Use the deployment tool to add plop.jar to the project as an external
  JAR. plop.jar must be placed in the %J2EE_HOME%/lib directory;
  It is crucial to place plop.jar into the global class path instead
  of the classpath of the Web application (see below).

- plop_java.dll or libplop_java.so must be accessible in some system path,
  e.g. \winnt\system32 or /usr/local/lib, or via PATH/LD_LIBRARY_PATH, or it
  must be put in a path that is configured for the JVM at startup with the
  "java.library.path" system property.

If the native library is loaded from individual server applications,
an error occurs because the native library must only be loaded
once within the server. In this case you will run into the following
exception:

java.lang.UnsatisfiedLinkError: Native Library
C:\WINNT\system32\plop_java.dll already loaded in another classloader

This is caused by multiple classloaders trying to load the PLOP class,
and therefore the PLOP native libary, into the server's address space
simultaneously.


Tomcat
------
For Tomcat consider the following directories for plop.jar: 
bad:    WEB-INF/lib           (inside the web application)
good:   $CATALINA_HOME/lib
Where Tomcat looks for native libraries is platform-dependent. So
either put the PLOP native library into the default native library search
path of the JVM, or override the search path with the "CATALINA_OPTS"
variable when starting Tomcat, e.g.:

CATALINA_OPTS="-Djava.library.path=<plop-install-dir>/bind/java" \
                <tomcat-install-dir>/bin/catalina.sh run
  
  
Oracle Glassfish
----------------
In order to use PLOP with Glassfish, put the PLOP shared library or DLL
(e.g. plop_java.dll) and the plop.jar file into the directory
<glassfish-install-dir>/lib. Glassfish will pick up the PLOP JNI library
from the lib directory without further configuration. 


Jetty
-----
In order to use PLOP with Jetty 9, put the plop.jar file into the
directory <jetty-install-dir>/lib/ext. The PLOP shared library or DLL can
be put in any convenient location, but the location must be made known to
Jetty at start-up time. So if the PLOP shared library or DLL is for 
example also put into <jetty-install-dir>/lib/ext, start Jetty like this:

java -Djava.library.path=<jetty-install-dir>/lib/ext -jar start.jar --module=ext


IBM WebSphere
-------------
To locate the plop.jar file in the app server's classpath, place the jar 
file in the \<WAS app-server's path>\lib directory and edit the 
admin.config file.  In the admin.config file add the path to the jar file 
to the setting labeled:

com.ibm.ejs.sm.adminserver.classpath

If you use the Websphere Application Assembly Tool you can add plop.jar
to your project. 

The DLL or .so must be located somewhere on the machine's path.
The winnt\system32 directory works for Windows, the bin directory
of WAS on Solaris.

On iSeries make sure that the PDFLIB and PDF_JAVA SRVPGM can be
found in the library list of the jobs running your Java apps. The
easiest way to achieve this is to copy these SRVPGMs to the QGPL
library. In most cases this library is found in every LIBL.


Development Tools
=================

Ant
---
With the files under the "j2ee" directory comes an Ant "build.xml" file
that can be used to create a deployable WAR file. For this to work, edit 
build.xml and supply the path to the JAR file that contains the Java
Servlet API in the property named "servlet.jar". Then run "ant". This will
build a WAR file "plop-j2ee-samples.war".

For running the HelloSignServlet sample it is necessary to supply the path
to the PDFlib JAR file in the "pdflib.jar" property to Ant. It also necessary
to deploy the PDFlib JAR file and the PDFlib JNI library to the application
server in the same manner as described for PLOP under "Using PLOP with
J2EE-compliant servers" (see also the corresponding "readme.txt" file that
comes with the PDFlib J2EE samples).


Eclipse
-------
The "j2ee" directory is also prepared to be loaded directly into the Eclipse
IDE as a "Dynamic Web Project". In order to load the project correctly,
the "Eclipse IDE for Java EE Developers" edition must be used:

- Copy the "<plop-install-dir>/bind/data" directory to 
  "<plop-install-dir>/bind/java/j2ee/WebContent/WEB-INF/data".
  
- Open up the desired Eclipse workspace, click "File", "Import...". In the
  dialog that opens, select "General","Existing Projects into Workspace...",
  then click "Next". Check the "Select root directory" option, and browse to
  the directory "<plop-install-dir>/bind/java/j2ee". The 
  "plop-j2ee-samples" project will show up under "Projects:". Check the 
  project and click "Finish".

- The project will show compilation errors on all Java Servlet and JSP files
  because the build path must be configured to include the PLOP JAR file 
  and the Servlet API, and optionally the PDFlib JAR file. To fix this do 
  the following:
  
  a) Open the Eclipse Preferences, click on "Java", "Build Path", 
     "User Libraries". Click "New" and enter "PLOP" in the "User library 
     name" field in the "New User Library" dialog that pops up. Click "Ok".
     Keep the "PLOP" entry selected and click on "Add External Jars...".
     Browse to the directory "<plop-install-dir>/bind/java", select the 
     "plop.jar" file and click "OK".
  
  b) For running the HelloSignServlet it is necessary to configure the "PDFlib"
     user library with the path to the PDFlib JAR file:
     Open the Eclipse Preferences, click on "Java", "Build Path", 
     "User Libraries". Click "New" and enter "PDFlib" in the "User library 
     name" field in the "New User Library" dialog that pops up. Click "Ok".
     Keep the "PDFlib" entry selected and click on "Add External Jars...".
     Browse to the directory "<pdflib-install-dir>/bind/java", select the 
     "pdflib.jar" file and click "OK".
    
  c) To resolve the references to the Servlet API, add a "Server Runtime 
     Environment" to the Java build path of the "plop-j2ee-samples" project.
     If no server runtime environment is configured yet, this must be done by
     opening the Eclipse preferences, by clicking on "Server", "Runtime
     Environments" and by then adding a runtime environment for the desired 
     Java servlet container by clicking "Add...". For adding the desired 
     runtime environment to the Java build path of the "plop-j2ee-samples"
     project, open the properties of the project, click on "Java Build Path",
     switch to the "Libraries" tab, click "Add Library...". In the dialog
     that pops up, select "Server Runtime" and press "Next". In the next
     step, select the desired Server Runtime and press "Finish".

  Make sure the "Build Automatically" option is checked in the "Project"
  pulldown menu. Then after completing steps a) and b) all compile errors 
  should vanish. In the "Java EE" Eclipse perspective, configure a server
  in the "Servers" view, and add the "plop-j2ee-samples" to the server.
  
  Note that it is still necessary to configure the used application server
  runtime correctly so the PLOP and optionally the PDFlib JAR files and
  native libraries can be loaded according to the remarks in the section
  "Using PLOP with J2EE-compliant servers" above.
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/* $Id: EncryptServlet.java,v 1.4 2015/09/08 10:15:47 stm Exp $


 *


 * PDFlib PLOP: PDF Linearization, Optimization, Protection


 * encryption sample


 */





import javax.servlet.http.HttpServlet;


import javax.servlet.http.HttpServletRequest;


import javax.servlet.http.HttpServletResponse;


import javax.servlet.ServletContext;


import javax.servlet.ServletException;


import javax.servlet.ServletOutputStream;





import com.pdflib.PLOPException;


import com.pdflib.plop;





public class EncryptServlet extends HttpServlet {


    private static final long serialVersionUID = 421239375938862931L;





    public void service(HttpServletRequest request, HttpServletResponse response)


            throws ServletException {


        plop plop = null;





        try {


            /*


             * Set up searchpath for the required data.


             */


            final ServletContext context = getServletContext();


            final String searchpath = context.getRealPath("/WEB-INF/data");





            /*


             * Catch problems that application data cannot be accessed.


             */


            if (searchpath == null) {


                throw new ServletException(


                        "Error: Unable to access application data (WAR file not unpacked?)");


            }


            


            /* parameters for the input document */


            final String in_filename = "PLOP-datasheet.pdf";


            final String in_password = "";


            


            /* parameters for the output document */


            final String out_master = "DEMO";


            final String out_user = "demo";


            final String permissions = "";


            int doc;





            plop = new plop();





            plop.set_option("searchpath={{" + searchpath + "}}");


            


            /* open unprotected input file without any password */


            String optlist = "password {" + in_password + "} ";


            if ((doc = plop.open_document(in_filename, optlist)) == -1) {


                throw new Exception("Error: " + plop.get_errmsg());


            }





            /* create the output file with a password */


            optlist = "masterpassword {" + out_master + "} userpassword {"


                    + out_user + "} permissions {" + permissions + "} input="+ doc;


            if (plop.create_document("", optlist) == -1) {


                throw new Exception("Error: " + plop.get_errmsg());


            }





            final byte[] buf = plop.get_buffer();





            response.setContentType("application/pdf");


            response.setContentLength(buf.length);





            final ServletOutputStream out = response.getOutputStream();


            out.write(buf);


            out.close();


            


            /* close input and output files */


            plop.close_document(doc, "");


        }


        catch (PLOPException e) {


            throw new ServletException("PLOP exception occurred in "


                    + getClass().getName(), e);


        }


        catch (Exception e) {


            throw new ServletException("Exception occurred in "


                    + getClass().getName(), e);


        }


        finally {


            /* delete the PLOP object */


            if (plop != null)


                plop.delete();


        }


    }


}
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/* $Id: HelloSignServlet.java,v 1.8 2016/03/24 13:27:12 rp Exp $


 *


 * PDFlib PLOP: PDF Linearization, Optimization, Protection


 * hellosign sample: generate a document in memory with PDFlib, and sign it


 * with PLOP


 */





import javax.servlet.http.HttpServlet;


import javax.servlet.http.HttpServletRequest;


import javax.servlet.http.HttpServletResponse;


import javax.servlet.ServletContext;


import javax.servlet.ServletException;


import javax.servlet.ServletOutputStream;





import com.pdflib.PDFlibException;


import com.pdflib.PLOPException;


import com.pdflib.pdflib;


import com.pdflib.plop;





public class HelloSignServlet extends HttpServlet {


    private static final long serialVersionUID = 1177865317978810551L;





    public void service(HttpServletRequest request, HttpServletResponse response)


            throws ServletException {


        pdflib pdf = null;


        plop plop = null;





        try {


            /*


             * Set up searchpath for the required data.


             */


            final ServletContext context = getServletContext();


            final String searchpath = context.getRealPath("/WEB-INF/data");





            /*


             * Catch problems that application data cannot be accessed.


             */


            if (searchpath == null) {


                throw new ServletException(


                        "Error: Unable to access application data (WAR file not unpacked?)");


            }





            /* Basic signature options */


            String sign_opts =


                "ltv=try " +         /* use ltv=full to ensure LTV status */


                /* for use with PKCS11


                "engine=pkcs#11 digitalid={filename=cryptoki.dll} "


                */


                "engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo} ";





            /* ----------- Step 1: generate the document in memory ---------- */





            pdf = new pdflib();





            pdf.begin_document("", "");





            pdf.set_info("Creator", "HelloSignServlet.java");


            pdf.set_info("Author", "Rainer Pl\u00f6ckl");


            pdf.set_info("Title", "Hello world/signed (Java/Servlet)");





            final int font = pdf.load_font("Helvetica-Bold", "winansi", "");





            pdf.begin_page_ext(595, 842, "");


            pdf.setfont(font, 24);


            pdf.set_text_pos(50, 700);


            pdf.show("Hello world/signed!");


            pdf.continue_text("(says Java/Servlet)");


            pdf.end_page_ext("");





            pdf.end_document("");


            


            final byte[] contents = pdf.get_buffer();





            /* --------------- Step 2: sign the document -------------- */





            plop = new plop();





                /* parameters for the input document */


            String optlist;


            String fieldoptlist = "";


            


            int doc;


            int visdoc =-1;


            boolean visualize = false;


            String visfile = "signing_man_pdfa1a.pdf";





            plop = new plop();





            /* open unprotected input file without any password */


            optlist = "searchpath={{" + searchpath + "}}";


            plop.set_option(optlist);


            /* Create a virtual PVF file from the document data in memory */


            plop.create_pvf("/pvf/hello.pdf", contents, "");





            /* open unsigned input document from PVF file */


            if ((doc = plop.open_document("/pvf/hello.pdf", "")) == -1) {


              throw new Exception("Error: " + plop.get_errmsg());


            }


           


            optlist = sign_opts;





            if (visualize) {


              if ((visdoc = plop.open_document(visfile, "")) == -1) {


                  throw new Exception("Error: " + plop.get_apiname()


                        + ": " + plop.get_errmsg());


              }


              fieldoptlist = "field={visdoc=" + visdoc + " rect={50 50 adapt adapt}} ";


              optlist = optlist + fieldoptlist;


            }





            if (plop.prepare_signature(optlist) == -1) {


                throw new Exception("Error: " + plop.get_apiname()


                                              + ": " + plop.get_errmsg());


            }





            if (plop.create_document("", "input=" + doc) == -1) {


                throw new Exception("Error: " + plop.get_apiname()


                                              + ": " + plop.get_errmsg());


            }


            


            final byte[] buf = plop.get_buffer();





            /* close input and output files */


            plop.close_document(doc, "");


            if (visualize) {


                plop.close_document(visdoc, "");


            }





            response.setContentType("application/pdf");


            response.setContentLength(buf.length);





            final ServletOutputStream out = response.getOutputStream();


            out.write(buf);


            out.close();





            /* delete PVF file containing input document */


            plop.delete_pvf("/pvf/hello.pdf");


        }


        catch (PLOPException e) {


            throw new ServletException("PLOP exception occurred in "


                    + getClass().getName(), e);


        }


        catch (PDFlibException e) {


            throw new ServletException("PDFlib exception occurred in "


                    + getClass().getName(), e);


        }


        catch (Exception e) {


            throw new ServletException("Exception occurred in "


                    + getClass().getName(), e);


        }


        finally {


            /* delete the PLOP object */


            if (plop != null)


                plop.delete();





            /* delete the PDFlib object */


            if (pdf != null) {


                pdf.delete();


            }


        }


    }


}
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/* $Id: InsertXmpServlet.java,v 1.4 2015/09/08 10:15:47 stm Exp $


 *


 * PDFlib PLOP: PDF Linearization, Optimization, Protection


 * mini sample for inserting XMP metadata in PDF documents


 */





import javax.servlet.http.HttpServlet;


import javax.servlet.http.HttpServletRequest;


import javax.servlet.http.HttpServletResponse;


import javax.servlet.ServletContext;


import javax.servlet.ServletException;


import javax.servlet.ServletOutputStream;





import com.pdflib.PLOPException;


import com.pdflib.plop;





public class InsertXmpServlet extends HttpServlet {


    private static final long serialVersionUID = 5579529181443275023L;





    public void service(HttpServletRequest request, HttpServletResponse response) 


            throws ServletException {


        plop plop = null;





        try {


            /*


             * Set up the search path so the document generated by the encrypt


             * sample can be found.


             */


            final ServletContext context = getServletContext();


            final String searchpath = context.getRealPath("/WEB-INF/data");





            /*


             * Catch problems that application data cannot be accessed.


             */


            if (searchpath == null) {


                throw new ServletException(


                        "Error: Unable to access application data (WAR file not unpacked?)");


            }





            /* input document */


            final String in_filename = "PLOP-datasheet.pdf";





            /* output document */


            final String out_filename = "";


            


            /*


             * Option list for the generated output document. Some alternatives


             * for the option list using the supplied XMP samples:


             * 


             * Insert custom metadata for the GWG (Ghent Workgroup) Ad Ticket


             * scheme (see http://www.gwg.org/Jobtickets.phtml):


             * "metadata={filename=gwg_ad_ticket.xmp validate=xmp2004}"


             * 


             * Insert custom metadata based on Acme's enterprise schema:


             * "metadata={filename=acme.xmp}"


             * 


             * Insert a custom "engineering" schema for scanned documents: This


             * works best with a PDF/A-1 input document (e.g. mini_pdfa1.pdf),


             * and requires XMP input which conforms to PDF/A-1:


             * "metadata={filename=engineering.xmp}"


             * 


             * Insert a PDF/A extension schema after validating the XMP for


             * PDF/A-1. This works best with a PDF/A-1 input document (e.g.


             * mini_pdfa1.pdf), and requires XMP input which conforms to


             * PDF/A-1: "metadata={filename=machine_pdfa1.xmp validate=pdfa1}"


             */


            final String base_opts = "metadata={filename=gwg_ad_ticket.xmp}";





            plop = new plop();


            


            plop.set_option("searchpath={{" + searchpath + "}}");





            /* open input file */


            int doc;


            if ((doc = plop.open_document(in_filename, "")) == -1) {


                throw new Exception("Error: " + plop.get_errmsg());


            }





            /* create the output file and add XMP metadata */


            if (plop.create_document(out_filename, base_opts + " input=" + doc) == -1) {


                throw new Exception("Error: " + plop.get_errmsg());


            }


            


            final byte[] contents = plop.get_buffer();





            response.setContentType("application/pdf");


            response.setContentLength(contents.length);





            final ServletOutputStream out = response.getOutputStream();


            out.write(contents);


            out.close();





            /* close input and output files */


            plop.close_document(doc, "");


        }


        catch (PLOPException e) {


            throw new ServletException("PLOP exception occurred in "


                    + getClass().getName(), e);


        }


        catch (Exception e) {


            throw new ServletException("Exception occurred in "


                    + getClass().getName(), e);


        }


        finally {


            /* delete the PLOP object */


            if (plop != null)


                plop.delete();


        }


    }


}
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/* $Id: SignServlet.java,v 1.8 2016/03/24 13:27:12 rp Exp $


 *


 * PDFlib PLOP: PDF Linearization, Optimization, Protection


 * sample for creating a signed document


 */





import javax.servlet.http.HttpServlet;


import javax.servlet.ServletContext;


import javax.servlet.ServletException;


import javax.servlet.ServletOutputStream;


import javax.servlet.ServletRequest;


import javax.servlet.ServletResponse;





import com.pdflib.PLOPException;


import com.pdflib.plop;





public class SignServlet extends HttpServlet {


    private static final long serialVersionUID = -4446230350807159305L;





    public void service(ServletRequest request, ServletResponse response)


            throws ServletException {


        plop plop = null;





        /* Basic signature options */


        String sign_opts =


            "ltv=try " +         /* use ltv=full to ensure LTV status */


            /* for use with PKCS11


            "engine=pkcs#11 digitalid={filename=cryptoki.dll} "


            */


        "engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo} ";        


        


        try {


            /* parameters for the input document */


            final String in_filename = "invoice.pdf";


            /* parameters for the input document */


            String optlist;


            String fieldoptlist = "";


            


            /* Set up searchpath for the required data. */


            final ServletContext context = getServletContext();


            final String searchpath = context.getRealPath("/WEB-INF/data");





            int doc;


            int visdoc = -1;


            boolean visualize = false;


            String visfile = "signing_man_pdfa1a.pdf";





            plop = new plop();





            /* open unprotected input file without any password */


            optlist = "searchpath={{" + searchpath + "}}";


            plop.set_option(optlist);


            if ((doc = plop.open_document(in_filename, "")) == -1) {


                throw new Exception("Error: " + plop.get_apiname() + ": "


                        + plop.get_errmsg());


            }


            optlist = sign_opts;





            if (visualize) {


                if ((visdoc = plop.open_document(visfile, "")) == -1) {


                    throw new Exception("Error: " + plop.get_apiname() + ": "


                            + plop.get_errmsg());


                }


                fieldoptlist = "field={visdoc=" + visdoc


                        + " rect={50 50 adapt adapt}} ";


                optlist = optlist + fieldoptlist;


            }





            if (plop.prepare_signature(optlist) == -1) {


                throw new Exception("Error: " + plop.get_apiname()


                                              + ": " + plop.get_errmsg());


            }





            if (plop.create_document("", "input=" + doc) == -1) {


                throw new Exception("Error: " + plop.get_apiname()


                                              + ": " + plop.get_errmsg());


            }





            final byte[] buf = plop.get_buffer();


            


            /* close input and output files */


            plop.close_document(doc, "");


            if (visualize) {


                plop.close_document(visdoc, "");


            }





            response.setContentType("application/pdf");


            response.setContentLength(buf.length);





            final ServletOutputStream out = response.getOutputStream();


            out.write(buf);


            out.close();


        }


        catch (PLOPException e) {


            throw new ServletException("PLOP exception occurred in "


                    + getClass().getName(), e);


        }


        catch (Exception e) {


            throw new ServletException("Exception occurred in "


                    + getClass().getName(), e);


        }


        finally {


            /* delete the PLOP object */


            if (plop != null)


                plop.delete();


        }


    }


}
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<%@ page language="java" contentType="text/html; charset=ISO-8859-1"
	pageEncoding="ISO-8859-1" isErrorPage="true"
	import="com.pdflib.PLOPException"%>
<%-- $Id: error.jsp,v 1.1.16.1 2015/09/07 13:12:40 stm Exp $ --%>
<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://www.w3.org/TR/html4/loose.dtd">
<html>
<head>
<meta http-equiv="Content-Type" content="text/html; charset=ISO-8859-1">
<title>Error Occurred In PLOP Sample</title>
</head>
<body>
<%
    if (exception instanceof PLOPException) {
        PLOPException plopException = (PLOPException) exception;
%>
<p>PLOP exception occurred in PLOP J2EE sample:</p>
<p>[ <%=plopException.get_errnum()%> ] <%=plopException.get_apiname()%>:
<%=plopException.get_errmsg()%></p>
<%
    }
    else {
%>
<p>Exception occurred in PLOP J2EE sample:</p>
<p>[ <%=exception.toString()%> ]</p>
<%
    }
%>
</body>
</html>
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PLOP J2EE Samples



			Encryption (password for opening the encrypted PDF file is "demo")


			"Hello World" PDF document produced with PDFlib and then signed with PLOP (only available if the PLOP J2EE samples were built with PDFlib support)


			XMP metadata injection


			Signature
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Manifest-Version: 1.0
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         Sign Servlet
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         EncryptServlet
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         SignServlet
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         com.pdflib.PLOPException
         /error.jsp
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         /error.jsp
    
     
         java.lang.Exception
         /error.jsp
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How This API Document Is Organized




This API (Application Programming Interface) document has pages corresponding to the items in the navigation bar, described as follows.
Package






Each package has a page that contains a list of its classes and interfaces, with a summary for each. This page can contain four categories:


			Interfaces (italic)


			Classes


			Enums


			Exceptions


			Errors


			Annotation Types











Class/Interface






Each class, interface, nested class and nested interface has its own separate page. Each of these pages has three sections consisting of a class/interface description, summary tables, and detailed member descriptions:


			Class inheritance diagram


			Direct Subclasses


			All Known Subinterfaces


			All Known Implementing Classes


			Class/interface declaration


			Class/interface description







			Nested Class Summary


			Field Summary


			Constructor Summary


			Method Summary







			Field Detail


			Constructor Detail


			Method Detail






Each summary entry contains the first sentence from the detailed description for that item. The summary entries are alphabetical, while the detailed descriptions are in the order they appear in the source code. This preserves the logical groupings established by the programmer.





Annotation Type






Each annotation type has its own separate page with the following sections:


			Annotation Type declaration


			Annotation Type description


			Required Element Summary


			Optional Element Summary


			Element Detail












Enum






Each enum has its own separate page with the following sections:


			Enum declaration


			Enum description


			Enum Constant Summary


			Enum Constant Detail











Deprecated API




The Deprecated API page lists all of the API that have been deprecated. A deprecated API is not recommended for use, generally due to improvements, and a replacement API is usually given. Deprecated APIs may be removed in future implementations.




Index




The Index contains an alphabetic list of all classes, interfaces, constructors, methods, and fields.




Prev/Next



These links take you to the next or previous class, interface, package, or related page.
Frames/No Frames



These links show and hide the HTML frames.  All pages are available with or without frames.





Serialized Form



Each serializable or externalizable class has a description of its serialization fields and methods. This information is of interest to re-implementors, not to developers using the API. While there is no link in the navigation bar, you can get to this information by going to any serialized class and clicking "Serialized Form" in the "See also" section of the class description.





Constant Field Values



The Constant Field Values page lists the static final fields and their values.



This help file applies to API documentation generated using the standard doclet.
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A C D G I O P S 

[bookmark: _A_]
A



			add_recipient(String) - 
Method in class com.pdflib.plop



			Add recipient for encryption with certificate security.









[bookmark: _C_]
C



			close_document(int, String) - 
Method in class com.pdflib.plop



			Close the input and output documents.



			com.pdflib - package com.pdflib


			 


			convert_to_unicode(String, byte[], String) - 
Method in class com.pdflib.plop



			Convert an arbitrary encoded string to a Unicode string in several formats.



			create_document(String, String) - 
Method in class com.pdflib.plop



			Create a PDF output document (which may be protected) in memory or on disk file.



			create_pvf(String, byte[], String) - 
Method in class com.pdflib.plop



			Create a named virtual read-only file from data provided in memory.
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D



			delete() - 
Method in class com.pdflib.plop



			Delete a PLOP context and release all its internal resources.



			delete_pvf(String) - 
Method in class com.pdflib.plop



			Delete a named virtual file and free its data structures (but not the contents).
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			get_apiname() - 
Method in class com.pdflib.plop



			Get the name of the API function which threw the last exception or failed.



			get_apiname() - 
Method in exception com.pdflib.PLOPException



			Get the name of the API function which caused the exception.



			get_buffer() - 
Method in class com.pdflib.plop



			Fetch full or partial buffer contents of the output document from memory.



			get_errmsg() - 
Method in class com.pdflib.plop



			Get the descriptive text of the last thrown exception, or the reason of a failed function call.



			get_errmsg() - 
Method in exception com.pdflib.PLOPException



			Map standard getMessage method to get_errmsg.



			get_errnum() - 
Method in class com.pdflib.plop



			Get the number of the last thrown exception, or the reason of a failed function call.



			get_errnum() - 
Method in exception com.pdflib.PLOPException



			Get the error number of the exception.
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I



			info_pvf(String, String) - 
Method in class com.pdflib.plop



			Query properties of a virtual file or the PDFlib Virtual File system (PVF).
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			open_document(String, String) - 
Method in class com.pdflib.plop



			Open a PDF document (which may be protected) for processing.
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			pcos_close_document(int, String) - 
Method in class com.pdflib.plop



			Close PLOP input document via the IpCOS interface.



			pcos_get_number(int, String) - 
Method in class com.pdflib.plop



			Get the value of a pCOS path with type number or boolean.



			pcos_get_stream(int, String, String) - 
Method in class com.pdflib.plop



			Get the value of a pCOS path with type name, number, string, or boolean.



			pcos_get_string(int, String) - 
Method in class com.pdflib.plop



			Get the value of a pCOS path with type name, string, or boolean.



			pcos_open_document(String, String) - 
Method in class com.pdflib.plop



			Open PLOP input document via the IpCOS interface.



			plop - Class in com.pdflib


			PDFlib PLOP (PDF Linearization, Optimization, Protection)
    Note that this is only a syntax summary.


			plop() - 
Constructor for class com.pdflib.plop



			Create a new PLOP context.



			PLOPException - Exception in com.pdflib


			PDFlib PLOP: PDF Linearization, Optimization, Protection      
    Exception handling for PLOP.


			PLOPException() - 
Constructor for exception com.pdflib.PLOPException



			 



			PLOPException(String) - 
Constructor for exception com.pdflib.PLOPException



			 



			PLOPException(String, int, String) - 
Constructor for exception com.pdflib.PLOPException



			 



			prepare_signature(String) - 
Method in class com.pdflib.plop



			Prepare signature options.
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			set_option(String) - 
Method in class com.pdflib.plop



			Set one or more global options for PLOP.
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Serialized Form







			
Package com.pdflib
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Class com.pdflib.PLOPException extends java.lang.Exception implements Serializable
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Serialized Fields











plop_errnum




int plop_errnum














plop_apiname




java.lang.String plop_apiname
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/* Javadoc style sheet */

/* Define colors, fonts and other style attributes here to override the defaults */

/* Page background color */
body { background-color: #FFFFFF }

/* Headings */
h1 { font-size: 145% }

/* Table colors */
.TableHeadingColor     { background: #CCCCFF } /* Dark mauve */
.TableSubHeadingColor  { background: #EEEEFF } /* Light mauve */
.TableRowColor         { background: #FFFFFF } /* White */

/* Font used in left-hand frame lists */
.FrameTitleFont   { font-size: 100%; font-family: Helvetica, Arial, sans-serif }
.FrameHeadingFont { font-size:  90%; font-family: Helvetica, Arial, sans-serif }
.FrameItemFont    { font-size:  90%; font-family: Helvetica, Arial, sans-serif }

/* Navigation bar fonts and colors */
.NavBarCell1    { background-color:#EEEEFF;} /* Light mauve */
.NavBarCell1Rev { background-color:#00008B;} /* Dark Blue */
.NavBarFont1    { font-family: Arial, Helvetica, sans-serif; color:#000000;}
.NavBarFont1Rev { font-family: Arial, Helvetica, sans-serif; color:#FFFFFF;}

.NavBarCell2    { font-family: Arial, Helvetica, sans-serif; background-color:#FFFFFF;}
.NavBarCell3    { font-family: Arial, Helvetica, sans-serif; background-color:#FFFFFF;}
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com.pdflib


Class PLOPException




java.lang.Object
  [image: extended by ]java.lang.Throwable
      [image: extended by ]java.lang.Exception
          [image: extended by ]com.pdflib.PLOPException




			All Implemented Interfaces: 


			java.io.Serializable








			





public class PLOPException


			extends java.lang.Exception









PDFlib PLOP: PDF Linearization, Optimization, Protection      
    Exception handling for PLOP.












			Version:


			5.1p1


			Author:


			Rainer Schaaf


			See Also:


			Serialized Form
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Constructor Summary


			PLOPException()



           


			PLOPException(java.lang.String msg)



           


			PLOPException(java.lang.String msg,
              int errnum,
              java.lang.String apiname)
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Method Summary


			
 java.lang.String			get_apiname()



          Get the name of the API function which caused the exception.


			
 java.lang.String			get_errmsg()



          Map standard getMessage method to get_errmsg.


			
 int			get_errnum()



          Get the error number of the exception.






 [bookmark: methods_inherited_from_class_java.lang.Throwable]
			Methods inherited from class java.lang.Throwable


			fillInStackTrace, getCause, getLocalizedMessage, getMessage, getStackTrace, initCause, printStackTrace, printStackTrace, printStackTrace, setStackTrace, toString
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			Methods inherited from class java.lang.Object


			equals, getClass, hashCode, notify, notifyAll, wait, wait, wait
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Constructor Detail
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PLOPException




public PLOPException()
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PLOPException




public PLOPException(java.lang.String msg)
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PLOPException




public PLOPException(java.lang.String msg,
                     int errnum,
                     java.lang.String apiname)
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Method Detail
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get_errmsg




public java.lang.String get_errmsg()



			Map standard getMessage method to get_errmsg.
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get_errnum




public int get_errnum()



			Get the error number of the exception.
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get_apiname




public java.lang.String get_apiname()



			Get the name of the API function which caused the exception.
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Classes 



plop








			
Exceptions 



PLOPException
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Package com.pdflib





			
Class Summary


			plop			PDFlib PLOP (PDF Linearization, Optimization, Protection)
    Note that this is only a syntax summary.






 



			
Exception Summary


			PLOPException			PDFlib PLOP: PDF Linearization, Optimization, Protection      
    Exception handling for PLOP.






 

















[bookmark: navbar_bottom]

			
[bookmark: navbar_bottom_firstrow]
			    Package 			    Class 			    Deprecated 			    Index 			    Help 






			




			
 PREV PACKAGE 
 NEXT PACKAGE			
  FRAMES   
 NO FRAMES   
 

  All Classes











[bookmark: skip-navbar_bottom]









PLOP-5.1p1-SunOS-AMD64/bind/java/javadoc/com/pdflib/plop.html





[bookmark: navbar_top]

			
[bookmark: navbar_top_firstrow]
			    Package 			  Class 			    Deprecated 			    Index 			    Help 






			




			
 PREV CLASS 
 NEXT CLASS			
  FRAMES   
 NO FRAMES   
 

  All Classes







			
  SUMMARY: NESTED | FIELD | CONSTR | METHOD			
DETAIL: FIELD | CONSTR | METHOD






[bookmark: skip-navbar_top]







com.pdflib


Class plop




java.lang.Object
  [image: extended by ]com.pdflib.plop




			All Implemented Interfaces: 


			com.pdflib.IpCOS








			





public final class plop


			extends java.lang.Object


			implements com.pdflib.IpCOS









PDFlib PLOP (PDF Linearization, Optimization, Protection)
    Note that this is only a syntax summary. For complete information
    please refer to the PLOP API reference manual which is available
    in the PDF file PLOP-manual.pdf in the PLOP distribution.












			Version:


			5.1p1


			Author:


			Rainer Schaaf













[bookmark: constructor_summary]
			
Constructor Summary


			plop()



          Create a new PLOP context.
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Method Summary


			
 int			add_recipient(java.lang.String optlist)



          Add recipient for encryption with certificate security.


			
 void			close_document(int doc,
               java.lang.String optlist)



          Close the input and output documents.


			
 java.lang.String			convert_to_unicode(java.lang.String inputformat,
                   byte[] inputstring,
                   java.lang.String optlist)



          Convert an arbitrary encoded string to a Unicode string in several formats.


			
 int			create_document(java.lang.String filename,
                java.lang.String optlist)



          Create a PDF output document (which may be protected) in memory or on disk file.


			
 void			create_pvf(java.lang.String filename,
           byte[] data,
           java.lang.String optlist)



          Create a named virtual read-only file from data provided in memory.


			
 int			delete_pvf(java.lang.String filename)



          Delete a named virtual file and free its data structures (but not the contents).


			
 void			delete()



          Delete a PLOP context and release all its internal resources.


			
 java.lang.String			get_apiname()



          Get the name of the API function which threw the last exception or failed.


			
 byte[]			get_buffer()



          Fetch full or partial buffer contents of the output document from memory.


			
 java.lang.String			get_errmsg()



          Get the descriptive text of the last thrown exception, or the reason of a failed function call.


			
 int			get_errnum()



          Get the number of the last thrown exception, or the reason of a failed function call.


			
 double			info_pvf(java.lang.String filename,
         java.lang.String keyword)



          Query properties of a virtual file or the PDFlib Virtual File system (PVF).


			
 int			open_document(java.lang.String filename,
              java.lang.String optlist)



          Open a PDF document (which may be protected) for processing.


			
 void			pcos_close_document(int doc,
                    java.lang.String optlist)



          Close PLOP input document via the IpCOS interface.


			
 double			pcos_get_number(int doc,
                java.lang.String path)



          Get the value of a pCOS path with type number or boolean.


			
 byte[]			pcos_get_stream(int doc,
                java.lang.String optlist,
                java.lang.String path)



          Get the value of a pCOS path with type name, number, string, or boolean.


			
 java.lang.String			pcos_get_string(int doc,
                java.lang.String path)



          Get the value of a pCOS path with type name, string, or boolean.


			
 int			pcos_open_document(java.lang.String filename,
                   java.lang.String optlist)



          Open PLOP input document via the IpCOS interface.


			
 int			prepare_signature(java.lang.String optlist)



          Prepare signature options.


			
 void			set_option(java.lang.String optlist)



          Set one or more global options for PLOP.
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			Methods inherited from class java.lang.Object


			equals, getClass, hashCode, notify, notifyAll, toString, wait, wait, wait
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plop




public plop()
     throws PLOPException



			Create a new PLOP context.




			Throws:



			PLOPException - May throw an exception in case
        of memory shortage.
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add_recipient




public final int add_recipient(java.lang.String optlist)
                        throws PLOPException



			Add recipient for encryption with certificate security.







			






						Returns:


			-1 on error, and 1 otherwise.



			Throws:



			PLOPException - PLOP output cannot be finished after an exception.
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close_document




public final void close_document(int doc,
                                 java.lang.String optlist)
                          throws PLOPException



			Close the input and output documents.







			






						Throws:



			PLOPException - PLOP output cannot be finished after an exception.
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convert_to_unicode




public final java.lang.String convert_to_unicode(java.lang.String inputformat,
                                                 byte[] inputstring,
                                                 java.lang.String optlist)
                                          throws PLOPException



			Convert an arbitrary encoded string to a Unicode string in several formats.







						Specified by:


			convert_to_unicode in interface com.pdflib.IpCOS









						Returns:


			The converted Unicode string.



			Throws:



			PLOPException - PLOP output cannot be finished after an exception.
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create_document




public final int create_document(java.lang.String filename,
                                 java.lang.String optlist)
                          throws PLOPException



			Create a PDF output document (which may be protected) in memory or on disk file.







			






						Returns:


			-1 on error, and a document handle otherwise.



			Throws:



			PLOPException - PLOP output cannot be finished after an exception.
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create_pvf




public final void create_pvf(java.lang.String filename,
                             byte[] data,
                             java.lang.String optlist)
                      throws PLOPException



			Create a named virtual read-only file from data provided in memory.







						Specified by:


			create_pvf in interface com.pdflib.IpCOS









						Throws:



			PLOPException - PLOP output cannot be finished after an exception.
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delete_pvf




public final int delete_pvf(java.lang.String filename)
                     throws PLOPException



			Delete a named virtual file and free its data structures (but not the contents).







						Specified by:


			delete_pvf in interface com.pdflib.IpCOS









						Returns:


			-1 if the virtual file exists but is locked, and 1 otherwise.



			Throws:



			PLOPException - PLOP output cannot be finished after an exception.
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get_apiname




public final java.lang.String get_apiname()



			Get the name of the API function which threw the last exception or failed.







						Specified by:


			get_apiname in interface com.pdflib.IpCOS









						Returns:


			The name of a PLOP API function.



			Throws:



			PLOPException - PLOP output cannot be finished after an exception.
















[bookmark: get_buffer()]
get_buffer




public final byte[] get_buffer()
                        throws PLOPException



			Fetch full or partial buffer contents of the output document from memory.







			






						Returns:


			A buffer containing output data.



			Throws:



			PLOPException - PLOP output cannot be finished after an exception.
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get_errmsg




public final java.lang.String get_errmsg()



			Get the descriptive text of the last thrown exception, or the reason of a failed function call.







						Specified by:


			get_errmsg in interface com.pdflib.IpCOS









						Returns:


			A string describing the error, or an empty string if the last API call didnt cause any error.



			Throws:



			PLOPException - PLOP output cannot be finished after an exception.
















[bookmark: get_errnum()]
get_errnum




public final int get_errnum()



			Get the number of the last thrown exception, or the reason of a failed function call.







						Specified by:


			get_errnum in interface com.pdflib.IpCOS









						Returns:


			The exceptions error number.



			Throws:



			PLOPException - PLOP output cannot be finished after an exception.
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info_pvf




public final double info_pvf(java.lang.String filename,
                             java.lang.String keyword)
                      throws PLOPException



			Query properties of a virtual file or the PDFlib Virtual File system (PVF).







						Specified by:


			info_pvf in interface com.pdflib.IpCOS









						Returns:


			The value of some file parameter as requested by keyword.



			Throws:



			PLOPException - PLOP output cannot be finished after an exception.
















[bookmark: open_document(java.lang.String, java.lang.String)]
open_document




public final int open_document(java.lang.String filename,
                               java.lang.String optlist)
                        throws PLOPException



			Open a PDF document (which may be protected) for processing.







			






						Returns:


			-1 on error, and a document handle otherwise.



			Throws:



			PLOPException - PLOP output cannot be finished after an exception.
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pcos_get_number




public final double pcos_get_number(int doc,
                                    java.lang.String path)
                             throws PLOPException



			Get the value of a pCOS path with type number or boolean.







						Specified by:


			pcos_get_number in interface com.pdflib.IpCOS









						Returns:


			The numerical value of the object identified by the pCOS path.



			Throws:



			PLOPException - PLOP output cannot be finished after an exception.
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pcos_get_stream




public final byte[] pcos_get_stream(int doc,
                                    java.lang.String optlist,
                                    java.lang.String path)
                             throws PLOPException



			Get the value of a pCOS path with type name, number, string, or boolean.







						Specified by:


			pcos_get_stream in interface com.pdflib.IpCOS









						Returns:


			The unencrypted data contained in the stream or string.



			Throws:



			PLOPException - PLOP output cannot be finished after an exception.
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pcos_get_string




public final java.lang.String pcos_get_string(int doc,
                                              java.lang.String path)
                                       throws PLOPException



			Get the value of a pCOS path with type name, string, or boolean.







						Specified by:


			pcos_get_string in interface com.pdflib.IpCOS









						Returns:


			A string with the value of the object identified by the pCOS path.



			Throws:



			PLOPException - PLOP output cannot be finished after an exception.
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prepare_signature




public final int prepare_signature(java.lang.String optlist)
                            throws PLOPException



			Prepare signature options.







			






						Returns:


			-1 on error, and 1 otherwise.



			Throws:



			PLOPException - PLOP output cannot be finished after an exception.
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set_option




public final void set_option(java.lang.String optlist)
                      throws PLOPException



			Set one or more global options for PLOP.







						Specified by:


			set_option in interface com.pdflib.IpCOS









						Throws:



			PLOPException - PLOP output cannot be finished after an exception.
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delete




public final void delete()



			Delete a PLOP context and release all its internal resources.
        This should be called for cleanup when processing is done,
        and after a PLOPException occurred.
        This method may also be called by the finalizer, but it is safe to
        issue multiple calls.







						Specified by:


			delete in interface com.pdflib.IpCOS
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pcos_open_document




public int pcos_open_document(java.lang.String filename,
                              java.lang.String optlist)
                       throws java.lang.Exception



			Open PLOP input document via the IpCOS interface.







						Specified by:


			pcos_open_document in interface com.pdflib.IpCOS









						Throws:



			java.lang.Exception
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pcos_close_document




public void pcos_close_document(int doc,
                                java.lang.String optlist)
                         throws java.lang.Exception



			Close PLOP input document via the IpCOS interface.







						Specified by:


			pcos_close_document in interface com.pdflib.IpCOS









						Throws:



			java.lang.Exception
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PLOP-5.1p1-SunOS-AMD64/bind/perl/PDFlib/PLOP.pm

#---------------------------------------------------------------------------#
#          Copyright (c) 1997-2016 PDFlib GmbH. All rights reserved.        #
#---------------------------------------------------------------------------#
#    This software may not be copied or distributed except as expressly     #
#    authorized by PDFlib GmbH's general license agreement or a custom      #
#    license agreement signed by PDFlib GmbH.                               #
#    For more information about licensing please refer to www.pdflib.com.   #
#---------------------------------------------------------------------------#

# $Id: PLOP.pm,v 1.20 2016/05/13 15:18:55 rjs Exp $
#
package PDFlib::PLOP;

use strict;
use Carp;

use plop_pl 5.1;
our $VERSION = 5.1;

sub new {
    my $class = shift;
    my $self = {};
    my $plop = PLOP_new();

    bless $self, $class;
    $self->{plop} = $plop;
    PLOP_set_option($plop,  "objorient=true");

    return $self;
}

sub DESTROY {
    my $self = shift;

    PLOP_delete($self->{plop}) if $self->{plop};
}

# Automatically generated methods


sub add_recipient {
    my $self = shift;
    my $ret;
    eval {
	$ret = PLOP_add_recipient($self->{plop}, @_);
    };
    if ($@) {
	croak($@);
    }
    return($ret);
}

sub close_document {
    my $self = shift;
    eval {
	PLOP_close_document($self->{plop}, @_);
    };
    if ($@) {
	croak($@);
    }
}

sub convert_to_unicode {
    my $self = shift;
    my $ret;
    eval {
	$ret = PLOP_convert_to_unicode($self->{plop}, @_);
    };
    if ($@) {
	croak($@);
    }
    return($ret);
}

sub create_document {
    my $self = shift;
    my $ret;
    eval {
	$ret = PLOP_create_document($self->{plop}, @_);
    };
    if ($@) {
	croak($@);
    }
    return($ret);
}

sub create_pvf {
    my $self = shift;
    eval {
	PLOP_create_pvf($self->{plop}, @_);
    };
    if ($@) {
	croak($@);
    }
}

sub delete_pvf {
    my $self = shift;
    my $ret;
    eval {
	$ret = PLOP_delete_pvf($self->{plop}, @_);
    };
    if ($@) {
	croak($@);
    }
    return($ret);
}

sub get_apiname {
    my $self = shift;
    my $ret;
    eval {
	$ret = PLOP_get_apiname($self->{plop}, @_);
    };
    if ($@) {
	croak($@);
    }
    return($ret);
}

sub get_buffer {
    my $self = shift;
    my $ret;
    eval {
	$ret = PLOP_get_buffer($self->{plop}, @_);
    };
    if ($@) {
	croak($@);
    }
    return($ret);
}

sub get_errmsg {
    my $self = shift;
    my $ret;
    eval {
	$ret = PLOP_get_errmsg($self->{plop}, @_);
    };
    if ($@) {
	croak($@);
    }
    return($ret);
}

sub get_errnum {
    my $self = shift;
    my $ret;
    eval {
	$ret = PLOP_get_errnum($self->{plop}, @_);
    };
    if ($@) {
	croak($@);
    }
    return($ret);
}

sub info_pvf {
    my $self = shift;
    my $ret;
    eval {
	$ret = PLOP_info_pvf($self->{plop}, @_);
    };
    if ($@) {
	croak($@);
    }
    return($ret);
}

sub open_document {
    my $self = shift;
    my $ret;
    eval {
	$ret = PLOP_open_document($self->{plop}, @_);
    };
    if ($@) {
	croak($@);
    }
    return($ret);
}

sub pcos_get_number {
    my $self = shift;
    my $ret;
    eval {
	$ret = PLOP_pcos_get_number($self->{plop}, @_);
    };
    if ($@) {
	croak($@);
    }
    return($ret);
}

sub pcos_get_stream {
    my $self = shift;
    my $ret;
    eval {
	$ret = PLOP_pcos_get_stream($self->{plop}, @_);
    };
    if ($@) {
	croak($@);
    }
    return($ret);
}

sub pcos_get_string {
    my $self = shift;
    my $ret;
    eval {
	$ret = PLOP_pcos_get_string($self->{plop}, @_);
    };
    if ($@) {
	croak($@);
    }
    return($ret);
}

sub prepare_signature {
    my $self = shift;
    my $ret;
    eval {
	$ret = PLOP_prepare_signature($self->{plop}, @_);
    };
    if ($@) {
	croak($@);
    }
    return($ret);
}

sub set_option {
    my $self = shift;
    eval {
	PLOP_set_option($self->{plop}, @_);
    };
    if ($@) {
	croak($@);
    }
}







PLOP-5.1p1-SunOS-AMD64/bind/perl/plop_pl.pm

# $Id: plop_pl.pm,v 1.19 2016/05/13 15:18:55 rjs Exp $
#---------------------------------------------------------------------------#
#          Copyright (c) 2002-2016 PDFlib GmbH. All rights reserved.        #
#---------------------------------------------------------------------------#
#    This software may not be copied or distributed except as expressly     #
#    authorized by PDFlib GmbH's general license agreement or a custom      #
#    license agreement signed by PDFlib GmbH.                               #
#    For more information about licensing please refer to www.pdflib.com.   #
#---------------------------------------------------------------------------#

package plop_pl;
require Exporter;
require DynaLoader;
$VERSION=5.1;
@ISA = qw(Exporter DynaLoader);
package plopc;
bootstrap plop_pl;
var_plop_init();
@EXPORT = qw( );

# ---------- BASE METHODS -------------

package plop_pl;

sub TIEHASH {
    my ($classname,$obj) = @_;
    return bless $obj, $classname;
}

sub CLEAR { }

sub this {
    my $ptr = shift;
    return tied(%$ptr);
}


# ------- FUNCTION WRAPPERS --------

package plop_pl;

*PLOP_new = *plopc::PLOP_new;
*PLOP_delete = *plopc::PLOP_delete;
# update fromp wrap.pl
*PLOP_add_recipient = *ploplibc::PLOP_add_recipient;
*PLOP_close_document = *ploplibc::PLOP_close_document;
*PLOP_convert_to_unicode = *ploplibc::PLOP_convert_to_unicode;
*PLOP_create_document = *ploplibc::PLOP_create_document;
*PLOP_create_pvf = *ploplibc::PLOP_create_pvf;
*PLOP_delete_pvf = *ploplibc::PLOP_delete_pvf;
*PLOP_get_apiname = *ploplibc::PLOP_get_apiname;
*PLOP_get_buffer = *ploplibc::PLOP_get_buffer;
*PLOP_get_errmsg = *ploplibc::PLOP_get_errmsg;
*PLOP_get_errnum = *ploplibc::PLOP_get_errnum;
*PLOP_info_pvf = *ploplibc::PLOP_info_pvf;
*PLOP_open_document = *ploplibc::PLOP_open_document;
*PLOP_pcos_get_number = *ploplibc::PLOP_pcos_get_number;
*PLOP_pcos_get_stream = *ploplibc::PLOP_pcos_get_stream;
*PLOP_pcos_get_string = *ploplibc::PLOP_pcos_get_string;
*PLOP_prepare_signature = *ploplibc::PLOP_prepare_signature;
*PLOP_set_option = *ploplibc::PLOP_set_option;

@EXPORT = qw(
PLOP_new
PLOP_delete
PLOP_add_recipient
PLOP_close_document
PLOP_convert_to_unicode
PLOP_create_document
PLOP_create_pvf
PLOP_delete_pvf
PLOP_get_apiname
PLOP_get_buffer
PLOP_get_errmsg
PLOP_get_errnum
PLOP_info_pvf
PLOP_open_document
PLOP_pcos_get_number
PLOP_pcos_get_stream
PLOP_pcos_get_string
PLOP_prepare_signature
PLOP_set_option

);







PLOP-5.1p1-SunOS-AMD64/bind/perl/Makefile

# Sample Makefile for PDFlib's Perl binding
# $Id: Makefile.sample,v 1.17 2016/05/13 07:59:08 stm Exp $


PERLBIN = perl

all: test

test::
	@echo "to test the hellosign sample use: make testhellosign"
	@echo "to test the dynamicsign sample use: make testdynamicsign"
	-$(PERLBIN) certsec.pl PLOP-datasheet.pdf PLOP-datasheet-certsec.pdf
	-$(PERLBIN) encrypt.pl
	-$(PERLBIN) insertxmp.pl
	-$(PERLBIN) dumper.pl PLOP-datasheet.pdf
	-$(PERLBIN) sign.pl invoice.pdf invoice-signed.pdf
	-$(PERLBIN) multisign.pl invoice.pdf PLOP-datasheet.pdf

testhellosign:
	@echo "you need a version of PDFlib installed to build this target"
	-$(PERLBIN) hellosign.pl
	
testdynamicsign:
	@echo "you need a version of PDFlib installed to build this target"
	-$(PERLBIN) dynamicsign.pl PLOP-datasheet.pdf PLOP-datasheet-signed-dynamic.pdf

clean:
	$(RM) PLOP-datasheet-certsec.pdf
	$(RM) PLOP-datasheet-encrypted.pdf PLOP-datasheet-xmp.pdf
	$(RM) hellosign.pdf invoice-signed.pdf
	$(RM) invoice.pdf-signed.pdf PLOP-datasheet.pdf-signed.pdf
	$(RM) PLOP-datasheet-signed-dynamic.pdf







PLOP-5.1p1-SunOS-AMD64/bind/perl/certsec.pl

#!/usr/bin/perl
# $Id: certsec.pl,v 1.4 2016/05/09 17:22:30 rjs Exp $
#
# PDFlib PLOP DS:
# Encrypt file with certificate security.
#

use PDFlib::PLOP 5.1;

# create a new PLOP object
my $plop = new PDFlib::PLOP;
#
# This is where input files live. Adjust as necessary.
my $searchpath = "../data";

my @recipients = (
    # no permission restrictions
    { cert=>"../data/demo_recipient_1.pem", perm=>"" },

    # form filling and signing permissions granted, but not others
    { cert=>"../data/demo_recipient_2.pem", perm=>"nomodify nocopy noannots noassemble" },
    { cert=>"../data/demo_recipient_3.pem", perm=>"nomodify nocopy noannots noassemble" },
);


if ($#ARGV != 1 ) {
    die("usage: certsec <infile> <outfile> \n");
}

eval {
    my $doc;
    my $r;
    my $optlist;

    $plop->set_option("searchpath={${searchpath}}");

    # open unprotected input file
    if (($doc = $plop->open_document($ARGV[0], "")) == -1) {
	die("Error: ", $plop->get_errmsg(), "\n");
    }

    # add recipients
    for ($r = 0; $r <= $#recipients; $r++) {
        $optlist = sprintf("certificate={filename={%s}} permissions={%s}",
            $recipients[$r]{cert}, $recipients[$r]{perm});
        if ($plop->add_recipient($optlist) == -1) {
            # emit warning and continue
            print("Error: ", $plop->get_errmsg(), "\n");
        }
    }

    # create protected output file
    $optlist = sprintf("input=%d", $doc);
    if ($plop->create_document($ARGV[1], $optlist) == -1)
    {
	die("Error: ", $plop->get_errmsg(), "\n");
    }

    # close input and output files
    $plop->close_document($doc, "");
};

if ($@) {
    die("$0: PLOP Exception occurred:\n$@");
}







PLOP-5.1p1-SunOS-AMD64/bind/perl/dumper.pl

#!/usr/bin/perl
# $Id: dumper.pl,v 1.14 2016/04/29 13:00:32 rp Exp $
#

use PDFlib::PLOP 5.1;

my $doc;

# This is where input files live. Adjust as necessary.
my $searchpath = "../data";

# create a new PLOP object
my $plop = new PDFlib::PLOP;


if ($#ARGV != 0) {
    die("usage: dumper <filename>\n");
}

eval {
    my ($count, $pcosmode, $recipientcount, $plainmetadata);
    my ($objtype, $i, $doc);
    my $docoptlist = "requiredmode=minimum";
    my $globaloptlist = "";
    my $optlist;

    $plop->set_option($globaloptlist);

    $optlist = sprintf("searchpath={%s}", $searchpath);
    $plop->set_option($optlist);

    if (($doc = $plop->open_document($ARGV[0], $docoptlist)) == -1)
    {
	printf("ERROR: %s\n", $plop->get_errmsg());
	$plop->delete();
	exit;
    }

    # --------- general information (always available)

    $pcosmode = $plop->pcos_get_number($doc, "pcosmode");

    printf("       File name: %s\n", $plop->pcos_get_string($doc, "filename"));

    printf("     PDF version: %s\n",
	$plop->pcos_get_string($doc, "pdfversionstring"));

    printf("      Encryption: %s\n",
	$plop->pcos_get_string($doc, "encrypt/description"));

    if ($recipientcount > 0)
    {
	printf("Recipient groups: %d\n", $recipientcount);
	printf("      Digital ID: ");

	if ($pcosmode == 2){
	    printf("supplied digital ID has master permissions\n");
	}elsif ($pcosmode == 1){
	    printf("supplied digital ID doesn't have master permissions\n");
	}else{
	    printf("no suitable digital ID supplied\n");
	}
    }



    printf("       Master pw: %s\n",
	$plop->pcos_get_number($doc, "encrypt/master") ? "yes" : "no");

    printf("         User pw: %s\n",
	$plop->pcos_get_number($doc, "encrypt/user") ? "yes" : "no");

    printf("    Text copying: %s\n",
	$plop->pcos_get_number($doc, "encrypt/nocopy") ? "no" : "yes");

    printf("      Linearized: %s\n",
	$plop->pcos_get_number($doc, "linearized") ? "yes" : "no");

    if ($pcosmode == 0) {
	printf("    Minimum mode: no more information available\n\n");
	$plop->close_document($doc, "");
	$plop->delete();
	exit;
    }

    # --------- more details (requires at least user password)

    printf("    PDF/X status: %s\n", $plop->pcos_get_string($doc, "pdfx"));

    printf("    PDF/A status: %s\n", $plop->pcos_get_string($doc, "pdfa"));
    printf("    PDF/A status: %s\n", $plop->pcos_get_string($doc, "pdfa"));
    printf("   PDF/UA status: %s\n", $plop->pcos_get_string($doc, "pdfua"));
    printf("   PDF/VT status: %s\n", $plop->pcos_get_string($doc, "pdfvt"));

    printf("        XFA data: %s\n",
        $plop->pcos_get_string($doc, "type:/Root/AcroForm/XFA") ne "null"
                            ? "yes" : "no");

    printf("      Tagged PDF: %s\n\n",
	$plop->pcos_get_number($doc, "tagged") ? "yes" : "no");

    # --------- analyze digital signatures 

    $count = $plop->pcos_get_number($doc, "length:signaturefields");

    for ($i=0; $i < $count; $i++)
    {
        printf("   Sig. field #%d: '%s',", i+1,
            $plop->pcos_get_string($doc, "signaturefields[$i]/fullname"));

        printf(" %s", ($plop->pcos_get_number($doc,
            "signaturefields[$i]/visible") ? "visible" : "invisible"));

        $sigtype = $plop->pcos_get_string($doc, "signaturefields[$i]/sigtype");

        if ($sigtype eq "none")
        {
            printf(", unsigned\n");
            next;
        }

        print(" $sigtype signature");

        if ($sigtype eq "certification")
        {
            printf(" (%s allowed)", $plop->pcos_get_string($doc,
                    "signaturefields[$i]/permissions"));
        }

        if ($plop->pcos_get_number($doc, "signaturefields[$i]/cades"))
        {
            print(", CAdES");
        }

        print("\n");
    }
    if ($count > 0)
    {
        printf("No. of revisions: %d\n\n",
                $plop->pcos_get_number($doc, "revisions"));
    }

    printf("  Reader-enabled: %s\n", $plop->pcos_get_string($doc, "usagerights"));

    printf("    No. of pages: %d\n", $plop->pcos_get_number($doc, "length:pages"));

    printf("     Page 1 size: width=%g, height=%g\n",
	$plop->pcos_get_number($doc, "pages[0]/width"),
	$plop->pcos_get_number($doc, "pages[0]/height"));

    $count = $plop->pcos_get_number($doc, "length:fonts");
    printf("    No. of fonts: %d\n", $count);

    for ($i=0; $i < $count; $i++) {
	if ($plop->pcos_get_number($doc, "fonts[$i]/embedded")) {
	    printf("embedded ");
	}
	else {
	    printf("unembedded ");
	}

	printf("%s font ",
	    $plop->pcos_get_string($doc, "fonts[$i]/type"));
	printf("%s\n",
	    $plop->pcos_get_string($doc, "fonts[$i]/name"));
    }

    printf("\n");

    $plainmetadata =
	$plop->pcos_get_number($doc, "encrypt/plainmetadata");

    if ($pcosmode == 1 && !$plainmetadata &&
	( $plop->pcos_get_number($doc, "encrypt/nocopy"))) {
	printf("Restricted mode: no more information available\n\n");
	$plop->close_document($doc, "");
	$plop->delete();
	exit;
    }

    # --------- document info keys and XMP metadata (requires master pw
    # or plaintext metadata)
    #

    $count = $plop->pcos_get_number($doc, "length:/Info");

    for ($i=0; $i < $count; $i++) {
	$objtype = $plop->pcos_get_string($doc, "type:/Info[$i]");
	printf("%16s: ", $plop->pcos_get_string($doc, "/Info[$i].key"));

	# Info entries can be stored as string or name objects
	if ($objtype eq "string" || $objtype eq "name")
	{
	    printf("'%10s'\n",
		    $plop->pcos_get_string($doc, "/Info[$i]"));
	}
	else
	{
	    printf("(%s object)\n",
		$plop->pcos_get_string($doc, "type:/Info[$i]"));
	}
    }

    printf("\n   XMP meta data: ");

    $objtype = $plop->pcos_get_string($doc, "type:/Root/Metadata");
    if ($objtype eq "stream") {
	my $contents;

	$contents = $plop->pcos_get_stream($doc, "", "/Root/Metadata");
	printf("%d bytes ", length($contents));

	# This demonstrates Unicode conversion 
	$contents = $plop->convert_to_unicode("utf8", $contents,
						"outputformat=utf16");
	printf("(%d Unicode characters)\n\n", length($contents)/2);
    }
    else {
	printf("not present\n\n");
    }

    $plop->close_document($doc, "");
};
if ($@) {
    die("$0: PLOP Exception occurred:\n$@");
}
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#!/usr/bin/perl
# $Id: dynamicsign.pl,v 1.5 2016/04/28 11:55:54 rp Exp $
#
# PDFlib PLOP DS:
# generate a dynamic visualization document in memory with PDFlib,
# and digitally sign a second document, using the dynamic document
# for signature visualization.

use PDFlib::PLOP 5.1;
use PDFlib::PDFlib 9.0;

my $doc;
my $contents;
my @months = ( "January", "February", "March", "April", "May", "June",
            "July", "August", "September", "October", "November", "December");

# This is where input files live. Adjust as necessary.
my $searchpath = "../data";

# Basic signature options
$sign_opts =
    "ltv=try " .         # use ltv=full to ensure LTV status
    # when using PKCS11 use
    # "engine=pkcs#11 digitalid={filename=cryptoki.dll} "
    "engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo} " ;

if ($#ARGV != 1 ) {
    die("usage: dynamicsign.pl <infile> <outfile> \n");
}


# --------- Step 1: create visualization document in memory with PDFlib --------
my $p = new PDFlib::PDFlib;

eval {
    # create a new PDF document in memory

    $p->begin_document("", "");

    $p->set_info("Creator", "dynamicsign.pl");
    $p->set_info("Author", "Rainer Plöckl");
    $p->set_info("Title", "Dynamic signature visualization document");

    $p->begin_page_ext(300, 50, "");
    # Prepare dynamic text for the signature visualization 
    my $timebuf = sprintf("Digitally signed %s %d, %d at %02d:%02d:%02d",
	     $months[(localtime)[4]], (localtime)[3], (localtime)[5]+1900,
	    (localtime)[2], (localtime)[1],(localtime)[0]);

    my $textoptlist =sprintf( "fontsize=10 fontname=Helvetica " . 
	    "encoding=unicode textformat=utf8 fillcolor=red");
    $p->fit_textline($timebuf, 10, 10, $textoptlist);
    $p->end_page_ext("");

    $p->end_document("");

    # fetch the buffer containing the PDF document
    $contents = $p->get_buffer();
};

if ($@) {
    die("$0: PDFlib Exception occurred in dynamicsign sample:\n$@");
}

# ------------------ Step 2: sign the document -----------------
    
# create a new plop object
my $plop = new PDFlib::PLOP;

eval {
    $plop->set_option("searchpath={${searchpath}}");

    # Create a virtual PVF file from the document data in memory
    $plop->create_pvf("/pvf/visdoc.pdf", $contents, "");

    if (($doc = $plop->open_document($ARGV[0], "")) == -1)
    {
	die("Error: ", $plop->get_apiname(), ": ", $plop->get_errmsg(), "\n");
    }
    
    # open visualization document from PVF file
    if (($visdoc = $plop->open_document("/pvf/visdoc.pdf", "")) == -1)
    {
	die("Error: ", $plop->get_apiname(), ": ", $plop->get_errmsg(), "\n");
    }
    # Add field option for visualization to base signature options
    $optlist = sprintf("%s field={visdoc=%d rect={10 10 adapt adapt}} ",
		    $sign_opts, $visdoc);
    if ($plop->prepare_signature($optlist) == -1)
    {
        die("Error: ", $plop->get_apiname(), ": ", $plop->get_errmsg(), "\n");
    }

    # sign the output file
    my $optlist = sprintf("input=%d", $doc);
    if ($plop->create_document($ARGV[1], $optlist) == -1)
    {
	die("Error: ", $plop->get_apiname(), ": ", $plop->get_errmsg(), "\n");
    }

    # close the input document
    $plop->close_document($doc, "");

    # close the visualization document
    $plop->close_document($visdoc, "");

    # delete PVF file containing input document
    if ($plop->delete_pvf("/pvf/visdoc.pdf") == -1)
    {
	die("Error: ", $plop->get_apiname(), ": ", $plop->get_errmsg(), "\n");
    }
};

if ($@) {
    die("$0: PLOP Exception occurred:\n$@");
}
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#!/usr/bin/perl
# $Id: encrypt.pl,v 1.18 2014/09/05 14:48:02 rp Exp $
#
# PDFlib PLOP: PDF Linearization, Optimization, Protection
# encryption sample
#

use PDFlib::PLOP 5.1;

# parameters for the input document
my $in_filename = "PLOP-datasheet.pdf";
my $in_password = "";

# parameters for the output document
my $out_filename = "PLOP-datasheet-encrypted.pdf";
my $out_master = "DEMO";
my $out_user = "demo";
my $permissions = "";

# This is where input files live. Adjust as necessary.
my $searchpath = "../data";

my $doc;
# create a new PLOP object
my $plop = new PDFlib::PLOP;

eval {
    my $optlist;

    $optlist = sprintf("searchpath={%s}", $searchpath);
    $plop->set_option($optlist);

    # open unprotected input file without any password
    $optlist = sprintf("password {%s} ", $in_password);
    if (($doc = $plop->open_document($in_filename, $optlist)) == -1)
    {
	printf("Error: %s", $plop->get_errmsg());
	$plop->delete();
	exit;
    }

    # create the output file with a password
    $optlist = sprintf("masterpassword {%s} userpassword {%s} permissions {%s} input=%d", $out_master, $out_user, $permissions, $doc);
    if ($plop->create_document($out_filename, $optlist) == -1)
    {
	printf("Error: %s", $plop->get_errmsg());
	$plop->delete();
	exit;
    }

    # close input and output files
    $plop->close_document($doc, "");
};
if ($@) {
    die("$0: PLOP Exception occurred:\n$@");
}
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#!/usr/bin/perl
# $Id: hellosign.pl,v 1.25 2016/03/24 13:27:12 rp Exp $
#
# PDFlib PLOP DS:
# generate a document in memory with PDFlib and sign it with PLOP DS

use PDFlib::PLOP 5.1;
use PDFlib::PDFlib 9.0;

my $doc;
my $font;
my $contents;

# Basic signature options
$sign_opts =
    "ltv=try " .         # use ltv=full to ensure LTV status
    # when using PKCS11 use
    # "engine=pkcs#11 digitalid={filename=cryptoki.dll} "
    "engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo} " ;

# This is where input files live. Adjust as necessary.
my $searchpath = "../data";

my $out_filename = "hellosign.pdf";

# ------------- Step 1: generate the document in memory with PDFlib ------------
my $p = new PDFlib::PDFlib;

eval {
    # create a new PDF document in memory

    $p->begin_document("", "");

    $p->set_info("Creator", "hellosign.pl");
    $p->set_info("Author", "Rainer Plöckl");
    $p->set_info("Title", "Hello, world/signed (Perl)!");

    $font = $p->load_font("Helvetica-Bold", "host", "");

    $p->begin_page_ext(595, 842, "");

    $p->setfont($font, 24);
    $p->set_text_pos(50, 700);
    $p->show("Hello, world/signed!");
    $p->continue_text("(says Perl)");
    $p->end_page_ext("");

    $p->end_document("");

    # fetch the buffer containing the PDF document
    $contents = $p->get_buffer();
};

if ($@) {
    die("$0: PDFlib Exception occurred:\n$@");
}

# ------------------ Step 2: sign the document -----------------
    
# create a new plop object
my $plop = new PDFlib::PLOP;

eval {
    $plop->set_option("searchpath={${searchpath}}");

    # Create a virtual PVF file from the document data in memory
    $plop->create_pvf("/pvf/hello.pdf", $contents, "");

    # open unsigned input document from PVF file
    if (($doc = $plop->open_document("/pvf/hello.pdf", "")) == -1)
    {
	die("Error: ", $plop->get_apiname(), ": ", $plop->get_errmsg(), "\n");
    }
    
    if ($plop->prepare_signature($sign_opts) == -1)
    {
        die("Error: ", $plop->get_apiname(), ": ", $plop->get_errmsg(), "\n");
    }

    # sign the output file
    my $optlist = sprintf("input=%d", $doc);
    if ($plop->create_document($out_filename, $optlist) == -1)
    {
	die("Error: ", $plop->get_apiname(), ": ", $plop->get_errmsg(), "\n");
    }

    # close the input document
    $plop->close_document($doc, "");

    # delete PVF file containing input document
    if ($plop->delete_pvf("/pvf/hello.pdf") == -1)
    {
	die("Error: ", $plop->get_apiname(), ": ", $plop->get_errmsg(), "\n");
    }
};

if ($@) {
    die("$0: PLOP Exception occurred:\n$@");
}
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#!/usr/bin/perl
# $Id: insertxmp.pl,v 1.9 2014/09/05 15:02:35 rp Exp $
#
# PDFlib PLOP: PDF Linearization, Optimization, Protection
# mini sample for inserting XMP metadata in PDF documents
#
#

use PDFlib::PLOP 5.1;

# Directory where files will be searched
my $searchpath = "../data";
# input document
my $in_filename  = "PLOP-datasheet.pdf";
# output document
my $out_filename = "PLOP-datasheet-xmp.pdf";

# Option list for the generated output document.
# Some alternatives for the option list using the supplied XMP samples:
#
# Insert custom metadata for the GWG (Ghent Workgroup)
# Ad Ticket scheme (see http://www.gwg.org/Jobtickets.phtml):
# "metadata={filename=gwg_ad_ticket.xmp validate=xmp2004}"
#
# Insert custom metadata based on Acme's enterprise schema:
# "metadata={filename=acme.xmp}"
#
# Insert a custom "engineering" schema for scanned documents:
# This works best with a PDF/A-1 input document (e.g. mini_pdfa1.pdf),
# and requires XMP input which conforms to PDF/A-1:
# "metadata={filename=engineering.xmp}"
#
# Insert a PDF/A extension schema after validating the XMP for PDF/A-1.
# This works best with a PDF/A-1 input document (e.g. mini_pdfa1.pdf),
# and requires XMP input which conforms to PDF/A-1:
# "metadata={filename=machine_pdfa1.xmp validate=pdfa1}"
#

$base_opts = "metadata={filename=gwg_ad_ticket.xmp} ";

# create a new PLOP object
my $plop = new PDFlib::PLOP;

eval {
    my $doc;
    my $optlist;
    $optlist = "searchpath={$searchpath}";
    $plop->set_option($optlist);

    # open input file
    if (($doc = $plop->open_document($in_filename, "")) == -1)
    {
	die("Error: %s", $plop->get_errmsg());
    };

    # create the output file and add XMP metadata
    $optlist = sprintf("%s input=%d", $base_opts, $doc);
    if ($plop->create_document($out_filename, $optlist) == -1)
    {
	die("Error: %s", $plop->get_errmsg());
    }

    # close input files
    $plop->close_document($doc, "");
};
if ($@) {
    die("$0: PLOP Exception occurred:\n$@");
}
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#!/usr/bin/perl
# $Id: multisign.pl,v 1.3 2016/03/24 13:27:12 rp Exp $
#
# PDFlib PLOP DS:
# Demonstrate mass signature with optional PKCS#11 session handling
#

use PDFlib::PLOP 5.1;

my $doc;
# create a new PLOP object
my $plop = new PDFlib::PLOP;

# Basic signature options 
$sign_opts =
    "ltv=try " .         # use ltv=full to ensure LTV status 
    # when using PKCS11 use
    # "engine=pkcs#11 digitalid={filename=cryptoki.dll} "
    "engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo} " ;

# This is where input files live. Adjust as necessary.
my $searchpath = "../data";

#  Set to 1 to enable PKCS11 session handling
$PKCS11 = 0;

if ($#ARGV <1){
    die("usage: sign <infile> ...\n");
}

eval {
    my $optlist;
    $plop->set_option("searchpath={${searchpath}}");

    if ($plop->prepare_signature($sign_opts) == -1)
    {
	die("Error: ", $plop->get_apiname(), ": ", $plop->get_errmsg(), "\n");
    }

    for ($i =0; $i<=$#ARGV; $i++){
	printf("Signing '%s'...\n", $ARGV[$i]);
	if (($doc = $plop->open_document($ARGV[$i], "")) == -1)
	{
	    printf("Error: %s: %s\n", $plop->get_apiname(), $plop->get_errmsg());
	    next;
	}

	$signed_name = sprintf("%s-signed.pdf", $ARGV[$i]);

	$optlist = sprintf("input=%d", $doc);
	if ($plop->create_document($signed_name, $optlist) == -1)
	{
	    printf("Error: %s: %s\n", $plop->get_apiname(), $plop->get_errmsg());
	    if ($PKCS11){
		# The PKCS#11 session may have expired;
		# restart and try again.
		if ($plop->prepare_signature($sign_opts) == -1)
		{
		    die("Error: ", $plop->get_apiname(), ": ", $plop->get_errmsg(), "\n");
		}

		$optlist = sprintf("input=%d", $doc);
		if ($plop->create_document($signed_name, $optlist) == -1)
		{
		    die("Error: ", $plop->get_apiname(), ": ", $plop->get_errmsg(), "\n");
		}
	    }
	}

	$plop->close_document($doc, "");
    }
};

if ($@) {
    die("$0: PLOP Exception occurred:\n$@");
}
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#!/usr/bin/perl
# $Id: sign.pl,v 1.25 2016/03/24 13:27:12 rp Exp $
#
# PDFlib PLOP DS:
# Demonstrate digital signature features with optional signature visualization
#

use PDFlib::PLOP 5.1;

my $doc;
# create a new PLOP object
my $plop = new PDFlib::PLOP;

# Basic signature options 
$sign_opts =
    "ltv=try " .         # use ltv=full to ensure LTV status 
    # when using PKCS11 use
    # "engine=pkcs#11 digitalid={filename=cryptoki.dll} "
    "engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo} " ;

# This is where input files live. Adjust as necessary.
my $searchpath = "../data";

#  Set to 1 to enable signature visualization
my $visualize = 0;
my $visfile = "signing_man_pdfa1a.pdf";

if ($#ARGV != 1 ) {
    die("usage: sign <infile> <outfile> \n");
}

eval {
    my $optlist;
    $plop->set_option("searchpath={${searchpath}}");

    if (($doc = $plop->open_document($ARGV[0], "")) == -1)
    {
	die("Error: ", $plop->get_apiname(), ": ", $plop->get_errmsg(), "\n");
    }
    # Basic signature options 
    $optlist = $sign_opts;
    if ($visualize){

	if (($visdoc = $plop->open_document($visfile, "")) == -1)
	{
	    die("Error: ", $plop->get_apiname(), ": ", $plop->get_errmsg(), "\n");
	}
	$optlist .= sprintf("field={visdoc=%d rect={50 50 adapt adapt}} ", $visdoc);
    }

    if ($plop->prepare_signature($optlist) == -1)
    {
	die("Error: ", $plop->get_apiname(), ": ", $plop->get_errmsg(), "\n");
    }

    $optlist = sprintf("input=%d", $doc);
    if ($plop->create_document($ARGV[1], $optlist) == -1)
    {
	die("Error: ", $plop->get_apiname(), ": ", $plop->get_errmsg(), "\n");
    }

    $plop->close_document($doc, "");
    if ($visualize){
	$plop->close_document($visdoc, "");
    }
};

if ($@) {
    die("$0: PLOP Exception occurred:\n$@");
}
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==================================
Notes on the PLOP binding for Perl
==================================


Since extensions for Perl depend on the specific version of Perl in
use, we deliver various binary flavors of the PLOP binding for Perl.

In the binary packages you will find a separate directory for
each supported version of Perl:

- perl5<n>      for Perl 5.<n>.x
- perl5<n>-nt   for Perl 5.<n>.x (compiled without USE_ITHREADS support)
- perl5<n>-64I  for Perl 5.<n>.x (32bit perl compiled with USE_64_BIT_INT)

i.e.
- perl518       for Perl 5.18.x
- perl518-nt    for Perl 5.18.x (compiled without USE_ITHREADS support)
- perl512-64I   for Perl 5.12.x (32bit perl compiled with USE_64_BIT_INT)

Note that not all versions are available for all platforms. Perl on
SunOS and FreeBSD normally does not have USE_ITHREADS support.


If you see the following message when trying to use the PLOP binding
for Perl:

  Unresolved symbol: Perl_Gthr_key_ptr (code)

you are using a version of PLOP which has been built with USE_ITHREADS
support, but have a Perl binary without USE_ITHREADS support. To solve
this you must use the "-nt" build of PLOP.

ActiveState Perl distributions work with the PLOP bindings for Perl,
i.e. those with USE_ITHREADS support (and not the "-nt" version).


Windows
-------

Since perl 5.18 we support ActiveState Perl and Strawberry Perl on
Windows.

The signature option "engine=mscapi" is not available for Perl 5.18 and
above on Windows.







PLOP-5.1p1-SunOS-AMD64/bind/python/Makefile


# Sample Makefile for PLOP's Python binding
# $Id: Makefile.sample,v 1.6 2016/05/09 17:00:22 rjs Exp $

RM	= rm -f
PYBIN	= python

all: test

test::
	@echo "to test the hellosign sample use: make testhellosign"
	@echo "to test the dynamicsign sample use: make testdynamicsign"
	-$(PYBIN) certsec.py PLOP-datasheet.pdf PLOP-datasheet-certsec.pdf
	-$(PYBIN) encrypt.py
	-$(PYBIN) insertxmp.py
	-$(PYBIN) dumper.py PLOP-datasheet.pdf
	-$(PYBIN) sign.py invoice.pdf invoice-signed.pdf
	-$(PYBIN) multisign.py invoice.pdf PLOP-datasheet.pdf
	
testhellosign:
	@echo "you need a version of PDFlib installed to build this target"
	-$(PYBIN) hellosign.py
        
testdynamicsign:
	@echo "you need a version of PDFlib installed to build this target"
	-$(PYBIN) dynamicsign.py PLOP-datasheet.pdf PLOP-datasheet-signed-dynamic.pdf

clean::
	$(RM) PLOP-datasheet-certsec.pdf
	$(RM) PLOP-datasheet-encrypted.pdf 
	$(RM) PLOP-datasheet-xmp.pdf 
	$(RM) hellosign.pdf invoice-signed.pdf
	$(RM) invoice.pdf-signed.pdf PLOP-datasheet.pdf-signed.pdf
	$(RM) PLOP-datasheet-signed-dynamic.pdf
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Using PDFlib PLOP with Python
=============================

Python 3
--------
Python 3.2, 3.3 and 3.4 are supported.

Please use the Python 3.3 binding for Python 3.4.


Python 2.5/2.6/2.7 (on Linux/Unix/OS X)
---------------------------------------
Python 2.5, 2.6 and 2.7 use PYTHON_API_VERSION 1013, so they can
use the same PDFlib binaries.

Please use the Python 2.5 binding for Python 2.6/2.7 on Linux/Unix.
Please use the Python 2.6 binding for Python 2.7 on OS X.
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from plop_py import *

class PLOP(object):

    def __init__(self):
        self.__p = PLOP_new()
        PLOP_set_option(self.__p, "objorient=true")

    # it is recommended not to use __del__ as it is not guaranteed
    # when this will be executed (see Python Esential Reference Page 94).
    # so we also implement a delete method and invalidate self.__p
    # whenever this will be called.
    def __del__(self):
        if (self.__p):
            PLOP_delete(self.__p)

    def delete(self):
        if (self.__p):
            PLOP_delete(self.__p)
        self.__p = 0

    def add_recipient(self, optlist):
        return PLOP_add_recipient(self.__p, optlist)

    def close_document(self, doc, optlist):
        PLOP_close_document(self.__p, doc, optlist)

    def convert_to_unicode(self, inputformat, inputstring, optlist):
        return PLOP_convert_to_unicode(self.__p, inputformat, inputstring, optlist)

    def create_document(self, filename, optlist):
        return PLOP_create_document(self.__p, filename, optlist)

    def create_pvf(self, filename, data, optlist):
        PLOP_create_pvf(self.__p, filename, data, optlist)

    def delete_pvf(self, filename):
        return PLOP_delete_pvf(self.__p, filename)

    def get_apiname(self):
        return PLOP_get_apiname(self.__p)

    def get_buffer(self):
        return PLOP_get_buffer(self.__p)

    def get_errmsg(self):
        return PLOP_get_errmsg(self.__p)

    def get_errnum(self):
        return PLOP_get_errnum(self.__p)

    def info_pvf(self, filename, keyword):
        return PLOP_info_pvf(self.__p, filename, keyword)

    def open_document(self, filename, optlist):
        return PLOP_open_document(self.__p, filename, optlist)

    def pcos_get_number(self, doc, path):
        return PLOP_pcos_get_number(self.__p, doc, path)

    def pcos_get_stream(self, doc, optlist, path):
        return PLOP_pcos_get_stream(self.__p, doc, optlist, path)

    def pcos_get_string(self, doc, path):
        return PLOP_pcos_get_string(self.__p, doc, path)

    def prepare_signature(self, optlist):
        return PLOP_prepare_signature(self.__p, optlist)

    def set_option(self, optlist):
        PLOP_set_option(self.__p, optlist)








PLOP-5.1p1-SunOS-AMD64/bind/python/PDFlib/__init__.py





PLOP-5.1p1-SunOS-AMD64/bind/python/certsec.py

# PDFlib PLOP DS:
# Encrypt file with certificate security.
#
# $Id: certsec.py,v 1.2 2016/05/09 17:00:22 rjs Exp $

from sys import *
from traceback import print_tb
from PDFlib.PLOP import *

# This is where input files live. Adjust as necessary.
searchpath = "../data"

recipients_cert = [
    # no permission restrictions
    "../data/demo_recipient_1.pem",
    # form filling and signing permissions granted, but not others
    "../data/demo_recipient_2.pem",
    "../data/demo_recipient_3.pem"
]
recipients_perm = [
    # no permission restrictions
    "",
    # form filling and signing permissions granted, but not others
    "nomodify nocopy noannots noassemble",
    "nomodify nocopy noannots noassemble"
]
RECIPIENTCOUNT = len(recipients_cert)

if len(argv) != 3 :
    raise Exception("usage: certsec <infile> <outfile>" )

# create a new PLOP object
plop = PLOP()

try:
    optlist = "searchpath={%s}" % searchpath
    plop.set_option(optlist)

    # open unprotected input file
    doc = plop.open_document(argv[1], "")
    if (doc == -1):
        raise PLOPException("Error: %s" % plop.get_errmsg())

    # add recipients
    for r in range(0, RECIPIENTCOUNT, 1):
        optlist = "certificate={filename={%s}} permissions={%s}" % (recipients_cert[r], recipients_perm[r])
        if (plop.add_recipient(optlist) == -1):
            # emit warning and continue
            print("Error: %s\n" % plop.get_errmsg());

    # create protected output file
    optlist = "input={%d}" % doc
    if (plop.create_document(argv[2], optlist) == -1):
        raise PLOPException("Error: %s" % plop.get_errmsg())

    plop.close_document(doc, "")

except PLOPException:
    print("PDFlib PLOP exception occurred:\n[%d] %s: %s" %
        ((plop.get_errnum()), plop.get_apiname(), plop.get_errmsg()))
    print_tb(exc_info()[2])

except Exception:
    print("Exception occurred: %s" % (exc_info()[0]))
    print_tb(exc_info()[2])

finally:
    plop.delete()







PLOP-5.1p1-SunOS-AMD64/bind/python/dumper.py

# PLOP sample application for dumping PDF information with PLOP
#
# $Id: dumper.py,v 1.14 2016/04/29 13:00:32 rp Exp $
#

import sys
from sys import *
from traceback import print_tb
from PDFlib.PLOP import *

def yesno(arg):
    if (arg != 0):
        return "yes"
    return "no"


if len(argv) != 2:
    raise Exception("usage: dumper <filename>")

# create a new PLOP object
plop = PLOP()

try:
    docoptlist = "requiredmode=minimum"
    globaloptlist = ""
    searchpath = "../data"

    plop.set_option(globaloptlist)
    plop.set_option("searchpath={" + searchpath + "}")

    doc = plop.open_document(argv[1], docoptlist)

    if doc  == -1:
        raise Exception("ERROR: %s\n" % plop.get_errmsg())

    # --------- general information (always available) */
    pcosmode = int(plop.pcos_get_number(doc, "pcosmode"))

    sys.stdout.write(("       File name: %s\n" % \
    plop.pcos_get_string(doc, "filename")))

    sys.stdout.write(("     PDF version: %s\n" % \
        plop.pcos_get_string(doc, "pdfversionstring")))

    sys.stdout.write(("      Encryption: %s\n" % \
        plop.pcos_get_string(doc, "encrypt/description")))
    recipientcount = \
                int(plop.pcos_get_number( doc, "length:encrypt/recipients"))
    if recipientcount > 0:
        sys.stdout.write("Recipient groups: %d\n" % recipientcount);
        sys.stdout.write("      Digital ID: ");

        if pcosmode == 2:
            sys.stdout.write("supplied digital ID has master permissions\n")
        elif pcosmode == 1:
            sys.stdout.write("supplied digital ID doesn't have master permissions\n")
        else:
            sys.stdout.write("no suitable digital ID supplied\n")

    sys.stdout.write(("       Master pw: %s\n" % \
        yesno(plop.pcos_get_number(doc, "encrypt/master"))))

    sys.stdout.write(("         User pw: %s\n" % \
        yesno(plop.pcos_get_number(doc, "encrypt/user"))))

    sys.stdout.write(("    Text copying: %s\n" % \
        yesno(not plop.pcos_get_number(doc, "encrypt/nocopy"))))

    sys.stdout.write(("      Linearized: %s\n" % \
        yesno(plop.pcos_get_number(doc, "linearized"))))

    if (pcosmode == 0):
        sys.stdout.write("    Minimum mode: no more information available\n")
        plop.close_document(doc, "")
        exit(0)

    # --------- more details (requires at least user password) */

    sys.stdout.write(("    PDF/X status: %s\n" % plop.pcos_get_string(doc, "pdfx")))

    sys.stdout.write(("    PDF/A status: %s\n" % plop.pcos_get_string(doc, "pdfa")))

    sys.stdout.write(("   PDF/UA status: %s\n" % plop.pcos_get_string(doc, "pdfua")))

    sys.stdout.write(("   PDF/VT status: %s\n" % plop.pcos_get_string(doc, "pdfvt")))

    sys.stdout.write("        XFA data: %s\n" % \
        yesno(plop.pcos_get_number(doc, "type:/Root/AcroForm/XFA") != 0))

    sys.stdout.write(("      Tagged PDF: %s\n" % \
        yesno(plop.pcos_get_number(doc, "tagged"))))

    # --------- analyze digital signatures 

    count = int(plop.pcos_get_number(doc, "length:signaturefields"))

    for i in range(count):
        sys.stdout.write("   Sig. field #%d: '%s'," % (i+1, plop.pcos_get_string(doc, "signaturefields[%d]/fullname" % i)))

        if (plop.pcos_get_number(doc, "signaturefields[%d]/visible" % i)):
            sys.stdout.write(" visible")
        else:
            sys.stdout.write(" invisible")

        sigtype = plop.pcos_get_string(doc, "signaturefields[%d]/sigtype" % i)

        if (sigtype == "none"):
            sys.stdout.write(", unsigned")
            continue

        sys.stdout.write(" %s signature" % sigtype)

        if (sigtype == "certification"):
            sys.stdout.write(" (%s allowed)" % plop.pcos_get_string(doc,
                    "signaturefields[%s]/permissions" % i))

        if (plop.pcos_get_number(doc, "signaturefields[%d]/cades" % i)):
            sys.stdout.write(", CAdES")

        sys.stdout.write("\n")

    if (count > 0):
        sys.stdout.write("No. of revisions: %d\n" % plop.pcos_get_number(doc, "revisions"))

    sys.stdout.write("  Reader-enabled: %s\n" % plop.pcos_get_string(doc, "usagerights"))

    sys.stdout.write(("    No. of pages: %d\n" % \
        int(plop.pcos_get_number(doc, "length:pages"))))

    sys.stdout.write(("     Page 1 size: width=%g, height=%g\n" % \
        (plop.pcos_get_number(doc, "pages[%d]/width" % 0),
         plop.pcos_get_number(doc, "pages[%d]/height" % 0))))

    count = int(plop.pcos_get_number(doc, "length:fonts"))
    sys.stdout.write(("    No. of fonts: %d\n" % count))

    for i in range(count):
        type = plop.pcos_get_string(doc, "fonts[%d]/type" % i)
        name = plop.pcos_get_string(doc, "fonts[%d]/name" % i)

        if (plop.pcos_get_number(doc, "fonts[%d]/embedded" % i)):
            sys.stdout.write("embedded %s font %s\n" % (type, name))
        else:
            sys.stdout.write("unembedded %s font %s\n" % (type, name))

    sys.stdout.write("\n")

    plainmetadata = \
            int(plop.pcos_get_number(doc, "encrypt/plainmetadata"))

    if (pcosmode == 1 and not plainmetadata and \
            int(plop.pcos_get_number(doc, "encrypt/nocopy"))):
        sys.stdout.write("Restricted mode: no more information available\n")
        plop.close_document(doc, "")
        exit(0)

    # --------- document info keys and XMP metadata (requires master pw
    # or plaintext metadata)
    #

    count = int(plop.pcos_get_number(doc, "length:/Info"))

    for i in range(0, count):
        objtype = int(plop.pcos_get_number(doc, "type:/Info[%d]" % i))
        key = plop.pcos_get_string(doc, "/Info[%d].key" % i)

        # Info entries can be stored as string or name objects */
        # plop_to_sting == 4; plop_ot_name == 3
        if (objtype == 4 or objtype == 3):
            sys.stdout.write("%16s: '%10s'\n" % \
                (key, plop.pcos_get_string(doc, "/Info[%d]" % i)))
        else:
            sys.stdout.write("%16s: (%s object)\n" % \
               (key, plop.pcos_get_string(doc, "type:/Info[%d]" % i)))

    sys.stdout.write("\n")

    objtype = int(plop.pcos_get_number(doc, "type:/Root/Metadata"))
    # plop_ot_stream == 7
    if (objtype == 7):
        contents = plop.pcos_get_stream(doc, "", "/Root/Metadata")
        ustring = plop.convert_to_unicode("utf8", contents, "outputformat=utf16")
        sys.stdout.write("   XMP meta data: %d bytes (%d Unicode characters)\n" % 
            (len(contents), len(ustring)/2))
    else:
        sys.stdout.write("   XMP meta data: not present\n")

    plop.close_document(doc, "")

except PLOPException:
    sys.stdout.write("PDFlib PLOP exception occurred:\n[%d] %s: %s\n" %
        ((plop.get_errnum()), plop.get_apiname(), plop.get_errmsg()))
    sys.stdout.write(exc_info()[2])

except Exception:
    sys.stdout.write("Exception occurred: %s\n" % (exc_info()[0]))
    print_tb(exc_info()[2])

finally:
    plop.delete()







PLOP-5.1p1-SunOS-AMD64/bind/python/dynamicsign.py

#!/usr/bin/perl
# Id: hellosign.pl,v 1.1 2011/02/05 21:09:49 rjs Exp 
#
# PDFlib PLOP DS:
# generate a dynamic visualization document in memory with PDFlib,
# and digitally sign a second document, using the dynamic document
# for signature visualization.

from sys import *
from traceback import *
from PDFlib.PLOP import *

from PDFlib.PDFlib import *
import time

  
# Basic signature options

# use ltv=full to ensure LTV status
# for  use with PKCS11
# "engine=pkcs#11 digitalid={filename=cryptoki.dll} "
sign_opts = \
    "ltv=try " \
    "engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo} "

   
# This is where input files live. Adjust as necessary.
searchpath = "../data"

if len(argv) != 3 :
    raise Exception("usage: dynamicsign <infile> <outfile>" )

# --------- Step 1: create visualization document in memory with PDFlib --------
p = PDFlib()

try:
    try:
        # create a new PDF document in memory
        p.begin_document("", "")

        p.set_info("Creator", "dynamicsign.py")
        p.set_info("Author", "Rainer Ploeckl")
        p.set_info("Title", "Dynamic signature visualization document")

        p.begin_page_ext(300, 50, "")
        # Prepare dynamic text for the signature visualization 
        timebuf = "Digitally signed %s at %s" % (time.strftime("%b %d, %Y", time.localtime()), time.strftime("%H:%M:%S", time.localtime()))
          
        textoptlist = "fontsize=10 fontname=Helvetica encoding=unicode fillcolor=red"
        p.fit_textline(timebuf, 10, 10, textoptlist)
        p.end_page_ext("")

        p.end_document("")

        # fetch the buffer containing the PDF document
        contents = p.get_buffer()

    except PDFlibException:
        print_exc(file=stdout)

except Exception:
    print_exc(file=stdout)

# ------------------ Step 2: sign the document -----------------
    
# create a new PLOP object
plop = PLOP()

try:
    try:
        optlist = "searchpath={%s}" % searchpath
        plop.set_option(optlist)

        # Create a virtual PVF file from the document data in memory
        plop.create_pvf("/pvf/visdoc.pdf", contents, "")
        
        doc = plop.open_document(argv[1], "")
        if (doc == -1):
            raise PLOPException("Error: %s" % (PLOP_get_errmsg(),
                                                     plop.get_errmsg()))


        # open input document from PVF file
        visdoc = plop.open_document("/pvf/visdoc.pdf", "")
        if (visdoc == -1):
            raise PLOPException("Error: %s" % (PLOP_get_errmsg(),
                                                     plop.get_errmsg()))

        # Add field option for visualization to base signature options
        optlist = "%s field={visdoc=%d rect={10 10 adapt adapt}} " % (sign_opts, visdoc)
        
        # sign the output file
        if (plop.prepare_signature(optlist) == -1):
            raise PLOPException("Error: %s: %s" % (plop.get_apiname(),
                                                     plop.get_errmsg()))

        optlist = "input={%d}" % doc
        if (plop.create_document(argv[2], optlist) == -1):
            raise PLOPException("Error: %s: %s" % (plop.get_apiname(),
                                                     plop.get_errmsg()))

        # close the input document
        plop.close_document(doc, "")

        # close the visualization document
        plop.close_document(visdoc, "")

        # delete PVF file containing input document
        if (plop.delete_pvf("/pvf/visdoc.pdf") == -1):
            raise PLOPException("Error: %s" % plopget_errmsg())

    except PLOPException:
        print_exc(file=stdout)

except Exception:
    print_exc(file=stdout)

finally:
    plop.delete()
    p.delete()







PLOP-5.1p1-SunOS-AMD64/bind/python/encrypt.py

#!/usr/bin/perl
# Id: encrypt.pl,v 1.1 2011/02/05 21:09:49 rjs Exp 
#
# PDFlib PLOP: PDF Linearization, Optimization, Protection
# encryption sample
#

from sys import exc_info
from traceback import print_tb
from PDFlib.PLOP import *

# parameters for the input document
in_filename = "PLOP-datasheet.pdf"
in_password = ""

# parameters for the output document
out_filename = "PLOP-datasheet-encrypted.pdf"
out_master = "DEMO"
out_user = "demo"
permissions = ""

# This is where input files live. Adjust as necessary.
searchpath = "../data"

# create a new PLOP object
plop = PLOP()

try:
    optlist = "searchpath={%s}" % searchpath
    plop.set_option(optlist)

    # open unprotected input file without any password
    optlist = "password {%s} " % in_password
    doc = plop.open_document(in_filename, optlist)
    if (doc == -1):
        raise PLOPException("Error: %s" % plop.get_errmsg(plop))

    # create the output file with a password
    optlist = "masterpassword {%s} userpassword {%s} permissions {%s} input=%d" % \
            (out_master, out_user, permissions, doc)

    if (plop.create_document(out_filename, optlist)== -1):
        raise PLOPException("Error: %s" % plop.get_errmsg(plop))

    # close input and output files
    plop.close_document(doc, "")

except PLOPException:
    print("PDFlib PLOP exception occurred:\n[%d] %s: %s" %
        ((plop.get_errnum()), plop.get_apiname(), plop.get_errmsg()))
    print_tb(exc_info()[2])

except Exception:
    print("Exception occurred: %s" % (exc_info()[0]))
    print_tb(exc_info()[2])

finally:
    plop.delete()







PLOP-5.1p1-SunOS-AMD64/bind/python/hellosign.py

#!/usr/bin/perl
# Id: hellosign.pl,v 1.1 2011/02/05 21:09:49 rjs Exp 
#
# PDFlib PLOP DS:
# generate a document in memory with PDFlib and sign it with PLOP DS
#

from sys import *
from traceback import *
from PDFlib.PLOP import *

from PDFlib.PDFlib import *

# Basic signature options

# use ltv=full to ensure LTV status
# for  use with PKCS11
# "engine=pkcs#11 digitalid={filename=cryptoki.dll} "
sign_opts = \
    "ltv=try " \
    "engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo} "

# This is where input files live. Adjust as necessary.
searchpath = "../data"

out_filename = "hellosign.pdf"

# create a new PDFlib object
p = PDFlib()

# ----------  Step 1: generate document in memory with PDFlib ---------- 
try:
    try:
        # create a new PDF document in memory
        p.begin_document("", "")

        p.set_info("Creator", "hellosign.py")
        p.set_info("Author", "Rainer Ploeckl")
        p.set_info("Title", "Hello, world/signed (Python)!")

        font = p.load_font("Helvetica-Bold", "host", "")

        p.begin_page_ext(595, 842, "")

        p.setfont(font, 24)
        p.set_text_pos(50, 700)
        p.show("Hello, world/signed!")
        p.continue_text("(says Python)")
        p.end_page_ext("")

        p.end_document("")

        # fetch the buffer containing the PDF document
        contents = p.get_buffer()

    except PDFlibException:
        print_exc(file=stdout)

except Exception:
    print_exc(file=stdout)

# ------------------ Step 2: sign the document -----------------
    
# create a new PLOP object
plop = PLOP()

try:
    try:
        optlist = "searchpath={%s}" % searchpath
        plop.set_option(optlist)

        # Create a virtual PVF file from the document data in memory
        plop.create_pvf("/pvf/hello.pdf", contents, "")

        # open input document from PVF file
        doc = plop.open_document("/pvf/hello.pdf", "")
        if (doc == -1):
            raise PLOPException("Error: %s" % (PLOP_get_errmsg(),
                                                     plop.get_errmsg()))

        # sign the output file
        if (plop.prepare_signature(sign_opts) == -1):
            raise PLOPException("Error: %s: %s" % (plop.get_apiname(),
                                                     plop.get_errmsg()))

        optlist = "input={%d}" % doc
        if (plop.create_document("hellosign.pdf", optlist) == -1):
            raise PLOPException("Error: %s: %s" % (plop.get_apiname(),
                                                     plop.get_errmsg()))

        # close the input document
        plop.close_document(doc, "")


        # delete PVF file containing input document
        if (plop.delete_pvf("/pvf/hello.pdf") == -1):
            raise PLOPException("Error: %s" % plopget_errmsg())

    except PLOPException:
        print_exc(file=stdout)

except Exception:
    print_exc(file=stdout)

finally:
    plop.delete()
    p.delete()







PLOP-5.1p1-SunOS-AMD64/bind/python/insertxmp.py

# PDFlib PLOP: PDF Linearization, Optimization, Protection
# mini sample for inserting XMP metadata in PDF documents
#
# $Id: insertxmp.py,v 1.7 2014/09/04 09:30:41 rp Exp $
#

# Option list for the generated output document.
# Some alternatives for the option list using the supplied XMP samples:
#
# Insert custom metadata for the GWG (Ghent Workgroup)
# Ad Ticket scheme (see http://www.gwg.org/Jobtickets.phtml):
# "metadata={filename=gwg_ad_ticket.xmp validate=xmp2004}"
#
# Insert custom metadata based on Acme's enterprise schema:
# "metadata={filename=acme.xmp}"
#
# Insert a custom "engineering" schema for scanned documents:
# This works best with a PDF/A-1 input document (e.g. mini_pdfa1.pdf),
# and requires XMP input which conforms to PDF/A-1:
# "metadata={filename=engineering.xmp}"
#
# Insert a PDF/A extension schema after validating the XMP for PDF/A-1.
# This works best with a PDF/A-1 input document (e.g. mini_pdfa1.pdf),
# and requires XMP input which conforms to PDF/A-1:
# "metadata={filename=machine_pdfa1.xmp validate=pdfa1}"
#

base_opts = "metadata={filename=gwg_ad_ticket.xmp} "

from sys import exc_info
from traceback import print_tb
from PDFlib.PLOP import *

# Directory where files will be searched
searchpath = "../data"
# input document
in_filename  = "PLOP-datasheet.pdf"
# output document
out_filename = "PLOP-datasheet-xmp.pdf"


# create a new PLOP object
plop = PLOP()

try:
    optlist = "searchpath={%s}" % searchpath
    plop.set_option(optlist)

    # open input file
    doc = plop.open_document(in_filename, "")
    if (doc == -1):
        raise PLOPException("Error: %s" % plop.get_errmsg())

    # create the output file and add XMP metadata
    optlist = "%s input=%d" % (base_opts, doc)

    if (plop.create_document(out_filename, optlist) == -1):
        raise PLOPException("Error: %s" % plop.get_errmsg())

    # close input and output files
    plop.close_document(doc, "")

except PLOPException:
    print("PDFlib PLOP exception occurred:\n[%d] %s: %s" %
        ((plop.get_errnum()), plop.get_apiname(), plop.get_errmsg()))
    print_tb(exc_info()[2])

except Exception:
    print("Exception occurred: %s" % (exc_info()[0]))
    print_tb(exc_info()[2])

finally:
    plop.delete()







PLOP-5.1p1-SunOS-AMD64/bind/python/multisign.py

# PDFlib PLOP DS:
# Demonstrate mass signature with optional PKCS#11 session handling
#
# $Id: multisign.py,v 1.3 2016/03/24 06:46:13 rp Exp $

from sys import *
from traceback import print_tb
from PDFlib.PLOP import *

# Basic signature options 

# use ltv=full to ensure LTV status
# for  use with PKCS11
# "engine=pkcs#11 digitalid={filename=cryptoki.dll} "
sign_opts = \
    "ltv=try " \
    "engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo} "
    

# This is where input files live. Adjust as necessary.
searchpath = "../data"

# Set to 1 to enable PKCS11 session handling
PKCS11 = 0

if len(argv) < 2:
    raise Exception("usage: multisign <infile> ..\n." )

# create a new PLOP object
plop = PLOP()

try:
    optlist = "searchpath={%s}" % searchpath
    plop.set_option(optlist)

    if (plop.prepare_signature(sign_opts) == -1):
        raise PLOPException("Error: %s: %s" % (plop.get_apiname(),
                                                 plop.get_errmsg()))

    for i in range (1, len(argv), 1):
        print("Signing '%s' ..." % argv[i])
        doc = plop.open_document(argv[i], "")
        if (doc == -1):
            print("Error: %s: %s" % (plop.get_apiname(),
                                                     plop.get_errmsg()))
            continue

        signed_name = argv[i] + "-signed.pdf"
        optlist = "input={%d}" % doc

        if (plop.create_document(signed_name, optlist) == -1):
            print("Error: %s: %s" % (plop.get_apiname(),
                                                     plop.get_errmsg()))

        if (PKCS11 == 1):
            # The PKCS#11 session may have expired;
            # restart and try again.
            if (plop.prepare_signature(sign_opts) == -1):
                raise PLOPException("Error: %s: %s" % (plop.get_apiname(),
                                                         plop.get_errmsg()))

            if (plop.create_document(signed_name, optlist) == -1):
                raise PLOPException("Error: %s: %s" % (plop.get_apiname(),
                                                         plop.get_errmsg()))

        plop.close_document(doc, "")

except PLOPException:
    print("PDFlib PLOP exception occurred:\n[%d] %s: %s" %
        ((plop.get_errnum()), plop.get_apiname(), plop.get_errmsg()))
    print_tb(exc_info()[2])

except Exception:
    print("Exception occurred: %s" % (exc_info()[0]))
    print_tb(exc_info()[2])

finally:
    plop.delete()







PLOP-5.1p1-SunOS-AMD64/bind/python/sign.py

# PDFlib PLOP DS:
# Demonstrate digital signature features with optional signature visualization
#
# $Id: sign.py,v 1.16 2016/03/24 06:46:13 rp Exp $

from sys import *
from traceback import print_tb
from PDFlib.PLOP import *

# Basic signature options 

# use ltv=full to ensure LTV status
# for  use with PKCS11
# "engine=pkcs#11 digitalid={filename=cryptoki.dll} "
sign_opts = \
    "ltv=try " \
    "engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo} "
    

# This is where input files live. Adjust as necessary.
searchpath = "../data"

# Set to 1 to enable signature visualization 
visualize = 1
visfile = "signing_man_pdfa1a.pdf"

if len(argv) != 3 :
    raise Exception("usage: sign <infile> <outfile>" )

# create a new PLOP object
plop = PLOP()

try:
    optlist = "searchpath={%s}" % searchpath
    plop.set_option(optlist)

    doc = plop.open_document(argv[1], "")
    if (doc == -1):
        raise PLOPException("Error: %s: %s" % (plop.get_apiname(),
                                                 plop.get_errmsg()))

    optlist = sign_opts;        

    if (visualize):
        visdoc = plop.open_document(visfile, "")
        if (visdoc == -1):
            raise PLOPException("Error: %s: %s" % (plop.get_apiname(),
                                                     plop.get_errmsg()))
        optlist += "field={visdoc=%d rect={50 50 adapt adapt}} " % visdoc

    if (plop.prepare_signature(optlist) == -1):
        raise PLOPException("Error: %s: %s" % (plop.get_apiname(),
                                                 plop.get_errmsg()))

    optlist = "input={%d}" % doc
    if (plop.create_document(argv[2], optlist) == -1):
        raise PLOPException("Error: %s: %s" % (plop.get_apiname(),
                                                 plop.get_errmsg()))

    plop.close_document(doc, "")
    if (visualize):
        plop.close_document(visdoc, "")

except PLOPException:
    print("PDFlib PLOP exception occurred:\n[%d] %s: %s" %
        ((plop.get_errnum()), plop.get_apiname(), plop.get_errmsg()))
    print_tb(exc_info()[2])

except Exception:
    print("Exception occurred: %s" % (exc_info()[0]))
    print_tb(exc_info()[2])

finally:
    plop.delete()







PLOP-5.1p1-SunOS-AMD64/bind/php/certsec.php

<?php
# $Id: sign.php,v 1.25 2016/03/24 13:27:12 rp Exp $
#
# PDFlib PLOP DS:
# Encrypt file with certificate security.
#

$recipients = array(
    /* no permission restrictions */
    array( "cert"=>"../data/demo_recipient_1.pem", "perm"=>"" ),

    /* form filling and signing permissions granted, but not others */
    array( "cert"=>"../data/demo_recipient_2.pem", "perm"=>"nomodify nocopy noannots noassemble" ),
    array( "cert"=>"../data/demo_recipient_3.pem", "perm"=>"nomodify nocopy noannots noassemble" ),
);

# This is where input files live. Adjust as necessary.
$searchpath = "../data ../../data";

try {
    # create a new PLOP object
    $plop = new PLOP();

    $infile = "PLOP-datasheet.pdf";
    $outfile = "";
    $optlist;

    $optlist = sprintf("searchpath={%s}", $searchpath);
    $plop->set_option($optlist);

    /* open unprotected input file */
    if (($doc = $plop->open_document($infile, "")) == 0)
    {
	die("Error: " . $plop->get_errmsg() . "\n");
    }

    /* add recipients */
    for ($r = 0; $r < count($recipients); $r++)
    {
        $optlist = sprintf("certificate={filename={%s}} permissions={%s}",
            $recipients[$r]{"cert"}, $recipients[$r]{"perm"});
        if ($plop->add_recipient($optlist) == -1) {
            /* emit warning and continue */
            printf("Error: " . $plop->get_errmsg() . "\n");
        }
    }

    #* create protected output file */
    $optlist = sprintf("input=%d", $doc);
    if ($plop->create_document($outfile, $optlist) == 0)
    {
	die("Error: " . $plop->get_errmsg() . "\n");
    }

    $buf = $plop->get_buffer();
    $len = strlen($buf);

    header("Content-type: application/pdf");
    header("Content-Length: $len");
    header("Content-Disposition: inline; filename=certsec.pdf");
    print $buf;

    $plop->close_document($doc, "");
}
catch (PLOPException $e) {
    die("PLOP exception occurred in certsec sample:\n" .
	"[" . $e->get_errnum() . "] " . $e->get_apiname() . ": " .
	$e->get_errmsg() . "\n");
    }
catch (Exception $e) {
    die($e);
}

$plop = 0;







PLOP-5.1p1-SunOS-AMD64/bind/php/dumper.php

<?php
# $Id: dumper.php,v 1.11 2016/04/29 13:00:32 rp Exp $
#

/* This is where input files live. Adjust as necessary. */
$searchpath = "../data ../../data";
$infile = "PLOP-datasheet.pdf";

try{
    # create a new PLOP object
    $plop = new PLOP();

    $docoptlist = "requiredmode=minimum";
    $globaloptlist = "";

    $plop->set_option($globaloptlist);

    $optlist = sprintf("searchpath={%s}", $searchpath);
    $plop->set_option($optlist);

    if (($doc = $plop->open_document($infile, $docoptlist)) == 0)
    {
	die("ERROR: " .  $plop->get_errmsg() .  "\n");
    }

    # --------- general information (always available)

    $pcosmode = $plop->pcos_get_number($doc, "pcosmode");

    print("<pre>\n");
    printf("       File name: %s\n", $plop->pcos_get_string($doc, "filename"));

    printf("     PDF version: %s\n",
	$plop->pcos_get_string($doc, "pdfversionstring"));

    printf("      Encryption: %s\n",
	$plop->pcos_get_string($doc, "encrypt/description"));

    $recipientcount =
	    (int) $plop->pcos_get_number( $doc, "length:encrypt/recipients");

    if ($recipientcount > 0)
    {
	printf("Recipient groups: %d\n", $recipientcount);
	printf("      Digital ID: ");

	if ($pcosmode == 2)
	    printf("supplied digital ID has master permissions\n");
	else if ($pcosmode == 1)
	    printf("supplied digital ID doesn't have master permissions\n");
	else
	    printf("no suitable digital ID supplied\n");
    }

    printf("       Master pw: %s\n",
	$plop->pcos_get_number($doc, "encrypt/master") ? "yes" : "no");

    printf("         User pw: %s\n",
	$plop->pcos_get_number($doc, "encrypt/user") ? "yes" : "no");

    printf("    Text copying: %s\n",
	$plop->pcos_get_number($doc, "encrypt/nocopy") ? "no" : "yes");

    printf("      Linearized: %s\n",
	$plop->pcos_get_number($doc, "linearized") ? "yes" : "no");

    if ($pcosmode == 0) {
	die("    Minimum mode: no more information available\n\n");
    }

    # --------- more details (requires at least user password)

    printf("    PDF/X status: %s\n", $plop->pcos_get_string($doc, "pdfx"));

    printf("    PDF/A status: %s\n", $plop->pcos_get_string($doc, "pdfa"));
    printf("   PDF/UA status: %s\n", $plop->pcos_get_string($doc, "pdfua"));
    printf("   PDF/VT status: %s\n", $plop->pcos_get_string($doc, "pdfvt"));

    printf("        XFA data: %s\n",
        $plop->pcos_get_string($doc, "type:/Root/AcroForm/XFA") != "null"
                                    ? "yes" : "no");

    printf("      Tagged PDF: %s\n\n",
	$plop->pcos_get_number($doc, "tagged") ? "yes" : "no");

    # --------- analyze digital signatures 

    $count = $plop->pcos_get_number($doc, "length:signaturefields");

    for ($i=0; $i < $count; $i++)
    {
        printf("   Sig. field #%d: '%s',", i+1,
            $plop->pcos_get_string($doc, "signaturefields[$i]/fullname"));

        printf(" %s", ($plop->pcos_get_number($doc,
            "signaturefields[$i]/visible") ? "visible" : "invisible"));

        $sigtype = $plop->pcos_get_string($doc, "signaturefields[$i]/sigtype");

        if ($sigtype == "none")
        {
            printf(", unsigned\n");
            continue;
        }

        printf(" $sigtype signature");

        if ($sigtype == "certification")
        {
            printf(" (%s allowed)", $plop->pcos_get_string($doc,
                    "signaturefields[$i]/permissions"));
        }

        if ($plop->pcos_get_number($doc, "signaturefields[$i]/cades"))
        {
            print(", CAdES");
        }

        printf("\n");
    }
    if ($count > 0)
    {
        printf("No. of revisions: %d\n\n",
                $plop->pcos_get_number($doc, "revisions"));
    }

    printf("  Reader-enabled: %s\n", $plop->pcos_get_string($doc, "usagerights"));

    printf("    No. of pages: %d\n",
	$plop->pcos_get_number($doc, "length:pages"));

    printf("     Page 1 size: width=%g, height=%g\n",
	$plop->pcos_get_number($doc, "pages[0]/width"),
	$plop->pcos_get_number($doc, "pages[0]/height"));

    $count = $plop->pcos_get_number($doc, "length:fonts");
    printf("    No. of fonts: %d\n", $count);

    for ($i=0; $i < $count; $i++) {
	if ($plop->pcos_get_number($doc, "fonts[$i]/embedded")) {
	    printf("embedded ");
	}
	else {
	    printf("unembedded ");
	}

	printf("%s font ",
	    $plop->pcos_get_string($doc, "fonts[$i]/type"));
	printf("%s\n",
	    $plop->pcos_get_string($doc, "fonts[$i]/name"));
    }

    printf("\n");

    $plainmetadata =
	$plop->pcos_get_number($doc, "encrypt/plainmetadata");

    if ($pcosmode == 1 && !$plainmetadata &&
	( $plop->pcos_get_number($doc, "encrypt/nocopy"))) {
	die("Restricted mode: no more information available\n\n");
    }

    # --------- document info keys and XMP metadata (requires master pw
    # or plaintext metadata)
    #

    $count = $plop->pcos_get_number($doc, "length:/Info");

    for ($i=0; $i < $count; $i++) {
	$objtype = $plop->pcos_get_string($doc, "type:/Info[$i]");
	printf("%16s: ", $plop->pcos_get_string($doc, "/Info[$i].key"));

	# Info entries can be stored as string or name objects
	if ($objtype == "string" || $objtype == "name")
	{
	    printf("'%10s'\n",
		    $plop->pcos_get_string($doc, "/Info[$i]"));
	}
	else
	{
	    printf("(%s object)\n",
		$plop->pcos_get_string($doc, "type:/Info[$i]"));
	}
    }

    printf("\n   XMP meta data: ");

    $objtype = $plop->pcos_get_string($doc, "type:/Root/Metadata");
    if ($objtype == "stream") {
	$contents = $plop->pcos_get_stream($doc, "", "/Root/Metadata");
	printf("%d bytes ", strlen($contents));

	# This demonstrates Unicode conversion 
	$contents = $plop->convert_to_unicode("utf8", $contents,
						"outputformat=utf16");
	printf("(%d Unicode characters)\n\n", strlen($contents)/2);
    }
    else {
	printf("not present\n\n");
    }

    $plop->close_document($doc, "");

    print("</pre>\n");
}
catch (PLOPException $e) {
    die("PLOP exception occurred in dumper sample:\n" .
        "[" . $e->get_errnum() . "] " . $e->get_apiname() . ": " .
        $e->get_errmsg() . "\n");
    }
catch (Exception $e) {
    die($e);
}

$plop = 0;

?>







PLOP-5.1p1-SunOS-AMD64/bind/php/dynamicsign.php

<?php
/*
 *$Id: dynamicsign.php,v 1.5 2016/05/13 09:01:47 rp Exp $
 * PDFlib PLOP DS:
 * generate a dynamic visualization document in memory with PDFlib,
 * and digitally sign a second document, using the dynamic document
 * for signature visualization.
*/

date_default_timezone_set('Europe/Berlin');
# This is where input files live. Adjust as necessary.
$searchpath = "{../data} {../../data}";

$months = array( "January", "February", "March", "April", "May", "June",
            "July", "August", "September", "October", "November", "December");


# Basic signature options
$sign_opts =
    "ltv=try " .        /* use ltv=full to ensure LTV status */
    /* use the following line for PKCS11 usage
    "engine=pkcs#11 digitalid={filename=cryptoki.dll} "
    */
    "engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo} " ;

$infile = "PLOP-datasheet.pdf";

# -------- Step 1: create visualization document in memory  with PDFlib -------

try {
    $p = new PDFlib();

    # create a new PDF document in memory

    $p->begin_document("", "");

    $p->set_info("Creator", "dynamicsign.php");
    $p->set_info("Author", "Rainer Plöckl");
    $p->set_info("Title", "Dynamic signature visualization document");

    $p->begin_page_ext(300, 50, "");
    # Prepare dynamic text for the signature visualization
    $timebuf = sprintf("Digitally signed %s %d, %d at %02d:%02d:%02d",
             $months[localtime()[4]], localtime()[3], localtime()[5]+1900,
            localtime()[2], localtime()[1], localtime()[0]);

     $textoptlist =sprintf( "fontsize=10 fontname=Helvetica " .
            "encoding=unicode textformat=utf8 fillcolor=red");
    $p->fit_textline($timebuf, 10, 10, $textoptlist);
    
    $p->end_page_ext("");

    $p->end_document("");

    # fetch the memory buffer containing the PDF document
    $contents = $p->get_buffer();

# ------------------ Step 2: sign the document -----------------
    
    $plop = new PLOP();


    $plop->set_option("searchpath={{$searchpath}}");


    # Create a virtual PVF file from the document data in memory
    $plop->create_pvf("/pvf/visdoc.pdf", $contents, "");

    # open unsigned input document from disc
    if (($doc = $plop->open_document($infile, "")) == 0)
    {
        die("Error: " . $plop->get_apiname() . ": "
                                 . $plop->get_errmsg() . "\n");
    }

    # open unsigned input document from PVF file
    if (($visdoc = $plop->open_document("/pvf/visdoc.pdf", "")) == 0)
    {
        die("Error: " . $plop->get_apiname() . ": "
                                 . $plop->get_errmsg() . "\n");
    }
    # Add field option for visualization to base signature options
    $optlist = sprintf("%s field={visdoc=%d rect={10 10 adapt adapt}} ",
                    $sign_opts, $visdoc);

    if ($plop->prepare_signature( $optlist) == 0)
    {
        die("Error: " . $plop->get_apiname() . ": "
                                 . $plop->get_errmsg() . "\n");
    }

    # sign the output file
    if ($plop->create_document("", "input=" . $doc) == 0)
    {
        die("Error: " . $plop->get_apiname() . ": "
                                 . $plop->get_errmsg() . "\n");
    }

    $buf = $plop->get_buffer();
    $len = strlen($buf);

    header("Content-type: application/pdf");
    header("Content-Length: $len");
    header("Content-Disposition: inline; filename=dynamicsign.pdf");
    print $buf;

    # close the input document
    $plop->close_document($doc, "");

    # close the visualization document
    $plop->close_document($visdoc, "");

    # delete PVF file containing input document
    if ($plop->delete_pvf("/pvf/visdoc.pdf") == 0)
    {
	die("Error: %s\n" .  $plop->get_errmsg());
    }

}
catch (PLOPException $e) {
    die("PLOP exception occurred in dynamicsign sample:\n" .
	"[" . $e->get_errnum() . "] " . $e->get_apiname() . ": " .
	$e->get_errmsg() . "\n");
    }
catch (Exception $e) {
    die($e);
}

$p = 0;








PLOP-5.1p1-SunOS-AMD64/bind/php/encrypt.php

<?php
/* $Id: encrypt.php,v 1.12 2014/09/04 08:44:17 rp Exp $
 * PDFlib PLOP: PDF Linearization, Optimization, Protection
 * encryption sample in PHP
 */
/* parameters for the input document */
$in_filename = "PLOP-datasheet.pdf";
$in_password = "";

/* parameters for the output document */
$out_filename = "";
$out_master = "DEMO";
$out_user = "demo";
$permissions = "";

/* This is where input files live. Adjust as necessary. */
$searchpath = "../data ../../data";


try {
    $optlist = "";

    /* create a new PLOP object */
    $plop = new PLOP();

    $optlist = sprintf("searchpath={%s}", $searchpath);
    $plop->set_option($optlist);

    /* open unprotected input file without any password */
    $optlist = sprintf("password {%s} ", $in_password);
    if (!($doc = $plop->open_document($in_filename, $optlist))) {
	die("Error: " . $plop->get_errmsg());
    }

    /* create the output file with a password */
    $optlist = sprintf("masterpassword {%s} userpassword {%s} permissions {%s} input=%d", $out_master, $out_user, $permissions, $doc);
    if (!$plop->create_document($out_filename, $optlist)) {
	die("Error: " . $plop->get_errmsg());
    }

    $buf = $plop->get_buffer();
    $len = strlen($buf);

    header("Content-type: application/pdf");
    header("Content-Length: $len");
    header("Content-Disposition: inline; filename=encrypt.pdf");
    print $buf;

    /* close input and output files */
    $plop->close_document($doc, "");


}
catch (PLOPException $e) {
    die("PLOP exception occurred in encrypt sample:\n" .
	"[" . $e->get_errnum() . "] " . $e->get_apiname() . ": " .
	$e->get_errmsg() . "\n");
    }
catch (Exception $e) {
    die($e);
}

$plop = 0;







PLOP-5.1p1-SunOS-AMD64/bind/php/hellosign.php

<?php
# $Id: hellosign.php,v 1.20 2016/03/24 06:46:13 rp Exp $
#
# PDFlib PLOP: PDF Linearization, Optimization, Protection
# hellosign sample: generate a document in memory with PDFlib, and sign it
# with PLOP
#

# This is where input files live. Adjust as necessary.
$searchpath = "{../data} {../../data}";

$out_filename = "hellosign.pdf";

# Basic signature options
$sign_opts =
    "ltv=try " .        /* use ltv=full to ensure LTV status */
    /* use the following line for PKCS11 usage
    "engine=pkcs#11 digitalid={filename=cryptoki.dll} "
    */
    "engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo} " ;


# ------------- Step 1: generate document in memory  with PDFlib ------------
try {
    $p = new PDFlib();

    # create a new PDF document in memory

    $p->begin_document("", "");

    $p->set_info("Creator", "hellosign.php");
    $p->set_info("Author", "Rainer Plöckl");
    $p->set_info("Title", "Hello, world/signed (PHP)!");

    $font = $p->load_font("Helvetica-Bold", "host", "");

    $p->begin_page_ext(595, 842, "");

    $p->setfont($font, 24);
    $p->set_text_pos(50, 700);
    $p->show("Hello, world/signed!");
    $p->continue_text("(says PHP)");
    $p->end_page_ext("");

    $p->end_document("");

    # fetch the memory buffer containing the PDF document
    $contents = $p->get_buffer();

# ------------------ Step 2: sign the document -----------------
    
    $plop = new PLOP();


    $plop->set_option("searchpath={{$searchpath}}");


    # Create a virtual PVF file from the document data in memory
    $plop->create_pvf("/pvf/hello.pdf", $contents, "");

    # open unsigned input document from PVF file
    if (($doc = $plop->open_document("/pvf/hello.pdf", "")) == 0)
    {
        die("Error: " . $plop->get_apiname() . ": "
                                 . $plop->get_errmsg() . "\n");
    }

    if ($plop->prepare_signature( $sign_opts) == 0)
    {
        die("Error: " . $plop->get_apiname() . ": "
                                 . $plop->get_errmsg() . "\n");
    }

    # sign the output file
    if ($plop->create_document($out_filename, "input=" . $doc) == 0)
    {
        die("Error: " . $plop->get_apiname() . ": "
                                 . $plop->get_errmsg() . "\n");
    }

    # close the input document
    $plop->close_document($doc, "");

    # delete PVF file containing input document
    if ($plop->delete_pvf("/pvf/hello.pdf") == 0)
    {
	die("Error: %s\n" .  $plop->get_errmsg());
    }

}
catch (PLOPException $e) {
    die("PLOP exception occurred in hellosign sample:\n" .
	"[" . $e->get_errnum() . "] " . $e->get_apiname() . ": " .
	$e->get_errmsg() . "\n");
    }
catch (Exception $e) {
    die($e);
}

$p = 0;
header("text/html");
print "<a href=\"$out_filename\">click here</a> to open the signed PDF file";
?>







PLOP-5.1p1-SunOS-AMD64/bind/php/insertxmp.php

<?php
    /* $Id: insertxmp.php,v 1.4 2014/09/04 08:44:17 rp Exp $
     * PDFlib PLOP: PDF Linearization, Optimization, Protection
     * mini sample for inserting XMP metadata in PDF documents
     */
try{
    /* Directory where files will be searched */
    $searchpath = "../data ../../data";

    /* input document */
    $in_filename = "PLOP-datasheet.pdf";

    /* output document */
    $out_filename = "";

    /* Option list for the generated output document.
     * Some alternatives for the option list using the supplied XMP samples:
     *
     * Insert custom metadata for the GWG (Ghent Workgroup)
     * Ad Ticket scheme (see http://www.gwg.org/Jobtickets.phtml):
     * "metadata={filename=gwg_ad_ticket.xmp validate=xmp2004}"
     *
     * Insert custom metadata based on Acme's enterprise schema:
     * "metadata={filename=acme.xmp}"
     *
     * Insert a custom "engineering" schema for scanned documents:
     * This works best with a PDF/A-1 input document (e.g. mini_pdfa1.pdf),
     * and requires XMP input which conforms to PDF/A-1:
     * "metadata={filename=engineering.xmp}"
     *
     * Insert a PDF/A extension schema after validating the XMP for PDF/A-1.
     * This works best with a PDF/A-1 input document (e.g. mini_pdfa1.pdf),
     * and requires XMP input which conforms to PDF/A-1:
     * "metadata={filename=machine_pdfa1.xmp validate=pdfa1}"
     *
     */
    $base_opts = "metadata={filename=gwg_ad_ticket.xmp}";

    /* create a new PLOP object */
    $plop = new PLOP();

    $optlist = sprintf("searchpath={%s}", $searchpath);
    $plop->set_option($optlist);

    /* open input file */
    if (!($doc = $plop->open_document($in_filename, ""))) {
	die("Error: " . $plop->get_errmsg());
    }

    /* create the output file and add XMP metadata */
    if (!($plop->create_document($out_filename, $base_opts . " input=" . $doc))) {
	die("Error: " . $plop->get_errmsg());
    }

    $buf = $plop->get_buffer();
    $len = strlen($buf);

    header("Content-type: application/pdf");
    header("Content-Length: $len");
    header("Content-Disposition: inline; filename=insertxmp.pdf");
    print $buf;

    /* close input files */
    $plop->close_document($doc, "");
}
catch (PLOPException $e) {
    die("PLOP exception occurred in insertxmp:" .
        "[" . $e->get_errnum() . "] " . $e->get_apiname() . ": " .
        $e->get_errmsg() . "\n");
    }
catch (Exception $e) {
    die($e);
}

$plop = 0;
?>







PLOP-5.1p1-SunOS-AMD64/bind/php/multisign.php

<?php
# $Id: multisign.php,v 1.2 2016/03/24 06:46:13 rp Exp $
#
# PDFlib PLOP DS:
# Demonstrate digital signature features with optional signature visualization
#

try {
    # create a new PLOP object
    $plop = new PLOP();

    # Basic signature options
    $sign_opts =
        "ltv=try " .        /* use ltv=full to ensure LTV status */
        /* use the following line for PKCS11 usage
	"engine=pkcs#11 digitalid={filename=cryptoki.dll} "
	*/
        "engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo} " ;


    # This is where input files live. Adjust as necessary.
    $searchpath = "../data ../../data";

    $PKCS11 = false;

    $infile = array("invoice.pdf", 
		    "PLOP-datasheet.pdf");

    $optlist;

    $optlist = sprintf("searchpath={%s}", $searchpath);
    $plop->set_option($optlist);

    if ($plop->prepare_signature($sign_opts) == 0)
    {
	die("Error: " . $plop->get_apiname() . ": "
				 . $plop->get_errmsg() . "\n");
    }

    for ($i = 0; $i < count($infile); $i++){
	printf ("Signing '%s' ", $infile[$i]);

	if (($doc = $plop->open_document($infile[$i], "")) == 0)
	{
	    print("Error: " . $plop->get_apiname() . ": "
				     . $plop->get_errmsg() . "<br/>\n");
	     continue;
	}
	$signed_name = sprintf("%s-signed.pdf", $infile[$i]);

	if ($plop->create_document($signed_name, "input=". $doc) == 0)
	{
	    printf("Error: " . $plop->get_apiname() . ": "
				     . $plop->get_errmsg() . "<br/>\n");
	    if ($PKCS11){
	        /* The PKCS#11 session may have expired;
	         * restart and try again.
	         */
		if ($plop->prepare_signature($sign_opts) == 0)
		{
		    die("Error: " . $plop->get_apiname() . ": "
					     . $plop->get_errmsg() . "<br/>\n");
		}

		if ($plop->create_document($signed_name, "input=". $doc) == 0)
		{
		    die("Error: " . $plop->get_apiname() . ": "
					     . $plop->get_errmsg() . "<br/>\n");
		}
	    }
	}
	printf ('<a href="%s">Link</a><br>', $signed_name);
	$plop->close_document($doc, "");
    }
}
catch (PLOPException $e) {
    die("PLOP exception occurred in multisign sample:\n" .
	"[" . $e->get_errnum() . "] " . $e->get_apiname() . ": " .
	$e->get_errmsg() . "\n");
    }
catch (Exception $e) {
    die($e);
}

$plop = 0;







PLOP-5.1p1-SunOS-AMD64/bind/php/sign.php

<?php
# $Id: sign.php,v 1.25 2016/03/24 13:27:12 rp Exp $
#
# PDFlib PLOP DS:
# Demonstrate digital signature features with optional signature visualization
#

try {
    # create a new PLOP object
    $plop = new PLOP();

    # Basic signature options
    $sign_opts =
        "ltv=try " .        /* use ltv=full to ensure LTV status */
        /* use the following line for PKCS11 usage
	"engine=pkcs#11 digitalid={filename=cryptoki.dll} "
	*/
        "engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo} " ;


    # This is where input files live. Adjust as necessary.
    $searchpath = "../data ../../data";

    /* Set to true to enable signature visualization */
    $visualize = false;

    $infile = "invoice.pdf";
    $visfile = "signing_man_pdfa1a.pdf";
    $outfile = "";
    $optlist;

    $optlist = sprintf("searchpath={%s}", $searchpath);
    $plop->set_option($optlist);

    # Basic signature options
    $optlist = $sign_opts;

    if (($doc = $plop->open_document($infile, "")) == 0)
    {
	die("Error: " . $plop->get_apiname() . ": "
				 . $plop->get_errmsg() . "\n");
    }
    if ($visualize){
	if (($visdoc = $plop->open_document($visfile, "")) == 0)
	{
	    die("Error: " . $plop->get_apiname() . ": "
				     . $plop->get_errmsg() . "\n");
	}
	$optlist .= sprintf("field={visdoc=%d rect={50 50 adapt adapt}} ", $visdoc);
    }


    if ($plop->prepare_signature($optlist) == 0)
    {
	die("Error: " . $plop->get_apiname() . ": "
				 . $plop->get_errmsg() . "\n");
    }

    if ($plop->create_document($outfile, "input=". $doc) == 0)
    {
	die("Error: " . $plop->get_apiname() . ": "
				 . $plop->get_errmsg() . "\n");
    }

    $buf = $plop->get_buffer();
    $len = strlen($buf);

    header("Content-type: application/pdf");
    header("Content-Length: $len");
    header("Content-Disposition: inline; filename=sign.pdf");
    print $buf;

    $plop->close_document($doc, "");
    if ($visualize){
	$plop->close_document($visdoc, "");
    }
}
catch (PLOPException $e) {
    die("PLOP exception occurred in sign sample:\n" .
	"[" . $e->get_errnum() . "] " . $e->get_apiname() . ": " .
	$e->get_errmsg() . "\n");
    }
catch (Exception $e) {
    die($e);
}

$plop = 0;







PLOP-5.1p1-SunOS-AMD64/bind/php/Eclipse PDT/PLOP.php

<?php
/* PHP interface description for PLOP
 * Copyright (c) PDFlib GmbH 2009-2014
 *
 * Note that this is only a syntax summary.
 * For complete information please refer to the API reference
 * which is available in the distribution.
 */

class PLOPException {
/**
 * Get the number of the last thrown exception or the reason for a failed function call.
 */
function get_errnum() {}

/**
 * Get the text of the last thrown exception or the reason for a failed function call.
 */
function get_errmsg() {}

/**
 * Get the name of the API function which threw the last exception or failed.
 */
function get_apiname() {}
};


class PLOP {


/**
 * Add recipient for encryption with certificate security.
 *
 * @param string $optlist
 * @return  -1 (in PHP: 0) on error, and 1 otherwise.
 */
function add_recipient($optlist) {}


/**
 * Close the input and output documents.
 *
 * @param int $doc
 * @param string $optlist
 */
function close_document($doc, $optlist) {}


/**
 * Convert an arbitrary encoded string to a Unicode string in several formats.
 *
 * @param string $inputformat
 * @param string $inputstring
 * @param string $optlist
 * @return  The converted Unicode string.
 */
function convert_to_unicode($inputformat, $inputstring, $optlist) {}


/**
 * Create a PDF output document (which may be protected) in memory or on disk file.
 *
 * @param string $filename
 * @param string $optlist
 * @return  -1 (in PHP: 0) on error, and a document handle otherwise.
 */
function create_document($filename, $optlist) {}


/**
 * Create a named virtual read-only file from data provided in memory.
 *
 * @param string $filename
 * @param string $data
 * @param string $optlist
 */
function create_pvf($filename, $data, $optlist) {}


/**
 * Delete a named virtual file and free its data structures (but not the contents).
 *
 * @param string $filename
 * @return  -1 if the virtual file exists but is locked, and 1 otherwise.
 */
function delete_pvf($filename) {}


/**
 * Get the name of the API function which threw the last exception or failed.
 *
 * @return  The name of a PLOP API function.
 */
function get_apiname() {}


/**
 * Fetch full or partial buffer contents of the output document from memory.
 *
 * @return  A buffer containing output data.
 */
function get_buffer() {}


/**
 * Get the descriptive text of the last thrown exception, or the reason of a failed function call.
 *
 * @return  A string describing the error, or an empty string if the last API call didn<92>t cause any error.
 */
function get_errmsg() {}


/**
 * Get the number of the last thrown exception, or the reason of a failed function call.
 *
 * @return  The exception<92>s error number.
 */
function get_errnum() {}


/**
 * Query properties of a virtual file or the PDFlib Virtual File system (PVF).
 *
 * @param string $filename
 * @param string $keyword
 * @return  The value of some file parameter as requested by keyword.
 */
function info_pvf($filename, $keyword) {}


/**
 * Open a PDF document (which may be protected) for processing.
 *
 * @param string $filename
 * @param string $optlist
 * @return  -1 (in PHP: 0) on error, and a document handle otherwise.
 */
function open_document($filename, $optlist) {}


/**
 * Get the value of a pCOS path with type number or boolean.
 *
 * @param int $doc
 * @param string $path
 * @return  The numerical value of the object identified by the pCOS path.
 */
function pcos_get_number($doc, $path) {}


/**
 * Get the value of a pCOS path with type name, number, string, or boolean.
 *
 * @param int $doc
 * @param string $optlist
 * @param string $path
 * @return  The unencrypted data contained in the stream or string.
 */
function pcos_get_stream($doc, $optlist, $path) {}


/**
 * Get the value of a pCOS path with type name, string, or boolean.
 *
 * @param int $doc
 * @param string $path
 * @return  A string with the value of the object identified by the pCOS path.
 */
function pcos_get_string($doc, $path) {}


/**
 * Prepare signature options.
 *
 * @param string $optlist
 * @return  -1 (in PHP: 0) on error, and 1 otherwise.
 */
function prepare_signature($optlist) {}


/**
 * Set one or more global options for PLOP.
 *
 * @param string $optlist
 */
function set_option($optlist) {}

};
?>







PLOP-5.1p1-SunOS-AMD64/bind/ruby/Makefile

# Sample Makefile for PDFlib's Ruby binding
# $Id: Makefile.sample,v 1.5 2016/05/09 17:22:30 rjs Exp $


RM   = rm -f
RUBY = ruby

all: test

test::
	@echo "to test the hellosign sample use: make testhellosign"
	@echo "to test the dynamicsign sample use: make testdynamicsign"
	$(RUBY) certsec.rb PLOP-datasheet.pdf PLOP-datasheet-certsec.pdf
	$(RUBY) encrypt.rb
	$(RUBY) insertxmp.rb
	$(RUBY) dumper.rb PLOP-datasheet.pdf
	$(RUBY) sign.rb invoice.pdf invoice-signed.pdf
	$(RUBY) multisign.rb invoice.pdf PLOP-datasheet.pdf

testhellosign:
	@echo "you need a version of PDFlib installed to build this target"
	$(RUBY) hellosign.rb
        
testdynamicsign:
	@echo "you need a version of PDFlib installed to build this target"
	$(RUBY) dynamicsign.rb PLOP-datasheet.pdf PLOP-datasheet-signed-dynamic.pdf

clean::
	$(RM) hellosign.pdf
	$(RM) PLOP-datasheet-certsec.pdf
	$(RM) PLOP-datasheet-encrypted.pdf
	$(RM) PLOP-datasheet-xmp.pdf invoice-signed.pdf
	$(RM) invoice.pdf-signed.pdf PLOP-datasheet.pdf-signed.pdf
	$(RM) PLOP-datasheet-signed-dynamic.pdf







PLOP-5.1p1-SunOS-AMD64/bind/ruby/readme.txt

==================================
Notes on the PLOP binding for Ruby
==================================

Windows
-------

This Ruby binding for Windows is based on the Ruby binaries from
rubyinstaller.org. These Ruby versions require that C extensions are
built with the Development Kits from
    https://github.com/oneclick/rubyinstaller/wiki/Development-Kit
    
The Ruby 1.9 binding is based on DevKit-4.5.3; the Ruby 2.0 binding
is based on DevKit-4.7.2.

The Ruby 1.9 binding does not have Large File Support (LFS).

ruby -v prints information about the Ruby version like this:

  ruby 2.0.0p0 (2013-02-24) [i386-mingw32]

The "mingw32" output indicates that the Ruby binary was built with DevKit.
Older Ruby binaries may output [i386-mswin32]. These binaries are no longer
supported.

The signature option "engine=mscapi" is not available for Ruby on Windows.



OS X
----
PDFlib crashes with the combination Rails, Ruby 1.9 and Webrick.

As far as we know this is a problem in the Webrick webserver. There is a
pending bug report http://bugs.ruby-lang.org/issues/5169 for this issue.

Currently there is no solution for this other than using another webserver
for Ruby 1.9 on OS X with Rails.






PLOP-5.1p1-SunOS-AMD64/bind/ruby/certsec.rb

#!/usr/bin/env ruby
# $Id: certsec.rb,v 1.2 2016/05/09 17:22:30 rjs Exp $
#
# PDFlib PLOP DS:
# Encrypt file with certificate security.
#

require './PLOP'

# create a new PLOP object
plop = PLOP.new

# This is where input files live. Adjust as necessary.
searchpath = "../data"

recipients = [
  # no permission restrictions
  { "cert" => "../data/demo_recipient_1.pem", "perm" => "" },

  # form filling and signing permissions granted, but not others
  { "cert" => "../data/demo_recipient_2.pem", "perm" => "nomodify nocopy noannots noassemble" },
  { "cert" => "../data/demo_recipient_3.pem", "perm" => "nomodify nocopy noannots noassemble" },
]

begin
    if (ARGV.length != 2 )
	raise "usage: certsec <infile> <outfile>\n"
    end

    plop.set_option("searchpath={#{searchpath}}")

    # open unprotected input file
    if ((doc = plop.open_document(ARGV[0], "")) == -1)
	raise "ERROR: " + plop.get_errmsg()
    end

    # add recipients
    recipients.each do |r|
        optlist = "certificate={filename={#{r["cert"]}}} permissions={#{r["perm"]}}"
        if (plop.add_recipient(optlist) == -1)
            # emit warning and continue
            print("Error: " + plop.get_errmsg() + "\n")
        end
    end

    # create protected output file
    if (plop.create_document(ARGV[1], "input=#{doc}") == -1)
        raise "ERROR: " + plop.get_errmsg()
    end
	
    plop.close_document(doc, "")

rescue PLOPException => pe
    print pe.backtrace.join("\n")
    printf("PLOP exception occurred in certsec\n")
    print "[" + pe.get_errnum.to_s + "] " + pe.get_apiname + \
                        ": " + pe.get_errmsg + "\n"
rescue Exception => e
    print e.backtrace.join("\n") + "\n" + e.to_s + "\n"
ensure
    plop.delete() if plop
end







PLOP-5.1p1-SunOS-AMD64/bind/ruby/dumper.rb

#!/usr/bin/env ruby
# PLOP sample application for dumping PDF information with pCOS
#
# Id: dumper.pl,v 1.6 2010/07/15 10:34:12 rjs Exp 

require './PLOP'

begin
#    if (ARGV.length != 1)
#	raise "usage: dumper <filename>"
#    end

    plop = PLOP.new
    infilename = "PLOP-datasheet.pdf"

    docoptlist = "requiredmode=minimum"
    globaloptlist = ""
    # This is where input files live. Adjust as necessary.
    searchpath = "{../data ../../data}"

    plop.set_option(globaloptlist)

    plop.set_option("searchpath=" + searchpath)


    if ((doc = plop.open_document(infilename, docoptlist)) == -1)
	raise "ERROR: " + plop.get_errmsg()
    end

    # --------- general information (always available)

    pcosmode = plop.pcos_get_number(doc, "pcosmode")

    printf("       File name: %s\n", plop.pcos_get_string(doc, "filename"))

    printf("     PDF version: %s\n",
	plop.pcos_get_string(doc, "pdfversionstring"))

    printf("      Encryption: %s\n",
	plop.pcos_get_string(doc, "encrypt/description"))

    recipientcount =
	     plop.pcos_get_number( doc, "length:encrypt/recipients")

    if (recipientcount > 0)
	printf("Recipient groups: %d\n", recipientcount)
	printf("      Digital ID: ")

	if (pcosmode == 2)
	    printf("supplied digital ID has master permissions\n")
	elsif (pcosmode == 1)
	    printf("supplied digital ID doesn't have master permissions\n")
	else
	    printf("no suitable digital ID supplied\n")
	end
    end


    printf("       Master pw: %s\n",
	(plop.pcos_get_number(doc, "encrypt/master") != 0) ? "yes" : "no")

    printf("         User pw: %s\n",
	(plop.pcos_get_number(doc, "encrypt/user") != 0) ? "yes" : "no")

    printf("    Text copying: %s\n",
	(plop.pcos_get_number(doc, "encrypt/nocopy") != 0) ? "no" : "yes")

    printf("      Linearized: %s\n",
	(plop.pcos_get_number(doc, "linearized") != 0) ? "yes" : "no")

    if (pcosmode == 0)
	printf("    Minimum mode: no more information available\n\n")
	return 0
    end

    # --------- more details (requires at least user password)

    printf("    PDF/X status: %s\n", plop.pcos_get_string(doc, "pdfx"))

    printf("    PDF/A status: %s\n", plop.pcos_get_string(doc, "pdfa"))

    printf("   PDF/UA status: %s\n", plop.pcos_get_string(doc, "pdfua"))

    printf("   PDF/VT status: %s\n", plop.pcos_get_string(doc, "pdfvt"))

    printf("        XFA data: %s\n",
        (plop.pcos_get_string(doc, "type:/Root/AcroForm/XFA") != "null" ? "yes" : "no"))
                            
    printf("      Tagged PDF: %s\n\n",
	(plop.pcos_get_number(doc, "tagged") != 0) ? "yes" : "no")

    # --------- analyze digital signatures 

    count = plop.pcos_get_number(doc, "length:signaturefields")

    0.step(count-1,1) do |i|
        sigfields = "signaturefields[" + i.to_i.to_s + "]/fullname"
        printf("     Sig. field #%d: '%s',", (i+1), plop.pcos_get_string(doc, sigfields))

        sigfields = "signaturefields[" + i.to_i.to_s + "]/visible"
        printf(" %s", plop.pcos_get_number(doc, sigfields) ? "visible" : "invisible")

        sigfields = "signaturefields[" + i.to_i.to_s + "]/sigtype"
        sigtype = plop.pcos_get_string(doc, sigfields)

        if (sigtype == "none")
            printf(", unsigned\n")
            next
        end

        printf(" %s signature", sigtype)

        if (sigtype == "certification")
            sigfields = "signaturefields[" + i.to_i.to_s + "]/permissions"
            printf(" (%s allowed)", plop.pcos_get_string(doc, sigfields))
        end

        sigfields = "signaturefields[" + i.to_i.to_s + "]/cades"
        if (plop.pcos_get_number(doc, sigfields) != 0)
            printf(", CAdES")
        end

        printf("\n")
    end

    if (count)
        printf("No. of revisions: %d\n\n", plop.pcos_get_number(doc, "revisions"))
    end

    printf("  Reader-enabled: %s\n", plop.pcos_get_string(doc, "usagerights"))

    printf("    No. of pages: %d\n", plop.pcos_get_number(doc, "length:pages"))

    printf("     Page 1 size: width=%g, height=%g\n",
	plop.pcos_get_number(doc, "pages[0]/width"),
	plop.pcos_get_number(doc, "pages[0]/height"))

    count = plop.pcos_get_number(doc, "length:fonts")
    printf("    No. of fonts: %d\n", count)

    0.step(count-1,1) do |i|
	fonts = "fonts[" + i.to_i.to_s + "]/embedded"
	if (plop.pcos_get_number(doc, fonts))
	    printf("embedded ")
	else
	    printf("unembedded ")
	end

	fonts = "fonts[" + i.to_i.to_s + "]/type"
	printf("%s font ", plop.pcos_get_string(doc, fonts))
	fonts = "fonts[" + i.to_i.to_s + "]/name"
	printf("%s\n", plop.pcos_get_string(doc, fonts))
    end

    printf("\n")

    plainmetadata = plop.pcos_get_number(doc, "encrypt/plainmetadata") != 0

    if (pcosmode == 1 && !plainmetadata &&
	    plop.pcos_get_number(doc, "encrypt/nocopy") != 0)
	printf("Restricted mode: no more information available\n\n")
	return 0
    end

    # --------- document info keys and XMP metadata (requires master pw
    # or plaintext metadata)

    count = plop.pcos_get_number(doc, "length:/Info")

    0.step(count-1,1) do |i|
	info = "type:/Info[" + i.to_i.to_s + "]"
	objtype = plop.pcos_get_string(doc, info)
	info = "/Info[" + i.to_i.to_s + "].key"
	key = plop.pcos_get_string(doc, info)
	len = 13 - key.length()

	len.step(1,-1) do |len|
	    print " "
        end
	
	print key + ": "

	# Info entries can be stored as string or name objects
	if (objtype != "string" || objtype != "name")
	    info = "/Info[" + i.to_i.to_s + "]"
	    print "'" + plop.pcos_get_string(doc, info) + "'" + "\n"
	else
	    info = "type:/Info[" + i.to_i.to_s + "]"
	    print "(" + plop.pcos_get_string(doc, info) + " object)" + "\n"
	end
    end

    printf("\n   XMP meta data: ")

    objtype = plop.pcos_get_string(doc, "type:/Root/Metadata")
    if (objtype == "stream")
	contents = plop.pcos_get_stream(doc, "", "/Root/Metadata")
	print contents.length.to_s + " bytes"

	# This demonstrates Unicode conversion
	dummy = plop.convert_to_unicode("utf8", contents, "outputformat=utf16")
	printf(" (%d Unicode characters)\n\n", dummy.length/2)
    else
	printf("not present\n\n")
    end

    plop.close_document(doc, "")
rescue PLOPException => pe
    print pe.backtrace.join("\n")
    printf("PLOP exception occurred in dumper:\n")
    print "[" + pe.get_errnum.to_s + "] " + pe.get_apiname + \
                        ": " + pe.get_errmsg + "\n"
rescue Exception => e
    print e.backtrace.join("\n") + "\n" + e.to_s + "\n"
ensure
    plop.delete() if plop
end







PLOP-5.1p1-SunOS-AMD64/bind/ruby/dynamicsign.rb

#!/usr/bin/env ruby
# $Id: dynamicsign.rb,v 1.1 2016/04/28 11:29:34 rp Exp $
#
# PDFlib PLOP DS: 
# generate a dynamic visualization document in memory with PDFlib,
# and digitally sign a second document, using the dynamic document
# for signature visualization.
#

require './PDFlib'
require './PLOP'
           
# This is where input files live. Adjust as necessary. 
searchpath = "../data"
    
# Basic signature option

sign_opts =
    "ltv=try " +        # use ltv=full to ensure LTV status 
    #when using PKCS11
    # "engine=pkcs#11 digitalid={filename=cryptoki.dll} "
    "engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo} "

if (ARGV.length != 2 )
    raise "usage: dynamicsign <infile> <outfile>\n"
end


# ------------- Step 1: generate the document in memory with PDFlib ------------
p = PDFlib.new

begin
    # open new PDF document  in memory

    p.begin_document("", "")

    p.set_info("Creator", "dynamicsign.rb")
    p.set_info("Author", "Rainer Ploeckl")
    p.set_info("Title", "Dynamic signature visualization document")


    p.begin_page_ext(300, 50, "")
    now = Time.now
    timebuf = "Digitally signed " + now.strftime("%b %d, %Y") + " at " + now.strftime("%H:%M:%S")

    textoptlist = "fontsize=10 fontname=Helvetica encoding=unicode textformat=utf8 fillcolor=red"
    p.fit_textline(timebuf, 10, 10, textoptlist)
    p.end_page_ext("")

    p.end_document("")

    # fetch the memory buffer containing the PDF document
    contents = p.get_buffer()

rescue PDFlibException => pe
    print pe.backtrace.join("\n")
    printf("PDFlib exception occurred in dynamicsign:\n")
    print "[" + pe.get_errnum.to_s + "] " + pe.get_apiname + \
                        ": " + pe.get_errmsg + "\n"
rescue Exception => e
    print e.backtrace.join("\n") + "\n" + e.to_s + "\n"
ensure
    p.delete() if p
end

# ------------------ Step 2: sign the document -----------------
    
# create a new plop object
plop = PLOP.new

begin

    plop.set_option("searchpath={{" + searchpath + "}}")

    # Create a virtual PVF file from the data in memory
    plop.create_pvf("/pvf/visdoc.pdf", contents, "")
    if ((doc = plop.open_document(ARGV[0], "")) == -1)
      raise "ERROR: " + plop.get_apiname() + ": " + plop.get_errmsg()
    end
    # open visualization  document from PVF file
    if ((visdoc = plop.open_document("/pvf/visdoc.pdf", "")) == -1)
	raise "ERROR: " + plop.get_apiname() + ": " + plop.get_errmsg()
    end
    
    # Add field option for visualization to base signature options
    optlist = sign_opts + " field={visdoc=" + visdoc.to_s + " rect={10 10 adapt adapt}}"
    if (plop.prepare_signature(optlist) == -1)
        raise "ERROR: " + plop.get_apiname() + ": " + plop.get_errmsg()
    end

    # sign the output file
    if (plop.create_document(ARGV[1], "input=#{doc}") == -1)
	raise "ERROR: " + plop.get_apiname() + ": " + plop.get_errmsg()
    end
        
    # close the input document
    plop.close_document(doc, "")

    # close the visualization document
    plop.close_document(visdoc, "")

    # delete PVF file containing input document
    if (plop.delete_pvf("/pvf/visdoc.pdf") == -1)
	raise "ERROR: " + plop.get_errmsg()
    end

rescue PLOPException => pe
    print pe.backtrace.join("\n")
    printf("PLOP exception occurred in dynamicsign:\n")
    print "[" + pe.get_errnum.to_s + "] " + pe.get_apiname + \
                        ": " + pe.get_errmsg + "\n"
rescue Exception => e
    print e.backtrace.join("\n") + "\n" + e.to_s + "\n"
ensure
    plop.delete() if plop
end







PLOP-5.1p1-SunOS-AMD64/bind/ruby/encrypt.rb

#!/usr/bin/env ruby
# $Id: encrypt.rb,v 1.5 2014/08/07 13:44:19 rjs Exp $
#
# PDFlib PLOP: PDF Linearization, Optimization, Protection
# encryption sample
#

require './PLOP'

# parameters for the input document
in_filename = "PLOP-datasheet.pdf"
in_password = ""

# parameters for the output document
out_filename = "PLOP-datasheet-encrypted.pdf"
out_master = "DEMO"
out_user = "demo"
permissions = ""

# This is where input files live. Adjust as necessary.
searchpath = "../data"

# create a new PLOP object
plop = PLOP.new

begin
    plop.set_option("searchpath=" + searchpath)

    # open unprotected input file without any password
    optlist = "password {" + in_password + "} "
    if ((doc = plop.open_document(in_filename, optlist)) == -1)
	raise "ERROR: " + plop.get_errmsg()
    end

    # create the output file with a password
    optlist = "masterpassword {" + out_master + "} userpassword {" +
		out_user + "} permissions {" + permissions + "} input=#{doc}"
                
    if (plop.create_document(out_filename, optlist)== -1)
	raise "ERROR: " + plop.get_errmsg()
    end

    # close input and output files
    plop.close_document(doc, "")

rescue PLOPException => pe
    print pe.backtrace.join("\n")
    printf("PLOP exception occurred in encrypt:\n")
    print "[" + pe.get_errnum.to_s + "] " + pe.get_apiname + \
                        ": " + pe.get_errmsg + "\n"
rescue Exception => e
    print e.backtrace.join("\n") + "\n" + e.to_s + "\n"
ensure
    plop.delete() if plop
end







PLOP-5.1p1-SunOS-AMD64/bind/ruby/hellosign.rb

#!/usr/bin/env ruby
# $Id: hellosign.rb,v 1.11 2016/03/24 06:46:13 rp Exp $
#
# PDFlib $plop: PDF Linearization, Optimization, Protection
# hellosign sample: generate a document in memory with PDFlib, and sign it
# with $plop
#

require './PDFlib'
require './PLOP'

# Basic signature option

sign_opts =
    "ltv=try " +        # use ltv=full to ensure LTV status 
    #when using PKCS11
    # "engine=pkcs#11 digitalid={filename=cryptoki.dll} "
    "engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo} "



# This is where input files live. Adjust as necessary.
searchpath = "../data"

out_filename = "hellosign.pdf"


# ------------- Step 1: generate the document in memory with PDFlib ------------
p = PDFlib.new

begin
    # open new PDF document  in memory

    p.begin_document("", "")

    p.set_info("Creator", "hellosign.c")
    p.set_info("Author", "Rainer Ploeckl")
    p.set_info("Title", "Hello, world/signed (C)!")

    font = p.load_font("Helvetica-Bold", "host", "")

    p.begin_page_ext(595, 842, "")

    p.setfont(font, 24)
    p.set_text_pos(50, 700)
    p.show("Hello, world/signed!")
    p.continue_text("(says C)")
    p.end_page_ext("")

    p.end_document("")

    # fetch the memory buffer containing the PDF document
    contents = p.get_buffer()

rescue PDFlibException => pe
    print pe.backtrace.join("\n")
    printf("PDFlib exception occurred in hellosign:\n")
    print "[" + pe.get_errnum.to_s + "] " + pe.get_apiname + \
                        ": " + pe.get_errmsg + "\n"
rescue Exception => e
    print e.backtrace.join("\n") + "\n" + e.to_s + "\n"
ensure
    p.delete() if p
end

# ------------------ Step 2: sign the document -----------------
    
# create a new plop object
plop = PLOP.new

begin

    plop.set_option("searchpath={{" + searchpath + "}}")

    # Create a virtual PVF file from the data in memory
    plop.create_pvf("/pvf/hello.pdf", contents, "")

    # open unsigned input document from PVF file
    if ((doc = plop.open_document("/pvf/hello.pdf", "")) == -1)
	raise "ERROR: " + plop.get_apiname() + ": " + plop.get_errmsg()
    end
    
    if (plop.prepare_signature(sign_opts) == -1)
        raise "ERROR: " + plop.get_apiname() + ": " + plop.get_errmsg()
    end

    # sign the output file
    if (plop.create_document(out_filename, "input=#{doc}") == -1)
	raise "ERROR: " + plop.get_apiname() + ": " + plop.get_errmsg()
    end

    # close the input document
    plop.close_document(doc, "")

    # delete PVF file containing input document
    if (plop.delete_pvf("/pvf/hello.pdf") == -1)
	raise "ERROR: " + plop.get_errmsg()
    end

rescue PLOPException => pe
    print pe.backtrace.join("\n")
    printf("PLOP exception occurred in hellosign:\n")
    print "[" + pe.get_errnum.to_s + "] " + pe.get_apiname + \
                        ": " + pe.get_errmsg + "\n"
rescue Exception => e
    print e.backtrace.join("\n") + "\n" + e.to_s + "\n"
ensure
    plop.delete() if plop
end







PLOP-5.1p1-SunOS-AMD64/bind/ruby/multisign.rb

#!/usr/bin/env ruby
# $Id: multisign.rb,v 1.2 2016/03/24 06:46:13 rp Exp $
#
# PDFlib PLOP DS:
# Demonstrate mass signature with optional PKCS#11 session handling
#

require './PLOP'

# create a new PLOP object
plop = PLOP.new

# Basic signature option

sign_opts = 
        "ltv=try " +        #* use ltv=full to ensure LTV status */
	#when using PKCS11
        # "engine=pkcs#11 digitalid={filename=cryptoki.dll} "
        "engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo} "



# This is where input files live. Adjust as necessary.
searchpath = "../data"

# Set to 1 to enable PKCS#11 session handling
PKCS11 = 0

begin
    if (ARGV.length < 1)
	raise "usage: sign <infile> ...\n"
    end
    plop.set_option("searchpath=" + searchpath)

    if (plop.prepare_signature(sign_opts) == -1)
		raise "ERROR: " + plop.get_apiname() + ": " + plop.get_errmsg()
    end

    0.step(ARGV.length-1, 1) do |i|
	printf("Signing '%s' ...\n", ARGV[i]);

	if ((doc = plop.open_document(ARGV[i], "")) == -1)
	    printf( "ERROR: %s: %s\n", plop.get_apiname(), plop.get_errmsg())
	    next
	end
	signed_name = sprintf("%s-signed.pdf", ARGV[i]);
	    
	if (plop.create_document(signed_name, "input=#{doc}") == -1)
		    raise "ERROR: " + plop.get_apiname() + ": " + plop.get_errmsg()
	    if (PKCS11 == 1)
		# The PKCS#11 session may have expired;
		# restart and try again
		if (plop.prepare_signature(sign_opts) == -1)
			    raise "ERROR: " + plop.get_apiname() + ": " + plop.get_errmsg()
		end

		if (plop.create_document(signed_name, "input=#{doc}") == -1)
			    raise "ERROR: " + plop.get_apiname() + ": " + plop.get_errmsg()
		end
	    end
		
	end
	plop.close_document(doc, "")
    end

rescue PLOPException => pe
    print pe.backtrace.join("\n")
    printf("PLOP exception occurred in multisign:\n")
    print "[" + pe.get_errnum.to_s + "] " + pe.get_apiname + \
                        ": " + pe.get_errmsg + "\n"
rescue Exception => e
    print e.backtrace.join("\n") + "\n" + e.to_s + "\n"
ensure
    plop.delete() if plop
end







PLOP-5.1p1-SunOS-AMD64/bind/ruby/insertxmp.rb

#!/usr/bin/env ruby
# $Id: insertxmp.rb,v 1.6 2014/09/05 15:02:35 rp Exp $
#
# PDFlib PLOP: PDF Linearization, Optimization, Protection
# mini sample for inserting XMP metadata in PDF documents
#
#

require './PLOP'

# Directory where files will be searched
searchpath = "../data"
# input document
in_filename  = "PLOP-datasheet.pdf"
# output document
out_filename = "PLOP-datasheet-xmp.pdf"

# Option list for the generated output document.
# Some alternatives for the option list using the supplied XMP samples:
#
# Insert custom metadata for the GWG (Ghent Workgroup)
# Ad Ticket scheme (see http://www.gwg.org/Jobtickets.phtml):
# "metadata={filename=gwg_ad_ticket.xmp validate=xmp2004}"
#
# Insert custom metadata based on Acme's enterprise schema:
# "metadata={filename=acme.xmp}"
#
# Insert a custom "engineering" schema for scanned documents:
# This works best with a PDF/A-1 input document (e.g. mini_pdfa1.pdf),
# and requires XMP input which conforms to PDF/A-1:
# "metadata={filename=engineering.xmp}"
#
# Insert a PDF/A extension schema after validating the XMP for PDF/A-1.
# This works best with a PDF/A-1 input document (e.g. mini_pdfa1.pdf),
# and requires XMP input which conforms to PDF/A-1:
# "metadata={filename=machine_pdfa1.xmp validate=pdfa1}"
#

base_opts = "metadata={filename=gwg_ad_ticket.xmp} "

# create a new PLOP object
plop = PLOP.new

begin
    plop.set_option("searchpath=" + searchpath)

    # open input file
    if ((doc = plop.open_document(in_filename, "")) == -1)
	raise "ERROR: " + plop.get_errmsg()
    end

    # create the output file and add XMP metadata
    optlist = "#{base_opts} input=#{doc}"
    if (plop.create_document(out_filename, optlist) == -1)
	raise "ERROR: " + plop.get_errmsg()
    end

    # close input files
    plop.close_document(doc, "")

rescue PLOPException => pe
    print pe.backtrace.join("\n")
    printf("PLOP exception occurred in insertxmp:\n")
    print "[" + pe.get_errnum.to_s + "] " + pe.get_apiname + \
                        ": " + pe.get_errmsg + "\n"
rescue Exception => e
    print e.backtrace.join("\n") + "\n" + e.to_s + "\n"
ensure
    plop.delete() if plop
end







PLOP-5.1p1-SunOS-AMD64/bind/ruby/sign.rb

#!/usr/bin/env ruby
# $Id: sign.rb,v 1.13 2016/03/24 06:46:13 rp Exp $
#
# PDFlib PLOP DS:
# Demonstrate digital signature features with optional signature visualization
#

require './PLOP'

# create a new PLOP object
plop = PLOP.new

# Basic signature option

sign_opts = 
        "ltv=try " +        #* use ltv=full to ensure LTV status */
	#when using PKCS11
        # "engine=pkcs#11 digitalid={filename=cryptoki.dll} "
        "engine=builtin digitalid={filename=demo_signer_rsa_2048.p12} password={demo} "



# This is where input files live. Adjust as necessary.
searchpath = "../data"

# Set to 1 to enable signature visualization
visualize = 0
visfile = "signing_man_pdfa1a.pdf"

begin
    if (ARGV.length != 2 )
	raise "usage: sign <infile> <outfile>\n"
    end
    plop.set_option("searchpath=" + searchpath)

    if ((doc = plop.open_document(ARGV[0], "")) == -1)
	raise "ERROR: " + plop.get_errmsg()
    end
	# Basic signature options
	optlist = sign_opts
	
	if(visualize == 1)
		if ((visdoc = plop.open_document(visfile, "")) == -1)
		raise "ERROR: " + plop.get_apiname() + ": " + plop.get_errmsg()
		end
		# Add field option for visualization 
		optlist += "field ={visdoc=#{visdoc} rect={50 50 adapt adapt}} "
	end

    if (plop.prepare_signature(optlist) == -1)
		raise "ERROR: " + plop.get_apiname() + ": " + plop.get_errmsg()
    end

    if (plop.create_document(ARGV[1], "input=#{doc}") == -1)
		raise "ERROR: " + plop.get_apiname() + ": " + plop.get_errmsg()
    end
	
	plop.close_document(doc, "")
	if (visualize == 1)
		plop.close_document(visdoc, "")
	end

rescue PLOPException => pe
    print pe.backtrace.join("\n")
    printf("PLOP exception occurred in sign:\n")
    print "[" + pe.get_errnum.to_s + "] " + pe.get_apiname + \
                        ": " + pe.get_errmsg + "\n"
rescue Exception => e
    print e.backtrace.join("\n") + "\n" + e.to_s + "\n"
ensure
    plop.delete() if plop
end
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======================================
PLOP and PLOP DS 5.1p1 (June 03, 2016)
======================================

- 2016-06-03 (bug #5565)
  Added a compile-time check to ensure the proper OpenSSL version.

- 2016-06-02 (bug #5567)
  Loading a certificate via the "rootcertfile" or "rootcertdir" option could
  trigger an exception
  "Internal error: assertion failed in file 'ds_dss.c', line 251"
  (bug introduced in PLOP DS 5.0p6).

- 2016-06-02 (bug #5561)
  Building the 64-bit Windows version from source code resulted in unresolved
  externals due to a packaging problem.

- 2016-06-01 (bug #5557)
  The binary for PHP 7 on Windows 64-bit was missing from the packages.

- 2016-06-01 (bug #5555)
  The PLOP/PLOP DS command-line tool as well as the COM and .NET wrappers
  were missing from the source code packages.

- 2016-05-20 (bug #5549)
  The universal pCOS pseudo object "pcosinterface" returned 10 instead of the
  current pCOS interface version 11.


===================================
PLOP and PLOP DS 5.1 (May 13, 2016)
===================================

Several new features; see PLOP manual for an overview.

- 2016-05-12 (bug #5541)
  When signing with update=false or encrypting PLOP failed to detect existing
  signatures if the signature field was not the first field. As a result the
  signature was lost even without sacrifice={signatures}. 

- 2016-05-12 (bug #5538)
  Signing documents with non-signature form fields and NeedAppearances=true
  must be rejected, but was accepted instead. Some form fields were not
  visible in the signed output.

- 2016-04-26 (feature #2049)
  Changed the default of the "copy" option of PLOP_create_pvf() from "false"
  to "true" for all language bindings except C/C++. This avoids possible
  problems in situations where the client doesn't have full control over
  memory allocation and freeing, especially with garbage collection where
  the language no longer sees any reference to the data.

- 2016-02-29 (spin-off of feature #2071; bug introduced with the fix for
  bug #4924 in PLOP 5.0p3)
  PLOP incorrectly issued the message "PDF file 'protected.pdf' has no pages"
  if an encrypted file was opened without providing the proper master password,
  i.e. in restricted pCOS mode.

- 2016-02-23 (bug #4974)
  When creating multiple output documents from the same input document,
  document info entries for one output document incorrectly persisted to the
  next output document.

- 2016-02-18 (bug #5461)
  Optimization: PLOP now remembers validated time-stamp signer certificates
  and avoids redundant OCSP requests. This has the following effects if
  both time-stamped signatures and document time-stamps are involved:
  - reduced number of OCSP requests
  - smaller DSS size
  - one less incremental update for adding a TSA OCSP response

- 2016-02-02 (bug #5448)
  The FTP protocol which is supported for the Authority Info Access (AIA)
  certificate extension with the caIssuers (Certification Authority Issuer)
  access method was not enabled for Android builds.

- 2016-01-27 (feature #2052)
  Added support for PHP 7 on Windows 64-bit.

- 2016-01-25 (feature #1937)
  Emit the "ESIC" entry in the Extensions dictionary per ETSI EN 319 142-1.

- 2016-01-21 (feature #2031)
  Re-introduced the keyword "signatures" for the "sacrifice" option which is
  needed to control preservation or deletion of existing signatures in non-
  signature mode.

- 2015-11-16 (feature #2039)
  Implemented the additional IpCOS interface in the Java binding which offers
  all core pCOS API functions plus various support functions for error handling,
  PVF handling etc. This interface facilitates demonstration of pCOS features
  in the pCOS Cookbook regardless of which product is used.

- 2015-12-08 (bug #5416)
  The PLOP class could not be extended in the PHP 7 binding due to a
  combination of an incorrect flag in the language wrapper and modified
  behavior in PHP 7.


==========================================
PLOP and PLOP DS 5.0p6 (November 30, 2015)
==========================================

- 2015-11-30 (bug #5386)
  The "serial" suboption of the "digitalid" option for engine=pkcs#11 now
  allows the serial number to be encoded in raw format of the token instead
  of the specified DER encoding to match the behavior of several tokens.

- 2015-11-30 (bug #5228/REOPENED)
  Refined the time-related aspects of OCSP response validation since the
  previously implemented checks were too strict. If nextUpdate is not present
  thisUpdate is allowed to be up to two hours old.

- 2015-11-24 (bug #5404)
  Optimized signature-related output as follows:
  - Certificates which don't belong to the chain of the signing certificate
    (e.g. an OCSP responder certificate) are no longer stored in the PKCS#7
    object, but only in the DSS.
  - Certificates which are already contained in the PKCS#7 object are no
    longer stored in the DSS, e.g. a common root for an OCSP responder and
    the signing certificate.
  In a typical scenario both optimizations together result in a file size
  reduction of ca. 4KB.   

- 2015-11-20 (bug #5401)
  Modified verification of an OCSP response as follows:
  - Even with validation=formal full validation was attempted.
  - The OCSP responder's certificate chain was regarded as trusted even in
    the absence of trusted root certificates.
  - In another situation OCSP responses could not be verified even in the
    presence of a trusted root certificate.

- 2015-11-16 (bug #5385)
  Error messages were lost in the COM and .NET language bindings.

- 2015-11-11 (bug #5351)
  The installer did not correctly register the COM DLL in some situations.

- 2015-10-14 (feature #1903)
  Added support for PHP 7.

- 2015-10-14 (bug #5338)
  The OS X framework could be broken in some packages.


===========================================
PLOP and PLOP DS 5.0p5 (September 01, 2015)
===========================================

- 2015-08-25 (bug #5306)
  The HelloSignServlet.java and SignServlet.java samples didn't work because
  they have not been adjusted to the new PLOP DS 5 signature API.

- 2015-08-25 (bug #5309)
  Fixed incorrect treatment of empty file names in PLOP_create_document():
  - Internal encodings which may be required for file name conversion were
    not included in the PLOP build.
  - The Java wrapper passed a random value for the file name length to the
    kernel if filename was NULL.
  - The kernel incorrectly attempted to convert empty file names. 

- 2015-07-30 (bug #5307)
  Fixed a memory leak in the Java binding in the convert_to_unicode() and
  create_pvf() methods.

- 2015-07-22 (bug #5256)
  Input PDF with invalid document info entries of wrong type were rejected
  with the message "Name object expected". Most importantly, OS X creates
  the entry /AAPL:Keywords[] which does not conform to ISO 32000-1. Now
  such info entries are silently ignored.
 

======================================
PLOP and PLOP DS 5.0p4 (July 01, 2015)
======================================

- 2015-07-01 (bug #5243)
  The PLOP command-line tool could not be used on OS X 10.6 systems due to
  a build problem ("Illegal instruction"). 

- 2015-06-24 (bug #5155)
  The 64-bit binary was missing from the Python 2.x package for OS X.

- 2015-06-22 (bug #5228)
  OCSP responses are rejected if the entry "thisUpdate" differs from the local
  time (signing time) by more than five minutes.

- 2015-06-18 (bug #5235)
  The "subject" suboption of the "digitalid" option of PLOP_prepare_signature()
  converted non-ASCII characters incorrectly. As a result, the digital id
  couldn't be located.

- 2015-06-05 (bug #5160)
  Removing XMP metadata with xmppolicy=remove now implies
  sacrifice={pdfa pdfua pdfvt pdfx}. Previously the output alleged to conform
  to the standard which was found in the XMP, but actually PLOP can no longer
  ensure standard conformance (especially regarding PDF/A extension schema
  descriptions).

- 2015-05-22 (bug #5215)
  Added detailed timing information to the log file to allow tracking of
  access to external resources, especially network-based items (OCS, CRL)
  and particularly PKCS#11 activities.

- 2015-05-18 (bug #5190)
  Perl binding: changed the order of cleanup operations to avoid the message
  "Library context pointer 0x0 is invalid ***" on stdout in rare situations
  related to the order in which the Perl operator calls destructors. The
  problem happened only very close to the end of the process.

- 2015-05-12 (feature #1934)
  Embed SigningCertificateV2 according to ESS as signed attribute also for
  sigtype=cms (in addition to sigtype=cades), i.e. for all author and approval
  signatures. 

- 2015-05-12 (bug #5195)
  Added support for Visual Studio 2013 (VS12) and 2015 (VS14) to the build
  system.

- 2015-05-08 (bug #5193)
  All suboptions of the "ocsp" and "crl" signature options except "url" and
  "httpauthentication" are now applied to OCSP/CRL requests for other
  certificates than the signing certificate. This benefits PKIs which require
  credenticals for subordinate OCS or CRL requests.

- 2015-05-08 (bug #5194)
  PLOP_prepare_signature() did not correctly ignore additional parameters
  in the HTTP Content-Type Header Field. For example, retrieving a CRL
  could fail with an error of the form
  "Unexpected content type 'application/pkix-crl;charset=ISO-8859-1' in reply
  to CRL request to URL '...' (expected content type 'application/pkix-crl')".
  Also, the type and subtype fields are now compared in a case insensitive
  manner as mandated by RFC 2045.

- 2015-05-08 (bug #5191)
  PLOP_prepare_signature() returned 0 instead of 1 in case of success in all
  language bindings except PHP. This affected only clients which didn't
  check for the error return value -1, but instead tested the success value.

- 2015-04-16 (bug #5162)
  Certain xref problems in the input document were silently repaired without
  triggering repair mode. Since the original problems persist, but can no
  longer be fixed after signing by update such input documents are now
  rejected when opening the document with "repair=none", or are rejected
  upon signing. As a result, such documents no longer cause problems if
  multiple signatures are applied. However, they can no longer be signed in
  update mode.


=======================================
PLOP and PLOP DS 5.0p3 (April 01, 2015)
=======================================

- 2015-04-01 (feature #1913)
  Added a binding for Python 3.3 and above on OS X.

- 2015-03-27 (bug #5139)
  Fixed a crash in PLOP_delete() caused by a memory violation in the PKCS#11
  cleanup code which hit only in Visual Studio 2012 builds, especially PHP 5.5.
 
- 2015-03-27 (bug #5144)
  The multisign samples for C, C++, ASP.NET and C# were missing an option
  list parameter in the second call to PLOP_create_document() (only relevant
  in the PKCS#11 case).

- 2015-03-18 (bug #5132)
  C++ binding: the "issuer" and "subject" suboptions of the "digitalid"
  option with engine=pkcs#11 incorrectly rejected valid query strings with
  "Bad syntax of certificate subject ('subject does not start with '/'')".

- 2015-03-18 (bug #5133)
  PLOP_prepare_signature() now always releases a PKCS#11 session which may
  be open, even for signature=false. This facilitates the implementation of
  multi-threaded signing applications.

- 2015-03-17 (bug #5127)
  Extraneous xmpMM:History properties were emitted if multiple output
  documents were created in memory and the contents fetched with
  PLOP_get_buffer().

- 2015-03-09 (bug #4924)
  Reject invalid documents without any page.

- 2015-03-07 (bug #5116)
  Debug builds for Windows crashed upon startup. Since PDFlib GmbH does
  not deliver such binaries the problem affects only source code customers
  with a custom build procedure.

- 2015-03-03 (bug #5048)
  Added support for Android systems with API 8 (Froyo) or above.

- 2015-02-17 (bug #5071)
  The sample signature visualization file signing_man.pdf was missing in
  the packages.


==========================================
PLOP and PLOP DS 5.0p2 (February 02, 2015)
==========================================

- 2015-02-02 (bug #5058)
  On Linux (especially with PHP) loading PLOP could fail due to an undefined
  symbol "plopds_pdf_Curl_HMAC_final".

- 2015-01-29 (bug #5013)
  Avoid the system function clock_gettime() in the AIX build in order
  to make the AIX binaries compatible with PASE on i5 systems.

- 2015-01-23 (bug #5050)
  Required certificates were not included in the DSS. This could result in
  validation failures if the option dss=true or sigtype=cades was set.

- 2015-01-23 (bug #5045)
  Added support for indirect CRLs, i.e. CRLs which are not issued by the CA
  which issued the certificate for which the revocation status is tested.

- 2015-01-19 (bug #5012)
  Prepared a package for iOS.

- 2015-01-19 (bug #5040)
  Fixed a problem with creating the front page in evaluation mode.

- 2015-01-14 (bug #5033)
  The names of existing signature fields were not handled correctly in
  Unicode-based language bindings. As a result, two signature fields with
  the same name could be created, which means that the newly created
  signature did not show up in Acrobat.


=========================================
PLOP and PLOP DS 5.0p1 (January 07, 2015)
=========================================

- 2015-01-07 (feature #1876)
  Added support for Ruby 2.2.

- 2015-01-07 (bug #4999)
  Updated the pCOS Path Reference since a section was missing due to a
  production problem.

- 2014-12-17 (bug #5008)
  For engine=pkcs#11 the token login is delayed until after the target
  certificate has been found. This avoids the need for entering the PIN
  already during the search process. If the target certificate is not found,
  no login is required.
  
- 2014-12-17 (bug #5010)
  Fixed a preprocessing problem with the source code packages.

- 2014-12-15 (feature #1865)
  Attempt to parse CRLs as PEM if DER decoding failed. This is required as
  workaround for some PKIs which (in violation of RFC 5280) deliver PEM-
  formatted CRLs.

- 2014-12-15 (bug #5000)
  The validation checks were incomplete for engine=pkcs#11. As a result,
  signatures could succeed with validate=full or ltv=full even if no
  usable revocation information could be obtained.

- 2014-12-12 (bug #4997)
  Signing with visualization in update mode without any license key produced
  the signature on the page after the target page if it existed, or
  triggered an error message "Invalid page number ... in 'field' option" if
  the target page was the last page.
  As a side effect time-stamp signatures are now always associated with the
  first page of the document (or the second if a demo front page is inserted)
  instead of the page which holds the visual signature.
  
- 2014-12-05 (bug #4989)
  The PKCS#11 engine didn't correctly unlock a mutex in the case that the
  PKCS#11 library didn't use the native OS locking functions. Since most
  PKCS#11 libraries use native OS functions for locking this should rarely
  affect applications; if so, the suboption "threadsafe=false" of the
  "digitalid" option can be used as a workaround.


========================================
PLOP and PLOP DS 5.0 (December 04, 2014)
========================================

Many new features including significant updates to the digital signature
machinery; see PLOP/PLOP DS manual for details.







PLOP-5.1p1-SunOS-AMD64/doc/readme.txt

============================================================================
PDFlib PLOP - PDF Linearization, Optimization, Protection, Digital Signature
============================================================================

The PDFlib PLOP package contains two different products:

- PDFlib PLOP (PDF Linearization, Optimization, Protection):
  offers a straightforward way to linearize and optimize your PDF files for 
  fast Web delivery. In addition, you can apply or remove Acrobat 
  security features to your PDFs. PLOP supports password security and
  certificate security. Finally, PLOP can be used to insert or extract
  document information entries and XMP metadata.

- PDFlib PLOP DS (Digital Signatures):
  contains all features of PLOP plus the ability to apply digital signatures
  to PDF documents.

The PDFlib PLOP distribution is available from www.pdflib.com.

PDFlib PLOP is available on a wide variety of operating system platforms,
and supports many programming languages and development environments:

- C and C++
- COM for use with VB, ASP, Windows Script Host, and many others
- Java via the JNI, including servlets and JSP
- .NET framework for use with VB.NET, ASP.NET, C# and others
- Objective-C
- Perl
- PHP
- Python
- Ruby

As an alternative to the PLOP/PLOP DS library the PLOP/PLOP DS command-line
tool can be used without any programming.

An overview of PDFlib PLOP and PLOP DS features can be found in the
combined PLOP and PLOP DS Manual.


Binary Packages
===============
PDFlib PLOP and PDFlib PLOP DS are available in binary form, and require
a commercial license. Both products are available in a single library or
command-line program, and can be evaluated without any license. However,
unless a valid license key is applied some features are restricted.
For more information, see the PDFlib PLOP Reference Manual. The binary
packages support various language bindings, and also contain a
command-line tool.


PDFlib PLOP resources
=====================
In addition to the PDFlib PLOP Reference Manual the following resources
are available:

- The PDFlib mailing list discusses PDFlib deployment in a variety of
  environments. You can access the mailing list archives over the Web,
  and don't need to subscribe in order to use it:
  http://tech.groups.yahoo.com/group/pdflib

- Commercial PDFlib PLOP licensees are eligible to standard product
  support from PDFlib GmbH. Please send your inquiry along with your
  PDFlib PLOP license number to support@pdflib.com.

- Customers with a valid support contract can benefit from additional
  advantages, including short response times and free minor and major
  updates; see our Web site for details.


Submitting Bug Reports
======================
In case of trouble you should always check the PDFlib Web site in order
to see whether your problem is already known, or a patch exists.  Otherwise
please observe the following:

If you have trouble with running PDFlib PLOP, please send the following
information to support@pdflib.com:

- a description of your problem
- the platform in use
- the PDFlib PLOP version number you are using
- the language binding you are using, along with relevant version numbers
- relevant code snippets for reproducing the problem, or a small PDF file
  exhibiting the problem if you can't construct a code snippet easily
- sample input data if necessary
- details of the PDF viewer (if relevant) where the problem occurs


Licensing
=========
Please contact us if you are interested in obtaining a commercial license:

PDFlib GmbH
Licensing Department
Franziska-Bilek-Weg 9, 80339 Munich, Germany
www.pdflib.com
fax +49/89/452 33 84-99

License inquiries: sales@pdflib.com
Support requests: support@pdflib.com






PLOP-5.1p1-SunOS-AMD64/doc/readme-binary.txt

====================================
PLOP and PLOP DS binary distribution
====================================

This is a binary package containing PLOP and PLOP DS in a single binary.
It requires a commercial license to use it. However, the library is
fully functional for evaluation purposes; see documentation for size
restrictions of the free evaluation version.


C and C++ language bindings
===========================

-------
Windows
-------
The DLL libplop.dll is supplied along with the corresponding import
library libplop.lib. In order to build and run the supplied C/C++ samples
copy these files to the bind/c or bind/cpp directories.

----
Unix
----
On Unix systems (including OS X) a static library is supplied.
The bind/c and bind/cpp directories contain sample applications and
Makefiles which you can use to test your installation.

Note that applications which use PLOP or PLOP DS with the C or C++
language bindings require the "dl" system library (e.g. libdl.so)
on systems with PKCS#11 support.


The documentation contains more information about C, C++ and the other
supported language bindings.






PLOP-5.1p1-SunOS-AMD64/doc/PLOP-manual.pdf
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0 First Steps with PLOP and PLOP DS



0.1 Installing the Software
PLOP and PLOP DS are delivered as a combined installer package for Windows systems, 
and as a combined compressed archive for all other supported operating systems. The 
installer and the archive contain the PLOP/PLOP DS command-line tool and the PLOP/ 
PLOP DS library, plus documentation and examples. After installing or unpacking the 
package the following steps are recommended:



> An introduction to the features is available in Chapter 1, »PLOP Features«, page 17, 
and Chapter 2, »PLOP DS Features (Digital Signature)«, page 29.



> Users of the PLOP/PLOP DS command-line tool can use the executable right away. 
The available options are discussed in Section 3.1, »PLOP and PLOP DS Command-line 
Options«, page 35, and are also displayed when you execute the PLOP command-line 
tool without any options.



> Users of the PLOP/PLOP DS library/component should read one of the sections in 
Chapter 4, »PLOP and PLOP DS Library Language Bindings«, page 41, corresponding to 
their environment of choice, and review the installed examples. On Windows the 
PLOP and PLOP DS programming examples are accessible via the Start menu (for 
COM and .NET) or in the installation directory (for other language bindings).



If you obtained a commercial PLOP or PLOP DS license you must apply your license key 
according to the next page.



Restrictions of the evaluation version. The PLOP/PLOP DS command-line tool and li-
brary can be used as fully functional evaluation versions even without a commercial 
license. Unlicensed versions of PLOP or PLOP DS must not be used for production pur-
poses, but only for evaluating the product. Deploying the software in a production envi-
ronment requires a valid license.



Unless a valid license key is applied, PLOP includes the text unlicensed in the output 
document’s metadata and inserts an extra front page at the beginning of the document. 
In order to facilitate testing, no front page is created if one of the following conditions 
are true:



> Encryption with the fixed password strings demo or DEMO (options userpassword and 
masterpassword).



> Applying a signature with a digital ID where the common name (CN) in the subject 
field contains demo or DEMO; suitable digital IDs for testing are included in the 
PLOP DS package.



> Protecting a document with certificate security with recipient certificates where the 
common name (CN) in the subject field contains demo or DEMO; suitable certificates 
for testing are included in the PLOP DS package.



In some situations insertion of the front page may result in PDF output which no longer 
conforms to PDF/A, PDF/UA, PDF/VT or PDF/X even if the input conforms to one of 
these standards. The non-conformance is specific to the front page and is no longer an 
issue once a valid license key is applied.



pCOS functions are restricted to small documents (less than 10 pages and less than 
1 MB) in evaluation mode.
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For each document handle retrieved from plop.open_document( ), only a single call to 
plop.create_document( ) call is allowed in evaluation mode.
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0.2 Applying the PLOP/PLOP DS License Key
Using PLOP/PLOP DS for production purposes requires a valid license key. Once you 
purchased a license you must apply your license key in order to get rid of the extra front 
page and enable the use of arbitrary passwords. There are several methods for applying 
the license key; choose one of the methods detailed below.



If the frontpage option for PLOP_set_option( ) is false, an exception is thrown instead 
of creating the front page when no valid license key could be found.



Note PLOP/PLOP DS license keys are platform-dependent, and can only be used on the platform for 
which they have been purchased. While a PLOP DS license key activates all features of PLOP, a 
PLOP license key does not activate the signature features which are only available in PLOP DS.



Windows installer. Windows users can enter the license key when they install PLOP/
PLOP DS using the supplied installer. This is the recommended method on Windows. If 
you do not have write access to the registry or cannot use the installer refer to one of the 
alternate methods below.



Applying a license key with an API call at runtime. Add a line to your script or pro-
gram which sets the license key at runtime. The license parameter must be set immedi-
ately after instantiating the PLOP object (i.e., after PLOP_new( ) or equivalent call). The 
exact syntax depends on your programming language:



> In COM/VBScript:



oPLOP.set_option "license=...your license key..."



> In C++, Java, .NET/C#, Python and Ruby:



plop.set_option("license=...your license key...")



> In C:



PLOP_set_option(p, "license=...your license key...");



> In Perl and PHP:



$plop->set_option("license=...your license key...")



Working with a license file. As an alternative to supplying the license key with a run-
time call, you can enter the license key in a text file according to the following format 
(you can use the license file template licensekeys.txt which is contained in all PLOP distri-
butions). Lines beginning with a ’#’ character contain comments and will be ignored; 
the second line contains version information for the license file itself:



# Licensing information for PDFlib GmbH products
PDFlib license file 1.0
PLOP 5.1 ...your license key...



The license file may contain license keys for multiple PDFlib GmbH products on sepa-
rate lines. It may also contain license keys for multiple platforms so that the same li-
cense file can be shared among platforms. License files can be configured in the follow-
ing ways:



> A file called licensekeys.txt is searched in all default locations (see »Default file search 
paths«, page 10).











> You can specify the licensefile parameter with the set_option( ) API function:



plop.set_option("licensefile={/path/to/licensekeys.txt}");



> Use the --plopopt option of the PLOP command-line tool and supply the licensefile op-
tion with the name of a license file:



plop --plopopt "licensefile /path/to/your/licensekeys.txt" ...



If the path name contains space characters you must enclose the path with braces:



plop --plopopt "licensefile {/path/to/your/license file.txt}" ...



> You can set an environment (shell) variable which points to a license file. On Win-
dows use the system control panel and choose System, Advanced, Environment 
Variables.; on Unix apply a command similar to the following:



export PDFLIBLICENSEFILE=/path/to/licensekeys.txt



License keys in the registry. On Windows you can also enter the name of the license 
file in the following registry value:



HKLM\SOFTWARE\PDFlib\PDFLIBLICENSEFILE



As another alternative you can enter the license key directly in one of the following reg-
istry values:



HKLM\SOFTWARE\PDFlib\PLOP5\license
HKLM\SOFTWARE\PDFlib\PLOP5\5.1\license



The MSI installer writes the license key to the last of these entries.



Note Be careful when manually accessing the registry on 64-bit Windows systems: as usual, 64-bit 
PLOP binaries work with the 64-bit view of the Windows registry, while 32-bit PDFlib binaries 
running on a 64-bit system work with the 32-bit view of the registry. If you must add registry 
keys for a 32-bit product manually, make sure to use the 32-bit version of the regedit tool. It 
can be invoked as follows from the Start dialog:



%systemroot%\syswow64\regedit



Default file search paths. On Unix, Linux and OS X systems some directories will be 
searched for files by default even without specifying any path and directory names. The 
following directories will be searched:



<rootpath>/PDFlib/PLOP/5.1/resource/cmap
<rootpath>/PDFlib/PLOP/5.1/resource/codelist
<rootpath>/PDFlib/PLOP/5.1/resource/glyphlst
<rootpath>/PDFlib/PLOP/5.1/resource/fonts
<rootpath>/PDFlib/PLOP/5.1/resource/icc
<rootpath>/PDFlib/PLOP/5.1
<rootpath>/PDFlib/PLOP
<rootpath>/PDFlib



On Unix, Linux, and OS X <roothpath> will first be replaced with /usr/local and then with 
the HOME directory.
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Default file names for license files. By default, the following file name will be searched 
for in the default search path directories:



licensekeys.txt



This feature can be used to work with a license file without setting any environment 
variable or runtime option.



Licensing options. Different licensing options are available for PLOP use on one or 
more servers, and for redistributing PLOP with your own products. We also offer sup-
port and source code contracts. Please contact us if you are interested in obtaining a 
commercial PLOP license or have any questions:



PDFlib GmbH, Licensing Department
Franziska-Bilek-Weg 9, 80339 München, Germany
www.pdflib.com
phone +49 • 89 • 452 33 84-0
fax +49 • 89 • 452 33 84-99
Licensing contact: sales@pdflib.com
Support for PDFlib licensees: support@pdflib.com





http://www.pdflib.com


mailto:sales@pdflib.com


mailto:support@pdflib.com
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0.3 Roadmap to Documentation and Samples
Mini samples for PLOP. The PLOP distribution contains simple programming exam-
ples for all supported language bindings. These demonstrate basic PLOP library pro-
gramming tasks:



> The encrypt sample encrypts an unencrypted PDF document with user and master 
password.



> The certsec sample encrypts a PDF document against one ore more recipient certifi-
cates. Sample recipient certificates are included in the package. The package also in-
cludes the corresponding digital ID files which are required to decrypt the encrypted 
documents with PLOP or open them in Acrobat. The password for all digital ID files 
(e.g. demo_recipient_1.p12) is demo.



> The dumper sample uses the pCOS interface to collect general properties, informa-
tion about the encryption and signature status of a document as well as document 
information and XMP metadata.



> The insertxmp sample reads XMP metadata from a file, and inserts the XMP in a PDF 
document. Sample XMP files are supplied for testing.



Mini samples for PLOP DS. The following mini samples are for use with PLOP DS:
> The sign sample shows how to apply a digital signature to an existing PDF document.
> The multisign sample shows how to apply digital signature to multiple PDF docu-



ments and demonstrates session handling for PKCS#11 tokens.
> The hellosign sample shows how to dynamically create a document with PDFlib in 



memory and pass it to PLOP DS, which then applies a digital signature to it. This sam-
ple requires the PDFlib product which is not included in the PLOP package. Free eval-
uation packages for PDFlib are available from our Web site, however.



> The dynamicsign sample shows how to dynamically create a signature visualization 
document with PDFlib, e.g. containing a personalized image of a handwritten signa-
ture. This sample also requires the PDFlib product.



The signature samples are prepared to use demo digital IDs which are included in the 
package. The password for all digital ID files (e.g. demo_signer_rsa_2048.p12) is demo.



Sample calls of the PLOP command-line tool. The PLOP command-line tool supports 
various options which are documented in Section 3.1, »PLOP and PLOP DS Command-
line Options«, page 35. Several other chapters in this manual also contain sample calls 
of the PLOP command-line tool.



pCOS Cookbook. The pCOS Cookbook is a collection of code fragments for the pCOS in-
terface which is integrated in PLOP and PLOP DS. It is available at the following URL:
www.pdflib.com/pcos-cookbook.



Details of the pCOS interface are documented in the pCOS Path Reference which is 
included in the PLOP package.





http://www.pdflib.com/pcos-cookbook/
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0.4 Overview of PLOP and PLOP DS
PLOP is available in two flavors: the PLOP base product and the extended version 
PLOP DS with support for digital signatures.



PLOP features. PLOP supports the following kinds of PDF processing:
> Password security: encrypt a PDF document with a user or master password (or 



both); remove PDF encryption if you know the document’s master password; add or 
remove permission settings (e.g., printing or text extraction not allowed) if you 
know the document’s master password.



> Certificate security: encrypt a PDF document for one or more recipient certificates; 
decrypt protected PDF documents with a suitable digital ID. Apply or remove per-
mission settings for certificate security.



> Linearize PDF documents for enhanced viewer experience when retrieving PDF files 
from a Web server.



> Optimize the size of PDF documents by reducing redundant objects.
> Repair damaged PDF documents.
> Use the integrated pCOS interface to query information about the document’s secu-



rity status (encrypted with user or master password), permission settings, document 
metadata, and many other properties.



> Insert and retrieve predefined or custom document information entries.
> Insert and retrieve XMP metadata.



PLOP DS features. PLOP DS offers all features of PLOP, plus the ability to apply digital 
signatures to PDF documents. The signatures support time-stamping, long-term valida-
tion and PAdES signatures. Section 2.1, »Signature Features in PLOP DS«, page 29, pro-
vides a summary of digital signature features in PLOP DS.



Advantages. PDFlib PLOP and PLOP DS offer the following advantages:
> All PLOP and PLOP DS operations are aware of the PDF/A, PDF/UA, PDF/VT and PDF/X 



standards: if the input conforms to one of these standards, the output is guaranteed 
to conform to the same standard if possible. If this is not possible (e.g. encryption 
was requested for PDF/A input) the operation will either be rejected or the standard 
identification removed.



> PLOP/PLOP DS is a standalone tool which does not require any third-party software 
for reading, encrypting, signing, or writing PDF.



> PLOP/PLOP DS can be deployed on a server, is fully thread-safe, and has been checked 
for memory leaks. PLOP has been engineered for heavy server usage, and can be used 
in Web server environments, for high-volume batch processing, etc.



> PLOP/PLOP DS is available on many platforms and for several programming envi-
ronments.



> For added flexibility, PLOP/PLOP DS is available both as a command-line tool and a 
programming library (component) for various development languages.
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PLOP/PLOP DS command-line tool or library? PLOP/PLOP DS is available both as a pro-
gramming library (component) for various development languages, and as a command-
line tool for batch operations. Both offer the same feature set, but are suitable for differ-
ent deployment tasks. Here are some guidelines for choosing among the library and the 
command-line tool:



> The command-line PLOP/PLOP DS tool is suited for batch processing PDF documents. 
It doesn’t require any programming, but offers powerful command-line options 
which can be used to integrate it into complex workflows. The PLOP/PLOP DS com-
mand-line tool can also be called from environments which do not support the use 
of the library.



> The PLOP/PLOP DS programming library integrates well into a variety of common 
development environments, such as .NET, Java (including servlets), PHP, and plain C 
or C++ application development.



The PLOP/PLOP DS license covers both the command-line tool and the library.
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0.5 What’s new in PLOP 5.1 and PLOP DS 5.1?
Changes in PLOP 5.1:



> certificate security: encrypt a document against a set of recipients which are identi-
fied by their digital certificate



> pCOS interface 11 for retrieving details of documents encrypted with certificate secu-
rity



> updated language bindings and platform support
> various bug fixes and improvements in the language bindings and kernel



Signature-related changes in PLOP DS 5.1:
> updated time-stamping according to RFC 5816 (SigningCertificateV2/ESSCertIDv2)
> optimize file size and processing speed for generating signatures
> timing options for OCSP
> support for indirect CRLs
> made CRL retrieval more robust, e.g. unexpected HTTP headers
> workarounds in the PKCS#11 engine to handle behavior of certain token models
> PKCS#11 improvements for multi-threaded signing applications
> support for signing with a Hardware Security Module (HSM)
> create PAdES/CAdES signatures by default
> custom build of PLOP DS for attaching external cryptographic engine for hashing 



and signing
> bug fixes in PDF handling, e.g. form field names, XMP properties
> added code samples for creating dynamic signature visualization with PDFlib
> new build configuration for attaching external crypto routines via the PKCS#11 in-



terface, but without dynamic loading
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1 PLOP Features
Note PLOP DS features for digital signatures are presented in Chapter 2, »PLOP DS Features (Digital 



Signature)«, page 29.



1.1 Password Security and Permissions
Encrypting and decrypting PDF documents with passwords as well as permission re-
strictions are covered in detail in Chapter 5, »Password Security«, page 57. In the current 
section we provide a summary and some initial examples.



Querying security settings. With the pCOS programming interface you can query vari-
ous security settings of a PDF document which has been protected with password secu-
rity. The required function calls and parameters can be seen in the dumper mini sample, 
which is included in all PLOP packages. The corresponding option for the PLOP com-
mand-line tool is --info (see Section 1.6, »Query Document Information«, page 22, for an 
example).



Encrypting documents with a password. You can encrypt documents by specifying 
the userpassword or masterpassword option (or both) for PLOP_create_document( ). Note 
that a user password always requires a master password, but not vice versa. Sample 
code for encrypting PDF documents can be seen in the encrypt sample which is included 
in all PLOP packages. The equivalent options for the PLOP command-line tool are --user 
and --master.



Example: encrypt a file with user password demo and master password DEMO:



plop --user demo --master DEMO --outfile encrypted.pdf input.pdf



Specify permission restrictions. You can specify the permission restrictions in the 
permissions option of PLOP_create_document( ) which supports various keywords (see Ta-
ble 5.3, page 62). The equivalent option for the PLOP command-line tool is --permissions. 
Note that permission restrictions always require a master password. 



Example: encrypt a document with the master password DEMO, and disallow print-
ing the document and copying contents:



plop --master DEMO --permissions "noprint nocopy" --outfile encrypted.pdf input.pdf



Decrypting password-protected documents. You can decrypt documents by specify-
ing the appropriate user or master password in the password option for 
PLOP_open_document( ). The equivalent option for the PLOP command-line tool is 
--password.



Example: decrypt a single file with the master password DEMO. All access restrictions 
which may have been applied to the input document will be removed (since the output 
is unencrypted):



plop --password DEMO --outfile decrypted.pdf encrypted.pdf



More encryption and decryption examples can be found in Section 5.3, »Applying Pass-
word Security on the Command-Line«, page 64.
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1.2 Certificate Security
Encrypting and decrypting PDF documents with certificates are covered in detail in 
Chapter 6, »Certificate Security«, page 67. In the current section we provide a summary 
and some initial examples.



Querying security settings. With the pCOS programming interface you can query vari-
ous security settings of a PDF document which has been protected with certificate secu-
rity. The required function calls and parameters can be seen in the dumper mini sample, 
which is included in all PLOP packages. The corresponding option for the PLOP com-
mand-line tool is --info (see Section 1.6, »Query Document Information«, page 22, for an 
example).



Encrypting documents with a certificate. You can encrypt documents by specifying 
the a recipient certificate with PLOP_add_recipient( ). Sample code for encrypting PDF doc-
uments can be seen in the certsec sample which is included in all PLOP packages. The 
equivalent option for the PLOP command-line tool is --recipient.



Example: encrypt a file with a certificate:



plop --recipient "certificate={filename=demo_recipient_1.pem}" 
--outfile encrypted.pdf input.pdf



Specify permission restrictions. You can specify permission restrictions for a recipient 
in the permissions option of PLOP_add_recipient( ). 



Example: Encrypt a document for a recipient and restrict its permissions so that 
printing and copying are not allowed:



plop --recipient "certificate={filename=demo_recipient_1.pem permissions={noprint 
nocopy}}" --outfile encrypted.pdf input.pdf



Decrypting documents protected with certificate security. You can decrypt docu-
ments by specifying an appropriate recipient ID in the digitalid option of 
PLOP_open_document( ). The equivalent option for the PLOP command-line tool is 
--inputopt.



Example: decrypt a single file with a digital id which is available in a password-pro-
tected PKCS#12 file:



plop --inputopt "digitalid={filename=demo_recipient_1.p12} password=demo" 
--outfile decrypted.pdf encrypted.pdf



More encryption and decryption examples can be found in Section 6.5, »Applying Cer-
tificate Security on the Command-Line«, page 80.
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1.3 Web-Optimized (Linearized) PDF
PLOP can apply a process called linearization to PDF documents. The resulting property 
is called Fast Web View in Acrobat. Linearization reorganizes the objects within a PDF file 
and adds supplemental information which can be used for faster access.



While non-linearized PDFs must be fully transferred to the client, a Web server can 
transfer linearized PDF documents one page at a time using a process called byte-
serving. It allows Acrobat (running as a browser plugin) to retrieve individual parts of a 
PDF document separately. The result is that the first page of the document will be pre-
sented to the user without having to wait for the full document to download from the 
server. This provides enhanced user experience.



Note that the Web server streams PDF data to the browser, not PLOP. Instead, PLOP 
prepares the PDF files for byteserving. All of the following requirements must be met in 
order to take advantage of byteserving PDFs:



> The PDF document must be linearized, which can be achieved with PLOP. Lineariza-
tion can be applied along with encryption or decryption in a single run. In Acrobat 
you can check whether a file is linearized by looking at its document properties 
(»Fast Web View: yes«).



> The user must use Acrobat as a Browser plugin, and have page-at-a-time download 
enabled in the PDF viewer (Acrobat X/XI/DC: Edit, Preferences, Internet, Allow fast web 
view). This is enabled by default.



The larger a PDF file (measured in pages or MB), the more it will benefit from lineariza-
tion when delivered over the Web.



Linearization and encryption/decryption can be applied in combination. However, 
in order to linearize a protected file you must provide the proper master password (see 
Table 5.2).



Linearizing small files. Since linearization aims at improving the Web-based display of 
large PDF documents it doesn’t make much sense for single-page documents (although 
this is possible). However, due to a bug in Acrobat small linearized documents are not 
always treated as linearized. For example, Acrobat regards all documents which are 
smaller than 4KB as non-linearized.



Linearizing PDF documents with PLOP. You can enable the linearization step with the 
linearize option for PLOP_create_document( ).



The equivalent option for the PLOP command-line tool is --webopt. Example: linear-
ize all PDF documents in a directory (assuming these do not require any password), and 
copy the resulting files to the target directory output. Verbosity level 2 prints the names 
of all input and output files as they are processed:



plop --verbose 2 --webopt --targetdir output *.pdf
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1.4 Optimization (Size Reduction)
While processing PDF documents PLOP can apply file optimization in addition to other 
operations:



> PLOP detects multiple instances of identical data, and removes all instances but one. 
This is mostly relevant for fonts and images, but may affect other data types as well, 
e.g. ICC profiles or even complete pages with identical content. An embedded font or 
image is removed if another font or image contains the exact same data; all referenc-
es to the removed data are replaced with references to the remaining instance of the 
font or image. For example, if a document has been assembled from several PDFs 
containing parts of a document and all of these parts contain the same embedded 
font, the resulting combined PDF may carry excess font data. PLOP reduces the re-
dundant font data and keeps only one instance of the font.



> Unused objects are removed from the PDF file in a process known as garbage col-
lection. In some cases (when the Save menu item in Acrobat has been used, as op-
posed to Save As...) Acrobat appends changes to a file while retaining the previous 
state of the document. PLOP removes all objects related to older versions of the docu-
ment.



PLOP never applies any optimization which would result in loss of information (e.g. un-
embedding fonts, downsampling images). All relevant information for viewing or print-
ing the document in the exact same quality of the input is retained in the output.



Since only a small fraction of today’s PDF documents suffers from redundant objects 
the optimization step is disabled by default.



Optimizing PDF documents with PLOP. You can enable the optimization step with the 
optimize=all option for PLOP_create_document( ) or the --outputopt option of the PLOP 
command-line tool.



Example: optimize a document with the PLOP command-line tool:



plop --outputopt optimize=all --outfile optimized.pdf input.pdf



Removing XMP metadata with PLOP. Some applications create PDF output with large 
amounts of XMP metadata which are not required in all situations. There are extreme 
cases where XMP metadata accounts for the vast majority of the total PDF file size. In 
these cases you can remove unwanted XMP document metadata with PLOP as follows:



plop --inputopt xmppolicy=remove --outfile output.pdf input.pdf



This may substantially reduce the PDF file size at the expense of detailed metadata. 
Note that standard identifiers (e.g. for PDF/A) in the XMP are lost.
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1.5 Repair Mode for Damaged PDF
PLOP implements a repair mode for damaged PDF so that even certain kinds of dam-
aged documents can be processed. However, in rare cases a damaged PDF document 
may be rejected if PLOP is unable to repair it.



Repairing PDF documents with PLOP. The repair mode is activated automatically when 
PLOP encounters damaged input. However, using the repair=force option of 
PLOP_open_document( ) you can enforce the repair mode even if no problems occurred 
when opening the document. The equivalent option for the PLOP command-line tool is 
--inputopt repair=force. You can disable the repair mode with repair=none.



Example: force reconstruction of a document with the PLOP command-line tool:



plop --inputopt repair=force --outfile repaired.pdf damaged.pdf



Invalid XMP metadata. PLOP repairs certain kinds of problems in XMP metadata. How-
ever, some problems cannot be repaired. For example XML parsing errors caused by 
XMP metadata always imply that the XMP is unusable. PLOP provides the xmppolicy op-
tion for controlling the processing behavior when invalid XMP is encountered. See 
»Dealing with invalid XMP metadata«, page 25, for more details.
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1.6 Query Document Information
The pCOS interface is covered in detail in the pCOS Path Reference. With the pCOS 



programming interface, which is integrated in the PLOP library, you can query various 
properties of a PDF document. Sample code for querying document information with 
pCOS can be seen in the dumper mini sample, which is included in all PLOP packages.



The corresponding option for the PLOP command-line tool is --info.Example: display 
security and other information about a PDF document:



plop --info *.pdf



This program call results in output similar to the following:
File name: PLOP-manual.pdf



PDF version: 1.7
      Encryption: No encryption
       Master pw: false
         User pw: false
          nocopy: false (copying is allowed)
        nomodify: false (adding form fields and other changes is allowed)
        noannots: false (adding or changing comments or form fields is allowed)
      noassemble: false (insert/delete/rotate pages, creating bookmarks is allowed)
         noforms: false (filling form fields is allowed)
    noaccessible: false (extracting text or graphics for accessibility is allowed)
    nohiresprint: false (high-resolution printing is allowed)
   plainmetadata: true  (metadata is not encrypted)
      Linearized: true
    PDF/X status: none
    PDF/A status: none
   PDF/UA status: none
   PDF/VT status: none
      Tagged PDF: false
      Signatures: 0
  Reader-enabled: false



    No. of pages: 172
    No. of fonts: 12
        embedded TrueType font PDFlibLogo-Regular
        embedded Type 1 CFF font ThesisAntiqua-Bold
        embedded Type 1 CFF font TheSans-Italic



...
        embedded Type 1 CFF font ThesisAntiqua-Normal
        embedded Type 1 CFF font TheSansMonoCondensed-Plain



          Author: 'PDFlib GmbH'
    CreationDate: 'D:20160420105759Z'
         Creator: 'FrameMaker 11.0.2'
         ModDate: 'D:20160420112723+02'00''
        Producer: 'Acrobat Distiller 11.0 (Windows)'
         Subject: 'PDFlib PLOP and PLOP DS: PDF Linearization, Optimization, 



Protection, Digital Signature'
           Title: 'PDFlib PLOP and PLOP DS Manual'



   XMP meta data: is present
  Encr. attachm.: no
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1.7 Inserting and Reading Document Info Entries
PDF supports two kinds of document metadata which contain general information 
about a document: document info entries and XMP metadata.



Document info entries are keys with associated strings that hold some unstructured 
information. The predefined info keys Subject, Title, Author, and Keywords are commonly 
used, but arbitrary custom keys can be defined for specific purposes. Document infor-
mation entries are considered the old and simple kind of PDF metadata.



With PLOP you can add new document information entries or replace the values of 
existing info entries. Both predefined or custom entries can be set. If the input docu-
ment contains XMP document metadata, all predefined info entries will automatically 
be synchronized to the XMP metadata in order to keep the metadata consistent.



Inserting document info entries with PLOP. You can set document info entries with 
the docinfo option for PLOP_create_document( ).



Example: specify the predefined document info entry Subject and the custom info 
entry Department; note the braces around Product Manual to protect the space character:



docinfo={Department Techdoc Subject {Product Manual}}



This option can be supplied to the PLOP command-line tool via the --outputopt option as 
follows:



plop --outputopt "docinfo={Department Techdoc Subject {Product Manual}}" 
--outfile output.pdf input.pdf



Reading document info entries with PLOP. With the pCOS programming interface, 
which is integrated in the PLOP library, you can read document information entries 
(keys and values) from a PDF document. The required function calls and parameters can 
be seen in the dumper mini sample, which is included in all PLOP packages.



The corresponding option for the PLOP command-line tool is --info (see Section 1.6, 
»Query Document Information«, page 22, for an example).



Document info entries in PDF/A. Keep in mind that the PDF/A standard mandates spe-
cial handling for document info entries:



> PDF/A-1: the standard document info entries Title, Author, Subject, Keywords, Creator, 
Producer, CreationDate, ModDate must be synchronized in the document XMP meta-
data. PLOP automatically provides this synchronization.



> PDF/A-2/3: document information entries may be present, but must be ignored by 
PDF/A-conforming readers. If they are present, they should be synchronized with 
document XMP which is done automatically by PLOP as in the PDF/A-1 case.
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1.8 Inserting, Reading, or Removing XMP Metadata
XMP (Extensible Metadata Platform) is an XML framework with many predefined proper-
ties. However, as the name implies, XMP can be extended to satisfy specific require-
ments using custom extension schemas. XMP is much more powerful than document 
information entries, and is required in PDF/A and various other standards. Many indus-
try groups have published standards based on XMP for various vertical applications, e.g. 
digital imaging or prepress data exchange.



You can find more detailed information on XMP as well as links to other resources at 
www.pdflib.com/knowledge-base/xmp-metadata.



With PLOP you can insert XMP metadata in PDF documents or read XMP from PDF. 
Inserted XMP is validated to make sure that valid output can be created. If the input 
document conforms to the PDF/A standard, the user-supplied XMP must conform to 
the XMP rules set forth in PDF/A. Again, these rules (including XMP extension schema 
validation) are checked by PLOP to make sure that PDF/A input plus user-supplied XMP 
will result in conforming PDF/A output.



XMP insertion with PLOP can be used in the following and many other situations 
(the names of sample XMP files in the PLOP distribution are provided in parenthesis):



> Add XMP metadata to PDF/A documents, including support for XMP extension sche-
mas as defined in the PDF/A standard (machine_pdfa1.xmp).



> Add XMP metadata describing the scan process for digitized legacy documents 
(engineering.xmp).



> Add XMP metadata according to the Ghent Workgroup (GWG) Ad Ticket scheme, 
(gwg_ad_ticket.xmp). For more details see www.gwg.org/download/job-tickets/



> Add company-specific XMP metadata (acme.xmp).



Inserting XMP metadata with PLOP. In order to insert metadata you must create a file 
which contains valid XMP metadata in UTF-8 format. You can insert XMP with the 
metadata option for PLOP_create_document( ), which supports several suboptions. Sam-
ple code for inserting XMP in PDF documents is available in the insertxmp mini sample, 
which is included in all PLOP packages.



Example: insert XMP metadata from a file called gwg_ad_ticket.xmp, where the XMP 
is validated against the XMP 2004 standard:



plop --outputopt "metadata={filename=gwg_ad_ticket.xmp validate=xmp2004}" 
--outfile output.pdf input.pdf



Reading XMP metadata with PLOP. With the pCOS programming interface, which is 
integrated in the PLOP library, you can extract XMP metadata from a PDF document. 
The required function calls and parameters can be seen in the dumper mini sample, 
which is included in all PLOP packages. Note that the sample code in the dumper sample 
does not actually print the XMP metadata, but simply reports the size of the XMP found 
in the document.



The PLOP command-line tool can not be used for extracting XMP metadata. We offer 
a powerful pCOS command-line tool for extracting information from PDF.



Removing XMP metadata with PLOP. In some situations you may want to remove 
XMP metadata, e.g. because it no longer matches the actual document contents. This 
can be achieved with PLOP as follows:





http://www.pdflib.com/knowledge-base/xmp-metadata/


http://www.gwg.org/download/job-tickets/
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plop --inputopt xmppolicy=remove --outfile output.pdf input.pdf



Note that standard identifiers (e.g. for PDF/A) are lost when removing XMP metadata.



Dealing with invalid XMP metadata. PDF documents sometime contain invalid XMP 
metadata which is either invalid on the XML level or the XMP/RDF level. PLOP will by de-
fault reject such documents and stop processing. In order to provide more fine-grain 
control for such input documents the xmppolicy option for PLOP_open_document( ) can 
be used to distinguish the following cases:



> xmppolicy=rejectinvalid: by default, invalid XMP prevents PLOP from generating PDF 
output.



> xmppolicy=ignoreinvalid: ignore invalid XMP and include the text of the XML parsing 
error message in the generated output XMP as a debugging aid. Note that no PDF/A 
or PDF/X-3/4/5 output can be created with this option.



> xmppolicy=remove: remove input XMP. This may be useful to delete unwanted meta-
data.



For example, if you don’t want invalid XMP metadata to disrupt batch processing of 
documents you can ignore problems caused by invalid XMP in the input document:



plop --inputopt "xmppolicy=ignoreinvalid" --outfile output.pdf input.pdf
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1.9 PLOP Processing Details
Acceptable input documents. PLOP accepts the following PDF flavors:



> PDF 1.6 (Acrobat 7) and all older versions
> PDF 1.7 (Acrobat 8), technically identical to ISO 32000-1
> PDF 1.7 Adobe extension level 3 (Acrobat 9)
> PDF 1.7 Adobe extension level 8 (Acrobat X and above)
> PDF 2.0 according to ISO 32000-2 (currently in draft)



Depending on the desired operation a password may be required for encrypted docu-
ments. PLOP attempts to repair various kinds of damaged PDF documents.



PDF version. The PDF version of the generated output document is never lower than 
the PDF version number of the input document, but it may be forced to a higher num-
ber. PLOP uses the PDF version of the input document, modified according to the follow-
ing rules:



> In PDF/A-1 and PDF/X mode the PDF version is kept unchanged; in PDF/A-2/3 mode 
PDF 1.7 is generated.



> Otherwise the PDF output version is at least PDF 1.6.
> Password security (option masterpassword) increases the PDF version to PDF 1.7ext3 



for encryption algorithm 4 and to PDF 1.7ext8 for encryption algorithm 11 (see »En-
cryption algorithm and key length for password security«, page 61).



> Certificate security (function PLOP_add_recipient( )) increases the PDF version to PDF 
1.6 for pCOS algorithm 6, and to PDF 1.7ext3 for pCOS algorithm 10 (see »PDF encryp-
tion algorithm and key length«, page 76).



> Some signature features increase the PDF version to PDF 1.7ext8 (see Table 7.1).



Standard conformance. PLOP processing conforms to several PDF standards. If the in-
put conforms to one of the following standards, the output generated by PLOP is guar-
anteed to conform to the same standard:



> PDF/A-1/2/3: all flavors
> PDF/X-3/4/5 and PDF/VT-1/2: all flavors
> PDF/UA-1



Note that some PLOP operations (most importantly encryption) are not compatible 
with certain standards. In this situation the sacrifice option can be used to set priorities 
(see below).



Sacrificing certain properties of the input PDF. Conflicts can arise between several PDF 
document properties and certain PLOP actions. For example, PDF/A documents are not 
allowed to use encryption. What should PLOP do when encryption is requested for a 
PDF/A document? By default PLOP refuses the operation and throws an exception. How-
ever, you can use the option sacrifice for PLOP_create_document( ) or the --outputopt op-
tion of the PLOP command-line tool to give the requested action priority over the input 
property. In the example above, the PDF/A conformance entry is removed from the doc-
ument to allow encryption.



There are several combinations of input document properties and requested actions. 
In all of these combinations you can use the sacrifice option to allow an operation by 
sacrificing a particular document property (see Table 8.5, for details):
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> PDF/A: PLOP applies digital signatures in a PDF/A-conforming manner: input docu-
ments which conform to the PDF/A-1, PDF/A-2 or PDF/A-3 standard are guaranteed to 
produce PDF/A-conforming signed output. However, encryption is not allowed for 
PDF/A documents since the standard prohibits any encryption. You can sacrifice 
PDF/A conformance with the sacrifice={pdfa} option, though. PDF pages used for sig-
nature visualization must also conform to PDF/A (see Section 7.3.1, »Visualizing Sig-
natures with a Graphic or Logo«, page 97).



> PDF/X: PDF/X-1a/3/4/5 don’t allow encryption or visible signature fields on the page. 
In these situations PLOP raises an exception, but you can sacrifice PDF/X confor-
mance with the sacrifice={pdfx} option. Signature visualization is not supported in 
PDF/X mode.



> PDF/UA: most PLOP operations conform to PDF/UA-1 with the exception of 
permissions=noaccessible. You can sacrifice PDF/UA conformance with the 
sacrifice={pdfua} option. Signature visualization is not supported in PDF/UA mode.



> PLOP cannot apply signatures if the document contains non-signature form fields 
without appearances (e.g. form fields created with PDFlib 7/8/9), and therefore issues 
an error for this kind of input. The reason is that Acrobat builds the missing appear-
ance streams for form fields which instantly invalidate the signature. You can sacri-
fice existing form fields in this situation with the option sacrifice={fields} in 
PLOP_create_document( ) or the --outputopt option of the PLOP command-line tool. 
Note that the form field restriction does not apply to a signature field which will 
hold the generated signature.



> If an unencrypted document contains encrypted file attachments for which the 
password is not available, processing stops by default. You can sacrifice encrypted 
file attachments with the option sacrifice={encryptedattachments} in 
PLOP_create_document( ) or the --outputopt option of the PLOP command-line tool. 
Encrypted file attachments for which the password is not available are removed with 
this option.



> If the input document contains one or more digital signatures and no new signature 
is created in update mode, processing stops with an exception by default. You can 
sacrifice existing signatures with the option sacrifice={signatures} in 
PLOP_create_document( ) or the --outputopt option of the PLOP command-line tool.



Properties of the input document which are generally lost. The following properties 
of the input document are lost after applying any PLOP operation:



> If the input document is linearized, the linearization is lost by default. In order to 
linearize the output, supply the linearize option to PLOP_create_document( ) or the 
--linearize option to the PLOP command-line tool. Note that linearization cannot be 
combined with digital signatures.



> Reader-enabled documents: processing Reader-enabled PDF documents with PLOP 
results in output which is not Reader-enabled. Since Reader-enabled documents can 
only be created with Adobe software there is no workaround.



Temporary disk space requirements. PLOP reads an input PDF document and writes an 
output PDF. The output document requires roughly the same amount of disk space as 
the input document (unless PLOP’s optimizing step removes redundant information). 
In many cases no additional disk space is required. However, PLOP/PLOP DS require ad-
ditional temporary disk space for its operation if linearization or digital signatures are 
enabled.
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Temporary files are created in the current directory by default, but this can be 
changed with the tempdirname option of PLOP_create_document( ). The disk space for 
temporary data roughly equals the size of the input file. If linearization is requested in 
combination with in-core PDF generation (i.e., no output file name supplied), PLOP re-
quires temporary disk space with roughly two times the size of the input.



Large PDF Documents. Although most users won’t see any need for PDF documents in 
the range of Gigabytes, some enterprise applications must create or process documents 
containing a large number of, say, invoices or statements. While PLOP itself does not im-
pose any limits on the size of the generated documents, there are several restrictions 
mandated by the PDF Reference and some PDF standards:



> 2 GB file size limit: PDF/A and other standards limit the file size to 2 GB. If a docu-
ment gets larger than this limit, PLOP throws an exception when creating PDF/A, 
PDF/X-4 or PDF/X-5 output. Otherwise documents beyond 2 GB can be created.



> 10 GB file size limit: classical cross-reference tables in PDF documents are limited to 
10 decimal digits and therefore 1010-1 bytes, which equates to roughly 9.3 GB. Howev-
er, using compressed object streams this limit can be exceeded. While compressed 
object streams reduce the overall file size anyway, the compressed cross-reference 
streams which are part of the objectstreams implementation are no longer subject to 
the 10-decimal-digits limit, and therefore allow creation of PDF documents beyond 
10 GB.



> Number of objects: while the object count in a document is not limited by PDF in 
general, the PDF/A, PDF/X-4 and PDF/X-5 standards limit the number of indirect ob-
jects in a document to 8.388.607. If a document requires objects beyond this limit, 
PLOP throws an exception when creating PDF/A, PDF/X-4 or PDF/X-5 output. In other 
modes documents with more objects can always be created. This check can be dis-
abled with the option limitcheck=false.



What you can’t do with PLOP. Please be aware of the following restrictions:
> PLOP is not a cracker tool – it cannot be used to gain access to protected documents 



without knowing the appropriate master password.
> You cannot process dynamic XFA forms since these are not genuine PDF documents 



but rather XML forms packaged inside a thin PDF layer.
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2 PLOP DS Features (Digital 
Signature)



Note The ability to digitally sign PDF documents is only available in PLOP DS, but not in the PLOP 
base product.



Digital signatures for PDF documents are covered in detail in Chapter 7, »Digital Signa-
tures with PLOP DS«, page 83. In the current chapter we provide a summary and initial 
examples which may serve as a starting point.



2.1 Signature Features in PLOP DS
PDF Signature Aspects.



> Create signatures in existing PDF signature fields or generate new fields which hold 
the signature. The signatures can be invisible or visible at a particular location on the 
page. 



> Visualize digital signatures by importing a logo, scan of a handwritten signature or 
other representation as PDF page.



> Create PDF certification (author) signatures which allow document changes such as 
form-filling without breaking the signature.



> Validation information can be stored directly in the signature according to ISO 
32000-1 or in a Document Security Store (DSS) as specified in ISO 32000-2 and PAdES 
part 4.



> Signatures can be applied in an incremental PDF update section to preserve existing 
signatures and document structure, or by rewriting the document structure which 
allows optimization and encryption.



PDF Versions and Standards. PLOP DS supports all relevant PDF versions and stan-
dards:



> PLOP DS processes all PDF versions up to Acrobat DC, i.e. PDF 1.7 (ISO 32000-1) up to 
extension level 8. PLOP DS can also process documents according to the forthcoming 
standard PDF 2.0 (ISO 32000-2).



> PLOP DS is aware of the PDF/A-1/2/3 (ISO 19005) archiving standards: if the input doc-
ument conforms to PDF/A, the output document is guaranteed to conform as well. 
PLOP DS fully supports XMP extension schemas as required by PDF/A. The ability to 
insert PDF/A-conforming XMP metadata in PDF documents is an important advan-
tage of PLOP DS.



> Similarly, PLOP DS is aware of the PDF/X-1a/3/4/5 (ISO 15930) print production stan-
dards, PDF/VT-1/2 (ISO 16612-2) for transactional printing and PDF/UA-1 (ISO 14289) 
for accessible PDF.



Signature standards.
> CMS-based PDF signatures according to ISO 32000-1
> Signatures for Long-Term Validation (LTV) according to the forthcoming ISO 32000-2
> PAdES (PDF Advanced Electronic Signatures) according to ETSI TS 102 778 part 2, 3 and 



4, ETSI EN 319 142 and CAdES (ETSI TS 101 733)
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PAdES conformance levels.
> Basic Signature (PAdES-B)
> Signature with Time (PAdES-T)
> Signature with Long-Term Validation Material (PAdES-LT)
> Signature providing Long Term Availability and Integrity of Validation Material 



(PAdES-LTA)
> Basic Electronic Signature (PAdES-BES) and Explicit Policy-based Electronic Signature 



(PAdES-EPES) according to PAdES part 3



Cryptographic Signature Details.
> Signatures according to the RSA and DSA algorithms as well as the Elliptic Curve Dig-



ital Signature Algorithm (ECDSA) based on Elliptic Curve Cryptography. The elliptic 
curves recommended by NIST and Brainpool are supported.



> Strong signature and hash functions according to NSA’s Suite B Cryptography.
> Embed the full certificate chain in the generated signatures, which means that signa-



tures with certificates from a CA (Certification Authority) on the Adobe Approved 
Trust List (AATL) or the European Union Trust List (EUTL) can be validated in Acrobat 
and Adobe Reader without any configuration on the client side.



> Embed Online Certificate Status Protocol responses (OCSP according to RFC 2560 and 
RFC 6960) and Certificate Revocation Lists (CRL according to RFC 3280) as revocation 
information for Long-Term Validation (LTV).



Time-stamping.
> Retrieve a time-stamp from a trusted Time-Stamp Authority (TSA) according to RFC 



3161, RFC 5816 and ETSI EN 319 422, and embed it in the generated signature. TSA de-
tails can be read from AATL certificates to create time-stamps without any configu-
ration.



> Create document-level time-stamp signatures according to ISO 32000-2 and PAdES 
part 4. A document-level time-stamp assures the state of a document without apply-
ing a personal signature.



> Support for the time-stamp policy parameter and all common time-stamp hash 
functions.



Signature Engines. PLOP DS supports multiple cryptographic engines, i.e. components 
for generating digital signatures:



> The built-in engine implements the required cryptographic functions directly in 
PLOP DS without any external dependencies. The built-in engine supports software-
based digital IDs in the common PKCS#12 and PFX formats.



> PLOP DS can attach cryptographic tokens via the standard PKCS#11 interface. This 
way digital IDs on smartcards, USB sticks, and other secure devices can be used for 
signing. This includes devices with an integrated keyboard for secure PIN input.



> The PKCS#11 interface can also be used to sign with a Hardware Security Module 
(HSM). HSMs offer secure key storage and ample performance for high-volume sign-
ing applications. PLOP DS uses PKCS#11 sessions to maximize performance of bulk 
signatures with HSMs.



> On Windows PLOP DS can leverage the cryptographic infrastructure provided by 
Windows via the Microsoft Cryptographic API (MS CAPI). Digital IDs from the Win-
dows certificate store can be used for signing, including software-based digital IDs 
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and secure hardware tokens. Note that not all signature features are available with 
the MSCAPI engine, e.g. LTV.



What you can’t do with PLOP DS. Please be aware of the following restrictions:
> You cannot Reader-enable PDF documents (e.g. allow annotation creation in Adobe 



Reader) with PLOP DS because this requires a specific Adobe signature.
> You cannot sign static or dynamic XFA forms.



2.2 Preparations for PLOP DS Evaluation
Install PDFlib Demo CA certificate in Acrobat. The following step is not required for 
creating digital signatures with PLOP DS. However, if you are evaluating PLOP DS with 
the sample certificates provided in the packages it is recommended to configure Acro-
bat as detailed below. This is not required if you work with certificates from a commer-
cial CA which is installed in Acrobat’s list of trusted certificates (see »Trusted Root Cer-
tificates in Acrobat«, page 86)



The sample certificates which are included in the PLOP DS package have been issued 
and signed by the PDFlib Demo CA. If you make the self-signed root certificate of this CA 
available to Acrobat, the generated signatures are accepted as fully valid in Acrobat. Pro-
ceed as follows for installing the PDFlib Demo CA certificate in Acrobat XI/DC:



> Click Edit, Preferences, Signatures, Identities & Trusted Certificates, More..., Trusted 
Certificates, Import, Browse...



> Browse to bind/data/PDFlibDemoCA_G2.crt (part of the PLOP installation) and click 
Import, Ok.



> Now the entry PDFlib GmbH Demo CA G2 is visible in the list of trusted certificates. Se-
lect this entry, click on Edit Trust, and activate the buttons Use this certificate as a 
trusted root and Certified documents, and click Ok.



Import demo digital IDs in Windows. In order to test the MSCAPI-based signature en-
gine of PLOP DS on Windows you must make available digital IDs in the Windows certif-
icate store. In order to import the demo digital IDs double-click on the corresponding 
.p12 file to launch the certificate import wizard, and follow its instructions.



2.3 Signing Documents with PLOP DS
Applying a signature requires a digital ID, which may be available as a file, in the Win-
dows certificate store, or on a cryptographic token (e.g. a smartcard or USB stick). While 
the former requires a password for accessing the digital ID, the Windows certificate 
store is usually protected by the Windows login and does not require any password. 
Cryptographic tokens are often protected by a PIN which must be supplied either by the 
signing software or directly on the token’s integrated keyboard.



You can prepare a digital signature with PLOP_prepare_signature( ) which supports 
several options, and then apply it with PLOP_create_document( ). Sample code for signing 
PDF documents is available in the sign and multisign mini samples which are included in 
all PLOP packages. The equivalent option for the PLOP command-line tool is --signopt.
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Basic signature option list examples. Create an invisible signature for a PDF document 
using a digital ID from the file demo_signer_rsa_2048.p12. The password demo for the dig-
ital ID is contained in the file pw.txt:



plop --signopt "digitalid={filename=demo_signer_rsa_2048.p12} passwordfile=pw.txt" 
--outfile signed.pdf input.pdf



(Windows only) Create an invisible signature for a PDF document using a certificate 
from the Windows Certificate Store (from the default store My). This assumes that the 
digital ID is protected by your Windows login so that no password must be supplied:



plop --signopt "engine=mscapi digitalid={store=My subject={PLOP Demo Signer RSA-2048}}" 
 --outfile signed.pdf input.pdf



(Only platforms with PKCS#11 support) Create an invisible signature for a PDF docu-
ment using a digital ID from a cryptographic token. The PKCS#11 interface for the token 
is implemented in the library cryptoki.dll which must be provided by the smartcard sup-
plier. The password for the digital ID is contained in the file pw.txt:



plop --signopt "engine=pkcs#11 digitalid={filename=cryptoki.dll} passwordfile=pw.txt" 
--outfile signed.pdf input.pdf



More details are available in Section 7.2, »Signing with PLOP DS«, page 89.



2.4 Certification Signatures
A certification or author signature certifies the state of the document as the author cre-
ated it while at the same time allowing certain changes without breaking the certifica-
tion. The certification option specifies the changes which can be applied to the certified 
document without breaking the signature, e.g. form-filling allowed:



plop --signopt "digitalid={filename=demo_signer_rsa_2048.p12} passwordfile=pw.txt 
certification=formfilling" 
--outfile certified.pdf input.pdf



2.5 Time-Stamps
In order to add a time-stamp to a signature you need the URL of a Time-Stamp Authori-
ty (TSA) and must supply it to the timestamp option:



plop --signopt "digitalid={filename=demo_signer_rsa_2048.p12} passwordfile=pw.txt 
timestamp={source={url={http://timestamp.acme.com/tsa-noauth/tsa}}}" 
--outfile signed.pdf input.pdf



Similarly, a document-level time-stamp can be applied with the doctimestamp option:



plop --signopt 
"doctimestamp={source={url={http://timestamp.acme.com/tsa-noauth/tsa}}}" 
--outfile signed.pdf input.pdf



More details are available in Section 7.5, »Time-Stamps«, page 113.
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2.6 LTV-enabled Signatures
Support for long-term validation (LTV) requires that all certificates in the chain are 
available, and that certificate revocation information can be obtained online or from a 
disk file when the signature is created. This requires suitable OCSP or CRL servers to be 
provided by the PKI. In many cases (especially AATL certificates) the necessary network 
information can be read from the signing certificate. Otherwise you must provide suit-
able network resources via the ocsp and/or crl/crlfile/crldir options. In order to provide ac-
cess to the whole certificate chain you must supply the option rootcertfile with the 
name of a PEM file containing the root CA certificate.



LTV-enabled signatures generally require online PKI resources (CRL or OCSP) for the 
certificates in use, which are not available for the PLOP DS demo certificates. As a work-
around you can use the CRL file PDFlibDemoCA_G2.crl which is provided in the distribu-
tion (this CRL has a very long expiration date which would not be acceptable in a pro-
duction environment). The corresponding command-line call for creating LTV-enabled 
signatures looks as follows:



plop --signopt "digitalid={filename=demo_signer_rsa_2048.p12} password=demo ltv=full 
crlfile=PDFlibDemoCA_G2.crl rootcertfile=PDFlibDemoCA_G2.pem" 
--outfile ltv-signed.pdf input.pdf



For the next example we assume that the required OCSP or CRL retrieval information is 
present in the signing certificate, which is typically the case for commercial certificates. 
Under these conditions you can supply the option ltv=full to make sure that an LTV-en-
abled signature is created:



plop --signopt "digitalid={filename=signer.p12} passwordfile=pw.txt ltv=full 
rootcertfile=RootCA.pem" --outfile ltv-signed.pdf input.pdf



Note that this may not be sufficient depending on the details of the involved PKI. In 
particular, revocation information must also be available for the OCSP/CRL signer and 
the time-stamp authority.



2.7 PAdES Signatures
The PAdES family of signature standards improves PDF signatures and ensures that EU 
requirements are met. Various signature options can be used to create signatures ac-
cording to different PAdES flavors. For example, the following command-line creates a 
basic signature according to PAdES part 3 (PAdES-B):



plop --signopt "digitalid={filename=demo_signer_rsa_2048.p12} passwordfile=pw.txt 
--outfile signed.pdf input.pdf



The following command-line creates a signature according to PAdES part 3 with explicit 
policy identifier (PAdES-EPES):



plop --signopt "digitalid={filename=demo_signer_rsa_2048.p12} passwordfile=pw.txt 
policy={oid=2.16.276.1.89.1.1.1.1.3 commitmenttype=origin}" 
--outfile signed.pdf input.pdf



More details are available in Section 7.7, »The CAdES and PAdES Signature Standards«, 
page 123.
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2.8 Visualize Digital Signatures
A digital signature can be visualized, e.g. by a company logo or the scan of a handwrit-
ten signature. The visual representation must be supplied as a PDF document which 
will be placed in the signature form field. If the input document does not yet contain a 
signature field suitable field coordinates must be supplied. The following command-
line places the visualization document signing_man.pdf in the field rectangle:



plop --signopt "digitalid={filename=demo_signer_rsa_2048.p12} passwordfile=pw.txt 
field={name=Signature1 rect={10 10 adapt adapt}}" --visdoc signing_man.pdf 
--outfile signed.pdf input.pdf



More details are available in Section 7.3.1, »Visualizing Signatures with a Graphic or Lo-
go«, page 97.



2.9 Query Signature Properties
With the pCOS programming interface which is integrated in PLOP DS you can query 
signature settings of a PDF document. The pCOS Cookbook topic interactive_elements/
signatures demonstrates how to query signature types and details. Sample code for que-
rying document information with pCOS can be seen in the dumper mini sample, which 
is included in all PLOP packages. The corresponding option for the PLOP command-line 
tool is --info (see Section 1.6, »Query Document Information«, page 22):



plop --info *.pdf



This program call creates output similar to the following:



File name: hellosign.pdf
     PDF version: 1.7
      Encryption: No encryption



...
Tagged PDF: false
Signatures: 1



signature field 'Signature1': invisible approval signature, CAdES
Reader-enabled: false





http://www.pdflib.com/pcos-cookbook/interactive-elements/signatures/


http://www.pdflib.com/pcos-cookbook/interactive-elements/signatures/
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3 PLOP and PLOP DS Command-line 
Tool



3.1 PLOP and PLOP DS Command-line Options
The combined command-line tool for PLOP and PLOP DS allows you to encrypt, decrypt, 
optimize, repair, and sign one or more PDF documents without the need for any pro-
gramming. In addition, it can be used to query the status of PDF documents. The PLOP 
program can be controlled via a number of command-line options. It is called as follows 
for one or more input PDF files (items in square brackets are optional):



plop --help
plop [ <general options> ] --info [ --outfile <filename> ] <filename> ...
plop [ <general options> ] <transform options> --outfile <filename> <filename>
plop [ <general options> ] <transform options> --targetdir <pathname> <filename>...



The PLOP command-line tool is built on top of the PLOP library. By default PLOP repairs 
input documents which are found to be damaged. You can supply library options using 
the --inputopt, --outputopt, --plopopt,--signopt and --visdocopt options according to the op-
tion tables in Chapter 8, »PLOP and PLOP DS Library API Reference«, page 127. Table 3.1 
lists all PLOP command-line options.



Table 3.1 PLOP command-line options



option parameters function



-- End the list of options; this is useful in case file names start with a - charac-
ter.



@filename1 Specify a response file with the name filename which contains options; for a 
syntax description see »Response files«, page 37. Response files will only be 
recognized before the --  option and before the first filename, and can not 
be used to replace the parameter for another option.



--help, -?
(or no option)



Display help with a summary of available options.



--info, -i Display status information for the input file; no PDF output is produced.



--inputopt <option list> Option list for PLOP_open_document( ) (see Table 8.3, page 134)



--master, -m <password> Output master password; missing option means no password



--noreplace, -n If the output file already exists, it will not be overwritten and an exception 
will be thrown. Default: existing output files will be overwritten.



--outfile, -o <filename> (Requires exactly one input document except with --info; one of --outfile 
and --targetdir must be supplied) Output file name; input and output file 
name must be different.



--outputopt <option list> Option list for PLOP_create_document( ) (see Table 8.5, page 138)
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--password, -p <password> User or master password for input document(s). This password is used for all 
input documents. Documents which require different passwords must be 
processed in separate program calls.
If a digital ID has been supplied with --inputopt, the password is applied to 
the ID.



--permissions <permissions> (Requires --master or --recipient) Access permission list for the output 
document. It contains any number of the noprint, nomodify, nocopy, 
noannots, noassemble, noforms, noaccessible, nohiresprint, and 
plainmetadata keywords (see Table 5.3, page 62). In addition, the following 
keyword can be used (default: no permission restrictions):
keep Keep the permission settings of the input document. This setting 



can be amended by additional keywords in order to modify the 
permission settings of the input PDF, e.g. keep noprint.



In certificate security mode (option --recipient) only plainmetadata is al-
lowed. Other permission restrictions can be specified in the permissions op-
tion of the --recipient option list.



--plopopt <option list> Option list for PLOP_set_option( ) (see Table 8.13, page 155). This can be used 
to pass the license or licensefile options.



--recipient, -r1 <option list> Option list for PLOP_add_recipient( ) to add a recipient for documents pro-
tected with certificate security. Supplying this option at least once activates 
certificate security mode. The recipient is used for all input files. This option 
must not be combined with --master/-m and --user/-u.



--recsize <blocksize> (MVS only) Record size of the output file. Default: 0 (unblocked)



--searchpath, -s1 <path> Name of a directory where files will be searched. The path must not start 
with a minus character »-« (prepend ./ if required). Default: current directo-
ry



--signopt, -S <option list> (Only available in PLOP DS) Option list for PLOP_prepare_signature( ) for digi-
tally signing documents (see Table 8.8, page 145).



--targetdir, -t <dirname> (One of --outfile and --targetdir must be supplied) Output directory 
name; the directory must already exist.



--tempdirname <dirname> Name of a directory where temporary files needed for PLOP’s internal pro-
cessing will be created. If empty, PLOP will generate temporary files in the 
current directory. Default: empty



--tempfilename, -T <filename> (MVS only) Full file name for a temporary file for PLOP’s internal processing. If 
empty, PLOP will generate a unique temporary file name. The user is respon-
sible for deleting the temporary file when PLOP finished. Default: empty



--user, -u <password> (Requires --master) Output user password; missing option means no pass-
word



--verbose, -v 0, 1, 2, 3 Verbosity level (default: 1):
0 no output
1 only error messages
2 add file names and API function name in error messages
3 detailed reporting



--visdoc <filename> (Only with --signopt) Name of the PDF file from which a page will be used 
for visualizing the digital signature.



Table 3.1 PLOP command-line options



option parameters function
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Constructing PLOP command lines. The following rules must be obeyed for construct-
ing PLOP command lines:



> Input files will be searched in all directories specified as searchpath.
> Short forms are available for some options, and can be mixed with long options.
> Long options can be abbreviated provided the abbreviation is unique (e.g. --plop in-



stead of --plopopt).
> If an option is supplied more than once only the last instance will be taken into ac-



count. However, this rule does not hold for options which are marked as repeatable 
in Table 3.1.



> Depending on the encryption status of the input file, a user or master password may 
be required for processing. This must be supplied with the --password option. PLOP 
will check whether this password is sufficient for the requested action (see Table 5.2), 
and will throw an exception if it isn’t.



PLOP checks the full command line before processing any file. If an option syntax error 
is encountered in the options anywhere on the command line, no files will be processed 
at all. If a particular file cannot be processed (e.g. because the required password is miss-
ing), an error message will be emitted, and PLOP will continue processing the remaining 
files.



File names. File names which contain blank characters require some special handling 
when used with command-line tools like PLOP. In order to process a file name with 
blank characters you should enclose the complete file name with double quote " charac-
ters. Wildcards can be used according to standard practice. For example, *.pdf denotes all 
files in a given directory which have a .pdf file name suffix. Note that on some systems 
case is significant, while on others it isn’t (i.e., *.pdf may be different from *.PDF). Also 
note that on Windows systems wildcards do not work for file names containing blank 
characters. Wildcards will be evaluated in the current directory, not any searchpath di-
rectory.



On Windows all file name options accept Unicode strings, e.g. as a result of dragging 
files from the Explorer to a command prompt window.



Response files. In addition to options supplied directly on the command-line, options 
can also be supplied in a response file. The contents of a response file are inserted in the 
command-line at the location where the @filename option was found.



A response file is a simple text file with options and parameters. It must adhere to 
the following syntax rules:



> Option values must be separated with whitespace, i.e. space, linefeed, return, or tab.
> Values which contain whitespace must be enclosed with double quotation marks: "
> Double quotation marks at the beginning and end of a value are omitted.



--visdocopt <option list> (Only with --visdoc) Option list for PLOP_open_document( ) (see Table 8.3, 
page 134) which is used to open the signature visualization document



--webopt, -w Linearize the PDF output for Web delivery, also known as Web optimization. 
Default: no linearization



1. This option can be supplied more than once.



Table 3.1 PLOP command-line options



option parameters function











38 Chapter 3:  PLOP and PLOP DS Command-line Tool



> A double quotation mark must be masked with a backslash to use it literally: \"
> A backslash character must be masked with another backslash to use it literally: \\



Response files can be nested, i.e. @filename can be used in another response file.
Response files may contain Unicode strings for file name and password options. Re-



sponse files can be encoded in UTF-8, EBCDIC-UTF-8, or UTF-16 format and must start 
with the corresponding BOM. If no BOM is found, the contents of the response file are 
interpreted in EBCDIC on zSeries, and in ISO 8859-1 (Latin-1) on all other systems.



Exit codes. The PLOP command-line tool returns with an exit code which can be used 
to check whether or not the requested operations could be successfully carried out:



> Exit code 0: all command-line options and input files could be successfully and fully 
processed.



> Exit code 1: one or more file processing errors occurred, but processing continued.
> Exit code 2: some error was found in the command-line options. Processing stopped 



at the particular bad option, and no documents have been processed.
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3.2 PLOP and PLOP DS Command-line Examples
The following examples demonstrate some useful combinations of PLOP command-
line options. All samples are shown in two variations; the first uses the long format of 
all options, while the second uses the equivalent short option format. More examples 
are available in the following sections:



> Chapter 1, »PLOP Features«, page 17 (various sections);
> Section 5.3, »Applying Password Security on the Command-Line«, page 64;
> Section 6.5, »Applying Certificate Security on the Command-Line«, page 80;
> Section 7.2, »Signing with PLOP DS«, page 89.



Display security and other information about all PDF files in the current directory:



plop --info *.pdf
plop -i *.pdf



Linearize all PDF documents in a directory (assuming these do not require any pass-
word), and copy the resulting files to the target directory output. Verbosity level 2 prints 
the names of all input and output files as they are processed:



plop --verbose 2 --webopt --targetdir output *.pdf
plop -v 2 -w -t output *.pdf



Encrypt all files in the current directory with the same user password demo and master 
password DEMO, and place the resulting files in the target directory output:



plop --targetdir output --user demo --master DEMO *.pdf
plop -t output -u demo -m DEMO *.pdf



Encrypt a document against a single recipient certificate:



plop --recipient "certificate={filename=demo_recipient_1.pem}" 
--outfile protected.pdf input.pdf



plop -r "certificate={filename=demo_recipient_1.pem}" -o protected.pdf input.pdf



Create an invisible signature for a PDF document, using a digital ID from the file 
demo_signer_rsa_2048.p12. The password for the digital ID is contained in the file pw.txt:



plop --signopt "digitalid={filename=demo_signer_rsa_2048.p12} passwordfile=pw.txt" 
--outfile signed.pdf input.pdf



plop -S "digitalid={filename=demo_signer_rsa_2048.p12} passwordfile=pw.txt" 
-o signed.pdf input.pdf



Create a signature, using an existing PDF with a hand-written signature to visualize the 
signature:



plop --signopt "digitalid={filename=demo_signer_rsa_2048.p12} passwordfile=pw.txt 
field={rect={100 100 300 adapt}}" --visdoc signature.pdf 
--outfile signed.pdf input.pdf



plop -S "digitalid={filename=demo_signer_rsa_2048.p12} passwordfile=pw.txt 
field={rect={100 100 300 adapt}}" --visdoc signature.pdf -o signed.pdf input.pdf
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4 PLOP and PLOP DS Library 
Language Bindings
In this chapter we discuss language-specific aspects of the PLOP/PLOP DS library.



4.1 C Binding
PLOP is written in C with some C++ modules. In order to use the C binding you can use a 
static or shared library (DLL/SO), and you need the central PLOP include file ploplib.h for 
inclusion in your client source modules. Alternatively, ploplibdl.h can be used for dy-
namically loading the PLOP DLL at runtime (see next section for details).



Note Applications which use the PLOP binding for C must be linked with a C++ compiler since the li-
brary includes some parts which are implemented in C++. Using a C linker may result in unre-
solved externals unless the application is explicitly linked against the required C++ support li-
braries.



Error handling. The PLOP API provides a mechanism for acting upon exceptions 
thrown by the library in order to compensate for the lack of native exception handling 
in the C language. Using the PLOP_TRY( ) and PLOP_CATCH( ) macros client code can be set 
up such that a dedicated piece of code is invoked for error handling and cleanup when 
an exception occurs. These macros set up two code sections: the try clause with code 
which may throw an exception, and the catch clause with code which acts upon an ex-
ception. If any of the API functions called in the try block throws an exception, program 
execution will continue at the first statement of the catch block immediately. The fol-
lowing rules must be obeyed in PLOP client code:



> PLOP_TRY( ) and PLOP_CATCH( ) must always be paired.
> PLOP_new( ) will never throw an exception; since a try block can only be started with 



a valid PLOP object handle, PLOP_new( ) must be called outside of any try block.
> PLOP_delete( ) will never throw an exception, and therefore can safely be called out-



side of any try block. It can also be called in a catch clause.
> Special care must be taken about variables that are used in both the try and catch 



blocks. Since the compiler doesn’t know about the transfer of control from one block 
to the other, it might produce inappropriate code (e.g., register variable optimiza-
tions) in this situation.
Fortunately, there is a simple rule to avoid this kind of problem: Variables used in 
both the try and catch blocks must be declared volatile. Using the volatile keyword sig-
nals to the compiler that it must not apply dangerous optimizations to the variable.



> If a try block is left (e.g., with a return statement, thus bypassing the invocation of 
the corresponding PLOP_CATCH( )), the PLOP_EXIT_TRY( ) macro must be called before 
the return statement to inform the exception machinery.



> As in all PLOP language bindings document processing must stop when an exception 
was thrown.



The following code fragment demonstrates these rules with the typical idiom for deal-
ing with PLOP exceptions in client code (full samples can be found in the PLOP package):
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if ((plop = PLOP_new()) == (PLOP *) 0)
{



printf("out of memory\n");
return(2);



}
PLOP_TRY(plop)
{



/* statements that directly or indirectly call API functions */
}
PLOP_CATCH(plop)
{



printf("Error %d in %s(): %s\n",
PLOP_get_errnum(plop), PLOP_get_apiname(plop),PLOP_get_errmsg(plop));



}
PLOP_delete(plop);



Unicode handling for name strings. The C programming language supports genuine 
Unicode strings only in version C11. Since this version is not yet generally supported, 
PLOP/PLOP DS offers Unicode support based on the traditional char data type. Some 
string parameters for API functions may be declared as name strings. These are handled 
depending on the length parameter and the existence of a BOM at the beginning of the 
string. In C, if the length parameter is different from 0 the string will be interpreted as 
UTF-16. If the length parameter is 0 the string will be interpreted as UTF-8 if it starts with 
a UTF-8 BOM, or as EBCDIC UTF-8 if it starts with an EBCDIC UTF-8 BOM, or as host en-
coding if no BOM is found (or ebcdic on EBCDIC-based platforms).



Unicode handling for option lists. Strings within option lists require special attention 
since they cannot be expressed as Unicode strings in UTF-16 format, but only as byte ar-
rays. For this reason UTF-8 is used for Unicode options. By looking for a BOM at the be-
ginning of an option PLOP decides how to interpret it. The BOM will be used to deter-
mine the format of the string. More precisely, interpreting a string option works as 
follows:



> If the option starts with a UTF-8 BOM (\xEF\xBB\xBF) it will interpreted as UTF-8.
> If the option starts with an EBCDIC UTF-8 BOM (\x57\x8B\xAB) it will be interpreted as 



EBCDIC UTF-8.
> If no BOM is found, the string will be treated as winansi (or ebcdic on EBCDIC-based 



platforms).



Note The PLOP_convert_to_unicode( ) utility function can be used to create UTF-8 strings from UTF-
16 strings, which is useful for creating option lists with Unicode values.



Using PLOP as a DLL loaded at runtime. While most clients will use PLOP as a statically 
bound library or a dynamic library which is bound at link time, you can also load the 
DLL at runtime and dynamically fetch pointers to all API functions. This is especially 
useful to load the DLL only on demand. PLOP supports a special mechanism to facilitate 
this dynamic usage. It works according to the following rules:



> Include ploplibdl.h instead of ploplib.h.
> Use PLOP_new_dl( ) and PLOP_delete_dl( ) instead of PLOP_new( ) and PLOP_delete( ).
> Use PLOP_TRY_DL( ) and PLOP_CATCH_DL( ) instead of PLOP_TRY( ) and PLOP_CATCH( ).
> Use function pointers for all other PLOP calls.
> Compile the auxiliary module ploplibdl.c and link your application against the result-



ing object file.
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The dynamic loading mechanism is demonstrated in the encryptdl.c sample.



Note Loading the DLL at runtime is supported on selected platforms only.
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4.2 C++ Binding
Note For .NET applications written in C++ we recommend to access the PLOP .NET DLL directly in-



stead of via the C++ binding (except for cross-platform applications which should use the C++ 
binding). The PLOP distribution contains C++ sample code for use with .NET CLI which demon-
strates this combination.



In addition to the ploplib.h C header file, an object-oriented wrapper for C++ is supplied 
for PLOP clients. It requires the plop.hpp header file, which in turn includes ploplib.h. 
Since plop.hpp contains a template-based implementation no corresponding plop.cpp 
module is required. Using the C++ object wrapper replaces the functional approach with 
API functions and PLOP_ prefixes in all PLOP function names with a more object-orient-
ed approach.



String handling in C++. PLOP 4.1 introduced a new Unicode-capable C++ binding. The 
new template-based approach supports the following usage patterns with respect to 
string handling:



> Strings of the C++ standard library type std::wstring are used as basic string type. 
They can hold Unicode characters encoded as UTF-16 or UTF-32. This is the default be-
havior since PLOP 4.1 and the recommended approach for new applications unless 
custom data types (see next item) offer a significant advantage over wstrings.



> Custom (user-defined) data types for string handling can be used as long as the cus-
tom data type is an instantiation of the basic_string class template and can be con-
verted to and from Unicode via user-supplied converter methods.



The default interface assumes that all strings passed to and received from PLOP meth-
ods are native wstrings. Depending on the size of the wchar_t data type, wstrings are as-
sumed to contain Unicode strings encoded as UTF-16 (2-byte characters) or UTF-32 (4-
byte characters). Literal strings in the source code must be prefixed with L to designate 
wide strings. Unicode characters in literals can be created with the \u and \U syntax. Al-
though this syntax is part of standard ISO C++, some compilers don’t support it. In this 
case literal Unicode characters must be created with hex characters.



Note On EBCDIC-based systems the formatting of option list strings for the wstring-based interface 
requires additional conversions to avoid a mixture of EBCDIC and UTF-16 wstrings in option 
lists. Convenience code for this conversion and instructions are available in the auxiliary mod-
ule utf16num_ebcdic.hpp.



Error handling in C++. PLOP API functions will throw a C++ exception in case of an er-
ror. These exceptions must be caught in the client code by using C++ try/catch clauses. In 
order to provide extended error information the PLOP class provides a public 
PLOP::Exception class which exposes methods for retrieving the detailed error message, 
the exception number, and the name of the PLOP API function which threw the excep-
tion.



Native C++ exceptions thrown by PLOP routines will behave as expected. The follow-
ing code fragment will catch exceptions thrown by PLOP:



try {
...some PLOP instructions...



} catch (PLOP::Exception &ex) {
wcerr << L"Error " << ex.get_errnum()
<< L" in " << ex.get_apiname()
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<< L"(): " << ex.get_errmsg() << endl;
}



Using PLOP as a DLL loaded at runtime. Similar to the C language binding the C++ 
binding allows you to dynamically attach PLOP to your application at runtime (see »Us-
ing PLOP as a DLL loaded at runtime«, page 42). Dynamic loading can be enabled as fol-
lows when compiling the application module which includes plop.hpp:



#define PLOPCPP_DL 1



In addition you must compile the auxiliary module ploplibdl.c and link your application 
against the resulting object file. Since the details of dynamic loading are hidden in the 
PLOP object it does not affect the C++ API: all method calls look the same regardless of 
whether or not dynamic loading is enabled.



Note Loading the DLL at runtime is supported on selected platforms only.
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4.3 COM Binding
Installing the PLOP Edition for COM. Install PLOP/PLOP DS with the supplied Windows 
Installer. The installer will make appropriate registry entries, and register the PLOP 
component with Windows so that it can be used from any COM-compatible program.



Exception Handling in COM. The PLOP/PLOP DS component implements standard 
COM exception behavior, and will throw a COM exception with an explanatory mes-
sage. PLOP users can use standard programming means to catch the exception and react 
on it.



Using the PLOP COM Edition with .NET. As an alternative to PLOP.NET (see Section 4.5, 
».NET Binding«, page 49) the COM edition of PLOP can also be used with .NET. First, you 
must create a .NET assembly from the PLOP COM edition using the tlbimp.exe utility:



tlbimp plop_com.dll /namespace:plop_com /out:Interop.plop_com.dll



You can use this assembly within your .NET application. If you add a reference to 
plop_com.dll from within Visual Studio .NET an assembly will be created automatically.



The following code fragment shows how to use the PLOP COM edition with VB.NET:



Imports plop_com
    ...
Dim p As plop_com.IPDF
    ...
p = New PLOP()
    ...
buf = p.get_buffer()



The following code fragment shows how to use the PLOP COM edition with C#:



using plop_com;
    ...
static plop_com.IPDF p;
    ...
p = New PLOP();
    ...
buf = (byte[])p.get_buffer();



The rest of your code works as with the .NET version of PLOP. Please note that in C# you 
have to cast the result of get_buffer( ) since there is no automatic conversion from the 
VARIANT data type returned by the COM object here.











4.4  Java Binding 47



4.4 Java Binding
Installing the PLOP Edition for Java. PLOP/PLOP DS has been implemented as a native 
C library which attaches to Java via the JNI (Java Native Interface). Obviously, for devel-
oping Java applications you will need the JDK which includes support for the JNI. For 
the PLOP binding to work, the Java VM must have access to the PLOP Java wrapper li-
brary and the PLOP Java package.



The PLOP Java package. In order to maintain a consistent look-and-feel for the Java de-
veloper, PLOP is organized as a Java package with the following package name:



com.pdflib.plop



This package is available in the plop.jar file and contains a single class called plop. Last-
minute comments on using PLOP in various Java development environments may be 
found in the readme.txt file.



In order to supply this package to your application, you must add plop.jar to your 
CLASSPATH environment variable, add the option -classpath plop.jar in your calls to the 
Java compiler and runtime, or perform equivalent steps in your Java IDE. You can con-
figure the Java VM to search for native libraries in a given directory by setting the 
java.library.path property to the name of the directory, e.g.



java -Djava.library.path=. encrypt



You can check the value of this property as follows:



System.out.println(System.getProperty("java.library.path"));



In addition, the following platform-dependent steps must be performed:
> Unix: The library libplop_java.so must be placed in one of the default locations for 



shared libraries, or in an appropriately configured directory.
> OS X: The library libplop_java.jnilib must be placed in one of the default locations for 



shared libraries, or in an appropriately configured directory.
> Windows: The library plop_java.dll must be placed in the Windows system directory, 



or a directory which is listed in the PATH environment variable.



PLOP servlets and Java application servers. PLOP/PLOP DS is perfectly suited for serv-
er-side Java applications, especially servlets. When using PLOP with a specific servlet en-
gine the following configuration issues must be observed:



> The directory where the servlet engine looks for native libraries varies among ven-
dors. Common candidate locations are system directories, directories specific to the 
underlying Java VM, and local directories of the servlet engine. Please check the doc-
umentation supplied by the vendor of your servlet engine.



> Servlets are often loaded by a special class loader which may be restricted, or use a 
dedicated classpath. For some servlet engines it is required to define a special engine 
classpath to make sure that the PLOP package will be found.



Examples for using PLOP within servlets are contained in the PLOP distribution.
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Exception Handling in Java. All PLOP/PLOP DS methods will throw an exception of 
type PLOPException in case of an error. PLOP users can use standard Java language fea-
tures to catch the exception and react on it:



try {
plop plop;
/* ... PLOP statements ... */



} catch (PLOPException e) {
System.err.println("encrypt: PLOP Exception occurred:");
System.err.println(e.get_apiname() +": " + e.get_errmsg());



} finally {
/* delete the PLOP object */
if (plop != null) plop.delete();



}
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4.5 .NET Binding
Note Detailed information about the various flavors and options for using PLOP with the .NET 



Framework can be found in the PDFlib-in-.NET-HowTo.pdf document which is contained in the 
distribution packages and also available on the PDFlib Web site.



The .NET edition of PLOP supports all relevant .NET concepts. In technical terms, the 
PLOP.NET edition is a C++ class (with a managed wrapper for the unmanaged PLOP core 
library) which runs under control of the .NET framework. It is packaged as a static as-
sembly with a strong name. The PLOP assembly (PLOP_dotnet.dll) contains the actual li-
brary plus meta information.



Installing the PLOP Edition for .NET. Install PLOP with the supplied Windows MSI In-
staller. The PLOP.NET MSI installer will install the PLOP assembly plus auxiliary data 
files, documentation and samples on the machine interactively. The installer will also 
register PLOP so that it can easily be referenced on the .NET tab in the Add Reference dia-
log box of Visual Studio .NET.



Error Handling in .NET. PLOP.NET supports .NET exceptions, and will throw an excep-
tion with a detailed error message when a runtime problem occurs. The client is respon-
sible for catching such an exception and properly reacting on it. Otherwise the .NET 
framework will catch the exception and usually terminate the application.



In order to convey exception-related information PLOP defines its own exception 
class PLOP_dotnet.PLOPException with the members get_errnum, get_errmsg, and 
get_apiname.



Using PLOP with C++ and CLI. .NET applications written in C++ (based on the Common 
Language Infrastructure CLI) can directly access the PLOP.NET DLL without using the PLOP 
C++ binding. The source code must reference PLOP as follows:



using namespace PLOP_dotnet;
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4.6 Objective-C Binding
Although the C and C++ language bindings can be used with Objective-C, a genuine lan-
guage binding for Objective-C is also available. The PLOP framework is available in the 
following flavors:



> PLOP for use on OS X
> PLOP_ios for use on iOS



Both frameworks contain language bindings for C, C++, and Objective-C.



Installing the PLOP Edition for Objective-C on OS X. In order to use PLOP in your appli-
cation you must copy PLOP.framework or PLOP.framework to the directory /Library/Frame-
works. Installing the PLOP framework in a different location is possible, but requires use 
of Apple’s install_name_tool which is not described here. The PLOP_objc.h header file with 
PLOP method declarations must be imported in the application source code:



#import "PLOP/PLOP_objc.h"



or



#import "PLOP_ios/PLOP_objc.h"



Parameter naming conventions. For PLOP method calls you must supply parameters 
according to the following conventions:



> The value of the first parameter is provided directly after the method name, separat-
ed by a colon character.



> For each subsequent parameter the parameter’s name and its value (again separated 
from each other by a colon character) must be provided. The parameter names can 
be found in Chapter 8, »PLOP and PLOP DS Library API Reference«, page 127, and in 
PLOP_objc.h.



For example, the following line in the API description:



int open_document(wstring filename, wstring optlist)



corresponds to the following Objective-C method:



- (NSInteger) open_document: (NSString *) filename optlist: (NSString *) optlist;



This means your application must make a call similar to the following:



doc = [plop open_document:filename optlist:pageoptlist];



Xcode Code Sense for code completion can be used with the PLOP framework.



Error handling in Objective-C. The Objective-C binding translates PLOP errors to native 
Objective-C exceptions. In case of a runtime problem PLOP throws a native Objective-C 
exception of the class PLOPException. These exceptions can be handled with the usual 
try/catch mechanism:



@try { 
...some PLOP instructions...



}
@catch (PLOPException *ex) {



NSString * errorMessage =
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[NSString stringWithFormat:@"PLOP error %d in '%@': %@",
[ex get_errnum], [ex get_apiname], [ex get_errmsg]];



NSAlert *alert = [[NSAlert alloc] init];
[alert setMessageText: errorMessage];
[alert runModal];
[alert release];



}
@catch (NSException *ex) {



NSAlert *alert = [[NSAlert alloc] init];
[alert setMessageText: [ex reason]];
[alert runModal];
[alert release];



}
@finally {



[plop release];
}



In addition to the get_errmsg method you can also use the reason field of the exception 
object to retrieve the error message.
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4.7 Perl Binding
The PLOP wrapper for Perl consists of a C wrapper and two Perl package modules, one 
for providing a Perl equivalent for each PLOP API function and another one for the PLOP 
object. The C module is used to build a shared library which the Perl interpreter loads at 
runtime, with some help from the package file. Perl scripts refer to the shared library 
module via a use statement.



Installing the PLOP Edition for Perl. The Perl extension mechanism loads shared librar-
ies at runtime through the DynaLoader module. The Perl executable must have been 
compiled with support for shared libraries (this is true for the majority of Perl configu-
rations).



For the PLOP binding to work, the Perl interpreter must access the PLOP Perl wrapper 
and the modules plop_pl.pm and PDFlib/PLOP.pm. In addition to the platform-specific 
methods described below you can add a directory to Perl’s @INC module search path us-
ing the -I  command line option:



perl -I/path/to/plop encrypt.pl



Unix. Perl will search plop_pl.so (on OS X: plop_pl.bundle), plop_pl.pm and PDFlib/
PLOP.pm in the current directory, or the directory printed by the following Perl com-
mand:



perl -e 'use Config; print $Config{sitearchexp};'



Perl will also search the subdirectory auto/plop_pl. Typical output of the above com-
mand looks like



/usr/lib/perl5/site_perl/5.16/i686-linux



Windows. The DLL plop_pl.dll and the modules plop_pl.pm and PDFlib/PLOP.pm will be 
searched in the current directory, or the directory printed by the following Perl com-
mand:



perl -e "use Config; print $Config{sitearchexp};"



Typical output of the above command looks like



C:\Program Files\Perl5.16\site\lib



Exception Handling in Perl. When a PLOP exception occurs, a Perl exception is thrown. 
It can be caught and acted upon using an eval sequence:



eval {
...some PLOP instructions...



};
die "Exception caught: $@" if $@;
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4.8 PHP Binding
Note Detailed information about the various flavors and options for using PLOP with PHP can be 



found in the PDFlib-in-.NET-HowTo.pdf document which is contained in the distribution pack-
ages and also available on the PDFlib Web site. Although it is mainly targeted at using PDFlib 
with PHP the discussion applies equally to using PLOP with PHP.



Installing the PLOP Edition for PHP. PLOP/PLOP DS is implemented as a C library which 
can dynamically be attached to PHP. PLOP supports several versions of PHP. Depending 
on the version of PHP you use you must choose the appropriate PLOP library from the 
unpacked PLOP archive.



You must configure PHP so that it knows about the external PLOP library. You have 
two choices:



> Add one of the following lines in php.ini:



extension=plop_php.so ; for Unix and OS X
extension=plop_php.dll ; for Windows



PHP will search the library in the directory specified in the extension_dir variable in 
php.ini on Unix, and additionally in the standard system directories on Windows. 
You can test which version of the PHP PLOP binding you have installed with the fol-
lowing one-line PHP script:



<?phpinfo()?>



This will display a long info page about your current PHP configuration. On this page 
check the section titled plop. If this section contains the phrase



PDFlib PLOP (PDF Linearization, Optimization, Protection and Digital Signature) => 
enabled



(plus the PLOP version number) you successfully installed PLOP for PHP.
> Load PLOP at runtime with one of the following lines at the start of your script:



dl("plop_php.so"); # for Unix and OS X
dl("plop_php.dll"); # for Windows



File name handling in PHP. Unqualified file names (without any path component) and 
relative file names for PDF, image, font and other disk files are handled differently in 
Unix and Windows versions of PHP:



> PHP on Unix systems will find files without any path component in the directory 
where the script is located.



> PHP on Windows will find files without any path component only in the directory 
where the PHP DLL is located.



Exception handling in PHP. Since PHP supports structured exception handling, PLOP 
exceptions will be propagated as PHP exceptions. You can use the standard try/catch 
technique to deal with PLOP exceptions:



try {



...some PLOP instructions...



} catch (PLOPException $e) {
print "PLOP exception occurred:\n";
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print "[" . $e->get_errnum() . "] " . $e->get_apiname() . ": " 
$e->get_errmsg() . "\n";



}
catch (Exception $e) {



print $e;
}



Developing with Eclipse and Zend Studio. The PHP Development Tools (PDT) support 
PHP development with Eclipse and Zend Studio. PDT can be configured to support con-
text-sensitive help with the steps outlined below.



Add PLOP to the Eclipse preferences so that it will be known to all PHP projects:
> Select Window, Preferences, PHP, PHP Libraries, New... to launch a wizard.
> In User library name enter PLOP, click Add External folder... and select the folder 



bind\php\Eclipse PDT.



In an existing or new PHP project you can add a reference to the PLOP library as follows:
> In the PHP Explorer right-click on the PHP project and select Include Path, Configure 



Include Path...
> Go to the Libraries tab, click Add Library..., and select User Library, PLOP.



After these steps you can explore the list of PLOP methods under the PHP Include Path/
PLOP/PLOP node in the PHP Explorer view. When writing new PHP code Eclipse will assist 
with code completion and context-sensitive help for all PDFlib methods.











4.9  Python Binding 55



4.9 Python Binding
Installing the PLOP edition for Python. The Python extension mechanism works by 
loading shared libraries at runtime. For the PLOP binding to work, the Python interpret-
er must have access to the PLOP Python wrapper which will be searched in the directo-
ries listed in the PYTHONPATH environment variable. The name of Python wrapper de-
pends on the platform:



> Unix and OS X: plop_py.so
> Windows: plop_py.pyd



Error Handling in Python. The Python binding installs a special error handler which 
translates PLOP errors to native Python exceptions. The Python exceptions can be dealt 
with by the usual try/except technique:



try:
...some PLOP instructions...



except PLOPException:
print 'PLOP Exception caught!'
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4.10 Ruby Binding
Installing the PLOP Ruby edition. The Ruby extension mechanism works by loading a 
shared library at runtime. For the PLOP binding to work, the Ruby interpreter must have 
access to the PLOP extension library for Ruby. This library (on Windows and Unix: 
PLOP.so; on OS X: PLOP.bundle) will usually be installed in the site_ruby branch of the local 
ruby installation directory, i.e. in a directory with a name similar to the following:



/usr/local/lib/ruby/site_ruby/<version>/



However, Ruby will search other directories for extensions as well. In order to retrieve a 
list of these directories you can use the following ruby call:



ruby -e "puts $:"



This list usually includes the current directory, so for testing purposes you can simply 
place the PDFlib extension library and the scripts in the same directory.



Error Handling in Ruby. The Ruby binding installs an error handler which translates 
PLOP exceptions to native Ruby exceptions. The Ruby exceptions can be dealt with by 
the usual rescue technique:



begin
...some PLOP instructions...



rescue PLOPException => pe
print "PLOP exception occurred in encrypt sample:\n"
print "[" + pe.get_errnum.to_s + "] " + pe.get_apiname + ": " + pe.get_errmsg + "\n"



end
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5 Password Security
5.1 Password Security in PDF



PDF password security offers the following protection features:
> The user password (also referred to as open password) is required to open the file for 



viewing.
> The master password (also referred to as owner or permissions password) is required 



to change any security settings, i.e. permissions, user or master password. Files with 
user and master passwords can be opened for viewing by supplying either password.



> Permission settings restrict certain actions for the PDF document, such as printing 
or extracting text.



> An attachment password can be specified to encrypt only file attachments, but not 
the actual contents of the document itself.



If a PDF document uses any of these protection features it is encrypted. In order to dis-
play or modify a document’s security settings with Acrobat, click File, Properties..., Secu-
rity, Show Details... or Change Settings..., respectively. Figure 5.1 shows the security set-
tings dialog in Acrobat.



Fig. 5.1
Viewing (left) and changing (below) 
password security settings in Acrobat
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Encryption algorithms and key lengths. PDF encryption makes use of the following 
encryption algorithms:



> RC4, a symmetric stream cipher (i.e. the same algorithm can be used to encrypt and 
decrypt). RC4 no longer offers adequate security.



> AES (Advanced Encryption Standard) specified in the standard FIPS-197. AES is a mod-
ern block cipher which is used in a variety of applications. AES encryption with 128-
bit or 256-bit keys is a requirement for Suite B cryptography.



Since the actual encryption keys are unwieldy binary sequences, they are derived from 
more user-friendly passwords which consist of plain characters. In the course of PDF 
and Acrobat development the PDF encryption methods have been enhanced to use 
stronger algorithms, longer encryption keys, and more sophisticated passwords. Table 
5.1 details encryption, key and password characteristics for all PDF versions.



Note that AES-256 is not supported by the native PDF viewers on OS X (tested up to OS X 
10.10.3) and iOS (tested up to iOS 8.1.3)



Passwords. PDF encryption internally works with encryption keys of 40, 128, or 256 bit 
depending on the PDF version. The binary encryption key is derived from a password 
provided by the user. The password is subject to length and encoding constraints:



> Up to PDF 1.7 (ISO 32000-1) passwords were restricted to a maximum length of 32 
characters and could contain only characters from the Latin-1 encoding.



> PDF 1.7ext3 introduced Unicode characters and bumped the maximum length to 127 
bytes in the UTF-8 representation of the password. Since UTF-8 encodes characters 
with a variable length of 1-4 bytes the allowed number of Unicode characters in the 
password is less than 127 if it contains non-ASCII characters. For example, since Japa-
nese characters usually require 3 bytes in UTF-8 representation, up to 42 Japanese 
characters can be used in passwords.



Table 5.1 Encryption algorithms, key length, and password length in PDF versions



PDF and Acrobat version,
pCOS algorithm number encryption algorithm and key length



max. password length and
password encoding



PDF 1.1 - 1.3 (Acrobat 2-4),pCOS 
algorithm 1



RC4 40-bit (weak, should not be used) 32 characters (Latin-1)



PDF 1.4 (Acrobat 5),
pCOS algorithm 2



RC4 128-bit (weak, should not be used) 32 characters (Latin-1)



PDF 1.5 (Acrobat 6),
pCOS algorithm 3



RC4 128-bit as in PDF 1.4, but different application 
of encryption method (weak, should not be used)



32 characters (Latin-1)



PDF 1.6 (Acrobat 7) and
PDF 1.7 = ISO 32000-1 (Acrobat 8),
pCOS algorithm 4



AES-128 32 characters (Latin-1)



PDF 1.7ext3 (Acrobat 9),
pCOS algorithm 9



AES-256 with shortcomings in password handling 
(weak, should not be used)



127 UTF-8 bytes (Unicode)



PDF 1.7ext8 (Acrobat X/XI/DC) and
PDF 2.0 = ISO 32000-2,
pCOS algorithm 11



AES-256 with improved password handling 127 UTF-8 bytes (Unicode)
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In order to avoid ambiguities, Unicode passwords are normalized by a process called 
SASLprep (specified in RFC 4013 based on Stringprep in RFC 3454). This process eliminates 
non-text characters and normalizes certain character classes (e.g. non-ASCII space char-
acters are mapped to the ASCII space character U+0020). The password is normalized to 
Unicode normalization form NFKC, and special bidirectional processing is applied to 
avoid ambiguities which may otherwise arise if right-to-left and left-to-right characters 
are mixed in a password.



The strength of PDF encryption is not only determined by the length of the encryp-
tion key, but also by the length and quality of the password. It is widely known that 
names, plain words, etc. should not be used as passwords since these can easily be 
guessed or systematically tried using a so-called dictionary attack. Surveys have shown 
that a significant number of passwords are chosen to be the spouse’s or pet’s name, the 
user’s birthday, the children’s nickname etc., and can therefore easily be guessed.



Permission restrictions. PDF can encode various restrictions on document operations 
which can be granted or denied individually (see Figure 5.1):



> Printing Allowed: If printing is not allowed, the print button in Acrobat will be dis-
abled. Acrobat supports a distinction between Low Resolution (150 dpi) and High Reso-
lution  printing. Low-resolution printing generates a raster image of the page which 
is suitable only for personal use, but prevents high-quality reproduction and re-dis-
tilling. Note that image-based printing not only results in low output quality, but 
also considerably slows down the printing process.



> Changes Allowed: the corresponding list provides control over various document 
modification operations:



Inserting, deleting, and rotating pages
Filling in form fields and signing existing signature fields
Commenting, filling in form fields, and signing existing signature fields
Any except extracting pages



> Content copying is controlled via Enable copying of text, images, and other content. 
While this can be enabled for accessibility with Enable text access for screen reader 
devices for the visually impaired, this setting is considered as deprecated in PDF 2.0 
since a PDF reader should always support accessibility.



Specifying access restrictions for a document, such as Printing Allowed: None disables the 
respective function in Acrobat. However, this not necessarily holds true for third-party 
PDF viewers or other software. It is up to the developer of PDF tools whether or not ac-
cess permissions are honored. Indeed, several PDF tools are known to ignore permission 
settings altogether; commercially available PDF cracking tools can be used to disable all 
access restrictions. This has nothing to do with cracking the encryption; there is simply 
no way that a PDF file can make sure it won’t be printed while it still remains viewable. 
This is described as follows in ISO 32000-1:



»Once the document has been opened and decrypted successfully, a conforming reader 
technically has access to the entire contents of the document. There is nothing inherent in PDF 
encryption that enforces the document permissions specified in the encryption dictionary.«
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Encrypted document components. By default, PDF encryption always covers all com-
ponents of a document. However, there are use cases where it is desirable to encrypt 
only some components of the document, but not others:



> PDF 1.5 (Acrobat 6) introduced a feature called plaintext metadata. With this feature 
encrypted documents can contain unencrypted document XMP metadata. This is for 
the benefit of search engines which can retrieve document metadata even from en-
crypted documents.



> Since PDF 1.6 (Acrobat 7) file attachments can be encrypted even in otherwise unpro-
tected documents. This way an unprotected document can be used as a container for 
confidential attachments.



Security recommendations. The following should be avoided because the resulting en-
cryption is weak and could be cracked:



> Passwords consisting of 1-6 characters should be avoided since they are susceptible 
to attacks which try all possible passwords (brute-force attack against the password).



> Passwords should not resemble a plain text word since the password would be sus-
ceptible to attacks which try all plaintext words (dictionary attack). Passwords 
should contain non-alphabetic characters. Don’t use your spouse’s or pet’s name, 
birthday, or other items which are easy to determine.



> The weak RC4 algorithm and AES-256 according to PDF 1.7ext3 (Acrobat 9) should be 
avoided because it contains a weakness in the password checking algorithm which 
facilitates brute-force attacks against the password. For this reason Acrobat X/XI/DC 
and PLOP never use Acrobat 9 encryption for protecting new documents (only for 
decrypting existing documents).



In summary, AES-256 according to PDF 1.7ext8/PDF 2.0 or AES-128 according to PDF 1.6/
1.7 should be used, depending on whether or not Acrobat X or above is available. Pass-
words should be longer than 6 characters and should contain non-alphabetic charac-
ters.



Protecting PDFs on the Web. When PDFs are served over the Web users can always pro-
duce a local copy of the document with their browser. There is no way for a PDF docu-
ment to prevent users from saving a local copy.
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5.2 Password-protecting PDF Documents with PLOP
PLOP applies or removes standard security features to or from PDF files. PLOP can apply 
user and master passwords, and set access permissions to prevent printing the docu-
ment with Acrobat, extracting text, modifying the document, etc. In order to decrypt a 
document the appropriate master password is required.



Encryption algorithm and key length for password security. PLOP always applies AES-
128 (pCOS algorithm 4) or the secure variant of AES-256 (pCOS algorithm 11). PLOP never 
applies weak RC4 encryption or the weak variant of AES-256 according to PDF 1.7ext3/
Acrobat 9 (pCOS algorithm 9) which contains a weakness in the password handling al-
gorithm.The encryption algorithm can be selected with the encryption option of 
PLOP_create_document( ):



> If encryption=algo4: the PDF version is increased to PDF 1.6 if required and AES-128 en-
cryption according to Acrobat 7/8 (pCOS algorithm 4) is applied. Passwords may con-
tain only Latin-1 characters and are truncated to 32 characters.



> If encryption=algo11 (this is the default): the PDF version is increased to PDF 1.7ext8 if 
required and AES-256 encryption according to Acrobat X/XI/DC (pCOS algorithm 11) 
is applied. Passwords may contain Unicode characters and are truncated to 127 UTF-8 
bytes.



Required passwords for various PLOP operations. In order to strictly obey the author’s 
intentions as reflected by a PDF document’s permission settings, not all operations on 
documents protected with password security may be allowed. PLOP acts according to 
the following rules:



> Querying the encryption status with the pCOS pseudo object encrypt/algorithm etc. is 
always possible, regardless of any password.



> Querying document properties with the pCOS interface is governed by the pCOS 
mode. For example, XMP document metadata, document info fields, bookmarks, and 
annotation contents can be retrieved without the master password if the document 
does not require a user password (or only the user password has been supplied). The 
pCOS Path Reference discusses this in more detail.



> The following operations require the master password: changing or removing the 
user password, master password, or permission settings, Linearizing, optimizing, re-
pairing, or signing an encrypted document.



Table 5.2 summarizes the requirements for all operations.



Setting passwords with PLOP. In the PLOP library API and the PLOP command-line op-
tions we refer to the original PDF document as the input document, and the encrypted 



Table 5.2 Required passwords for various operations on encrypted documents



known
passwords



query encryption status 
(pCOS pseudo object 
»encrypt«)



query document info, XMP metadata, 
bookmarks, annotation contents with 
pCOS



change passwords or permissions, 
linearize, optimize, repair, or sign



none yes only if no user password is set no



user yes yes no



master yes yes yes
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or decrypted result as the output document (although both may end up with the same 
file name). If the input document is protected, PLOP requires either the user or master 
password depending on the desired operation according to Table 5.2. If the input docu-
ment could successfully be opened (either because it was unprotected or because the 
appropriate password has been supplied) any combination of user password, master 
password, and permission settings can be applied to the output document. However, 
PLOP interacts with the client-supplied passwords for the output document in the fol-
lowing ways:



> If a user password or permission settings, but no master password has been sup-
plied, a regular user would easily be able to change the security settings, thereby de-
feating any protection. For this reason PLOP considers this situation as an error.



> If the user and master password are the same, a distinction between user and owner 
of the file would no longer be possible, again defeating effective protection. PLOP 
considers this situation as an error.



> Unicode passwords are allowed for AES-256. Older encryption algorithms require 
passwords which are restricted to the Latin-1 character set. An exception will be 
thrown for older encryption algorithms if the supplied password contains characters 
outside the Latin-1 character set.



> Passwords are truncated to 127 UTF-8 bytes for AES-256, and to 32 characters for older 
encryption algorithms.



Setting permissions with PLOP. PLOP can be used to query, set or remove any of the 
permission settings detailed in Table 5.3. Unless specified otherwise, all actions are al-
lowed by default. Specifying access restrictions disables the respective feature in Acro-
bat. Access restrictions can be applied without setting a user password, but a master 
password is required. Table 5.3 lists the supported permission restriction keywords.



Table 5.3 Permission restriction keywords for the permissions option of PLOP_create_document( ) and 
PLOP_add_recipient( )



keyword explanation



Printing the document



nohiresprint Prevent high-resolution printing. If noprint hasn’t been specified, printing is restricted to the 
»print as image« feature which prints a low-resolution rendition of the page.



noprint Prevent printing the file.



Changing the document



nomodify Prevent adding form fields or making any other changes.



noannots Prevent adding or changing comments and filling in form fields. If nomodify and noannots hav-
en’t been specified, creating and modifying form fields (including signature fields) is allowed.



noforms (Implies noannots) Prevent form field filling and signing, even if noannots hasn’t been specified.



noassemble (Implies nomodify) Prevent inserting, deleting, or rotating pages and creating bookmarks and 
thumbnails, even if nomodify hasn’t been specified.



Copy contents from the document



nocopy Prevent copying and extracting text or graphics.



noaccessible (Deprecated in PDF 2.0) Prevent extracting text or graphics for accessibility purposes.



other
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Note that Acrobat doesn’t provide full control over all four permission restrictions re-
lated to changing the document, but groups some of the restrictions together. Table 5.4 
contains a comparison of Acrobat settings (the values of the »Changes allowed« list in 
Figure 5.1) and corresponding PLOP permission restriction keywords.



plainmetadata (Only for PLOP_create_document( )) Keep document metadata unencrypted even for encrypted 
documents.



nomaster (Only for PLOP_add_recipient( )) Restrict printing, editing, and content extraction according to 
the specified permission restriction keywords, and prevent changing the document’s security 
settings. If this keyword is not supplied, the recipient has full rights to the document, i.e. all other 
permission restriction keywords (except plainmetadata) are ignored.



Table 5.4 Permission descriptions in Acrobat and corresponding keyword combinations for the permissions option of 
PLOP_create_document( ) and PLOP_add_recipient( )



»Changes allowed« in Acrobat corresponding permissions keywords



None nomodify noannots noforms noassemble



Inserting, deleting, and rotating pages nomodify noannots noforms



Filling in form fields and signing existing signature fields nomodify noannots noassemble



Commenting, filling in form fields, and signing existing signature fields nomodify noassemble



Any except extracting pages noassemble



Table 5.3 Permission restriction keywords for the permissions option of PLOP_create_document( ) and 
PLOP_add_recipient( )



keyword explanation
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5.3 Applying Password Security on the Command-
Line
You can encrypt documents by specifying the userpassword or masterpassword option (or 
both) for PLOP_create_document( ). Note that a user password always requires a master 
password, but not vice versa. Full sample code for securing PDF documents and remov-
ing security with the PLOP library can be seen in the encrypt and decrypt programming 
samples, which are included in all PLOP packages. The equivalent options for the PLOP 
command-line tool are --user and --master.



Permission restrictions can be specified with the permissions option for PLOP_create_ 
document( ); the equivalent option for the command-line tool is --permissions.



Note On Windows passwords on the command line may contain Unicode characters outside the 
Latin-1 character set.



Encryption examples. The sample command-line calls below are shown with long 
command-line options; see Section 3.1, »PLOP and PLOP DS Command-line Options«, 
page 35, for abbreviated options.



Encrypt a file with user password demo and master password DEMO:



plop --user demo --master DEMO --outfile encrypted.pdf input.pdf



Encrypt all files in the current directory with the same user password demo and master 
password DEMO, and place the resulting files in the target directory output:



plop --targetdir output --user demo --master DEMO *.pdf



Passwords which contain space characters must be enclosed in braces (to follow option 
list syntax) and with straight quote characters (to follow shell syntax) as in the follow-
ing example: encrypt a document with the master password two words:



plop --master "{two words}" --outfile encrypted.pdf input.pdf



Encrypt and sign a document (see Section 7.2.2, »Signing with the built-in Engine«, page 
90, regarding the signature options):



plop --user demo --master DEMO --outfile signed+encrypted.pdf
--signopt "update=false digitalid={filename=demo_signer_rsa_2048.p12} 
password=demo" input.pdf



Permission settings. Apply the master password DEMO and the permission settings 
noprint, nocopy, and noannots to all files in a directory, and copy the resulting files to the 
target directory output. AES encryption is applied regardless of the encryption used in 
the input documents. Verbosity level 2 prints the names of all input and output files as 
they are processed:



plop --verbose 2 --master DEMO 
--permissions "noprint nocopy noannots" --targetdir output *.pdf
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Remove all permission restrictions from a file, and copy the result to a different output 
file with the same master password. This requires the master password for the input 
document:



plop --password DEMO --master DEMO --outfile unrestricted.pdf protected.pdf



Re-encrypt a document (e.g. to replace weak encryption with strong AES encryption or 
weak passwords with better ones), and clone the permission settings of the input docu-
ment. Copy the result to a different output file. This requires the master password for 
the input document:



plop --password DEMO --master LONGPASSWORD --permissions keep 
--outfile unrestricted.pdf protected.pdf



Decryption examples. Decrypt a single file with the master password DEMO. All access 
restrictions which may have been applied to the input document will be removed (since 
the output is unencrypted):



plop --password DEMO --outfile decrypted.pdf encrypted.pdf



Re-encrypt with stronger crypto. PLOP can be used to apply stronger encryption to 
documents which are encrypted with short keys or weak passwords. You must supply 
the old and the new password. PLOP uses strong AES encryption by default. The follow-
ing example assumes that the input is encrypted with the master password old, and the 
output will be AES-encrypted with the master password DEMO. The new password can 
even be the same as the old password. Of course you should only use really strong pass-
words (see »Security recommendations«, page 60), not short ones as in this example:



plop --password old --master DEMO --outfile strong.pdf weak.pdf
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6 Certificate Security
6.1 Certificate Security in Acrobat



Advantages of certificate security. PDF documents which are protected with password 
security can be opened if the user or master password is known. The disadvantage is 
that password distribution may be difficult since it requires a confidential channel. Al-
so, legitimate document recipients could accidentally or deliberately share passwords 
with other parties.



Certificate security offers an alternative to password security. It is based on public 
key cryptography and certificates. A document is encrypted for a number of recipients, 
where each recipient is identified by his certificate. Since certificates contain only the 
public key, but no confidential information, they don’t require any protection and can 
freely be distributed. In order to open a protected document a recipient needs the digi-
tal ID with the private key corresponding to the certificate which has been used for en-
cryption.



Certificate security offers the following advantages over password security:
> No passwords must be distributed to the recipients.
> Individual permission restrictions can be specified for each recipient or group of re-



cipients. Permissions are useful for distributing documents to users with different 
usage rights.



Fig. 6.1
Viewing certificate security set-
tings and permissions in Acrobat











68 Chapter 6:  Certificate Security



> Recipients cannot pass on document passwords to unauthorized third parties. While 
they could copy and pass on their digital software ID, the ID reveals their name and 
could further be abused, e.g. for forging their signatures. Also, hardware-based digi-
tal IDs cannot be copied.



Certificate Security is supported in Acrobat and Adobe Reader 6 and above. In the sec-
tions below we provide an overview of certificate security in Acrobat. Please refer to the 
Acrobat documentation for more details.



Preparations for certificate security. In order to work with certificate security you 
need digital certificates. More precisely, you need a digital ID (with a public/private key 
pair) for yourself and certificates (containing only a public key) for each recipient. There 
are two main options for obtaining certificates:



> Self-signed, e.g. created with Acrobat: if you receive certificates directly from the re-
cipients this method is simple and available at no additional cost. However, when a 
digital ID is lost it cannot be recovered, which means encrypted documents can no 
longer be opened.



> Digital IDs from a commercial CA are available for a fee, but they can be recovered in 
case of loss. If AATL certificates are used they can also be used for digitally signing 
documents such that validation in Acrobat doesn’t require any extra configuration 
(see Section 7.1.3, »Trusted Root Certificates in Acrobat«, page 86).



For creating protected documents you need only the recipients’ certificates with the 
public key. This differs from the requirements for opening protected documents where 
each recipient including yourself needs the corresponding digital ID with the private 
key. Since certificates don’t contain any confidential information they don’t require a 
password and can freely be distributed, while digital IDs are usually protected with a 
password or PIN.



Configuring your own digital ID for decryption. Acrobat supports several methods for 
configuring a digital ID so that it can be used for opening a protected document. Pro-
ceed as follows to create or install your own digital ID:



> Acrobat XI/DC: Edit, Preferences..., Signatures, Identities & Trusted Certificates, More..., 
Digital IDs, Add ID.



> Acrobat X: Edit, Protection, Security Settings, Digital ID, Add ID.



In the resulting dialog Add Digital ID you can either add an existing ID from file or create 
a new self-signed ID.



In order to export a trusted certificate or to create a certificate for your own digital ID 
(so that others can encrypt documents for you) proceed as follows:



> Acrobat XI/DC: Edit, Preferences..., Signatures, Identities & Trusted Certificates, More..., 
Trusted Certificates (for other people’s certificate) or Digital IDs (for your own certifi-
cate), select the ID or certificate, Certificate Details.



> Acrobat X: Edit, Protection, Manage Trusted Identities..., Display: Certificates, select a cer-
tificate, Show Certificate..., Export... .



This brings up the Certificate Viewer where you click Export... and Save the exported data 
to a file: Certificate File (not Certificate Message Syntax - PKCS#7). The exported certificate 
can be used as a recipient certificate (provided it is not yet expired).



Note Acrobat can also use digital IDs in the Windows certificate store.
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Applying certificate security with Acrobat. Once you configured your own digital ID 
and obtained recipient certificates you can encrypt a PDF document with the following 
steps in Acrobat XI/DC:



> Click File, Properties..., Security tab, Security Method: Certificate Security. In Acrobat DC 
you can use the following alternative sequence: Tools, Protect, Encrypt, Encrypt with 
Certificate. In the resulting dialog you can specify the type of PDF encryption which is 
used for certificate security (see Figure 6.2).



> In the next dialog you should select your own digital ID to ensure that you will be 
able to open the encrypted document later.



> Now select an arbitrary number of recipient certificates and adjust permissions if de-
sired. The recipient certificates can be pulled from the Windows certificate store, 
read from a file, or fetched from an online repository.



> Saving the file encrypts it according to the selected security settings.



In order to open the encrypted document again you need a digital ID with the private 
key which corresponds to one of the recipient certificates. The ID can be installed in 
Acrobat’s certificate store or in the Windows certificate store.



Fig. 6.2
Acrobat’s certificate security dialog with choice of PDF encryption algorithms at the bottom
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Decryption errors. If Acrobat cannot decrypt a document it issues the following error 
message:



A digital ID was used to encrypt this document but no digital ID is present to decrypt it. 
Make sure your digital ID is properly installed or contact the document author.
However, this message appears not only if the corresponding digital ID is missing, but 
also if the document cannot be decrypted for other reasons.



Acrobat incompatibilities with ECC recipient certificates. Acrobat XI and above sup-
port Elliptic Curve Cryptography (ECC) with curves P-256/P-384/P-521 for digital signa-
tures and encryption. However, certain Acrobat versions create a CMS object which 
doesn’t conform to RFC 5652 as amended by RFC 5753 »Use of Elliptic Curve Cryptography 
(ECC) Algorithms in Cryptographic Message Syntax (CMS)«. This makes encrypted docu-
ments incompatible with third-party software. Acrobat versions up to and including 
the following are affected:



> Acrobat XI 11.0.16
> Acrobat DC Continuous Track 15.016.20039
> Acrobat DC Classic Track 15.006.30172



Only newer Acrobat versions (released after May 2016) correctly implement ECC encryp-
tion, and therefore can be used with PLOP.
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6.2 Certificate Security in PDF



6.2.1 CMS Enveloped Data
PDF certificate security is based on the Cryptographic Message Syntax (CMS) according to 
RFC 5652. CMS describes an encapsulation syntax for various cryptographic features in-
cluding digital signatures, message authentication and encryption. PDF certificate secu-
rity makes use of the Enveloped Data functionality provided by CMS; encrypted e-mail 
works in a similar manner. To optimize storage requirements and performance certifi-
cate security is implemented in a hybrid manner: first an encryption key is created ran-
domly and encrypted against each recipient’s certificate. This process then uses public 
key encryption based on the RSA or Elliptic Curve Cryptography (ECC) algorithms and 
stores the encrypted versions of the random key in the CMS object. The random key is 
used to encrypt the actual CMS payload with a symmetric algorithm and store it in the 
CMS. Modern implementations generally use the AES algorithm for symmetric encryp-
tion. See Section 6.2.2, »Cryptographic Details«, page 73, for more details on this process 
and the involved algorithms.



Each recipient uses his private key to decrypt the symmetric key, and then uses the 
resulting key to decrypt the CMS payload. The combination of encrypted payload and 
an encrypted content encryption key for each recipient is called a digital envelope.



Since the first encryption step is asymmetric and the random key is kept only tem-
porarily, the creator of an encrypted document cannot decrypt it later unless his own 
certificate is included in the list of recipients.



There are two reasons for the hybrid approach with asymmetric and symmetric en-
cryption. Firstly, asymmetric encryption is very slow and suited only for small amounts 
of data. It is therefore applied only to the short symmetric encryption key and not the 
full payload. Secondly, this approach allows the payload to be encrypted only once with 
symmetric encryption, while only the short encryption key must be encrypted individ-
ually for each recipient. Encrypting the payload for each recipient would significantly 
increase the output file size.



The EnvelopedData structure in a CMS object contains one or more RecipientInfo struc-
tures (see Figure 6.4). Each of these contains information about a recipient’s certificate – 
usually the certificate issuer (CA) and serial number – and an encrypted key for the re-
cipient.



Recipient confidentiality. The recipient names are not present in the CMS object. How-
ever, the name of the certificate issuer as well as the certificate’s serial number can be 
retrieved from the CMS object without decryption. For certificates retrieved from a Pub-
lic Key Infrastructure this means that only the name of the CA and the serial number 
are exposed. Depending on the PKI this information may or may not be sufficient for 
identifying the recipient. However, for self-signed certificates the certificate holder her-
self signs the public key. As a result, the names of all recipients with self-signed certifi-
cates are visible in plaintext in the CMS object. In some situations exposing recipient in-
formation may be undesirable. You can solve this problem by avoiding self-signed 
certificates, or by using pseudonyms in self-signed certificates.



Number of recipients and CMS size. A document can be encrypted against an arbitrary 
number of recipient certificates. However, since a uniquely encrypted key is embedded 
for each additional recipient, the size of the CMS increases with the number of recipi-
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ents. The file size expansion depends on the length of the recipient’s public key and the 
amount of information in the certificate. Typically, the output file size increases by ca. 
1-2 KB per recipient.



Applying CMS to PDF Documents. A PDF document encrypted with certificate security 
contains one or more CMS object in the Recipients entry of the Encrypt dictionary. How-
ever, PDF doesn’t apply the CMS mechanism directly to the document contents, but 
adds another layer of encryption which is identical to password security. The CMS pay-
load doesn’t contain any PDF objects, but keying material which is used to derive the en-
cryption key for PDF objects. The symmetric algorithms used for encrypting PDF objects 
are the same which are used for password security (see Table 5.1). While certificate secu-
rity derives the document encryption key from the encrypted keying material in the 
CMS, password security derives this key from the secret password.



PDF permission restrictions. The same permission restrictions as for password securi-
ty can be applied to documents protected with certificate security (see Figure 6.1 and 
»Permission restrictions«, page 59). In addition to the permission restrictions for pass-
word security the following setting is possible with certificate security:



> Restrict printing and editing of the document and its security settings (see top of Figure 
6.3): If this restriction is active, the recipient can open and read the document, but 
certain operations such as printing and modifying the document are governed by 
other permission restrictions. If this restriction is not active, the recipient has full 
control over the document and can also change the security settings. This is similar 
to documents protected with password security where the user knows the master 
password. For this reason we call this master permission.



Different users may be assigned different permission restrictions. For example, in an 
enterprise context a manager may be assigned master permission so that she can edit 
the document, change the encryption or apply any other change, while her coworkers 
are only allowed to fill form fields and sign the document. The ability to apply specific 
permissions to each recipient or group of recipients is an important advantage of certif-
icate security over password security.



The permissions are included in the CMS payload which is encrypted for a particular 
recipient. For this reason permission restrictions for a specific recipient can only be de-
termined upon decryption for this recipient. It is not possible to query a recipient’s per-
missions without access to the corresponding digital ID.



Permission handling is a noteworthy difference between certificate security for PDF 
documents and e-mail. A PDF document can contain multiple CMS objects, where each 



Fig. 6.3
Setting permission restrictions



for certificate security in Acrobat
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object may in turn address a group of several recipients. Encrypted keys for recipients 
with the same permissions are stored in the same CMS object.



6.2.2 Cryptographic Details
Certificate security involves multiple encryption steps which may use different algo-
rithms and key lengths. The encryption steps described below are noted in Figure 6.4.



Step 1: CMS public key encryption and key wrap. Public key encryption is deployed to 
encrypt a randomly generated content encryption key (CEK), where the details vary be-
tween RSA and ECC recipient certificates. Different recipients may use a mixture of RSA 
and ECC keys as well as different RSA key lengths or ECC curves.



If the recipient’s certificate contains a public key for the RSA algorithm (RFC 5652), 
this key is used to encrypt the content encryption key. The supported RSA key lengths 
are not specified in the PDF Reference, but depend on the Acrobat version.



If the recipient’s certificate contains a public ECC key (RFC 5753), the Elliptic Curve 
Diffie-Hellman (ECDH) key agreement scheme and the public key in the recipient certif-
icate are used to derive yet another temporary key encryption key. A symmetric encryp-
tion algorithm called key wrap algorithm is then used to encrypt (wrap) the content en-
cryption key with the key encryption key. Acrobat XI/DC uses AES-128 or AES-256 as key 
wrap algorithm. The supported ECC curves are not specified in the PDF Reference, but 
depend on the Acrobat version.



CMS object (EnvelopedData)



RecipientInfo 1:
content encryption key (CEK)
(encrypted with John Doe’s public key)



RecipientInfo 2:
content encryption key (CEK)
(encrypted with Jane Blogg’s public key)



CMS payload (data):
seed for PDF encryption key + permissions
(encrypted with CEK)



RecipientInfo 3:
...



PDF encryption
key



PDF
document
encryption



Jane Blogg’s private key
(protected with



password or PIN)



content encryption
key (CEK)



Fig. 6.4
The CMS EnvelopedData 
structure contains encrypted 
keys for all recipients with the 
same permissions. A PDF doc-
ument contains one or more 
CMS objects (one for each set 
of permissions).
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Step 2: CMS content encryption. The content encryption key is used to encrypt the 
PDF encryption keying material (not the actual key itself) with a symmetric algorithm, 
resulting in the encrypted CMS payload. With PDF certificate security the CMS »con-
tent« doesn’t contain any PDF document data, but instead some keying material from 
which the final encryption key for PDF objects is derived.



The CMS content encryption algorithm can be selected from a number of algo-
rithms. Acrobat 7-X always use Triple-DES, while Acrobat XI/DC use AES-128. Since pay-
load encryption is required only once regardless of the number of recipients, the choice 
of algorithm doesn’t depend on the recipient certificates.



Step 3: PDF encryption. The PDF encryption key is applied to PDF objects which results 
in the data for displaying the document. This step is identical to password security.



The symmetric algorithm and key length for encrypting PDF objects are specified in 
the PDF reference and correspond to a subset of those used for password security (see 
Table 5.1). The same symmetric algorithm is used to encrypt all objects in the PDF docu-
ment. Only the algorithm for step 3 can be selected in Acrobat (see Figure 6.2, bottom). 
For the strong encryption introduced with Acrobat 7 and Acrobat 9 the PDF encryption 
algorithm is AES-128 or AES-256, respectively.



Algorithms and key lengths. Table 6.1 summarizes algorithms and key lengths for var-
ious PDF and Acrobat versions. All involved algorithms should have comparable 
strength since the weakest link is the most attractive target for attackers. However, 
Acrobat doesn’t always follow this rule. For example, Acrobat applies AES-128 CMS con-
tent encryption even in combination with AES-256 PDF encryption which means that 
the PDF encryption is weakened by the CMS encryption.



Table 6.1 PDF and CMS encryption algorithms for certificate security and support in Acrobat



PDF/Acrobat version and
pCOS algorithm number



Step 1: CMS public key 
algorithm and key wrap



Step 2:
CMS content encryption



Step 3: PDF 
encryption



PDF 1.4 (Acrobat 5),
pCOS algorithm 5



Acrobat 6 and above:
2048-bit RSA



Acrobat 6-X: Triple-DES
Acrobat XI/DC: 128-bit AES1



PLOP: only reading supported



1. The use of AES-128 for algorithm 5 means that documents encrypted with the setting »128-bit RC4 (Compatible with Acrobat 6 and
later)« in Acrobat XI/DC cannot actually be opened in Acrobat 6 since this version doesn’t support AES.



128-bit RC4 (weak)



PDF 1.6 (Acrobat 7),
pCOS algorithm 6



Acrobat 7 and above:
up to 4096-bit RSA
Acrobat 8 and above:
up to 8192-bit RSA2



2. RSA-8192 keys require Acrobat X or above and are not supported by Acrobat on OS X.



Acrobat 7-X: Triple-DES
Acrobat XI/DC: 128-bit AES
PLOP: 128-bit AES



128-bit AES (strong)



PDF 1.7ext3 (Acrobat 9),
pCOS algorithm 10



Acrobat 9 and above:
up to 8192-bit RSA3



Acrobat XI/DC4: ECC with 
P-256/P-384 and key wrap 
AES-128, or P-521 with key 
wrap AES-256.5



3. When decrypting documents with an ID in the Windows certificate store, Acrobat supports only keys where the length is a multiple
of 8 bits.
4. Acrobat 9/X don’t support ECC encryption. However, if a document has been encrypted against both an RSA and an ECC recipient
certificate and both recipients have different permissions, Acrobat 9/X can open the document with an RSA ID.
5.  Specific Acrobat versions are required for ECC encryption, see »Acrobat incompatibilities with ECC recipient certificates«, page 70.



Acrobat XI/DC: 128-bit AES
PLOP: 256-bit AES



256-bit AES (strong)
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6.3 Use Cases for Certificate Security
In this section we discuss use cases which benefit from the advantages of certificate se-
curity. In most cases the following questions should be analyzed:



> Is it required to include the author’s own certificate in the list of recipients? If it is 
not included the author won’t be able to open the protected document.



> Which permission restrictions are applicable to each recipient or group of recipi-
ents?



Distribute confidential documents to a closed group of recipients. Members of a 
group want to exchange confidential documents so that all other group members can 
use the documents. The PDFs are encrypted against the certificates of all group mem-
bers. If the creator of a document includes his own certificate when encrypting the file, 
only a single version of the document is required. Although the number of recipients is 
not strictly limited, it should be kept in mind that each recipient slightly enlarges the 
document.



In a variation of this use case some recipients (the managers) are allowed to modify 
the document, while regular employees are only allowed fill form fields and sign the 
PDF. This distinction can be achieved with separate recipient groups where each group 
is assigned appropriate permissions.



If the number of group members gets large (thousands of recipients), the group can 
be split into smaller sets. A small number of recipients in each subset minimizes the file 
size, while a large number of recipients in each subset reduces the number of different 
protected versions which must be created based on the same document.



Serially signing a confidential document. A confidential document is encrypted for a 
number of recipients. The recipients are expected to digitally sign the document, but 
are not allowed to apply any modification. To achieve this, the permissions are set to al-
low only signing, but no modifications. Recipients can use the same digital ID for de-
crypting and signing the document, provided it has been issued to allow both activities.



Digital rights management. Documents with commercial contents are distributed to 
paying customers. Each subscriber or buyer receives a protected PDF which has been en-
crypted against his personal certificate. In order to create an individual document ver-
sion for each recipient, many protected versions of the same document can be created. 
The nomaster permission restriction is set to prevent customers from tampering with 
the document.



Secure storage and archiving. In this scenario an archive receives documents which 
must be protected. Each archived document is encrypted against the archive owner’s 
certificate. Only a single protected version must be created for each archived document.



Invoice and statement distribution. A customer-specific invoice, statement or transac-
tion document is encrypted against the customer’s certificate to ensure confidentiality. 
A single protected version of each document is created and provided to the customer. 
The nomaster permission restriction is set to prevent customers from tampering with 
the document.
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6.4 Certificate Security with PLOP
PDF encryption algorithm and key length. PLOP always applies certificate encryption 
in combination with the strong algorithms AES-128 or AES-256, but never the weak RC4 
algorithm. The PDF encryption algorithm can be selected with the encryption option of 
PLOP_create_document( ):



> For encryption=algo6: the PDF version is increased to PDF 1.6 if required and certifi-
cate encryption with AES-128 according to Acrobat 7 (pCOS algorithm 6) is applied.



> For encryption=algo10 (which is the default): the PDF version is increased to PDF 
1.7ext3 if required and certificate encryption with AES-256 according to Acrobat 9 
(pCOS algorithm 10) is used.



The PDF encryption algorithm (i.e. AES-128 or AES-256) is also used for CMS content en-
cryption; no weak algorithms are deployed.



Specifying recipient certificates. For each recipient a certificate must be supplied 
which contains the recipient’s public key. Unlike a digital ID a certificate does not con-
tain any private key and therefore doesn’t have to be protected. The PDF document is 
encrypted such that only the specified recipients are able to decrypt it with the private 
key corresponding to the public key in their certificate.



Each recipient must be specified with a call to PLOP_add_recipient( ) before an output 
document can be created (full sample code is available in the certsec mini sample which 
is included in all PLOP packages):



if (plop.add_recipient("certificate={filename=demo_recipient_1.pem}") == -1)
{



/* emit warning and continue */
System.err.print("Warning: ", plop.get_errmsg());



}
...
if (plop.create_document(out_filename, optlist) == -1) {



System.err.println("Error: " + plop.get_errmsg());
plop.delete();
System.exit(2);



}



Specifying at least one recipient activates certificate security. Once a list of recipients 
has been created, it will be applied to all subsequently generated documents until a new 
list is created with additional calls to PLOP_add_recipient( ).



Recipients can be specified in the PLOP command-line tool with the --recipient op-
tion.



Requirements for recipient certificates. A recipient certificate used for protecting PDF 
documents with PLOP must meet the following requirements:



> If the certificate contains a key usage extension it must enable the certificate for en-
cryption. Certificates which are only enabled for digital signatures cannot be used 
for encryption.



> The certificate must be valid, i.e. its expiration date must not have been reached.
> By default RSA keys are only accepted if the key length is a multiple of 8 bits. Odd-



sized keys are accepted with the option conformance=extended. However, Acrobat 
cannot open the resulting documents with a digital ID in the Windows certificate 
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store, but only with an ID in the Acrobat certificate store. It is recommended to use 
keys where the length is a multiple of 64 bits.



> ECC recipient certificates with curves other than P-256/P-384/P-521 are rejected by de-
fault, but are accepted with the option conformance=extended. However, the encrypt-
ed documents cannot be opened with Acrobat XI/DC.



Permission restrictions. Permission restrictions, e.g. printing not allowed, can be spec-
ified separately for each recipient in the permissions option of PLOP_add_recipient( ). Un-
less specified otherwise, all actions are allowed by default. Table 5.3 lists the supported 
permission restriction keywords.



Note that Acrobat doesn’t provide independent control over all four permission re-
strictions related to changing the document, but groups some of the restrictions togeth-
er. Table 5.4 relates Acrobat settings (the values of the »Changes allowed« list in Figure 
6.3) to the corresponding combinations of PLOP permission restriction keywords.



Sample option list for PLOP_add_recipient( ) to prohibit all document modifications 
except form filling and signing:



certificate={filename=demo_recipient_1.pem} permissions={nomodify noannots noassemble}



Cryptographic engines. The builtin and mscapi engines discussed in Section 7.2, »Sign-
ing with PLOP DS«, page 89, can also be used for retrieving recipient certificates for en-
cryption.



The engine can be specified with the engine option of PLOP_add_recipient( ) and deter-
mines suboptions for certificate selection:



> With engine=builtin (the default) certificates must be supplied as X.509 files in PEM or 
DER encoding, e.g.



engine=builtin certificate={filename=demo_recipient_1.pem}



The specified certificate file must contain exactly one encryption certificate.
> With engine=mscapi certificates can be fetched from the Windows certificate store. 



They are selected by the name of the certificate store and the recipient’s subject 
name in the certificate, e.g.



engine=mscapi certificate={store=My subject={PLOP Demo Recipient 1}}



Decrypting protected documents. In order to decrypt a document which is protected 
with certificate security you need a digital ID corresponding to one of the recipient cer-
tificates in the document. The digitalid option of PLOP_open_document( ) must be sup-
plied along with the corresponding password for accessing the ID, e.g.



digitalid={filename=demo_recipient_1.p12} password=demo



If the digital ID is fetched from the Windows certificate store, all IDs in the specified 
store are checked to decrypt the document. For this reason the subject suboption for se-
lecting an ID is not required:



engine=mscapi digitalid={store=My}



Since My is the default store name this can be further abbreviated as follows:



engine=mscapi
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Required credentials for various PLOP operations. In order to strictly obey the author’s 
intentions as reflected by a PDF document’s permission settings, not all operations on 
documents protected with certificate security may be allowed. PLOP processes docu-
ments which are protected with certificate security according to the following rules:



> Querying the encryption status with the pCOS pseudo object encrypt/algorithm etc. is 
always possible, regardless of the availability of a suitable digital ID.



> Querying other document properties with the pCOS interface requires a suitable dig-
ital ID, i.e. an ID with a private key which matches one of the recipient public keys in 
the encrypted document. This can be checked with pcosmode=1.



> Signing a document in incremental update mode also requires a suitable digital ID. 
In addition the noannots permission setting in the document must be set to false to 
allow signing. This can be checked with the encrypt/noannots pCOS pseudo object.



> Processing the document in any other way, e.g. removing encryption or changing 
the permission settings, requires a suitable digital ID. In addition the document 
must set master permission for the ID which is used to open the document. This can 
be checked with pcosmode=2.



Table 6.2 summarizes the requirements for all operations.



Querying recipients and permissions with pCOS. You can use the pCOS pseudo object 
encrypt/recipients to check for certificate security. If the value of



length:encrypt/recipients



is larger than zero, each entry in this array contains a CMS object for a group of one or 
more recipients with identical permissions. Since each CMS object may contain one or 
more recipients the array length does not necessarily indicate the total number of re-
cipients.



The pcosmode pseudo object can be used to check whether a suitable digital ID was 
supplied for opening the document, and whether the master permission is set:



> Minimum pCOS mode (pcosmode=0): no suitable digital ID was supplied.
> Restricted pCOS mode (pcosmode=1): a suitable digital ID for opening was supplied, 



but the document does not set master permission for this recipient. Signing the doc-
ument is only allowed if the noannots permission is set to false.



> Full pCOS mode (pcosmode=2): a suitable digital ID was supplied and the document 
sets master permission for this recipient. All document permissions are granted 
without restriction and all PLOP operations are allowed.



Table 6.2 Required digital IDs for various operations on encrypted documents



available ID, master 
permission and pCOS mode



query encryption
status with pCOS



query other document 
properties with pCOS



sign in
update mode



other processing,
e.g. change encrypt.



none (pCOS mode 0) yes no no no



suitable ID available and 
master permission not set
(pCOS mode 1)



yes yes only if
noannots=false



no



suitable ID available and 
master permission set for 
this ID (pCOS mode 2)



yes yes yes yes
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Permission restrictions can be checked with the following entries in the encrypt pCOS 
pseudo object (e.g. encrypt/noassemble):



noaccessible, noannots, noassemble, nocopy, noforms, nohiresprint, nomodify, noprint



Note that there is no pseudo object encrypt/nomaster since the status of the master per-
mission flag can be checked with pcosmode=2. Refer to the pCOS Path Reference for more 
information. The dumper mini sample contains code for identifying documents with 
certificate security.
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6.5 Applying Certificate Security on the 
Command-Line
The sample command-line calls below are shown with long command-line options; see 
Section 3.1, »PLOP and PLOP DS Command-line Options«, page 35, for abbreviated op-
tions.



Encryption. Recipient certificates can be specified in the --recipient command-line op-
tion or its short form -r. This option can be repeated for multiple recipients.



Encrypt a document for a single recipient provided the certificate is available on file:



plop --recipient "certificate={filename=demo_recipient_1.pem}" 
--outfile encrypted.pdf input.pdf



Encrypt a document for a recipient and restrict its permissions so that printing and 
copying are not allowed:



plop --recipient "certificate={filename=demo_recipient_1.pem permissions={noprint
nocopy}}" --outfile encrypted.pdf input.pdf



Encrypt a document for two recipients, provided the certificates are available on file:



plop --recipient "certificate={filename=demo_recipient_1.pem}" 
--recipient "certificate={filename=demo_recipient_2.pem}"
--outfile encrypted.pdf input.pdf



Encrypt a document for a large number of recipients: in this situation response files for 
the PLOP command-line tool are useful (see »Response files«, page 37). Create a text file 
recipients.txt with all required recipient options:



--recipient "certificate={filename=demo_recipient_1.pem}"
--recipient "certificate={filename=demo_recipient_2.pem}"
--recipient "certificate={filename=demo_recipient_3.pem}"
--recipient "certificate={filename=demo_recipient_4.pem}"
...



Next, supply the name of this response file in the PLOP command-line call, preceded by 
an @ character:



plop @recipients.txt --outfile encrypted.pdf input.pdf



Encrypt a document for a single recipient for which a certificate is available in the Win-
dows certificate store:



plop --recipient "engine=mscapi certificate={store=My subject={PLOP Demo Recipient 1}}" 
--outfile encrypted.pdf input.pdf



Encrypt and sign a document (see Section 7.2.2, »Signing with the built-in Engine«, page 
90, regarding the signature options). This requires the recipient certificate and the sign-
er’s digital ID:
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plop --recipient "certificate={filename=demo_recipient_1.pem}" 
--signopt "update=false digitalid={filename=demo_signer_rsa_2048.p12} password=demo" 
--outfile signed+encrypted.pdf input.pdf



Permission settings. Protect a document for two recipients where the first recipient is 
granted full access, while the second recipient is only allowed to sign the document 
without applying any changes. Since the noforms permission restriction keyword is ab-
sent, form filling and signing are allowed for the second recipient:



plop --recipient "certificate={filename=demo_recipient_1.pem}" 
--recipient "certificate={filename=demo_recipient_2.pem} 



permissions={nomodify nocopy noannots noassemble}" 
--outfile encrypted.pdf input.pdf



Encrypt a document for a single recipient who is only allowed to view the document:



plop --recipient "certificate={filename=demo_recipient_1.pem}" 
permissions={noprint nomodify nocopy noannots noassemble noforms}" 
--outfile encrypted.pdf input.pdf



Decryption. Decrypt a document which has been protected with certificate security 
and create an unprotected version, assuming a suitable digital ID is available on file:



plop --inputopt "digitalid={filename=demo_recipient_1.p12} password=demo" 
--outfile decrypted.pdf encrypted.pdf



Decrypt a protected document and create an unprotected version, assuming a suitable 
digital ID is available in the Windows certificate store My. Since the store option defaults 
to My and PLOP automatically locates a suitable ID, the digitalid option can be omitted. 
The password option can also be skipped since the private key is protected by the Win-
dows login:



plop --inputopt "engine=mscapi" --outfile decrypted.pdf encrypted.pdf
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7 Digital Signatures with PLOP DS
Note The ability to digitally sign PDF documents is only available in PDFlib PLOP DS, but not in the 



PLOP base product.



7.1 Introduction
7.1.1 Basic Concepts of Digital Signatures



Explaining the details of digital signatures is beyond the scope of this manual. Howev-
er, we will mention some important components which play a role for digitally signing 
PDF documents with PLOP DS. These components collectively form a Public Key Infra-
structure (PKI).



Digital signatures are based on Public Key Cryptography, also called asymmetric en-
cryption. It works with a private key which is only available to the person who signs a 
document, and a public key which is available to everyone so that they can validate the 
signatures.



Certificates. Public keys are generally distributed in a so-called certificate which con-
tains the signer’s public key and his name and contact details. In order to avoid forged 
certificates this information package is again signed by a trusted third party which is-
sues a certificate to a person or other entity, such as an enterprise or a server. Such 
trusted third parties are called Certificate Authority (CA) or Trust Center (TC). The CA’s 
own certificate is called the root certificate. It is usually published on the CA’s web site 
for everyone to download it. Certificates are generally stored in X.509 format.



Since encrypting a document with certificate security requires only the public key, 
the recipient’s certificate is sufficient. On the other hand, decrypting such a document 
requires the private key which is only available in the recipient’s digital ID (see below).



Certificate chain. A signing certificate issued by a CA is considered trustworthy if the 
issuing CA or the higher-up CA which issued the intermediate CA’s certificate is consid-
ered trustworthy. The list of certificates which are linked by signing the respective next 
certificate from the root CA down to the end-user certificate which is actually used to 
sign a document is referred to as the certificate chain. The top-level CA certificate in the 
chain is called the root certificate. In order for a signature to be regarded as valid all cer-
tificates in the chain must be valid.



Digital IDs. It is important to distinguish certificates from a package containing both 
the certificate and the corresponding private key, which is called a digital ID. While cer-
tificates can freely be distributed to everyone, digital IDs must be carefully protected 
since they contain confidential information (the private key). Accessing the private key 
in a digital ID in order to apply a digital signature or to decrypt a document protected 
with certificate security usually requires a password or passphrase. A common storage 
format for digital IDs is PKCS#12 (also called PFX on Windows). Note that certificates and 
digital IDs are not always clearly distinguished: it is common to talk about signing a 
document with a certificate when it would be more accurate to call it signing with a digital 
ID.
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Certificate revocation checking. Certificates are valid for a certain period of time. They 
are no longer valid as soon as their expiration date has passed, or if they have explicitly 
been revoked by the CA. Revoking a certificate may be necessary because the certificate 
holder has left the associated organization or the private key has been compromised.



Certificate checking usually involves an online query using a protocol called OCSP 
(Online Certificate Status Protocol) or certificate revocation lists (CRLs). More details 
about both methods can be found in »OCSP overview«, page 107, and »CRL overview«, 
page 109.



Time-stamping. Time-stamps apply a digital signatures to the representation of a par-
ticular point in time, where the time may be obtained from a trusted and accurate time 
source. Time-stamps can be integrated into a regular signature to ensure that the signa-
ture and the signed document existed before a certain point in time. Time-stamps can 
also be applied separately to PDF documents. See Section 7.5.1, »Time-Stamp Configura-
tion«, page 113, for more information about time-stamping servers and protocol details.



Sources of digital IDs. There are various sources where you can obtain a digital ID. 
Many IDs are intended for signing e-mail; these e-mail IDs can also be used in PLOP DS 
for signing PDF documents. Your choice of source for a digital ID depends on the num-
ber of required IDs (e.g. one per employee or only one corporate ID) and the desired de-
gree of control:



> Obtain a digital ID from one of the public CAs which issue commercial or free IDs. In 
order to facilitate signature validation with Acrobat it is recommended to create sig-
natures with a digital ID from a CA which is installed as trusted root in Acrobat (see 
»Trusted Root Certificates in Acrobat«, page 86).



> For large organizations: Build your own private CA so that you can create digital IDs 
yourself. There are various software packages available for building a CA. Examples 
include the free OpenSSL software (see www.openssl.org), the keytool application 
which is part of Java, and the Certificate Services which are part of the Microsoft Win-
dows Server operating system.



> For testing purposes or exchange within a controlled or small user group: Create a 
digital ID from a self-signed certificate. You can create self-signed certificates in 
Acrobat as follows:
Acrobat XI/DC: Edit, Preferences, Signatures, Identities & Trusted Certificates, More..., Add 
ID, A new digital ID I want to create now
Acrobat X: Tools, Sign&Certify, More Sign & Certify, Security Settings, Digital IDs, Add ID, A 
new digital ID I want to create now;
In the next step you can specify a PKCS#12 disk file or the Windows certificate store 
as target. Both methods are supported in PLOP DS.



7.1.2 Signatures in Acrobat and PDF
PDF supports different kinds of digital signatures which are discussed below. Signatures 
are implemented as form fields in PDF. PDF signatures always relate to the whole docu-
ment (as opposed to single pages) and are available in two flavors:



> Invisible signatures do not occupy any space on the page. They can be viewed in 
Acrobat by bringing up the Signatures pane (Acrobat X/XI/DC: View, Show/Hide..., Navi-
gation Panes, Signatures...).





http://www.openssl.org/
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> Visible signatures use a rectangular form field which is located somewhere on a page 
in the document. You can specify the page number, field name and field coordinates.



Additional properties can be specified for both types of signatures, e.g. location, reason 
for signing, and contact information.



Approval signatures. The most common signature type used for PDF is called 
signature. A PDF document may contain one or more approval signatures. An 
approval signature is placed in a form field of type signature which may be visi-
ble or invisible. An approval signature ensures that the document has been signed by 
the holder of the digital ID and also makes sure that document changes can be detected. 
Any change applied to the document invalidates the signature. Approval signatures are 
related to an individual person or entity who creates the signature. Since nobody else 
has access to the necessary credentials the signer cannot deny the state of the docu-
ment at signature time (non-repudiation).



When opening a document with an approval signature Acrobat usually displays a 
blue bar near the top (unless the document conforms to PDF/A in which case the PDF/A 
bar has priority over the signature bar). If the signature is valid the blue bar contains a 
green check mark. The signature is also shown in Acrobat’s Signatures pane.



Approval signatures may optionally contain certificate revocation information and 
a time-stamp for long-term validation. Both items are obtained from a trusted server 
over the network when the signature is created.



Approval signatures are the default signature type in PLOP DS. They require at least 
PDF 1.6 output. If necessary, PLOP DS increases the PDF version accordingly.



Approval signatures are reported in pCOS as signaturefields[...]/sigtype=approval.



Certification signatures. The first signature in a document may be a certifica-
tion signature. This type is also called author signature because it certifies the 
state of the document as the author created it. The document author may allow 
certain types of modifications which can be applied to the document without breaking 
the signature. Certification signatures are therefore also called Modification Detection 
and Prevention (MDP) signatures. The following types of allowed modifications can be 
specified (see Table 7.6):



> No changes allowed: useful for typical read-only documents such as press releases, 
government publications, etc. In this case even adding an approval or document-lev-
el time-stamp signature invalidates the certification signature.



> Form filling and adding digital signatures (by clicking a signature field, but not via 
Acrobat’s menu items) allowed: the certification signature ensures form users that 
they are working with the authentic document, e.g. a purchase order form. When 
they fill in editable form fields or apply an approval signature the certification sig-
nature is not invalidated. Adding pages by spawning page templates is also allowed 
(as opposed to manually adding pages), but this technique is rarely used.



> Form filling, adding digital signatures and annotations allowed: this could be used 
e.g. by a notary who wishes to add a comment to a signed document where the com-
ment contains details about the nature of the attestation.



When opening a document with a certification signature Acrobat displays a blue ribbon 
in the blue signature bar near the top. The signature is also shown in Acrobat’s Signa-
tures pane (with a blue ribbon if it is valid).
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Certification signatures can be created with PLOP DS with the certification signature 
option (see Section 7.3.6, »Certification Signatures«, page 104). They require at least 
PDF 1.6 output. If necessary, PLOP DS increases the PDF version accordingly.



Certification signatures are reported in pCOS as signaturefields[...]/sigtype=certifi-
cation.



Document-level time-stamp signatures. Time-stamp signatures must not be 
confused with an embedded time-stamp in an approval or certification signa-
ture. A document may contain any number of time-stamp signatures. A time-
stamp signature ensures that the document existed at a particular point in time. The 
time-stamp is obtained from a trusted server over the network and is not related to an 
individual person or entity who signed the document. Time-stamp signatures play an 
important role for long-term validation since they can be used to refresh existing signa-
tures. Time-stamp signatures are placed in a form field, but they are always invisible.



When opening a document with a time-stamp signature Acrobat displays a green 
check mark in the blue signature bar near the top. The signature is also shown in the 
Signatures pane (with a clock-and-stamp icon if it is valid).



Time-stamp signatures can be created with PLOP DS with the doctimestamp signature 
option (see Section 7.5.3, »Document-Level Time-Stamp Signatures«, page 115). They re-
quire at least PDF 1.7ext8 output. If necessary, PLOP DS increases the PDF version accord-
ingly.



Time-stamp signatures are reported in pCOS as signaturefields[...]/sigtype=doctime-
stamp.



Usage rights signatures. A document may contain up to two usage rights sig-
natures. They can be used to enable certain editing features in Adobe Reader, re-
sulting in so-called Reader-enabled PDF documents. Usage rights signatures are 
not bound to signature form fields and are not shown in Acrobat’s Signatures pane.



Usage rights signatures cannot be created with PLOP DS, but they can queried with 
the pCOS pseudo object usagerights.



7.1.3 Trusted Root Certificates in Acrobat
Adobe Reader and Acrobat accept CA certificates from the sources listed below. These 
are called trusted roots or trust anchors. You can display Acrobat’s list of trusted root 
certificates with Edit, Preferences, Signatures, Identities & Trusted Certificates, More..., Trusted 
Certificates (see Figure 7.1). Certificates which chain to one of the certificates in the trust-
ed root list certificates are considered trustworthy. Since no Acrobat configuration by 
the end user is required in order to successfully validate signatures which chain to one 
of the certificates in Acrobat’s root store, it is recommended to create signatures with 
certificates under the AATL or EUTL root CAs described below.



Adobe Approved Trust List (AATL). The AATL1 contains commercial, institutional and 
governmental certificate authorities (CAs) from many countries around the world. At 
the time of writing dozens of CAs participate in the AATL program.



AATL root certificates are built into Acrobat and Adobe Reader X/XI/DC. Acrobat 
trusts these root certificates and all certificates which chain up to one of these trusted 
roots. No manual configuration is required to establish this trust relationship.The list 



1. See helpx.adobe.com/acrobat/kb/approved-trust-list1.html for more information and a list of participating CAs.





http://helpx.adobe.com/acrobat/kb/approved-trust-list1.html
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can be updated automatically on a regular basis, or manually via Edit, Preferences, Trust 
Manager, Automatic Adobe Approved Trusted Certificates Updates.



AATL CAs issue certificates only on a secure token certified according to FIPS 140-2 
Level 2, certified as a Secure Signature Creation Device (SSCD) according to EU regula-
tions, or equivalent standards. In many cases the certificate is stored on a SafeNet token 
or a Hardware Security Module (HSM). AATL certificates are never distributed on file, 
but only on a secure token.



Some CAs issue both AATL and non-AATL certificates under the same root. In this 
case the certificate policy must explicitly state that the certificate has been issued in 
compliance with the AATL rules. Otherwise Acrobat does not consider it as valid under 
the known trusted root CAs.



Acrobat also includes CA certificates from Adobe’s older Certified Document Services 
(CDS) program which was introduced in 2005 and is the predecessor of AATL. While 
AATL CAs are directly treated as a trusted root in Acrobat, CDS certificates chain to the 
Adobe Root certificate. The following CAs are part of the CDS program: Entrust, Global-
Sign, Keynectis, Post.Trust, and Symantec.



European Union Trust List (EUTL). Adobe Reader and Acrobat XI (starting with 11.0.6) 
and DC support trusted root certificates from the European Union Trust List (EUTL) ac-
cording to ETSI TS 119 6121. The EUTL update can be controlled via Edit, Preferences, Trust 
Manager, Automatic European Union Approved Trusted Certificates Updates. The EUTL in-



1. See www.etsi.org/deliver/etsi_ts/119600_119699/119612/01.01.01_60/ts_119612v010101p.pdf and
ec.europa.eu/digital-agenda/en/eu-trusted-lists-certification-service-providers 



Fig. 7.1
List of trusted certificates in Acrobat





http://www.etsi.org/deliver/etsi_ts/119600_119699/119612/01.01.01_60/ts_119612v010101p.pdf


http://ec.europa.eu/digital-agenda/en/eu-trusted-lists-certification-service-providers
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cludes root certificates from the Trusted Lists of all EU member states according to the 
eIDAS framework (EU Regulation 910/2014).



Manually adding trusted roots. Acrobat also accepts root certificates imported manu-
ally into Acrobat or Adobe Reader via Edit, Preferences, Signatures, Identities & Trusted 
Certificates, More..., Trusted Certificates. The certificate must be configured as trusted root 
via Edit Trust, Trust tab, and activating Use this certificate as trusted root. This may be use-
ful for enterprise PKIs with a custom root CA. While this configuration works for any 
trusted root certificate, it requires manual intervention by the user and is therefore un-
desirable in some workflows.



Certificates in the Windows certificate store. Acrobat optionally treats root certifi-
cates in the Windows certificate store as trusted. This can be controlled via Edit, 
Preferences, Signatures, Verification, More..., Windows Integration.
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7.2 Signing with PLOP DS
7.2.1 Overview



PLOP DS supports multiple cryptographic engines which implement the public key and 
hashing algorithms required for digitally signing a document. Signatures are prepared 
in the PLOP DS library with PLOP_prepare_signature( ) and PLOP_create_document( ) API 
function or the option --signopt (shorthand notation: -S) of the PLOP DS command-line 
tool.



In order to apply a digital signature with PLOP DS you need a digital ID. If you work 
with a digital ID file or token you need the corresponding password. If you work with a 
personal (account-specific) digital ID in the Windows certificate store the ID is usually 
protected by your Windows login.



Crypto engines for creating digital signatures. PLOP DS supports various cryptograph-
ic engines. A cryptographic engine is a piece of software or hardware which implements 
various cryptographic functions that are required to generate digital signatures. The 
choice of a cryptographic engine affects the format and storage location of digital IDs, 
integration with other software and the operating system. PLOP DS supports the follow-
ing cryptographic engines:



> The builtin engine implements the required cryptographic functions directly in the 
PLOP DS kernel, without any external dependencies. This engine is active by default, 
but can also be selected explicitly with the signature option engine=builtin.



> The pkcs#11 engine refers to a software interface called PKCS#11 which provides uni-
fied access to cryptographic tokens, where token stands for a smartcard, USB stick or 
other cryptographic device. Tokens offer higher security than software certificates, 
and are often protected with a PIN. The PKCS#11 engine is also used for accessing a 
Hardware Security Module (HSM). The PKCS#11 engine can be selected with the signa-
ture option engine=pkcs#11.



> The mscapi engine refers to the Microsoft Cryptographic API (available only on Win-
dows), which is an integrated part of the operating system. It allows PLOP DS to inter-
operate with the cryptographic infrastructure provided by Windows as well as third-
party software or hardware which is attached via a CAPI driver. The mscapi engine 
can be selected with the signature option engine=mscapi.



> Alternatively a user-supplied cryptographic engine can be used to ensure that all 
cryptographic operations (hashing and signing) are performed in a dedicated cryp-
tographic library. Attaching such an external cryptographic module requires a spe-
cial PLOP build which is available on request.



Supported formats for digital IDs. PLOP DS requires a digital ID for signing PDF docu-
ments. A digital ID contains the signer’s digital certificate plus the corresponding pri-
vate key, and is usually protected by a password or other means. PLOP DS supports the 
following kinds of digital IDs:



> Platforms with engine=builtin: digital ID files in PKCS#12 format (usually .p12or.pfx)
> Platforms with PKCS#11 support with engine=pkcs#11: digital IDs stored on a smart-



card or other cryptographic token (device) attached to the computer.
> Windows with engine=mscapi: digital IDs in the Windows certificate store.
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7.2.2 Signing with the built-in Engine
The built-in engine is the default engine. It works with file-based digital IDs and pro-
vides full functionality and control.



Unlocking the private key. Digital IDs (more precisely: the private key contained in the 
digital ID) are generally protected with a password, passphrase, or PIN since they con-
tain the confidential private key for creating the digital signature. In order to unlock a 
digital ID for use with PLOP DS you must provide proper authentication. If you supply 
the wrong password PLOP DS will throw an exception.



You must supply the corresponding password with the password signature option. If 
you are using the PLOP DS command-line tool it is strongly recommended to supply the 
password indirectly in an auxiliary file with the passwordfile suboption. If you supply 
the password directly instead of in a password file other users could possibly read it 
since the command-line may be visible to other users on a multi-user system.



Option list example. The examples below show how to digitally sign PDF documents 
with the PLOP DS command-line tool. The option list supplied to --signopt can be sup-
plied to the PLOP DS API function PLOP_prepare_signature( ) in order to create a signature 
from within your own program. Full programming examples for all supported lan-
guage bindings are contained in the PLOP DS package. The examples use the digital ID 
file demo_signer_rsa_2048.p12 with the password demo which is included in the distribu-
tion packages.



Create an invisible signature for a PDF document, using a digital ID from the file 
demo_signer_rsa_2048.p12. The password for the digital ID is contained in the file pw.txt:



plop --signopt "digitalid={filename=demo_signer_rsa_2048.p12} passwordfile=pw.txt" 
--outfile signed.pdf input.pdf



7.2.3 PKCS#11 Engine for a cryptographic Token
Using the PKCS#11 engine in PLOP DS you can use certificates on a cryptographic token 
such as a smartcard or USB stick, or on a Hardware Security Module (HSM). Using such a 
device for signature creation requires a DLL or shared library which implements a to-
ken-specific protocol. This PKCS#11 DLL/SO is provided by the token vendor as part of 
the corresponding software package. It must be installed on the system and made avail-
able to PLOP DS. On Windows this means the DLL must either be copied to the Windows 
system directory, a directory which is included in the PATH environment variable, or 
the current directory of the application. Note that a PKCS#11 DLL/SO may depend on 
other DLLs. In this case all required DLLs supplied by the vendor must be made available 
to PLOP DS.



Selecting a private key. A signature device may contain multiple digital IDs, e.g. one 
for encrypting E-mails and another one for digitally signing documents. If multiple sig-
nature certificates are present on the token you must supply one of the suboptions 
issuer, label, serial or subject of the digitalid option to select the appropriate certificate by 
one of these criteria. A label can be assigned to a key with the administration software 
for the token. Issuer, serial number and subject are intrinsic fields of the certificate.
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Unlocking the private key on a token. If the cryptographic token allows a passwords 
or PIN to be submitted by software you must supply the password signature option as 
with engine=builtin. If the token requires direct PIN or password entry (e.g. a smartcard 
reader with attached keyboard) you can omit the password option (or supply an empty 
string) and must manually type the PIN on the token’s keyboard. Details of password/
PIN handling vary among cryptographic tokens.



Some tokens automatic log out after a certain period of time or a specified number 
of signatures. For mass signatures you must configure the token appropriately to avoid 
automatic logout.Please refer to your token documentation for details. If the token au-
tomatically logs out you will experience the following error message:



Error adding signature data ('PKCS#11: couldn't create signature
(C_Sign: CKR_USER_NOT_LOGGED_IN)')



PKCS#11 example. In the following examples we refer to the vendor-specific PKCS#11 
DLL as cryptoki.dll. The name of the actual DLL may be different.



Create an invisible signature for a PDF document, using a digital ID from a token ad-
dressed via PKCS#11. The PIN for the token is contained in the file pw.txt:



plop --signopt "engine=pkcs#11 digitalid={filename=cryptoki.dll} passwordfile=pw.txt" 
--outfile signed.pdf input.pdf



Create an invisible signature for a PDF document, using a digital ID from a token ad-
dressed via PKCS#11. No PIN is supplied in this command; instead, the PIN for the token 
must be typed at the token’s integrated keyboard:



plop --signopt "engine=pkcs#11 digitalid={filename=cryptoki.dll}" 
--outfile signed.pdf input.pdf



7.2.4 PKCS#11 Engine for a Hardware Security Module (HSM)
A Hardware Security Module (HSM) provides hardware-based security for the private 
key and massive performance advantages compared to tokens or smartcards. HSMs are 
typically deployed in the following scenarios:



Fig. 7.2
Smartcard reader with keyboard (left) and cryptographic USB token (right). 
Both devices can be attached to PLOP DS with the PKCS#11 engine.
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> Commercial CAs offer HSM-based certificates. The HSM is typically run and managed 
by the CA. For demanding applications the HSM may reside on the customer premis-
es. For example, GlobalSign, QuoVadis and Symantec offer HSM-based AATL certifi-
cates.



> In-house HSM deployment with an enterprise PKI.
> Cloud-based deployment: HSM services can be purchased along with CPU and stor-



age services. Amazon Web Services (AWS) and Microsoft Azure offer HSM hosting.



In our testing we found that the full HSM performance can be obtained only with a 
multi-threaded client application or many independent simultaneous clients.



PKCS#11 HSM example. The following example demonstrates digital signatures with a 
Thales nShield HSM. We assume that a key pair has been generated with the HSM, a cor-
responding certificate is available and a suitable security world has been configured 
with the administration software that accompanies the nShield appliance (refer to 
nShield documentation for details).



Once these preparations are done, PLOP DS can be used to sign PDF documents with 
the following command:



plop --signopt "engine=pkcs#11 digitalid={label=demo_signer_rsa_2048 
filename=/opt/nfast/toolkits/pkcs11/libcknfast.so}" -o signed.pdf input.pdf



PKCS#11 sessions and multi-threading. In order to improve performance of bulk sig-
natures, PLOP DS minimizes the number of load/unload operations for the PKCS#11 
DLL/SO, and maximizes the duration of each PKCS#11 session. This requires the applica-
tion to obey to the following conditions:



> At any time only a single PKCS#11 DLL/SO can be loaded until PLOP_delete( ) has been 
called for the last PLOP object which used that library. After deleting the last PLOP ob-
ject another PKCS#11 DLL/SO can be specified in PLOP_prepare_signature( ). In other 
words, any number of PKCS#11 slots can be addressed in a multi-threaded manner 
provided all token slots are served by the same DLL/SO (which usually means the 
same type of token).



> PLOP_prepare_signature( ) in a particular thread must not access a PKCS#11 slot which 
is already accessed from another thread. Multi-threaded applications which want to 
sign with the same token from within multiple threads must synchronize the 
threads by suitable means, e.g. a mutex.



> Multi-threaded applications require a thread-safe PKCS#11 library. The suboption 
threadsafe=true in the digitalid option list checks whether the library is thread-safe 
and initializes it in a thread-safe manner.



A new session is created in the first call to PLOP_prepare_signature( ) for a particular slot 
and maintained until PLOP_prepare_signature( ) is called again in the same thread. If no 
more signatures will be created in a thread, the PKCS#11 session can explicitly be termi-



Fig. 7.3
A Hardware Security Module (HSM) can be attached to PLOP DS with the PKCS#11 engine
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nated by calling PLOP_prepare_signature( ) with the option signature=false. For this reason 
the application should call PLOP_prepare_signature( ) only once for as many output docu-
ments as possible. For example, as long as the same PKCS#11 slot is addressed and the 
token’s restrictions are met (e.g. maximum number of signatures or maximum time for 
consecutive signatures) no more calls to PLOP_prepare_signature( ) are required.



A full code sample for efficiently applying bulk signatures is available in the multi-
sign sample which is part of all PLOP DS packages. Note that the multisign logic offers sig-
nificant performance advantages for token-based signatures in comparison to the 
PLOP DS command-line tool.



7.2.5 Signing with the MSCAPI Engine on Windows
Using the MSCAPI engine allows you to take advantage of the signature features built 
into the Windows operating system. Most importantly, you can access digital IDs in the 
Windows certificate store. On the other hand, the MSCAPI engine is subject to certain re-
strictions which don’t affect other cryptographic engines. For example, MSCAPI does 
not support ECDSA.



Note OSCP and CRL embedding as well as time-stamping are not supported for engine=mscapi. As a 
result, LTV-enabled signatures can not be created with the MSCAPI engine.



Unlocking the private key. Depending on your certificate settings the digital IDs in the 
Windows certificate store may be protected by your Windows login, and no additional 
password is required. If you enabled high security when importing the certificate into 
the Windows certificate store you are prompted for the password whenever the certifi-
cate is used for signing.



Option list examples for MSCAPI. The examples below assume that the digital ID for 
signing is available in the Windows certificate store. In order to achieve this with the 
PLOP DS demo certificates you must double-click and install the digital ID in the file 
demo_signer_rsa_2048.p12 in the Windows certificate store.



Create an invisible signature for a PDF document, using a certificate from the Windows 
Certificate Store (from the default store My and the default store location current_user). 
This assumes that the digital ID is protected by your Windows login so that no password 
must be supplied:



plop --signopt "engine=mscapi digitalid={store=My subject={PLOP Demo Signer RSA-2048}}" 
 --outfile signed.pdf input.pdf



Create an invisible signature for a PDF document, using a certificate in the file 
demo_signer_rsa_2048.p12:



plop --signopt "engine=mscapi digitalid={filename=demo_signer_rsa_2048.p12}
passwordfile=pw.txt"  --outfile signed.pdf input.pdf



Create an invisible signature and encrypt the document with the master password 
SECRET for PDF encryption and password demo for accessing the digital ID:



plop --master SECRET --signopt "digitalid={filename=demo_signer_rsa_2048.p12} 
password={demo}" --outfile signed.pdf input.pdf
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Managing the Windows certificate store. The Windows operating system can hold 
certificates which are organized in several certificate stores. To install a new certificate 
in PKCS#12 format simply double-click on the certificate file and follow the Certificate 
Import Wizard. You can try this with the demo certificates in the PLOP DS package, us-
ing the password demo.



You can view and organize certificates with the Microsoft Management Console 
(MMC) as follows:



> Click on Start and type mmc in the box for program names to launch the program.
> In the File menu click Add/Remove Snap-in... 
> In Available Standalone Snap-ins select Certificates and click Add.
> In the next dialog select My user account and Finish. Alternatively, use Service account 



or Computer account if this is the store location of your certificates.
> Click OK.



Now you can browse the installed certificates. Your own certificates are available in the 
Personal category, which can be addressed in PLOP DS with the following option list 
(supplied to the --signopt command-line option or PLOP_prepare_ signature( )):



engine=mscapi digitalid={store=My subject={PLOP Demo Signer RSA-2048}}



You can view certificate details by double-clicking on a certificate in MMC. In order to 
export a certificate in PFX format right-click on a certificate in the list and click All Tasks, 
Export... . This launches the Certificate Export Wizard.



Using the Management Console you can also import a certificate: right-click on a cer-
tificate store (e.g. Personal) and select All Tasks, Import... .



7.2.6 Cryptographic Details
Digital signatures are characterized by an encryption algorithm and a hash algorithm 
plus parameters for both. Encryption algorithm and key length for generating signa-
tures are determined by the signer’s digital ID. They are specified when creating the 
public/private key pair for the digital ID. PLOP DS supports the signature algorithms 
listed below.



RSA signatures. RSA with key lengths in the range 1024-8192 (2048-bit or more recom-
mended). RSA is widely used on the Internet and many other application areas.



DSA signatures. DSA with key lengths in the range 1024-4096 (>2048-bit recommend-
ed). DSA is not widely used. Since Acrobat supports only DSA with the insecure SHA-1 
hash algorithm, there are security concerns regarding the use of DSA.



Note DSA signatures are not supported for engine=pkcs#11.



Elliptic curve cryptography. ECDSA (Elliptic Curve Digital Signature Algorithm) is the 
modern successor of RSA. The main advantage of ECDSA over RSA is a smaller key size to 
achieve the same cryptographic strength, which in turns implies performance benefits. 
The strength of ECDSA is determined by a curve which is characterized by parameters or 
more commonly a name. There are three common groups of ECDSA curves:



> The most common curves have been standardized by NIST and listed in RFC 5480. 
They are called P-256, P-384, and P-521; other names are secp256r1 (or prime256v1), 
secp384r1, and secp521r1. These curves are supported in Acrobat XI/DC. ECDSA signa-
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tures with curve P-256 or P-384 are a requirement for Suite B cryptography; P-521 is 
not a Suite B curve.



> RFC 5480 defines an additional set of 12 named curves recommended by NIST, but 
these are not supported in Acrobat XI/DC. 



> RFC 5639 defines a set of curves called Brainpool curves. Signatures based on Brain-
pool curves cannot be validated with Acrobat XI/DC. Unfortunately, Acrobat doesn’t 
clearly indicate that the signature algorithm is unsupported, but instead issues the 
following error message for Brainpool signatures:



There are errors in the formatting or information contained in this signature.



Since Acrobat supports only P-256, P-384 and P-521, all other ECDSA curves require the 
signature option conformance=extended.



Note ECDSA signatures are not supported for engine=mscapi.



Hash Algorithms. A hash algorithm is used to create a message digest for the signed 
data. Common hash algorithms are SHA-1 (no longer considered secure) and the stron-
ger algorithms in the SHA-2 family which includes SHA-256, SHA-384 and SHA-512. The 
hash functions SHA-256 or SHA-384 are a requirement for Suite B cryptography. The 
hash algorithm used for a signature can be displayed in Acrobat XI/DC as follows (see 
Figure 7.4):



> open the Signatures pane;
> select a signature and select Show Signature Properties... in the Signatures menu.
> click Advanced Properties... ;
> the resulting dialog entitled Advanced Signature Properties displays Signature Details 



including the hash algorithm.



Table 7.1 lists signature algorithms and corresponding hash functions. The table also 
lists the minimum required Acrobat version for validating a signature. If you plan to 
validate PDF signatures with Acrobat you must make sure to use an Acrobat version 
which supports the signature characteristics. Table 7.1 also lists the minimum PDF out-
put version created for each signature algorithm. If the input document uses a lower 
PDF version number PLOP DS increases the PDF version of the output document to the 
one listed in the table.



Fig. 7.4
Acrobat displays the hash al-
gorithm used for a signature
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Table 7.1 Signature algorithms, hash algorithms, PDF output version and required Acrobat versions



signature algorithm hash algorithm
PDF output version and minimum Acrobat 
version required for validation1



Approval and certification signatures



RSA up to 8192 bit SHA-256 sigtype=cades:PDF 1.7ext8 / Acrobat X
sigtype=cms: PDF 1.6 / Acrobat 72



DSA up to 4096 bit SHA-1 (Acrobat X/XI/DC don’t sup-
port other hash algorithms for DSA)



sigtype=cades:PDF 1.7ext8 / Acrobat X
sigtype=cms: PDF 1.6 / Acrobat 7



ECDSA with NIST curves (RFC 5480) 
P-256/P-384/P-521



SHA-256, SHA-384 or SHA-512 
depending on the curve



PDF 1.7ext8 / Acrobat XI



ECDSA with NIST curves (RFC 5480) 
other than P-256/P-384/P-521



SHA-256, SHA-384 or SHA-512 
depending on the curve



PDF 1.7ext8 / only some curves can be vali-
dated with Acrobat XI/DC on Windows



ECDSA with 14 Brainpool curves 
(RFC 5639)



SHA-256, SHA-384 or SHA-512 
depending on the curve



PDF 1.7ext8 / cannot be validated with 
Acrobat XI/DC



Document-level time-stamps



determined by the TSA SHA-256 by default, but can be 
changed with doctimestamp sub-
option hash



PDF 1.7ext8 with PAdES part 4 extension / 
Acrobat X



OCSP request and response (certificate identification)



determined by the OCSP responder SHA-1 by default, but can be 
changed with ocsp suboption hash



Acrobat DC and below support only SHA-1 
for OCSP



1. In PDF/A and PDF/X modes the PDF version of the input document remains unchanged.
2. RSA-8192 keys require Acrobat X or above for validation and are not supported by Acrobat on OS X.
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7.3 PDF Aspects of Signatures
7.3.1 Visualizing Signatures with a Graphic or Logo



Digital signatures can be represented in the document in the following ways:
> Invisible signatures don’t have any representation on a page. They are shown in 



Acrobat’s Signatures pane only. Document-level time-stamp signatures are always 
created as invisible signatures.



> Visible signatures may contain arbitrary text or graphics to display the signature vi-
sually at a specific location on a page (see Figure 7.5). A page from an existing PDF 
document can be used to create the signature’s visual appearance. Visual signatures 
are also represented in the Signatures pane. The document from which this page is 
taken is called the visualization document. Since the visualization page is placed in 
the field which holds the signature, you can click the visualization in the signed doc-
ument to validate the signature in Acrobat.



Signature visualization document. The PDF page used for signature visualization may 
contain a scanned hand-written signature, an official seal or a company logo, a photo of 
the holder of the signing certificate, or any other visible representation which may be 
useful to recipients of the signed document.



If the visualization document uses a higher PDF version than the signed input docu-
ment, the PDF version of the generated output is adjusted accordingly. PDF 1.7ext3 (Acro-



Fig. 7.5
A visualization page is inserted



into the signature field and scaled
to match the field size
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bat 9) and PDF 1.7ext8 (Acrobat X/XI/DC) documents are compatible with PDF 1.7 regard-
ing their use as visualization page.



Note Signature visualization for PDF/A imposes certain conditions on the visualization document 
(see »PDF/A conformance«, page 99). Visualizing digital signatures is not supported in PDF/UA, 
PDF/X and PDF/VT modes.



The visualization document must be opened with PLOP_open_document( ). You must 
supply its document handle to the visdoc suboption of the field option:



field={visdoc=<handle> rect={100 100 300 150}}



Location and size of the signature field. The field signature option controls the repre-
sentation of the signature on the page. Location and size of the signature visualization 
page on the visible page of the signed document can be specified with the rect subop-
tion of the field option. The size can be specified explicitly, or implicitly by specifying 
one corner and one or two of the other dimensions. The missing values are specified 
with the keyword adapt to calculated automatically to avoid distortion. With the adapt 
keyword you can attach the visualization page to any corner of the signature rectangle. 
The resulting rectangle must not exceed the page. The examples below demonstrate 
various combinations:



> The simplest approach is to prepare the visualization page in the desired target size. 
In this case you can simply supply the coordinates of the lower left corner of the 
field and PLOP DS will use the original page dimensions for the signature visualiza-
tion:



rect={100 100 adapt adapt}



> Attach to the lower left corner, maintain the width and adapt the height to avoid dis-
tortion:



rect={100 100 300 adapt}



> Attach to the lower left corner, adapt the width and maintain the height to avoid dis-
tortion:



rect={100 100 adapt 200}



> Force-fit the page into the rectangle, i.e. maintain both width and height of the rect-
angle. If the page and the rectangle have different width/height ratios the visualiza-
tion page appears distorted:



rect={100 100 300 200}



In order to calculate a suitable signature field rectangle dynamically depending on the 
size of the visualization page you can use the pCOS interface to query the page dimen-
sions (keep in mind that pCOS page indexes start at 0):



width = plop.pcos_get_number(visdoc, "pages[" + (vispage-1) + "]/width");
height = plop.pcos_get_number(visdoc, "pages[" + (vispage-1) + "]/height");
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Signing into an existing form field. If the input document already contains a signa-
ture field you can use this field for the signature and its visualization. In order to 
achieve this you can supply the name of the existing field if you know it:



field={name=MyExistingFieldName visdoc=<handle>}



If you don’t know the field name you can instruct PLOP to use an existing signature 
field as follows:



field={fillexisting visdoc=<handle>}



Even if you sign into an existing field you can modify its position and size with the rect 
field option. If you create a signature into an existing field and the field uses a visible 
rectangle on the page you must supply the visdoc option (or make the field invisible 
with the field option rect={0 0 0 0}).



Placing the visualization page inside the signature field. The visualization page is 
placed in the signature field and scaled such that it entirely fits into the rectangle while 
preserving its aspect ratio. This is particularly useful if you want to place the signature 
in an existing form field and the width/height ratio of the field and the visualization 
page don’t match.



The position suboption of the field option can be used to specify the placement of the 
visualization page inside the signature field.



By default, the visualization page is centered horizontally and vertically in the field. 
This can be changed, e.g. to place the visualization page at the lower left corner of the 
signature field:



field={name=MyExistingFieldName visdoc=<handle> position={left bottom} }



pCOS. Signature visibility is reported in pCOS as signaturefields[...]/visible=true. The in-
formation whether or not a signature field already contains a signature can be queried 
with signaturefields[...]/sigtype != none.



7.3.2 PDF/A, PDF/UA, PDF/X and PDF/VT Conformance
Unless mentioned otherwise in this manual, all PLOP operations conform to PDF/A, 
PDF/UA, PDF/VT and PDF/X regulations which means that standard conformance is 
maintained by PLOP. However, there are some exceptions to this rule where PLOP oper-
ations are prohibited by a particular standard, e.g. encryption in PDF/A. In such cases 
you must consider your priorities:



> If you must maintain standard conformance the operation will be rejected by PLOP. 
This is the default behavior.



> If the operation (e.g. encryption) is more important than standard conformance, you 
can remove the standard identifier with the sacrifice option.



Specific notes on the relevant standards are provided below.



PDF/A conformance. The PDF/A standard allows CMS- and CAdES-based signa-
tures.PDF/A-2 and PDF/A-3 recommend to embed a timestamp, revocation information, 
and as much of the certificate chain as is available, but this is not a strict requirement 
and therefore not enforced by PLOP DS.
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In PDF/A mode, i.e. if the input conforms to PDF/A and the sacrifice option has not 
been set to pdfa, a signature visualization document must be compatible regarding its 
PDF/A characteristics:



> The PDF/A level of the visualization document must be compatible (see Table 7.2).
> The output intent of the visualization document must be compatible (see Table 7.3).



Tip: a PDF/A-1a visualization document without an output intent (highlighted in red in 
Table 7.2 and Table 7.3) is compatible with all PDF/A parts, conformance levels, and out-
put intent types. The PLOP DS distribution contains a sample visualization file signing_ 
man_pdfa1a.pdf with these characteristics. It can be used as visualization document for 
testing with all PDF/A flavors. A PDF/A-1b visualization document without an output in-
tent is compatible with the b conformance levels of all PDF/A parts.



If you don’t care about PDF/A conformance you can remove the standard confor-
mance entry with the following option:



sacrifice={pdfa}



PDF/UA conformance. Signature visualization is not supported in PDF/UA mode. Fur-
thermore, PDF/UA requires even invisible signature fields to »be represented in the 
structure tree in correct reading order«. Since PLOP is unable to determine the proper 
reading order for signature fields you must prepare a suitable form field in the input 
document. In Acrobat XI/DC this can be achieved as follows for an existing PDF/UA doc-
ument:



> Acrobat DC: Click Tools, Prepare Form,select the document, Start. In the list of form 
tools near the top select the Signature form tool.



Table 7.2 Compatible PDF/A levels of the visualization document for various PDF/A input levels



PDF/A level of the visualization document



PDF/A level of the
input document PDF/A-1a:2005 PDF/A-1b:2005



PDF/A-2a,
PDF/A-3a



PDF/A-2b,
PDF/A-3b



PDF/A-2u,
PDF/A-3u



PDF/A-1a:2005 allowed – – – –



PDF/A-1b:2005 allowed allowed – – –



PDF/A-2a, PDF/A-3a allowed – allowed – –



PDF/A-2b, PDF/A-3b allowed allowed allowed allowed allowed



PDF/A-2u, PDF/A-3u allowed – allowed – allowed



Table 7.3 PDF/A output intent compatibility of visualization documents (for all PDF/A conformance levels)



output intent type of visualization document



output intent type of the input document none Grayscale RGB CMYK



none allowed – – –



Grayscale ICC profile allowed allowed1



1. The output intent of the visualization document and the output intent of the input document must be identical.



– –



RGB ICC profile allowed – allowed1 –



CMYK ICC profile allowed – – allowed1
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Acrobat XI: Open the Tools pane and open the Forms panel. Select Create. In the result-
ing dialog choose From Existing Document, Next, Current Document.In the Tasks section 
of the Forms pane, click Add New Field, Digital Signature.



> Draw a form field rectangle on the page.
> Click Close Form Editing and open the Tags pane.
> Click the options button at the top of the Tags pane and choose Find... .
> In the resulting dialog select Unmarked Annotations and click Find.
> The signature field that you just created should now be highlighted. In the Find 



Element dialog click Tag Element, choose Type: Form, optionally supply a field title, and 
click OK.



> In the Tags pane the newly created Form structure element should show up at the end 
of the tag list. Select the tag and move it to a suitable position in the tags hierarchy, 
corresponding to the position where you want the signature field to be read.



Assuming the signature field has been assigned the name Signature1 you can reference 
its name in the signature option list as target field for the new signature:



field={name=Signature1}



Alternatively you can instruct PLOP DS to place the signature in the existing field re-
gardless of its name:



field={fillexisting}



The tooltip suboption of the field signature option can be used to provide a suitable al-
ternate description of the signature field for use by screen reader software.



If you don’t care about PDF/UA conformance you can remove the standard confor-
mance entry with the following option:



sacrifice={pdfua}



PDF/X and PDF/VT conformance. Signature visualization is not supported in PDF/X 
and PDF/VT modes.



If you don’t care about PDF/X conformance you can remove the standard confor-
mance entry with the following option (similar for PDF/VT):



sacrifice={pdfx}



7.3.3 Document Security Store (DSS)
A dedicated PDF data structure called Document Security Store (DSS) can hold certifi-
cates and related OCSP and CRL revocation information. This material is collectively 
called validation information and plays an important role for long-term validation. The 
DSS has been introduced with PAdES part 4 and is scheduled for inclusion in 
ISO 32000-2. It is supported in Acrobat X and above. While the DSS is optional for ap-
proval and certification signatures, it is required for enabling long-term validation of 
document time-stamps and time-stamped signatures.



Storing validation information in the DSS instead of in the signature object reduces 
the file size because unlike the signature object the DSS can be compressed and doesn’t 
require ASCII representation (which doubles the size of the signature). Also, the DSS 
may hold data for validating multiple document signatures, while the signature object 
holds only validation information for a single signature.
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Some pieces of validation information can be stored only in the signature object, 
some only in the DSS, and some in both locations. The signature option dss can be used 
to control the storage location of the items in the last group. Table 7.4 compares both lo-
cations.



PLOP DS preserves an existing DSS with validation information for earlier signatures 
which may be present in the input document. The new DSS includes the contents of the 
existing DSS plus validation information for the new signature. This ensures that the 
LTV status of existing signatures is kept intact.



In Acrobat X and above a DSS can be added to a signed document by opening the 
Signatures pane and clicking Add Verification Information in the Options menu.



pCOS. The presence of a DSS can be checked with the pCOS path type:/Root/DSS which 
has the value 6 (dict) if a DSS is present. Note that a DSS in itself does not automatically 
guarantee LTV status since it could contain only a subset of the required certificates and 
revocation information.



7.3.4 Signatures and incremental PDF Updates
By default, PLOP DS appends digital signatures to the input document using a PDF tech-
nique known as incremental update: a copy of the input document is created and signa-
ture data is appended at the end, preserving the contents and structure of the original 
document. With the signature option update=false PLOP DS rewrites the hierarchy of 
PDF objects instead of adding an incremental PDF update. Table 7.5 compares signatures 
in update and rewrite mode.



Table 7.4 Storage locations for various pieces of validation information



signature object
Document Security 
Store (DSS)



controlled by 
dss option



signing certificate yes – –



TSA certificate – yes –



certificates other than the signing and TSA certifi-
cate (e.g. issuer of signing certificate), and corre-
sponding OCSP responses and CRLs



yes yes yes



OCSP responses and CRL for the signing certificate yes yes yes



OCSP responses and CRLs for TSA certificates1



1. If validation information for time-stamps must be embedded, PLOP DS always appends a DSS as incremental update.



– yes –



Table 7.5 Comparison of signing in update and rewrite mode



Update mode 
(update=true)



Rewrite mode 
(update=false)



existing signatures preserved lost1



DSS for approval and certification signatures can be added yes yes



DSS for document-level time-stamps and time-stamped 
signatures (required for LTV) can be added



yes –2



existing DSS is preserved yes yes
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Signing damaged documents. Errors in the PDF cross-reference table or the docu-
ment’s object structure cannot be repaired when signing in update mode. If a document 
requires repairing in PLOP_open_document( ) and is subsequently signed in update 
mode, PLOP_create_document( ) will fail with the error message



Cannot sign damaged input document 'bad.pdf' in update mode; use update=false
(invalid xref table)



In order to detect damaged documents already in PLOP_open_document( ) you can sup-
ply the option repair=none. As a result, PLOP_open_document( ) will fail for damaged doc-
uments. If you need to sign documents which require repair you must use update=false; 
see Table 7.5 for implications.



Reverting to earlier revisions of a signed document. Since incremental updates only 
add information to a document the structure of the input document is preserved. If a 
signed document is modified, the signed revision can be reconstructed by removing the 
incremental updates. In Acrobat XI/DC this can be achieved as follows:



> open the signature pane, select a signature and expand it by clicking the plus sign;
> select Click to view this version to revert to the signed revision.



If the signature is LTV-enabled via a DSS in a separate incremental update, this update 
will be removed by reverting to the signed revision. As a result, the signature in the ear-
lier revision may no longer be displayed as LTV-enabled although the same signature in 
the full document is displayed as LTV-enabled. This is a result of removing incremental 
PDF updates and does not affect the actual LTV status of the signatures in the complete 
document. This issue does not affect time-stamp signatures since Acrobat does not re-
quire full validation information for the TSA.



This effect only occurs if validation information in a DSS is appended in an incre-
mental update, and can therefore be avoided in two ways:



> set dss=false to avoid the DSS;
> set update=false to avoid incremental updates.



Both options don’t affect document-level time-stamps and embedded time-stamps 
which always require a DSS in an incremental update.



encryption with new parameters possible
(userpassword, masterpassword, permissions)



– yes



optimization possible – yes



repair mode for damaged input documents possible – yes



signature speed slightly faster slightly slower



previous document version (before applying the signature) 
can be recovered in Acrobat



yes no



1. Signing documents with existing signatures in rewrite mode requires sacrifice={signatures} which implies that the
signatures are removed. If the sacrifice option is not supplied, signed input documents are rejected.
2. If validation information for time-stamps is embedded, PLOP DS always appends a DSS as incremental update.



Table 7.5 Comparison of signing in update and rewrite mode



Update mode 
(update=true)



Rewrite mode 
(update=false)
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pCOS. The number of document revisions by incremental updates is reported in the 
pCOS pseudo object revisions. While each signature creates a new revision, revisions may 
also be created by other changes, e.g. adding a DSS. The number of revisions therefore 
may be larger than the number of signatures in the document.



7.3.5 Combining Encryption with Signatures
The combination of encrypting and signing requires attention since first signing and 
then encrypting a document would invalidate the signature. You can either encrypt and 
sign in a single pass, or sign an encrypted input document in update mode.



Encrypt and sign in a single pass. The simplest approach is to apply both encryption 
and signature in a single pass. Since the input file must be modified signing is only pos-
sible in rewrite mode, i.e. update=false. Encryption options, i.e. userpassword, masterpass-
word or recipient certificates can be supplied together with signature options. If any of 
these encryption parameters is supplied, the signature is automatically applied in re-
write mode, i.e. update is forced to false.



Sign encrypted input documents in update mode. Encrypted input documents can be 
signed in update mode. However, the encryption parameters cannot be changed in this 
case. This has the following consequences:



> The input document’s master password must be provided in the password option (or 
a suitable digital ID for documents protected with certificate security).



> If update=true is supplied, the encryption, masterpassword, permissions, and userpass-
word options are not allowed and PLOP_add_recipient( ) must not be called since the 
values of the input document are used for the output document.



7.3.6 Certification Signatures
Certification (author) signatures have been introduced in »Certification signatures«, 
page 85. When opening a document with a certification signature Acrobat displays a 
blue ribbon in the blue signature bar near the top and in Acrobat’s Signatures pane (with 
a blue ribbon if it is valid). Certification signatures specify which kind of changes may 
be applied to the document without invalidating the signature (see Figure 7.6 and Table 
7.6). Certification signatures can be created with PLOP DS with the certification option.



The following signature options create a certification signature such that form fill-
ing is allowed without invalidating the signature:



digitalid={filename=demo_signer_rsa_2048.p12} passwordfile=pw.txt 
certification=formfilling



The preventchanges suboption can be used to disable tools in the Acrobat user interface 
which would invalidate the signature, e.g. commenting tools. This way the user is not 
tempted to apply changes which would break the certification signature. When certify-
ing documents with Acrobat changes are always prevented. The preventchanges option 
is set to true by default. If preventchanges=false Acrobat no longer displays the blue certi-
fication bar near the top and enables all editing tools. However, modifications which are 
not allowed still invalidate the certification signature.



Since a certification signature must always be the first signature in a document it 
shouldn’t be applied to a document which already contains a signature.
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Validity of certification signatures in Acrobat. Even if a certification signature is tech-
nically valid there are some additional requirements for fully leveraging the benefits of 
certified documents in Acrobat:



> Certification signatures are most easily created with certificates from an AATL CA 
(see »Trusted Root Certificates in Acrobat«, page 86). Since the Adobe Root CA auto-
matically has the required trust setting no configuration steps are required.



> If end-user certificates under a root which is not known to Acrobat are intended to 
create certification signatures, it is recommended to assign the necessary trust level 
to the root certificate in Acrobat as follows:
Edit, Preferences..., Signatures, Identities & Trusted Certificates, More..., Trusted Certificates, 
select the root certificate, Edit Trust, and activate Certified documents.
As a result, all certification signatures created with certificates under the selected 
root are accepted as valid.



Table 7.6 Document modifications which are allowed without breaking a certification signature



type of signature (option list)  changes which are allowed without breaking the signature
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certification=nochanges – – – – –



certification=formfilling yes yes3 – – –



certification=formsandannotations yes yes3 yes – –



certification=none
(i.e. approval signature or document-level 
time-stamp signature)



yes yes yes yes –



1. Adding pages with a rarely used technique called spawning page templates is allowed, but not manually adding pages with Tools, Pages,
Insert Pages.
2. Adding signature fields via Fill&Sign, Place Signature is allowed, but not adding form fields with Tools, Forms, Edit.
3. Only signing by clicking a signature field is allowed, but not via Acrobat’s menu items.



Fig. 7.6 Certification signature with »form filling and signing allowed« in Acrobat
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> For an individual certificate you can also set the required trust level. However, this is 
rather untypical and not recommended. Proceed as follows:
Open the Signatures pane, select the certification signature, Certificate Details..., select 
the signing certificate in the certificate chain (i.e. the one at the bottom of the list), 
open the Trust tab, click Add to Trusted Certificates..., click OK in the informative mes-
sage dialog, and edit the Trust settings.



If you don’t apply any of the methods described above, Acrobat flags the certification 
signature with a yellow triangle instead of the blue ribbon, and add the text »The sign-
er’s certificate has not been trusted for the purpose of creating Certified documents«.



pCOS. Certification signatures are reported in pCOS as signaturefields[...]/sigtype= 
certification. The kind of allowed changes can be queried with signaturefields[...]/permiss-
ions which returns one of the keywords nochanges, formfilling, or formsandannotations.



The pCOS pseudo object signaturefields[...]/preventchanges can be used to check 
whether Acrobat’s user interface elements will be disabled to make sure that the certifi-
cation signature cannot accidentally be invalidated by applying prohibited changes.
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7.4 Certificate Revocation Information
A signature can optionally include information about the revocation status of the sign-
ing certificate. This information can be used by signature validation software to make 
sure that the certificate was still valid (has not been revoked) at the time of signature. 
Two different methods are available to achieve this.



In Acrobat XI/DC you can check revocation information in the certificate viewer as 
follows: open the Signatures pane, right-click the signature and select Show Signature 
Properties..., Show Signer’s Certificate..., and go to the Revocation tab (see Figure 7.7 and Fig-
ure 7.8).



7.4.1 Online Certificate Status Protocol (OCSP)
Note OCSP response embedding is not supported for engine=mscapi.



OCSP overview. When OCSP according to RFC 2560 and RFC 6960 is used, the signing 
software sends a network request to an OCSP server (also called OCSP responder) to que-
ry the certificate’s status in real-time. An OCSP responder is a server with real-time ac-
cess to the CA’s database of issued and revoked certificates. The OCSP responder checks 
whether the certificate is valid at the time of the query and returns a signed response 
with the result. This OCSP response is embedded in the signature.



A certificate may contain an extension called Authority Info Access (AIA) with the ocsp 
access method according to RFC 3280. This is usually the case for AATL certificates (see 
»Adobe Approved Trust List (AATL)«, page 86). This extension contains a URL for an 
OCSP responder associated with the CA which issued the certificate. The URL can alter-
natively be supplied via the ocsp signature option. When PLOP DS sends an OCSP re-
quest for a particular certificate, the OCSP server returns a signed response with the sta-
tus good, revoked, or unknown for the certificate. In order to create a good OCSP response 
all of the following conditions must be met:



Fig. 7.7
OCSP information displayed in Acrobat
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> An AIA extension with the ocsp access method must be present in the digital ID or 
the source suboption of the ocsp signature option must be supplied.



> The OCSP responder can be reached over the network at the specified URL and sends 
a response within the period specified in the timeout suboption of the source subop-
tion of the ocsp signature option.



> The OCSP response contains the status good which requires that the certificate has 
been issued by the CA which is served by the OCSP responder, is valid (i.e. has not 
reached the end of its validity period) and has not been revoked.



> The signing time must lie in the interval defined by the entries thisUpdate and 
nextUpdate in the OCSP response, or (if nextUpdate is not present) the signing time 
must not be after thisUpdate plus the value specified in the freshness suboption. Both 
checks allow a tolerance up to the value of the maxclockskew suboption to compen-
sate network delays or inaccurate system time.



If the OCSP response is good, PLOP DS embeds the response in the generated signature. 
Otherwise the unusable response is either ignored or no signature is created, depending 
on the critical suboption. By default PLOP DS uses the OCSP responder’s URL in the AIA 
extension if present in the signer’s digital ID and silently ignores situations without 
any good OCSP response. However, if OCSP response embedding is explicitly requested 
with the ocsp option a good response is required for generating a signature unless the 
critical option has been set to false.



OCSP configuration. Depending on the PKI in use you must consider the following 
configuration issues for OCSP responses:



> If no AIA extension is present in the certificate, you must supply an OCSP responder 
with the source suboption of the ocsp option.



> A valid certificate for the issuer of the signer’s certificate is required for creating the 
OCSP request. It is often included in the signer’s digital ID; otherwise it must be sup-
plied separately with one the rootcertdir/rootcertfile/certfile signature options.



> Since the OCSP responder may require authentication for successful network com-
munication several authentication options are supported for OCSP requests.



> The nonce feature of OCSP prevents replay attacks, but at the same time thwarts 
caching and therefore reduces performance. Depending on the configuration of the 
OCSP responder you may have to use the nonce option. If you get a message similar 
to the following the OCSP responder doesn’t support the nonce feature. In this situa-
tion you can supply the option nonce=false to disable the nonce feature:



OCSP response from URL 'http://ocsp.acme.com' for certificate 'CN = PDFlib GmbH...'
does not contain nonce although it was requested



> The hash suboption of the ocsp option can be used to select a hash function which is 
used in the OCSP request and response to identify the certificate. However, 
Acrobat XI/DC can only deal with OCSP responses which use the SHA-1 hash func-
tion, and cannot use OCSP responses with other hash functions for signature valida-
tion. For this reason other values than sha1 require the signature option 
conformance=extended.



Revocation checking for the OCSP responder. The OCSP responder’s signing certificate 
must be valid at the time of creating the OCSP response. In order to avoid a recursive 
problem (the OCSP responder’s certificate would require another OCSP response) it is 
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recommended to include the id-pkix-ocsp-nocheck extension according to RFC 2560 in 
the OCSP responder’s certificate. This is true for almost all commercial OCSP respond-
ers. Alternatively, this certificate may contain the CRL distribution points (CRLdp) exten-
sion.



OCSP option list examples. In the examples below only the part of the option list 
which is relevant for OCSP response embedding is shown. Other signature options must 
be added as appropriate.



Try OCSP response embedding with the URL present in the signer’s digital ID and fail 
with an error if no AIA extension with the ocsp access method is available in the digital 
ID:



ocsp={source={}}



or equivalently



ocsp={}



Request OCSP response embedding using the AIA extension if possible, but silently ig-
nore any error:



ocsp={source={} critical=false}



or equivalently



ocsp={critical=false}



Don’t embed an OCSP response even if the AIA extension is present in the digital ID:



ocsp=none



Explicitly provide the URL and a timeout of one second for the OCSP responder, overrid-
ing an entry in the AIA extension which may be present in the digital ID:



ocsp={source={url={http://ocsp.acme.com/} timeout=1000} }



Ensure that unsuccessful OCSP attempts prevent the signing process and disable the 
nonce feature for OCSP responders which don’t support it:



ocsp={critical nonce=false}



7.4.2 Certificate Revocation Lists (CRLs)
Note CRL embedding is not supported for engine=mscapi.



CRL overview. When CRLs according to RFC 3280 are used, the CA periodically (e.g. once 
per day) creates a signed list of certificates which haven’t yet expired but have been re-
voked. This list is made available to the signature software and embedded in the signa-
ture. The list can be retrieved via the network or can be stored locally. CRLs have a specif-
ic lifetime (e.g. one day) and must be refreshed before the end of their lifetime. Since 
CRLs may cover any number of revoked certificates they are typically much larger than 
OCSP responses (up to several megabytes), and their size is not known in advance. Since 
the full CRL is embedded in the PDF output this kind of revocation information bloats 
the signed PDF documents. PLOP DS can obtain CRLs from several sources:
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> A certificate may contain an extension called CRL distribution points (CRLdp). This is al-
ways the case for AATL certificates (see »Adobe Approved Trust List (AATL)«, page 86). 
This extension contains one or more network URLs of CRL resources. PLOP DS tries all 
entries in the CRLdp extension until it can retrieve a CRL. If a usable CRL was found it 
is embedded in the signature or a Document Security Store (DSS) (see Section 7.3.3, 
»Document Security Store (DSS)«, page 101). The CRLdp extension is evaluated for 
each certificate for which is CRL is required, depending on the availability of an OCSP 
response and the respective critical options.



> As an alternative to the CRLdp extension, retrieval of a CRL for the signing certificate 
can be configured with the crl option. The suboption source points to a network ad-
dress where a CRL is retrieved dynamically; the suboption filename points to a static 
local CRL file in DER encoding.



> One or more local CRL files for the signing certificate and all other involved certifi-
cates can be supplied in PEM encoding with the crldir/crlfile signature options.



If the signer’s certificate is included in the CRL it has been revoked by the issuing CA, i.e. 
it can no longer be used to create a valid signature. In this case PLOP_prepare_signature( ) 
fails with an error message similar to the following:



Certificate verification failure for certificate with subject 'C = DE, L = Munich, O = 
PDFlib GmbH, CN = PLOP Demo Signer RSA-2048': certificate revoked



PLOP DS uses CRLs until they expire. Only when a particular CRL can no longer be used 
because its lifetime has ended PLOP DS downloads a new CRL from the server.



CRL option list examples. In the examples below only the part of the option list which 
is relevant for CRL embedding is shown. Other signature options must be added as ap-
propriate.



Try CRL embedding with the URL present in the signer’s digital ID and fail with an er-
ror if no CRLdp extension is available in the digital ID:



Fig. 7.8
CRL information displayed in Acrobat
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crl={source={}}



or equivalently



crl={}



Request CRL embedding using the CRLdp extension if possible, but silently ignore errors:



crl={source={} critical=false}



or equivalently



crl={critical=false}



Don’t try to retrieve a CRL for the signing certificate or any other certificate even if the 
CRLdp extension is present in the digital ID. This makes sense if online retrieval is 
doomed to fail anyway, e.g. because the signing computer is offline:



crl=none



Explicitly provide the URL and a timeout of one second for the CRL server, overriding an 
entry in the CRLdp extension which may be present in the digital ID:



crl={source={url={http://crl.acme.com/} timeout=1000} }



Provide a CRL contained in a local disk file:



crlfile={certs.pem}



7.4.3 OCSP or CRL?
The following factors are relevant for selecting the most suitable method of including 
revocation information:



> OCSP provides real-time certificate status information. Since an OCSP response cov-
ers only a single certificate it has a predictable size of only a few kilobytes. On the 
other hand, OCSP always requires a network connection to the OCSP responder.



> The advantage of CRLs over OCSP is that they can be stored locally and therefore net-
work overhead can be avoided. The disadvantage is that a locally stored CRL may be-
come stale unless it is renewed frequently (i.e. published and downloaded).



> Since CA certificates rarely need to be revoked, CRLs for CAs are typically much 
smaller than CRLs for end-user certificates.



> Similarly, since HSMs are rarely broken or stolen, CRLs for an HSM-based certificate 
are often usually very small (provided the CRL covers only HSM-based certificates 
and no file-based certificates).



> Some legislations or private signature policies may require or prohibit one of both 
methods.



By default, PLOP DS only embeds a CRL in the signature if no valid good OCSP response 
is available, but this behavior can be modified with the ocsp and crl options and the 
critical suboption.



Use the following option list to ensure that revocation information is always embed-
ded, where a CRL will only be retrieved if OCSP doesn’t provide a good response:
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ocsp={critical=false source={url={http://ocsp.acme.com/}}} 
crl={critical=true source={url={ http://crl.acme.com/}}}



Keep in mind that the ocsp and crl options control only revocation information embed-
ding for the signing certificate, but not for any CA or TSA certificates which may be in-
volved.
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7.5 Time-Stamps
7.5.1 Time-Stamp Configuration



A digital signature may include date and time information obtained from a trusted 
time server, also called Time-Stamp Authority (TSA). Unlike the time taken from the 
signing computer (which can easily be manipulated), a time-stamp obtained from a 
trusted server provides a signed and reliable source for the time of signature. PLOP DS 
supports time-stamping according to RFC 3161, RFC 5816, and ETSI EN 319 422. Since the 
time-stamping request includes a hash of the generated signature, the time-stamp con-
firms that the signature has been created at a particular time. The time-stamp is embed-
ded in the generated PDF signature.



Depending on the selected TSA you must consider the following configuration is-
sues for creating time-stamps:



> The most important information is the network address where the TSA can be 
reached. It can be supplied with the url suboption of the source suboption. Alterna-
tively it can be taken from the signer’s digital ID (see »Time-stamp extension in digi-
tal ID«, page 114).



> In order to trust the TSA the CA which issued the TSA certificate must be trusted. The 
TSA’s CA certificate must be handled the same way as other CA certificates when val-
idating a signature; see »Configuring trust root certificate(s) for all chains«, page 119, 
for details. This is especially important for creating LTV-enabled signatures. If you 
work with a TSA under one of the AATL hierarchies (see »Adobe Approved Trust List 
(AATL)«, page 86) the issuer or chain of issuers of the TSA certificate is known to 
Acrobat as a trusted root. However, it may be necessary to supply the TSA CA certifi-
cate to PLOP DS in the certfile option.



> The TSA may require the client to use a particular hash algorithm for creating the 
time-stamp request. By default, PLOP DS uses the SHA-256 algorithm which works 
with all modern TSAs. Another hash function can be supplied with the hash subop-
tion. Note that the hash algorithm used in the time-stamp signature cannot be spec-
ified since it is completely under control of the TSA.



> While some TSAs are freely accessible, commercial TSAs may require user name and 
password to restrict access. Unauthorized access results in a message similar to the 
following:



Network response from URL 'https://timestamp.acme.com/tsa' has bad status code 401
('Unauthorized')



Authentication parameters can be supplied as part of the URL or with the suboptions 
username/password of the source network suboption.



> If the TSA requires SSL access (i.e. https) the server’s SSL root certificate must be sup-
plied with the sslcertdir/sslcertfile options. Otherwise you will run into a message sim-
ilar to the following:



Document time-stamp request to 'https://timestamp.acme.com/tsa' failed
('Peer certificate cannot be authenticated with given CA certificates')



As an alternative to providing the required server certificate you can skip the server 
certificate check with the option sslverifypeer=false, provided you are aware of the se-
curity implications.
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> Some TSAs require an explicit policy OID (object identifier) which can be supplied 
with the policy suboption. The applicable value of the OID must be arranged with the 
TSA. The policy OID is displayed in Acrobat’s Signature Properties dialog, Advanced 
Properties... .



7.5.2 Time-Stamped Signatures
Note Time-stamped signatures are not supported for engine=mscapi.



Approval and certification signatures may optionally contain an embedded time-
stamp. Time-stamped signatures are supported in Acrobat 7 and above.



Time-stamp extension in digital ID. A digital ID may contain the TimeStamp extension 
which contains the URL of a time-stamp authority to facilitate signing with embedded 
time-stamps without the need for supplying TSA details. The TimeStamp extension is 
usually included in certificates issued by AATL (Adobe Approved Trust List) providers (see 
»Adobe Approved Trust List (AATL)«, page 86). Some AATL providers offer a limited 
number of time-stamps for free.



If the TimeStamp extension is present and contains a URL which does not require au-
thentication, PLOP DS attempts to access the specified TSA for creating a time-stamp. In 
this situation it is not necessary to supply the url suboption for creating a time-stamp. 
In order to use a TSA which requires authentication, however, you must specify the full 
TSA details explicitly in an option list (see examples below), even if the TSA is specified 
in the TimeStamp extension.



Time-stamping option list examples. In the examples below only the part of the op-
tion list which is relevant for including a time-stamp is shown. Other signature options 
must be added as appropriate.



Stamp the signature with a time-stamp obtained from the TSA at the specified URL us-
ing the default hash algorithm SHA-256:



timestamp={source={url={http://timestamp.acme.com/tsa}}}



Fig. 7.9
Time-stamped signature 
in Acrobat
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Stamp the signature with a time-stamp where the TSA requires user name and pass-
word to obtain a time-stamp:



timestamp={source={url={http://timestamp.acme.com/tsa} username=demo password=demo}}



Stamp the signature with a time-stamp where the TSA requires digest authentication:



timestamp={source={url={http://timestamp.acme.com/tsa} httpauthentication=digest 
username=demo password=demo }}



If the TSA must be accessed via SSL you must supply the server’s SSL certificate with the 
options sslcertdir/sslcertfile. If the server’s SSL certificate is not available you can skip 
server authentication with the sslverifypeer option, provided you are aware of the securi-
ty implications of doing so:



timestamp={source={url={https://timestamp.acme.com/tsa}} sslverifypeer=false}



Attempt to embed a time-stamp in the signature with the URL present in the signer’s 
digital ID and fail with an error if no TimeStamp extension is available in the digital ID:



timestamp={source={}}



or equivalently



timestamp={}



Don’t embed a time-stamp even if the TimeStamp extension is present in the digital ID:



timestamp=none



7.5.3 Document-Level Time-Stamp Signatures
Document-level time-stamps have been introduced with PAdES part 4 and are sched-
uled for inclusion in ISO 32000-2. Document-level time-stamps are supported in 
Acrobat X and above.



Fig. 7.10
Document-level time-
stamp in Acrobat
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Time-stamped signature vs. document-level time-stamp. Similar to a time-stamped 
signature a document-level time-stamp provides status information related to a partic-
ular point in time. However, in the first case the time-stamp is an attribute of the main 
signature, while a document-level time-stamp is a valid signature of its own. It does not 
require any digital ID since no signing person or entity is involved. Instead, document-
level time-stamps are created via a network request to a Time-Stamp Authority (TSA). 
Document-level time-stamps ensures that a particular document has been in existence 
at the time designated in the time-stamp.



Note Document-level time-stamp signatures are not supported for engine=mscapi.



Document-level time-stampings option list examples. In the examples below the full 
signature option list for creating a document time-stamp is shown. Since no signing 
certificate is required no other signature options are required.



Add a document-level time-stamp obtained from the TSA at the specified URL using the 
default hash algorithm SHA-256:



doctimestamp={source={url={http://timestamp.acme.com/tsa}}}



Add a document-level time-stamp from a TSA which requires user name and password:



doctimestamp={source={url={http://timestamp.acme.com/tsa}} username=demo password=demo}



Add a document-level time-stamp from a TSA which requires digest authentication:



doctimestamp={source={url={http://timestamp.acme.com/tsa} httpauthentication=digest 
username=demo password=demo}}



pCOS. Document-level time-stamp signatures are reported in pCOS as signature-
fields[...]/sigtype=doctimestamp.



7.5.4 Unsupported TSAs
In the situations described below a TSA cannot be used for signing PDF documents with 
PLOP DS.



Attribute certificates. Attribute certificates are not supported in PLOP DS. If a TSA uses 
them PLOP DS issues the following error message:



Time-stamp authority 'http://adobe-tsa.entrust.net/TSS/HttpTspServer'
uses unsupported protocol ('wrong tag')



A particular application of attribute certificates is for a TSA’s Time Auditing Certificate 
(TAC). Some TSA products use the new CMS syntax according to RFC 2630 for encoding 
the TAC which is not supported in PLOP DS. However, they can be configured to encode 
the TAC with alternative methods such as putting the TAC in a signed attribute accord-
ing to RFC 3126.



Missing »critical« flag in key usage extension. The time-stamping protocol RFC 3161 
requires that the TSA certificate includes the Extended Key Usage extension with the val-
ue time-stamping, where this extension must be marked as critical. If this extension is 
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present in the TSA certificate, but not marked as critical, Acrobat rejects the signature as 
invalid.



PLOP DS rejects time-stamps produced with such a TSA certificate with the following 
error message:



Signature verification of time-stamp failed: certificate verify error:
Verify error:unsupported certificate purpose



Trying to use a TSA certificate which doesn’t have the »critical« flag set for the Extended 
Key Usage field to create a document time-stamp with Acrobat results in the following 
error message:



Error encountered while signing:
Certificate is not valid for the usage



Using such a TSA to create a certification or approval signature with an embedded time-
stamp with Acrobat succeeds, but upon validation the time-stamp in the resulting sig-
nature is rejected with the following message:



The signature includes an embedded timestamp but it is invalid



Authenticode Time-stamp servers. Authenticode is a Microsoft time-stamping proto-
col which had its main use for code-signing. Since Authenticode is based on the older 
RFC 2985/PKCS#9 instead of RFC 3161 it is not supported in PDF and PLOP DS.



PLOP DS rejects time-stamps produced with an Authenticode TSA with an error mes-
sage similar to the following:



Unexpected content type 'text/html;charset=ISO-8859-1' in reply to time-stamp request to
URL 'http://timestamp.entrust.net/TSS/AuthenticodeTS'
(expected content type 'application/timestamp-reply')



or



Unexpected content type 'application/timestamp-query' in reply to time-stamp request to 
URL 'http://timestamp.verisign.com/scripts/timstamp.dll'
(expected content type 'application/timestamp-reply')



Trying to use an Authenticode TSA with Acrobat results in the following error message:



Error encountered while signing:
Error encountered while BER decoding
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7.6 Long-Term Validation (LTV)
7.6.1 LTV Concept and Acrobat Support



Long-Term Validation (LTV) means that a signature can still be validated once the sign-
ing certificate has expired or has been revoked, which is an important aspect for ar-
chiving signed documents over long periods of time. The LTV concept is discussed in 
PAdES Part 4 (ETSI TS 102 778-4) and supported in Acrobat XI/DC.



In order to LTV-enable a signature the full certificate chain and revocation informa-
tion for all involved certificates, collectively called validation information, must be em-
bedded in the signature or in a DSS (see Section 7.3.3, »Document Security Store (DSS)«, 
page 101). Since more signature-related data must be embedded for LTV, the signed doc-
uments are typically larger than non-LTV-enabled signatures.



Note LTV-enabled signatures are not supported for engine=mscapi.



LTV-enabled signatures should include an embedded time-stamp, but this is not a strict 
requirement. You can extend the lifetime of an LTV-enabled signature by adding a doc-
ument-level time-stamp signature before any of the involved certificates expires or is 
revoked.



LTV status is not defined in absolute terms, but relative to a set of trusted root certif-
icates. Depending on configuration, a particular signature may be regarded as LTV-en-
abled in one configuration, but not LTV-enabled in another one. For example, if you 
configure different trusted roots in PLOP DS and in Acrobat the LTV status may be dif-
ferent.



LTV status in Acrobat. Acrobat XI/DC displays the status line »Signature is LTV en-
abled« or »Signature is not LTV enabled and will expire after...« in the Signatures pane 
(see Figure 7.11). Keep the following in mind related to the LTV status line:



> The root certificate(s) for all involved certificates must be configured as trusted in 
Acrobat (see »Trusted Root Certificates in Acrobat«, page 86).



Fig. 7.11
LTV-enabled signature in 
Acrobat
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> Any valid signature can be forced to display as LTV-enabled in Acrobat by adding the 
immediate signing CA certificates to the trusted root store. This may cause confu-
sion regarding the LTV status if the configuration is not taken into account. It also 
implies that signatures created with a self-signed certificate are treated as LTV-en-
abled if the certificate is added to the trusted root certificates.



> Acrobat XI/DC does not insist on an embedded time-stamp to achieve LTV status. If a 
time-stamp is embedded, Acrobat does not require validation information for the 
TSA certificate. PLOP DS is stricter and also requires full validation information for 
the TSA certificate. Acrobat doesn’t use an embedded OCSP response for the TSA cer-
tificate unless it has been created only a few minutes before validation time.



> Acrobat XI/DC supports only the SHA-1 hash function for OCSP responses (see »OCSP 
configuration«, page 108). As a result, Acrobat may not display the LTV status cor-
rectly if another hash function is used although full validation information is actu-
ally available.



> The following setting must not be activated in Acrobat since otherwise the LTV sta-
tus is not shown: Preferences, Signatures, Verification, More..., Verification Time, Verify 
Signatures Using: Current time.



> The LTV status may get lost by reverting to an earlier revision; see »Reverting to ear-
lier revisions of a signed document«, page 103, for details.



7.6.2 LTV-enabled Signatures with PLOP DS
If the following option is supplied, PLOP DS creates an LTV-enabled signature provided 
all validation information can be obtained. Otherwise an error is issued and no signa-
ture is created:



ltv=full



This option alone does not ensure LTV-enabled signatures, but only checks that all re-
quirements are met. If a certificate is missing or validation information could not be ob-
tained, PLOP DS issues an error message. It it therefore important to thoroughly analyze 
all error messages.



The default setting ltv=try means that all available revocation information is embed-
ded in the signed document, but the signature call does not fail if the validation infor-
mation is not sufficient for achieving LTV status.



Configuring trust root certificate(s) for all chains. In order to fully validate all invol-
ved certificates PLOP DS needs trust anchors for all certificates. The exact number de-
pends on the PKI configuration. Trusted root certificates must be supplied with the 
rootcertdir or rootcertfile option. This involves at least the certificate of the root CA at the 
top of the chain for the signing certificate. Other root certificates, e.g. for the TSA, may 
be required unless a single root CA is at the top of all involved certificate chains.



Configuring intermediate CA certificate(s). The remaining certificate chain (i.e. all in-
termediate CAs between the root and the signing certificate or other involved certifi-
cates) must be available so that PLOP DS can embed it in the signature. CA certificates 
for the signing certificate as well as other involved certificates such as an OCSP respond-
er certificate or TSA certificate are searched in the following locations:



> CA certificates can be supplied with the certfile option.
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> (Not for engine=mscapi) CA certificates for the signing certificate can be included in 
the PKCS#12 file which contains the signer’s digital ID.



> (Only for engine=mscapi) CA certificates are searched in the Windows certificate 
store.



> A certificate may contain the Authority Info Access (AIA) extension with the caIssuers 
(Certification Authority Issuer) access method according to RFC 3280. This extension 
contains one or more URLs where the certificate of the CA which issued the signing 
certificate and possibly intermediate CA certificates can be downloaded. The proto-
cols http, https, and ftp are supported.



A certificate may specify the LDAP protocol in the AIA extension which is not currently 
supported in PLOP DS. In this situation you can use an LDAP browser1 to retrieve the CA 
certificate manually via LDAP and supply it to the options mentioned above. This is fea-
sible since it must be done only once for a signing certificate.



Which CA certificates do I have to configure? The detailed requirements for achieving 
LTV status depend on the PKI configuration. In many cases the following steps are suffi-
cient:



> Certificates issued by many commercial CAs include the AIA extension with the 
caIssuers access method. This means that PLOP DS can automatically download the 
chain of CA certificates for the signing certificate. Only the root CA certificate must 
be supplied with the rootcertdir or rootcertfile option.
If the AIA extension with the caIssuers access method is not present in the signing 
certificate you can usually download the required root certificate(s) from the CA’s 
Web site.



> Certificates of TSAs and OCSP responders are retrieved automatically. If these certifi-
cates or any intermediate certificates have been issued by another root CA than the 
signing certificate, the root certificate must be supplied with the rootcertdir or root-
certfile option.



> CRLs are often signed by the same CA which issued the certificate that is being que-
ried. However, if the CRL has been signed by another CA the corresponding CA certif-
icate must be supplied with the certfile option since it cannot be downloaded auto-
matically. If the certificate used for signing a CRL has been issued by another root CA 
than the signing certificate (e.g. the CRL for a TSA which is based in another PKI), the 
root certificate must be supplied with the rootcertdir or rootcertfile options.



With validate=full or ltv=full PLOP DS emits an error »unable to get local issuer certificate« 
if a required CA certificate is missing. In this case you must supply the missing certifi-
cate in one of the options rootcertdir, rootcertfile, or certfile. The following message:



Certificate verification failure for certificate with subject '...':
self signed certificate in certificate chain



typically occurs if you supplied a trusted self-signed certificate in the certfile option in-
stead of the rootcertfile or rootcertdir option.



1. For example the free Softerra LDAP Browser which is available from www.ldapbrowser.com/ 





http://www.ldapbrowser.com/
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Revocation information for the signing certificate. Revocation information for the 
signing certificate must be supplied by one of the following means:



> OCSP via the AIA extension in the signer’s certificate or the ocsp option.
> CRL via the CRLdp extension in the signer’s certificate or the crl option. Existing CRLs 



can be supplied with the crldir and crlfile options.



The critical suboption of the ocsp and crl options can be used to make sure that a signa-
ture is only created if OCSP or CRL information for the signing certificate could be ob-
tained successfully. See Section 7.4, »Certificate Revocation Information«, page 107, for 
details.



Revocation information for other involved certificates. Revocation information for 
the certificates of all CAs in the certificate chain as well as for the certificates of all CAs 
used for signing CRLs and OCSP responses must also be available, with the following ex-
ceptions which don’t require revocation information:



> root CA certificates supplied to the rootcertdir or rootcertfile options;
> an OCSP responder’s certificate if it includes the id-pkix-ocsp-nocheck extension 



(which is commonly the case).



Revocation information for certificates other than the signing certificate can be provid-
ed by one of the following means:



> OCSP via the AIA extension in the certificate.
> CRL via the CRLdp extension in the certificate. Existing CRLs can be supplied with the 



crldir and crlfile options.



LTV option list examples. For the first example let’s assume that the PKI is set up as 
follows:



> the signer’s digital ID contains the chain of CA certificates in the PKCS#12 file, or each 
certificate except the root certificate contains an AIA extension with caIssuers access 
method;



> the signer’s digital ID and all CA certificates in the chain except the root certificate 
contain an AIA extension with the ocsp access method or CRLdp extension;



> the OCSP responder’s certificate contains the id-pkix-ocsp-nocheck extension.



In this situation only the rootcertfile option is required (in addition to options for the 
digital ID) to achieve LTV status. The option ltv=full can be used to ensure that violations 
of LTV requirements are detected and no signature is created if LTV status cannot be 
achieved:



digitalid={filename=demo_signer_rsa_2048.p12} passwordfile=pw.txt ltv=full 
rootcertfile=root1.pem



In order to embed a time-stamp, revocation information for the TSA certificate must 
also be available to achieve LTV status. Ideally, the TSA certificate also contains the AIA 
extension with ocsp access method or CRLdp extension and is rooted in the same CA as 
the signing certificate. In this case no more specific options are required to achieve LTV 
status:



digitalid={filename=demo_signer_rsa_2048.p12} passwordfile=pw.txt ltv=full 
rootcertfile=root1.pem timestamp={source={url={http://timestamp.acme.com/tsa}}}
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However, if the TSA is based on a different root CA you must also supply the TSA root in 
the rootcertfile option (the file root1+2.pem is assumed to contain both required root cer-
tificates in PEM encoding):



digitalid={filename=demo_signer_rsa_2048.p12} passwordfile=pw.txt ltv=full 
rootcertfile=root1+2.pem timestamp={source={url={http://timestamp.acme.com/tsa}}}
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7.7 The CAdES and PAdES Signature Standards
7.7.1 CMS and CAdES Signatures



The European Telecommunications Standards Institute (ETSI)1 issued a number of digi-
tal signature standards to harmonize digital signatures among EU member countries. 
ETSI standards are quite influential also in other parts of the world. They are supported 
in Acrobat X and above, are referenced in the PDF 2.0 standard ISO 32000-2 and have 
been incorporated in various RFCs.



CMS and CAdES signatures. For a long time PDF signatures were based on CMS (Cryp-
tographic Message Syntax). It is specified in RFC 5652 and widely used on the Internet. 
CMS signatures in PDF use the subfilter adbe.pkcs7.detached or some older deprecated 
entry in the signature dictionary. CMS signatures can be created and validated with all 
Acrobat versions.



CAdES (CMS Advanced Electronic Signatures) is specified in ETSI TS 101 733 (technically 
equivalent to RFC 5126) and adds some features to CMS. Most importantly, it protects 
against a threat scenario called certificate substitution by including a reference to the 
signing certificate in the signature (using the signing-certificate-v2 attribute). CAdES sig-
natures in PDF require the ETSI.CAdES.detached subfilter in the signature dictionary. 
CAdES signature creation and validation are supported in Acrobat X and above.



pCOS. CAdES signatures are reported in pCOS as signaturefields[...]/cades=true.



PAdES signatures. PAdES (PDF Advanced Electronic Signatures) is specified in ETSI 
TS 102 778. It applies CAdES to PDF by adding options and constraints to PDF signatures 
as defined in PDF 1.7 (ISO 32000-1). PAdES also specifies additional PDF data structures 
which are scheduled for inclusion in PDF 2.0 (ISO 32000-2). PAdES consists of several 
parts (parts which are not relevant here are omitted below).



> PAdES Part 2 is specified in ETSI TS 102 778-2 PAdES Basic. It is based on CMS and 
called PAdES-Basic (sometimes also called PAdES-CMS) and conforms to ISO 32000-1 
while forbidding some of its optional features to strengthen the signatures. For ex-
ample, PAdES-Basic requires the ByteRange to cover the whole document in order to 
close an obvious security gap in the original ISO 32000-1 definition.



> PAdES Part 3 is specified in ETSI TS 102 778-3 PAdES Enhanced. It is based on CAdES 
and defines the two profiles BES (Basic Electronic Signature) and EPES (Explicit Policy-
based Electronic Signature). EPES extends BES by adding a policy identifier and an 
optional commitment type indication to the signature. The policy attribute specifies 
the signature policy under which the signature is created. The commitment-type attri-
bute can be used as an alternative to the Reason entry in the signature dictionary. 
CAdES defines a series of generic commitment types such as proof of origin, proof of 
receipt, or proof of approval.



> PAdES Part 4 is specified in ETSI TS 102 778-4 PAdES Long-Term and provides the 
means for long-term validation, discussed in more detail in Section 7.6, »Long-Term 
Validation (LTV)«, page 118. Part 4 introduces document-level time-stamps and the 
DSS (see Section 7.3.3, »Document Security Store (DSS)«, page 101). The concepts de-



1. ETSI standards are freely available from www.etsi.org/standards 





http://www.etsi.org/standards
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fined in PAdES part 4 can be applied to PAdES part 2 and part 3 signatures, i.e. PAdES-
LTV can be based on CMS or CAdES.



PAdES conformance levels. Several levels of PAdES signatures have been defined 
which are intended to cover the life cycle of a signature. The following PAdES confor-
mance levels are specified in ETSI TS 103 172 PAdES Baseline Profile; each level is built on 
top of the preceding level:



> Basic Signature: PAdES B-Level is the building block of PAdES signatures. It supports 
signatures with or without signature policy identifier, i.e. EPES and BES.



> Signature with Time: PAdES T-Level adds a signature time-stamp to PAdES B-Level to 
prove that the signature existed at a certain time.



> Signature with Long-Term Validation Material: PAdES LT-Level adds validation data 
to PAdES T-Level to ensure long-term availability of the validation material.



> Signature providing Long Term Availability and Integrity of Validation Material: 
PAdES LTA-Level adds a document-level (archive) time-stamp to PAdES LT-Level to 
ensure long-term availability and integrity of the validation material. Time-stamps 
can be added repeatedly, e.g. when cryptographic algorithms or key lengths are no 
longer considered strong enough.



The newer standard EN 319 142-1 »Part 1: Building blocks and PAdES baseline signatures« 
slightly renames the four PAdES conformance levels in the baseline group to B-B, B-T, B-
LT, and B-LTA. EN 319 142-2 »Part 2: Extended PAdES signatures« introduces the names E-
BES, E-EPES, and E-LTV for the conformance levels in the extended group.



CAdES and PAdES support in Acrobat. By default Acrobat signatures conform to PAdES 
part 2 (PAdES-Basic). Acrobat X/XI/DC can create PAdES part 3 BES signatures if config-
ured for CAdES as follows:



> Acrobat XI/DC: Edit, Preferences, Signatures, Creation & Appearance, More..., Default 
Signing Format: CAdES-Equivalent



> Acrobat X: Edit, Preferences, Security, Advanced Preferences..., Creation, Default Signature 
Signing Format: CAdES-Equivalent.



Since there is no support for policy identifiers, PAdES-EPES cannot be created with Acro-
bat. However, both BES and EPES can be validated with Acrobat.



PAdES part 4 is supported in Acrobat X/XI/DC with the following features:
> Acrobat XI/DC: Long-Term Validation status information, see »LTV status in Acro-



bat«, page 118, for details;
> Acrobat X/XI/DC: LTV-enabling a signature by opening the Signatures pane and click-



ing Add Verification Information in the Options menu.
> Acrobat X/XI/DC: document-level time-stamps.
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7.7.2 PAdES Signatures with PLOP DS
PLOP DS supports all conformance levels mentioned above for author and approval sig-
natures. The signature type CMS or CAdES can be selected with the sigtype option; fea-
tures for PAdES conformance levels are activated by specific options. By default, 
PLOP DS creates CAdES signatures which conform to PAdES B Level. Table 7.7 lists the op-
tions required to achieve the PAdES conformance levels with PLOP DS.



Note PAdES part 3 and part 4 are not supported for engine=mscapi.



PAdES option list examples. The following signature option (in addition to other rele-
vant options such as digitalid) creates a signature according to PAdES B-Level BES (since 
this is the default setting it can also be omitted):



sigtype=cades



The following partial signature option list creates a signature according to PAdES B-
Level EPES (using a fictitious signature policy identifier):



policy={oid=2.16.276.1.89.1.1.1.1.3 commitmenttype=origin}



The following partial signature option list creates a signature according to PAdES T-
Level:



timestamp={critical source={url={http://timestamp.acme.com/tsa}}}



The following partial signature option list creates a signature according to PAdES LT-
Level:



timestamp={critical source={url={http://timestamp.acme.com/tsa}}} ltv=full



The following partial signature option list creates a time-stamped signature with an ad-
ditional archival time-stamp according to PAdES LTA-Level:



ltv=full timestamp={critical source={url={http://timestamp.acme.com/tsa}}} 
doctimestamp={source={url={http://timestamp.acme.com/tsa}}}



Table 7.7 PAdES conformance levels according to ETSI TS 103 172 and ETSI EN 319 102-1



PAdES conformance level PLOP DS options



PAdES B-Level, includes
BES (Basic Electronic Signature and
EPES (Explicit Policy Electronic Signature)



PAdES-BES: sigtype=cades (default)
PAdES-EPES: like PAdES-BES plus policy



PAdES T-Level (Trusted time for signature existence) like PAdES B-Level plus
timestamp with critical=true



PAdES LT-Level (Long Term) like PAdES T-Level plus
ltv=full rootcertfile/rootcertdir1



1. Additional options may be required to achieve LTV status, such as certfile, ocsp, crl; see Section 7.6.2, »LTV-enabled Sig-
natures with PLOP DS«, page 119.



PAdES LTA-Level (Long Term with Archive time-stamps) like PAdES LT-Level plus
doctimestamp
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The following partial signature option list can be used to augment an existing PAdES LT-
Level signature with an additional archival time-stamp according to PAdES LTA-Level:



ltv=full doctimestamp={source={url={http://timestamp.acme.com/tsa}}}
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8 PLOP and PLOP DS Library API 
Reference



8.1 Option Lists
Option lists are a powerful yet easy method to control PLOP operations. Instead of re-
quiring a multitude of function parameters, many API methods support option lists, or 
optlists for short. These are strings which may contain an arbitrary number of options. 
Optlists support various data types and composite data like arrays. In most languages 
optlists can easily be constructed by concatenating the required keywords and values. C 
programmers may want to use the sprintf( ) function in order to construct optlists. An 
optlist is a string containing one or more pairs of the form



name value(s)



Names and values, as well as multiple name/value pairs can be separated by arbitrary 
whitespace characters (space, tab, carriage return, newline). The value may consist of a 
list of multiple values. You can also use an equal sign ’=’ between name and value:



name=value



Simple values. Simple values may use any of the following data types:
> Boolean: true or false; if the value of a boolean option is omitted, the value true is as-



sumed. As a shorthand notation noname can be used instead of name=false.
> String: strings containing whitespace or ’=’ characters must be bracketed with { and }. 



An empty string can be constructed with { }. The characters {, }, and \ must be preced-
ed by an additional \ character if they are supposed to be part of the string.



> Text strings are a special kind of string for certain options. While most options of 
type string accept only ASCII values, text strings may also carry Unicode values be-
yond ASCII. In Unicode-capable language bindings (see »Unicode support in lan-
guage bindings«, page 128) you can simply supply arbitrary Unicode values for such 
options. In non-Unicode-capable language bindings the user must prepend a UTF-8 
BOM to text strings if the string is to be interpreted as UTF-8. If no UTF-8 BOM is 
present, text strings will be interpreted in auto encoding, i.e. the current code page 
on Windows, ebcdic on zSeries, and iso8859-1 on Unix and OS X.



> Keyword: one of a predefined list of fixed keywords
> Float and integer: decimal floating point or integer numbers; point and comma can 



be used as decimal separators.
> Handle: several internal object handles, e.g., document or page handles. Technically 



these are integer values.



Depending on the type and interpretation of an option additional restrictions may ap-
ply. For example, integer or float options may be restricted to a certain range of values; 
handles must be valid for the corresponding type of object, etc. Conditions for options 
are documented in their respective function descriptions. Some examples for simple 
values (the first line shows a string containing a blank character):
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password={secret string}
linearize=true



List values. List values consist of multiple values, which may be simple values or list 
values in turn. Lists are bracketed with { and }. Example for a list value:



permissions={ noprint nocopy }



Note The backslash \ character requires special handling in many programming languages



Unquoted string values. In the following situations the actual characters in an option 
value may conflict with optlist syntax characters:



> Passwords or file names may contain unbalanced braces, backslashes and other spe-
cial characters



> Japanese SJIS filenames in option lists (reasonable only in non-Unicode-capable lan-
guage bindings)



In order to provide a simple mechanism for supplying arbitrary text or binary data 
which does not interfere with option list syntax elements, unquoted option values can 
be supplied along with a length specifier in the following syntax variants:



key[n]=value
key[n]={value}



The decimal number n represents the following:
> in Unicode-capable language bindings: the number of UTF-16 code units
> in non-Unicode aware language bindings: the number of bytes comprising the string



The braces around the string value are optional, but strongly recommended. They are 
required for strings starting with a space or other separator character. Braces, separators 
and backslashes within the string value are taken literally without any special interpre-
tation.



Example for specifying a 7-character password containing space and brace charac-
ters. The whole string is surrounded by braces which are not part of the option value:



password[7]={ ab}c d}



Rectangle. A rectangle is a list of four float values specifying the x and y coordinates of 
the lower left and upper right corners of a rectangle. The coordinates are interpreted in 
the default PDF coordinate system, i.e. origin in the lower left corner of the page and 
point as unit. Example:



rect={ 100 100 200 150}



The adapt keyword can be used for automatic size calculation without distortion, see 
Section 7.3.1, »Visualizing Signatures with a Graphic or Logo«, page 97.



Unicode support in language bindings. If a programming language or environment 
supports Unicode strings natively we call the binding Unicode-capable. The following 
language bindings are Unicode-capable:



> C++
> COM
> .NET











8.1  Option Lists



> Java
> Objective-C
> Python
> RPG



String handling in these environments is straightforward: all strings are supplied as 
Unicode strings in native UTF-16 format. The language wrappers correctly deal with 
Unicode strings provided by the client and automatically set certain options.



The following language bindings are not Unicode-capable by default:
> C (no native string data type available)
> Perl
> PHP
> Ruby



The use of UTF-8 is recommended for non-Unicode-capable language bindings. Some 
aspects of the API differ between Unicode-capable and non-Unicode-capable language 
bindings. Such differences are mentioned in the corresponding API descriptions in this 
chapter.



The PLOP_convert_to_unicode( ) function can be used to convert between UTF-8, 
UTF-16, and UTF-32 strings or from arbitrary encodings to Unicode with an optional 
BOM.
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8.2 General Functions



C PLOP *PLOP_new(void)



Create a new PLOP context.



Returns A handle to the new context, or NULL if not enough memory is available. The context 
must be supplied to all other API functions.



Bindings Not available in object-oriented language bindings where it will be called automatically 
when a new PLOP object is created.



Java void delete( )
C# void Dispose( )



C void PLOP_delete(PLOP *plop)



Delete a PLOP context and release all its internal resources.



Details All open documents in the context are closed automatically. It is good programming 
practice, however, to close documents explicitly with PLOP_close_document( ) when they 
are no longer needed.



Bindings In C this function must not be called within a PLOP_TRY( )/PLOP_CATCH( ) clause.



In Java this method will be called by the finalizer method of PLOP. However, it is 
strongly recommended to explicitly call delete( ) for reliable cleanup. The same holds 
true when an exception occurred.



In Perl, PHP and COM this function will be called automatically when the PLOP object 
is destroyed.



In .NET Dispose( ) should be called at the end of processing to clean up unmanaged re-
sources.



C++ void create_pvf(wstring filename, const void *data, size_t size, wstring optlist)
C# Java void create_pvf(String filename, byte[ ] data, String optlist)



Perl  PHP create_pvf(string filename, string data, string optlist)
C void PLOP_create_pvf(PLOP *plop,



const char *filename, int len, const void *data, size_t size, const char *optlist)



Create a named virtual read-only file from data provided in memory.



filename (Name string) The name of the virtual file. This is an arbitrary string which 
can later be used to refer to the virtual file in other PLOP calls.



len (C language binding only) Length of filename (in bytes) for UTF-16 strings. If len=0 
a null-terminated string must be provided.



data Data for the virtual file. In COM this is a variant of byte containing the data com-
prising the virtual file. In C and C++ this is a pointer to a memory location. In Java this is 
a byte array. In Perl and PHP this is a string.



size (C and C++ only) The length in bytes of the memory block containing the data.
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optlist An option list according to Table 8.1. The following option can be used: copy.



Details This function may be useful for repeatedly used digital IDs or XMP metadata. The virtu-
al file name can be supplied to any API function which uses input files. Some of these 
functions may set a lock on the virtual file until the data is no longer needed. Virtual 
files will be kept in memory until they are deleted explicitly with PLOP_delete_pvf( ), or 
automatically in PLOP_delete( ).



Each PLOP object maintains its own set of PVF files. Virtual files cannot be shared 
among different PLOP objects. Multiple threads working with separate PLOP objects do 
not need to synchronize PVF use. If filename refers to an existing virtual file an excep-
tion will be thrown. This function does not check whether filename is already in use for a 
regular disk file.



Unless the copy option has been supplied, the caller must not modify or free (delete) 
the supplied data before a corresponding successful call to PLOP_delete_pvf( ). Not obey-
ing to this rule will most likely result in a crash.



C++ Java C# int delete_pvf(String filename)
Perl  PHP int delete_pvf(string filename)



C int PLOP_delete_pvf(PLOP *plop, const char *filename, int len)



Delete a named virtual file and free its data structures.



filename (Name string) The name of the virtual file as supplied to PLOP_create_pvf( ).



len (C language binding only) Length of filename (in bytes) for UTF-16 strings. If len=0 
a null-terminated string must be provided.



Returns -1 (in PHP: 0) if the corresponding virtual file exists but is locked, and 1 otherwise.



Details If the file isn’t locked, PLOP will immediately delete the data structures associated with 
filename. If filename does not refer to a valid virtual file this function will silently do 
nothing. After successfully calling this function filename may be reused. All virtual files 
will automatically be deleted in PLOP_delete( ).



The detailed semantics depend on whether or not the copy option has been supplied 
to the corresponding call to PLOP_create_pvf( ): If the copy option has been supplied, both 
the administrative data structures for the file and the actual file contents (data) will be 
freed; otherwise, the contents will not be freed, since the client is supposed to do so.



Table 8.1 Option for PLOP_create_pvf( )



option description



copy (Boolean) If true, PLOP creates an internal copy of the supplied data. In this case the caller may dispose of 
the supplied data immediately after this call. Default: false for C and C++, but true for all other lan-
guage bindings
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C++ Java C# double info_pvf(String filename, String keyword)
Perl  PHP float info_pvf(string filename, string keyword)



C double PLOP_info_pvf(PDF *p, const char *filename, int len, const char *keyword)



Query properties of a virtual file or the PDFlib Virtual File system (PVF).



filename (Name string) The name of the virtual file. The filename may be empty if 
keyword=filecount.



len (C language binding only) Length of filename (in bytes) for UTF-16 strings. If len=0 
a null-terminated string must be provided.



keyword A keyword according to Table 8.2.



Details This function returns various properties of a virtual file or the PDFlib Virtual File sys-
tem (PVF). The property is specified by keyword.



Table 8.2 Keywords for PLOP_info_pvf( )



keyword description



exists 1 if the file exists in the PDFlib Virtual File system (and has not been deleted), otherwise 0



filecount Total number of files in the PDFlib Virtual File system maintained for the current PLOP object. The 
filename parameter will be ignored.



iscopy (Only for existing virtual files) 1 if the copy option was supplied when the specified virtual file was creat-
ed, otherwise 0



lockcount (Only for existing virtual files) Number of locks for the specified virtual file set internally be PLOP func-
tions. The file can only be deleted if the lock count is 0.



size (Only for existing virtual files) Size of the specified virtual file in bytes.
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8.3 Input Functions



C++ Java C# int open_document(String filename, String optlist)
Perl  PHP int open_document(string filename, string optlist)



C int PLOP_open_document(PLOP *plop, const char *filename, int len, const char *optlist)



Open a PDF document (which may be protected) for processing.



filename The full path name of the PDF file to be opened. The file will be searched by 
means of the SearchPath resource.



In non-Unicode language bindings the file name is converted to UTF-8 according to 
the filenamehandling option (unless filenamehandling=unicode or the supplied file name 
starts with a UTF-8 BOM). If len is different from 0 (C language binding only) the file 
name is converted from UTF-16 to UTF-8 regardless of the option filenamehandling. An 
error occurs if the file name cannot be converted or if the file name does not constitute 
valid UTF-8 or UTF-16.



On Windows it is OK to use UNC paths or mapped network drives as long as you have 
the necessary permissions (which may not be the case when running in ASP).



len (C language binding only) Length of filename (in bytes) for UTF-16 strings. If len=0 a 
null-terminated string must be provided.



optlist An option list (see Section 8.1, »Option Lists«, page 127) according to Table 8.3.



Returns -1 (in PHP: 0) on error, and a document handle otherwise. After an error it is recom-
mended to call PLOP_get_errmsg( ) to find out more details about the error.



Details The document handle can be used for the following purposes:
> use as input document for further processing with PLOP_create_document( );
> provide a page as signature appearance (signature option field and suboption visdoc);
> query document information with pCOS.



If the document is encrypted its user or master password (or a suitable digital ID in case 
of certificate security) must be supplied unless the requiredmode option has been speci-
fied.
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Table 8.3 Options for PLOP_open_document*( )



option description



digitalid (Option list; only for input documents which are protected with certificate security) Digital ID of a recipi-
ent for which the document is encrypted. The digital ID is specified with the suboptions in Table 8.9. If 
engine=mscapi the digitalid option may be missing or empty which means that all available IDs in the 
default certificate store are tried.



engine (Keyword; only for input documents which are protected with certificate security) Cryptographic engine 
for decrypting the document (default: builtin):
builtin Use the built-in cryptographic engine; the digitalid option must specify a virtual or disk file.
mscapi (Only on Windows) Use Microsoft Crypto API as cryptographic engine. The digital ID can be 



supplied in the certificate store or a disk file. The digitalid option may be missing or empty.



inmemory (Boolean; only for PLOP_open_document( )) If true, PLOP loads the complete file into memory and pro-
cess it from there. This can result in a tremendous performance gain on some systems (especially MVS) at 
the expense of memory usage. If false, individual parts of the document will be read from disk as need-
ed. Default: false



password (String; required for protected documents except with requiredmode)
For documents protected with password security: user or master password for the document. As detailed 
in Table 5.2, page 61, the document’s user password, master password, or no password may be required 
depending on which operation is applied to the document. On EBCDIC platforms the password is expect-
ed in ebcdic encoding or EBCDIC-UTF-8. If update=true the same password is used as master password 
for the generated output document.
If digitalid is supplied: Password, pass phrase, or PIN for the digital ID required for documents protected 
with certificate security. For engine=builtin exactly one of password or passwordfile is required; other 
engines may use alternate methods. On EBCDIC platforms the password is expected in ebcdic encoding.
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passwordfile (String; for engine=builtin exactly one of password or passwordfile is required; other engines may use 
alternate methods) The first line of the file (excluding the line end character or characters) is used as 
password, pass phrase, or PIN for the digital ID. On EBCDIC platforms the contents of the password file 
are expected in ebcdic encoding.



repair (Keyword) Specifies how to treat damaged PDF input documents. Repairing a document takes more time 
than normal parsing, but may allow processing of certain damaged PDFs. Note that some documents 
may be damaged beyond repair (default: auto):
force Unconditionally try to repair the document, regardless of whether or not it has problems.
auto Repair the document only if problems are detected while opening the PDF.
none No attempt will be made at repairing the document. If there are problems in the PDF the 



function call will fail.



requiredmode (Keyword) The minimum pcos mode (minimum/restricted/full) which is acceptable when opening 
the document. The call fails if the resulting pCOS mode would be lower than the required mode. If the 
call succeeds it is guaranteed that the resulting pCOS mode is at least the one specified in this option. 
However, it may be higher; e.g. requiredmode=minimum for an unencrypted document results in full 
mode. Default: full



shrug (Boolean) Permission restrictions are ignored (i.e. PDF processing is allowed) if the document could only 
be opened in restricted pCOS mode otherwise. For password security this means that the document is en-
crypted with a master password, but only the user password (if any) has been supplied. For certificate se-
curity this means that a suitable recipient digital ID has been supplied, but the document does not set 
master permission for this ID. If permission restrictions are ignored, the pCOS pseudo object shrug is set 
to true. Default: false



xmppolicy (Keyword) Control treatment of invalid document-level XMP in the input document. Invalid XMP implies 
that no standard identifier can be found, e.g. PDF/A documents will not be treated as such. Supported 
keywords (default: rejectinvalid):
rejectinvalid



Throw an exception for invalid XMP which includes the XML parser error message, and stop 
processing.



ignoreinvalid
(Implies sacrifice={pdfa pdfua pdfvt pdfx}) Treat invalid XMP as if there was no XMP 
present. Output XMP will be generated based on document info entries; it will also include an 
XML parsing error message in the <pdfx:invalid_source_XMP_exception> element.



remove (Implies sacrifice={pdfa pdfua pdfvt pdfx}) Unconditionally ignore input XMP, 
regardless of its validity. The output XMP is generated from scratch. This may be useful to 
delete unwanted metadata. Standard identifiers in XMP (e.g. for PDF/A) are lost.



Table 8.3 Options for PLOP_open_document*( )



option description
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C++ int open_document_callback(void *opaque, size_t filesize,
size_t (*readproc)(void *opaque, void *buffer, size_t size),
int (*seekproc)(void *opaque, long offset), wstring optlist)



C int PLOP_open_document_callback(PLOP *plop, void *opaque, size_t filesize,
size_t (*readproc)(void *opaque, void *buffer, size_t size),
int (*seekproc)(void *opaque, long offset), const char *optlist)



Open a PDF document (which may be protected) via a user-supplied function.



opaque Pointer to some opaque data structure which will be passed to readproc. PLOP 
does not use this pointer or the underlying data.



filesize The length of the document in bytes.



readproc A procedure which must be able to supply arbitrary chunks of size bytes of 
the document at memory location buffer. The procedure must return the number of 
bytes retrieved.



seekproc A procedure for seeking to position offset within the document. The proce-
dure must return -1 in case of error, and 0 otherwise.



optlist An option list (see Section 8.1, »Option Lists«, page 127) according to Table 8.3.



Returns -1 (in PHP: 0) on error, and a document handle otherwise. After an error it is recom-
mended to call PLOP_get_errmsg( ) to find out more details about the error.



Bindings Only available in the C and C++ language bindings.



C++ Java C# void close_document(int doc, String optlist)
Perl  PHP close_document(long doc, string optlist)



C void PLOP_close_document(PLOP *plop, int doc, const char *optlist)



Close the specified document.



doc A valid document handle obtained with PLOP_open_document*( ).



optlist An option list (see Section 8.1, »Option Lists«, page 127) according to Table 8.4.



Details This function should be called before PLOP_delete( ) for each document which has been 
opened with PLOP_open_document*( ). It closes the document associated with the sup-
plied handle and releases all related resources.



Table 8.4 Option for PLOP_close_document( )



option description



lastinthread (Boolean) This option should be set to true after processing the last document in the current thread to 
avoid memory leaks. After lastinthread=true PLOP_create_document( ) must not be called for the 
same PLOP object. Default: false
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8.4 Output Functions



C++ Java C# int create_document(String filename, String optlist)
Perl  PHP int create_document(string filename, string optlist)



C int PLOP_create_document(PLOP *plop, const char *filename, int len, const char *optlist)



Create a PDF output document in memory or on disk file.



filename (Name string) The name of the generated output file, which must be differ-
ent from the input file name supplied to PLOP_open_document( ). If this is an empty 
string the output is generated in memory, and can later be fetched with 
PLOP_get_buffer( ).



In non-Unicode language bindings file names with len=0 are interpreted in the cur-
rent system codepage unless they are preceded by a UTF-8 BOM, in which case they are 
interpreted as UTF-8 or EBCDIC-UTF-8.



len (C language binding only) Length of filename (in bytes) for UTF-16 strings. If len=0 a 
null-terminated string must be provided.



optlist An option list (see Section 8.1, »Option Lists«, page 127) according to Table 8.5.



Returns -1 (in PHP: 0) on error, and a document handle otherwise. After an error it is recom-
mended to call PLOP_get_errmsg( ) to find out more details about the error.



When a digital signature is created the function call fails in the following cases:
> a timestamp could not be obtained and the critical option is set;
> the signature chain is revalidated and a certificate has expired or has been revoked 



in the meantime;
> a visualization document is supplied which doesn’t fit on the page;
> the input document is damaged and the signature is created in update mode.



If PLOP_add_recipient( ) has been called one or more times, but none of the calls was successful 
(i.e. all recipient certificates have been rejected), PLOP_create_document( ) will fail. This is to 
avoid accidental creation of unprotected output.



Details Before calling this function PLOP_open_document*( ) must have been called. The docu-
ment to be processed is supplied in the input option. See Section 5.2, »Password-protect-
ing PDF Documents with PLOP«, page 61, for conditions which are enforced for the user 
and master passwords.



In signature mode PLOP_create_document( ) may revalidate the signature chain, e.g. be-
cause an OCSP response expired since it has been requested.



In certificate security mode, i.e. if PLOP_add_recipient( ) has been called at least once 
with a non-empty certificate option list, this function checks whether any recipient cer-
tificate has expired. If so, the function call fails.
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Table 8.5 Options for PLOP_create_document( )



option description



docinfo (List of pairs of text strings) Set document info entries for the output document. If the document contains 
document XMP metadata, standard document info entries are mirrored in the XMP. Each pair in the op-
tion list contains the name of an entry and its value. The following predefined and custom keys can be 
supplied (default: document info entries are copied from the input document):
Subject Subject of the document
Title Title of the document
Author Author of the document
Keywords Keywords describing the contents of the document
Trapped Indicates whether trapping has been applied to the document. Allowed values are True, 



False, and Unknown. For PDF/X input Unknown is only allowed ifthe sacrifice option includes 
pdfx or pdfvt.



any name other than Creator, CreationDate, Producer, ModDate, GTS_PDFXVersion, GTS_PDFXConfor-
mance, ISO_PDFEVersion
User-defined field name (must not contain any space character). PLOP supports an arbitrary 
number of fields. A custom field name should be supplied only once.



encryption (Keyword; only relevant for password security and certificate security) Encryption algorithm to be used 
for protecting the output document.
The following keywords are supported for password security, i.e. if masterpassword is supplied (default: 
algo11):



algo4 Encrypt with AES-128 according to Acrobat 7/8, i.e. pCOS algorithm 4; this increases the 
output PDF version to PDF 1.6 if required. Passwords may contain only Latin-1 characters and 
are truncated to 32 characters.



algo11 Encrypt with AES-256 according to Acrobat X/XI/DC, i.e. pCOS algorithm 11; this increases the 
output PDF version to PDF 1.7ext8 if required. Passwords may contain Unicode characters and 
are truncated to 127 UTF-8 bytes.



The following keywords are supported for certificate security, i.e. PLOP_add_recipient( ) has been called 
at least once successfully with a non-empty certificate option list (default: algo10):
algo6 Encrypt with certificate security on top of AES-128 according to Acrobat 7, i.e. pCOS algorithm 



6; this increases the output PDF version to PDF 1.6 if required.
algo10 Encrypt with certificate security on top of AES-256 according to Acrobat 9, i.e. pCOS algorithm 



10; this increases the output PDF version to PDF 1.7ext3 if required.



input (Document handle obtained with PLOP_open_document*( ); required) Input document to be processed



limitcheck If true, the limit for the number of indirect PDF objects (8.388.607) is enforced in PDF/A-1/2/3 and PDF/X-
4/5 modes. Default: true



linearize (Boolean; cannot be combined with signature creation or metadata) If true, the output document will 
be linearized. On MVS systems this option cannot be combined with in-memory generation (i.e. empty 
filename parameter). Default: false



master-
password1



(String; forces update=false) Master password for password-protecting the document. If it is empty or 
missing no master password is applied. Default: empty
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metadata (Option list; can not be combined with linearize) Supply XMP metadata for the document. PDF/A and 
PDF/X conformance entries are not allowed in the supplied XMP. Supported suboptions:
filename (Name string; required) The name of a file containing well-formed XMP metadata in UTF-8 



format.
validate (Keyword) The supplied XMP metadata will be validated according to the keyword (note that 



PLOP does not validate the XMP metadata in the input document):
none No validation
xmp2004 Validation according to the XMP 2004 specification
xmp2005 Validation according to the XMP 2005 specification
pdfa1 Like xmp2004, plus testing for predefined properties and schemas, and extension 



schema validation according to PDF/A-1
pdfa2 Like xmp2005, plus testing for predefined properties and schemas, and extension 



schema validation according to PDF/A-2 and PDF/A-3 (both standards have identi-
cal metadata requirements)



Default: pdfa1 if the input conforms to PDF/A-1 and the sacrifice option does not include 
pdfa; pdfa2 if the input conforms to PDF/A-2 or PDF/A-3 and the sacrifice option does not 
include pdfa; otherwise none



objectstreams (Keyword; forced to none for linearize=true as well as in PDF/A-1 and PDF/X-1a/3 modes) Create com-
pressed object streams which significantly reduce output file size (default: all):
all Write all simple objects except the document info dictionary into compressed objects streams 



and create a compressed cross-reference stream.
none Don’t create any compressed object streams nor compressed cross-reference stream.
xref Generate a compressed cross-reference stream, but not any other compressed object streams.



optimize (Keyword; ignored if update=true) Optimizations to be applied (default: none):
all Apply all implemented optimizations.
none Don’t apply any optimization.



permissions (Keyword list; requires masterpassword or certificate security; not allowed if update=true) List of per-
mission restrictions for the document. It contains any number of the keywords noprint, nomodify, 
nocopy, noannots, noassemble, noforms, noaccessible, nohiresprint, and plainmetadata (see Table 
5.3, page 62).
In certificate security mode only the keyword plainmetadata is allowed; other permission restrictions 
can be specified in the permissions option of PLOP_add_recipient( ).
Default: empty



recordsize (Integer; MVS only) The record size of the output file. Default: 0 (unblocked output)



sacrifice (List of keywords) This option can be used for controlling the behavior in case of conflicts between prop-
erties of the input PDF and the requested action. By default, PLOP does not create any output if it detects 
a conflict, but throws an exception instead. However, you can sacrifice some property of the document in 
order to allow processing. The keywords listed in Table 8.6. are supported; they are ignored unless both 
the input and action triggers are true. Default: empty list, i.e. an exception is thrown in case of a conflict 
and no output will be created.



tempdirname (String) Name of a directory where temporary files needed for PLOP’s internal processing will be created. 
If empty, PLOP will generate temporary files in the current directory. This option will be ignored if the 
tempfilename option has been supplied. Default: empty



tempfilename (String; MVS only) Full file name for a temporary file needed for PLOP’s internal processing. If empty, PLOP 
will generate a unique temp file name. The user is responsible for deleting the temporary file after 
PLOP_close_document( ). If this option is supplied the filename parameter must not be empty. Default: 
empty



Table 8.5 Options for PLOP_create_document( )



option description











1Chapter 8:  PLOP and PLOP DS Library API Reference



user-
password1



(String; requires masterpassword) User password for password-protecting the document. If it is empty or 
missing no user password is applied. Default: empty



1. Arbitrary Unicode characters can be supplied for AES-256 (algorithm 11), but only Latin-1 characters for AES-128 (algorithm 4). The sup-
plied password is truncated to 127 UTF-8 bytes for algorithm 11 and to 32 characters for algorithm 4. On EBCDIC platforms the password
must be supplied in ebcdic encoding or EBCDIC-UTF-8.



Table 8.6 Keywords for the sacrifice option of PLOP_create_document( )



keyword description



encrypted-
attachments



(Input trigger: the document is not encrypted, but contains one ore more encrypted file attachments; ac-
tion trigger: the appropriate password for the encrypted file attachment has not been supplied with the 
password option). If this keyword is supplied, encrypted file attachments for which the password is not 
available are removed.
Documents containing encrypted file attachments for which the proper password has not been supplied 
cannot be processed at all when signing with update=true.



fields (Input trigger: the document contains one or more non-signature form fields with NeedAppearances= 
true; action trigger: signing with update=false). If this keyword is supplied, all form fields including sig-
nature fields are removed.



pdfa (Input trigger: the document conforms to any conformance level of PDF/A-1, PDF/A-2 or PDF/A-3; action 
triggers: signature creation with option visdoc and an incompatible visualization document, any of the 
options userpassword/masterpassword/permissions, certificate security mode, or a signature gets larg-
er than 64K for PDF/A-1 and 32K for PDF/A-2/3) If this keyword is supplied, PDF/A input can be processed, 
but the PDF/A conformance entries are removed.



pdfua (Input trigger: the document conforms to PDF/UA-1; action triggers: encryption with the option 
permissions and the keyword noaccessible, or signature creation with the visdoc suboption of the 
field option) If this keyword is supplied, output can be created which no longer conforms to PDF/UA 
and the PDF/UA conformance entries are removed.



pdfvt (Input trigger: the document conforms to PDF/VT-1 or PDF/VT-2; action triggers: same as for pdfx) If this 
keyword is supplied, PDF/VT input can be processed, but the PDF/VT and PDF/X conformance entries are 
removed.



pdfx (Input trigger: the document conforms to PDF/X-1a or PDF/X-3/4/5; action triggers: signature creation in 
combination with Trapped=Unknown in the docinfo option, or with the visdoc suboption of the field 
option, or any of the options userpassword/masterpassword/permissions, or certificate security mode) 
If this keyword is supplied, PDF/X input can be processed, but PDF/X conformance entries are removed. If 
the document also conforms to PDF/VT-1 or PDF/VT-2 the PDF/VT conformance entries are removed as 
well.



signatures (Input trigger: the document contains one or more signatures; action trigger: all actions except signing 
with update=true). If this keyword is supplied and both input and output trigger are true, existing signa-
tures are cleared (i.e. signature values, but not the corresponding form fields are removed) in order to 
avoid creating output with invalid signatures. If both input and output triggers are true and 
sacrifice={signatures} is not supplied, PLOP_create_document( ) fails.



Table 8.5 Options for PLOP_create_document( )



option description
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C++ const char *get_buffer(long *size)
C# Java byte[ ] get_buffer( )



Perl  PHP string get_buffer( )
C const char *PLOP_get_buffer(PLOP *plop, long *size)



Fetch full or partial buffer contents of the output document from memory.



size Only required in the C binding. A pointer to a memory location where the length 
of the returned buffer will be stored.



Returns A buffer containing output data. In COM this is a Variant array of unsigned bytes. Java-
Script with COM does not allow to retrieve the length of the returned variant array (but 
it does work with other languages and COM). The client must consume the buffer con-
tents before calling any other PLOP library function.



Details PDF output can only be fetched with this function if in-memory generation has been re-
quested by supplying an empty file name to PLOP_create_document( ) (otherwise output 
will be written to a file). PLOP_get_buffer( ) must be called before calling 
PLOP_close_document( ).
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8.5 Certificate Security



C++ Java C# int add_recipient(String optlist)
Perl  PHP int add_recipient(string optlist)



C int PLOP_add_recipient(PLOP *plop, const char *optlist)



Add a recipient certificate for protecting the output document.



optlist Option list (see Section 8.1, »Option Lists«, page 127) with recipient information 
according to Table 8.7.



Returns -1 (in PHP: 0) on error, and 1 otherwise. After an error it is recommended to call 
PLOP_get_errmsg( ) to find out more details about the error. The function call fails if the 
certificate cannot be found or cannot be used for encrypting PDF documents.



Details If this function is called at least once with a non-empty certificate option the output doc-
ument(s) is encrypted against all specified recipient certificate(s). Certificates can be 
supplied in a disk-based or virtual file or in the Windows certificate store. This function 
can be called an arbitrary number of times to build the list of recipients for the docu-
ment. For most use cases it is recommended to include the document author’s certifi-
cate in the recipient list since otherwise the author will be unable to open the protected 
document.



The supplied certificate must match the conditions described in »Requirements for 
recipient certificates«, page 76.



An arbitrary number of documents can be encrypted against the same recipient list 
with multiple calls to PLOP_create_document( ). However, if PLOP_add_recipient( ) is called 
again after PLOP_create_document( ) it first resets the recipient list to an empty list so 
that a new list of recipients can be created.



This function forces the signature suboption value update=false since the recipient 
list cannot be modified in update mode.



Table 8.7 Options for PLOP_add_recipient( )



option description



certificate (Option list; required) Specify a recipient certificate against which the document will be encrypted. The 
certificate is specified with suboptions according to Table 8.9.
An empty lists disables certificate security. This may be useful to switch between certificate-based en-
cryption and other processing.



conformance (Keyword) Conformance of the generated encryption information (default: acrobat):
acrobat The document can be opened with Acrobat (for required Acrobat versions see Table 6.1, page 



74). If the recipient certificate uses an algorithm which is not supported in Acrobat the 
function call fails.



extended Accept the recipient certificate even if it uses one of the features below. It may not be possible 
to open the document with Acrobat:
RSA certificates where the key length is not a multiple of 8;
ECC certificates with a NIST-15 curve (RFC 5480) except P-256/P-384/P-521 or a Brainpool curve 
(RFC 5639).



engine (Keyword) Cryptographic engine to be used for locating the recipient’s certificate (default: builtin):
builtin Use the built-in cryptographic engine; certificates must be supplied in a virtual or disk file.
mscapi (Only on Windows) Use Microsoft Crypto API as cryptographic engine; certificates can be 



supplied in the certificate store or a disk file.
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permissions (Keyword list) List of permission restrictions for the recipient. Multiple recipients may be assigned differ-
ent permission restrictions. The list contains any number of the permission restriction keywords noprint, 
nomodify, nocopy, noannots, noassemble, noforms, noaccessible, nohiresprint according to Table 5.3. 
The following additional keyword can be used:
nomaster Restrict printing, editing, and content extraction according to the specified permission restric-



tion keywords, and prevent changing the document’s security settings. If neither this keyword 
nor one of the other permission restriction keywords above is supplied, the recipient has full 
rights to the document. Setting any of the other permission restriction keywords above im-
plies nomaster.



The keyword plainmetadata can not be used here, but must be supplied to PLOP_create_document( ) as 
it doesn’t apply to individual recipients.
An empty list means that no permission restrictions apply to the recipient. Default: empty list



Table 8.7 Options for PLOP_add_recipient( )



option description
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8.6 Digital Signatures
Note Digital signature functionality is only available in the product PLOP DS.



C++ Java C# int prepare_signature(String optlist)
Perl  PHP int prepare_signature(string optlist)



C int PLOP_prepare_signature(PLOP *plop, const char *optlist)



Prepare signature options.



optlist An option list specifying signature options according to Table 8.8:
> Options for the signing certificate (digital ID): digitalid, password, passwordfile
> Options for providing information about the signature context:



contactinfo, location, policy, reason
> Options for time-stamping: doctimestamp, timestamp
> Option for signature visualization: field
> Options for providing validation information:



certfile, crl, crldir, crlfile, ocsp, rootcertdir, rootcertfile, validate
> Options for certification signatures: certification, preventchanges
> Options for controlling details of signature creation:



conformance, engine, ltv, signature, sigtype
> Option for controlling signature details: dss, update



Returns -1 (in PHP: 0) on error, and 1 otherwise. After an error it is recommended to call 
PLOP_get_errmsg( ) to find out more details about the error. The function call may fail for 
the following reasons:



> the signer’s digital ID cannot be found or the private key cannot be accessed, e.g. be-
cause of a wrong password or PIN;



> validation fails, e.g. no valid OCSP response or CRL could be retrieved and the corre-
sponding critical option is set;



> the requirements for ltv=full or validate=full cannot be fulfilled.



After a failed call to PLOP_prepare_ signature( ) it is recommended to avoid another call 
with the same options since this may disable a PKCS#11 token, e.g. if a wrong password/
PIN was supplied too often.



Details Signature options prepared with this function can be used to create an arbitrary num-
ber of signatures with PLOP_create_document( ). The supplied signature options will be 
used for all signatures created with PLOP_create_document( ) until PLOP_prepare_ 
signature( ) is called again (with other signature options or the option nosignature).



The signature preparation option list may be processed again at unpredictable times 
before a signature is created. In particular, if a CRL or OCSP response is found to be out-
dated after a number of signatures has been created, the signature options are pro-
cessed again to refresh certificate revocation information.



This function terminates a PKCS#11 session which may be active from a previous 
call. If you need to terminate a PKCS#11 session explicitly (e.g. to provide other threads 
access to the token) you can call this function with the option signature=false.
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Table 8.8 Options for PLOP_prepare_signature( )



option description



certfile (String; not for engine=mscapi) Name of a file which contains one or more intermediate CA certificates 
in PEM encoding which may be required for validating and embedding the full certificate chain.



certification (Keyword) Create a certification (author) signature with the specified certification level. Values other 
than none create a certification signature and should only be used for the first signature in a document 
(default: none):
formfilling Certification signature: form filling and signing (by clicking a signature field, but not via 



Acrobat’s menu items) are allowed. Adding pages by spawning page templates is also 
allowed (as opposed to manually adding pages), but this technique is rarely used. Other 
changes break the signature.



formsandannotations
Certification signature: form filling, signing and page adding as well as commenting (i.e. 
annotation creation, deletion, and modification) are allowed; other changes break the 
signature.



nochanges Certification signature: any change breaks the signature.
none Regular approval signature: document is not certified.



conformance (Keyword) Conformance of the generated signature (default: acrobat):
acrobat The signature can be validated with Acrobat (for required Acrobat versions see Table 7.1, page 



96). The function call fails if a certificate or options are used which are not Acrobat-
compatible.



extended Accept the signing certificate and options even if the resulting signature cannot be validated 
in Acrobat The following features require conformance=extended:
ECC certificates with one of the Brainpool curves (RFC 5639)
ECC certificates with one of the NIST-15 curves (RFC 5480) except P-256/P-384/P-521
Signature option ocsp where the suboption hash has a value different from sha1.



contactinfo (Text string; only relevant for digitalid) Information provided by the signer to enable a recipient to con-
tact the signer to verify the signature (e.g. a phone number). However, this is not recommended as a scal-
able solution for establishing trust. Acrobat 8/9/X display the contact information in the Signature 
Properties dialog in the Signer tab. Acrobat XI/DC does not display the contact information.



crl (Option list or keyword; except for crl=none only relevant for digitalid; not for engine=mscapi) Ob-
tain a certificate revocation list (CRL) for the signing certificate and embed it in the signature or DSS if no 
valid good OCSP response is available. Supported suboptions (default: {source={ } critical=false}, 
i.e. the CRLdp extension in the digital ID is used if present):
critical (Boolean) If true, a signature is only generated if a valid CRL could be retrieved for the signing 



certificate; otherwise an error is returned and no signature is created. If this option is false 
CRL embedding is silently ignored if no valid CRL could be retrieved. Default: true



filename (String) Name of a file containing a CRL for the signing certificate in DER encoding. If the 
filename option is present a CRLdp extension in the signing certificate is ignored.



source (Network option list) Option list describing the CRL distribution point for the signing certi-
ficate. The protocols http and https are supported. The url suboption of the source option 
or the source option itself can be omitted which means that the CRL distribution point 
(CRLdp) extension in the digital ID is used as source.
All suboptions of the source network option list except url and httpauthentication are 
also applied to CRL requests for certificates other than the signing certificate. This supports 
use of the same set of credentials (e.g. username/password) in CRL calls for all involved 
certificates.



Unless a CRLdp extension is present in the digital ID exactly one of the filename or source options must 
be supplied.
The option crl=none means that no CRLs are retrieved over the network even if a CRLdp extension is pres-
ent. This affects all involved certificates, not just the signing certificate.
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crldir (String; not for engine=mscapi) Name of a directory containing CRLs in PEM encoding which may be re-
quired for validating the involved certificates. See »Naming convention for certificate and CRL files«, 
page 163, regarding the file names.



crlfile (String; not for engine=mscapi) Name of a file containing one or more CRLs in PEM encoding which may 
be required for validating the involved certificates.



digitalid (Option list; required for approval and certification signatures) Specify the signer’s digital ID with subop-
tions according to Table 8.9. The supported suboptions depend on the selected engine.



doc-
timestamp



(Option list; not for engine=mscapi) Generate a document-level time-stamp from a trusted time-stamp 
authority (using the builtin engine). Supported suboptions: see option timestamp



dss (Boolean; not for engine=mscapi) If true, embed certificates and revocation information in a Document 
Security Store (DSS) (see Section 7.3.3, »Document Security Store (DSS)«, page 101). Otherwise this data is 
embedded in the signature. Validation information for embedded time-stamps and document time-
stamps is always embedded in a DSS regardless of this option. Default: true for sigtype=cades as well as 
for input documents with an existing DSS; false otherwise



engine (Keyword) Cryptographic engine to be used for signing (default: builtin):
builtin Use the built-in cryptographic engine; the digital ID must be supplied in a virtual or disk file.
mscapi (Only on Windows) Use Microsoft Crypto API as cryptographic engine; the digital ID can be 



supplied in the certificate store or a disk file.
pkcs#11 Use the PKCS#11 interface to load the  digital ID from a cryptographic token. The name of the 



corresponding PKCS#11 DLL/shared library for the token must be provided in the filename 
suboption of the digitalid option.



field (Option list; only relevant for digitalid) Coordinates and contents of the form field which holds the sig-
nature according to the suboptions in Table 8.10. Default: an invisible signature is created



location (Text string; only relevant for digitalid) Physical location or host name where the signature is created



ltv (Keyword; not for engine=mscapi) Specify whether the signed document is prepared for long-term vali-
dation (LTV) (default: try):
full (Implies validate=full) Embed full validation information to LTV-enable the signed docu-



ment. LTV status usually requires one of the rootcertdir or rootcertfile options; the 
options certfile, ocsp and crl for providing additional certificates and revocation informa-
tion may also be required. The call fails if a required certificate or revocation information for a 
certificate cannot be obtained.



none Don’t embed validation information. The signed document is smaller, but not LTV-enabled.
try Embed as much validation information as is available. The signed document may or may not 



be LTV-enabled depending on available certificates and revocation information.



ocsp (Option list or keyword; not for engine=mscapi) Configure OCSP handling with suboptions according to 
Table 8.11. Default: {source={ } critical=false}, i.e. the AIA extension in the digital ID is used if pres-
ent.
The option ocsp=none means that no OCSP responses are retrieved even if an AIA extension is present. 
This affects all involved certificates, not just the signing certificate.



password (String which may be empty; for engine=builtin exactly one of password or passwordfile is required; 
other engines may use alternate methods) Specifies the password, pass phrase, or PIN for the digital ID. 
For engine=pkcs#11 this option must contain the PIN for the cryptographic token unless the PIN must be 
entered interactively on the token itself (e.g. a smartcard reader with keyboard). On EBCDIC platforms 
the password is expected in ebcdic encoding.



Table 8.8 Options for PLOP_prepare_signature( )



option description
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passwordfile (String; for engine=builtin exactly one of password or passwordfile is required; other engines may use 
alternate methods) The first line of the file (excluding the line end character or characters) is used as 
password, pass phrase, or PIN for the digital ID. On EBCDIC platforms the contents of the password file 
are expected in ebcdic encoding.



policy (Option list; only for sigtype=cades; not allowed if reason is specified; required for PAdES-EPES) Signa-
ture policy which shall be used to validate the signature. Supported suboptions:
commitmenttype



(Keyword) Type of commitment associated with the signature within the scope of the 
specified policy. Supported keywords (default: none):
approval The signer has approved the content of the message.
creation The signer has created the message (but not necessarily approved, nor sent it).
delivery The trusted service provider has delivered a message in a local store accessible to 



the recipient of the message.
none No commitment type is included in the signature
origin The signer recognizes to have created, approved, and sent the message.
receipt The signer recognizes to have received the content of the message.
sender The signer has sent the message (but not necessarily created it).



notice (Text string) Human-readable text description of the signature policy
oid (String; required) Object ID of the signature policy
uri (String) URI of the signature policy



prevent-
changes



(Boolean; only if certification is different from none) If true, the changes which are prohibited with 
the certification option (i.e. those changes which would invalidate the certification signature) are pre-
vented in Acrobat, i.e. the respective tools are disabled in the user interface. Default: true



reason (Text string; only relevant for digitalid; not allowed with policy) Reason for signing the document



rootcertdir (String; not for engine=mscapi) Name of a directory which contains trusted root CA certificates in PEM 
encoding which may be required for validating the certificate chain. See »Naming convention for certifi-
cate and CRL files«, page 163, for file name conventions.



rootcertfile (String; not for engine=mscapi) Name of a file which contains one or more trusted root CA certificates in 
PEM encoding which may be required for validating the certificate chain. For security reasons the file is 
not searched in the searchpath.



signature (Boolean) If false no signature is created. This may be useful to switch between signing and other pro-
cessing even if a prior call to PLOP_prepare_signature( ) supplied signature options. Default: true



sigtype (Keyword; only relevant for digitalid; not for engine=mscapi) Signature type (default: cades):
cms CMS-based signature according to ISO 32000-1 and PAdES part 2 (ETSI TS 102 778-2)
cades CAdES-based signature according to CAdES (ETSI TS 101 733) and RFC 5126. This is a require-



ment for PAdES part 3 and part 4.



Table 8.8 Options for PLOP_prepare_signature( )



option description
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timestamp (Option list or keyword; not for engine=mscapi) The signature includes an embedded time-stamp creat-
ed by a trusted time-stamp authority (TSA). Supported suboptions (default: {source={ } critical= 
false}, i.e. the TimeStamp extension in the digital ID is used if present):
critical (Boolean; forced to true for document-level time-stamps) If true, a signature is only gene-



rated if a valid time-stamp can be obtained; otherwise an error is returned. If this option is 
false time-stamping is silently ignored if no valid time-stamp response can be obtained. 
Default: true



hash (Keyword) Hash algorithm for creating the time-stamp request. The algorithm must be 
supported by the TSA (default: sha256): sha1 (not recommended), sha256, sha384, or 
sha512



policy (String) OID of the TSA policy under which the time-stamp must be created. Time-stamping 
fails if the TSA does not support the specified policy.



source (Network option list according to Table 8.12) Option list describing the TSA. The protocols http 
and https are supported.
Only for embedded time-stamps, but not for document-level time-stamps: the url suboption 
of the source option or the the source option itself may be omitted which means that the 
TimeStamp extension in the digital ID is used.



The keyword none means that no time-stamp is embedded even if the TimeStamp extension is present in 
the signing certificate.



update (Boolean) If true, signature data is appended as one or more incremental PDF update sections to a copy 
of the original document. Otherwise the PDF object hierarchy is rewritten which implies that existing sig-
natures are lost. Validation information for embedded time-stamps and document time-stamps is al-
ways appended as update, regardless of this option. Update mode is not possible for input documents 
which require repair.
Default: true but output encryption forces the option value to false (i.e. the masterpassword or 
userpassword options of PLOP_create_document( ) or a call to PLOP_add_recipient( ) with a non-empty 
certificate option list)



validate (Keyword) Control validation of involved certificates (default: full if ltv=full, otherwise formal):
formal The following checks are applied:



Critical extension flags, key usage etc. are checked;
OCSP response is retrieved if requested and requires a valid response with status good;
CRL is retrieved if requested and the signing certificate is checked against CRL; CRL date is 
checked;



full Like validate=formal plus full validation of the certificate chain. This requires that all 
necessary root and intermediate CA certificates are available, as well as OCSP or CRL 
revocation information for all involved certificates (except for root certificates and an OCSP 
responders with the id-pkix-ocsp-nocheck extension).



Table 8.8 Options for PLOP_prepare_signature( )



option description
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Table 8.9 Suboptions of the digitalid option of PLOP_prepare_signature( ) and PLOP_open_document( ) as well as the 
certificate option of PLOP_add_recipient( )



option description



Suboption for engine=builtin (if called from the digitalid or certificate option):



filename1 (String; required) If called from the digitalid option: name of a disk-based or virtual digital ID file in 
PKCS#12 or PFX format (see Appendix A, »Working with Certificates« for conversion hints).
If called from the certificate option: name of a disk-based or virtual X.509 certificate file in PEM or DER 
encoding. The certificate file must contain exactly one certificate.



Suboptions for engine=pkcs#11 (only if called from the digitalid option):



filename (String; required) Name of the PKCS#11 DLL/shared library for the cryptographic token, e.g. a smartcard. 
This must be a disk-based file, not a PVF file. Example: cryptoki.dll



issuer (String) Select a digital ID by its issuer field (PKCS#11 attribute CKA_ISSUER). See option subject below 
for a description of the query format.



label (String) Select a digital ID by its user-friendly label (PKCS#11 attribute CKA_ LABEL).



serial (String) Select a digital ID by its serial number (PKCS#11 attribute CKA_SERIAL_NUMBER). The serial num-
ber must be provided as a decimal string or hexadecimal string (prefixed with 0x).



slotid (Positive integer) Number of the slot that interfaces with the token. This can be used to directly select a 
slot if multiple slots are available.



subject (String) Select a digital ID ´by its subject field (PKCS#11 attribute CKA_ SUBJECT). The query must be in 
the format /type0=value0/type1=value1/...; characters may be escaped by \ (backslash). The order of 
attributes is significant. If the token contains more than one digital ID the options issuer, label, and 
subject can be used for certificate selection.
Example: subject={/C=DE/L=Munich/O=PDFlib GmbH/CN=PLOP Demo Signer RSA-2048}



threadsafe (Boolean) If true, the PKCS#11 library must support thread-safe operation and is initialized in thread-safe 
mode. If the PKCS#11 library doesn’t support thread-safe operation the call fails. If false, the PKCS#11 li-
brary is initialized in single-threaded mode which is only allowed for single-threaded applications. De-
fault: true



Suboptions for engine=mscapi (if called from the digitalid or certificate option):



externalhash (Boolean) If true, the document hash for the signature is created via the PKCS#11 interface (i.e. on the to-
ken or HSM), otherwise it is created with the builtin engine. Default: false



filename1 (String; one of filename or store is required if called from PLOP_prepare_signature( )2) Name of a disk-
based or virtual digital ID file in PKCS#12 or PFX format (see Appendix A, »Working with Certificates« for 
conversion hints).



storelocation (Keyword) Location of the certificate store (default: current_user):
current_service, current_user, current_user_group_policy, local_machine, 
local_machine_enterprise, local_machine_group_policy, services, users
The following locations can be opened remotely by prefixing the store option with the computer name 
(separated by a backslash character): local_machine, local_machine_group_policy, services, users.



subject (String; required if called from PLOP_prepare_signature( ) or PLOP_add_recipient( ), and store is speci-
fied; ignored otherwise) Select a digital ID where the subject field contains the supplied string. It usually 
holds the common name (CN) field of the digital ID. This suboption is not required when called from 
PLOP_open_document( ) since PLOP automatically determines the appropriate ID.



store (String; one of filename or store is required if called from PLOP_prepare_signature( )) Name of the cer-
tificate store, e.g. My, Root, Trust. If storelocation=services or storelocation=users the store name 
must be prefixed with the service or user name (separated by a backslash character). Default: My



1. For security reasons the file is not searched in the searchpath if called from the certificate option.
2. If neither filename nor store is supplied in PLOP_prepare_signature( ) all available IDs in the default store are tried.
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Table 8.10 Suboptions of the field option of PLOP_prepare_signature( )



option description



fillexisting (Boolean; only relevant if one or more signature fields exist in the document and the name option is not 
supplied) If true, the first signature field in the input document is used for the signing. If false, a new 
signature field is created with a unique name based on the pattern Signature#. Default: false



name (Text string; must not end in a period ».« character) Name of an existing or new signature field. If the 
document contains a signature field with this name, it is used for the signature (and page is ignored), 
otherwise the field is created. If a field with this name exists, but has a type other than Signature, an er-
ror is thrown.
Default: if no signature fields exist, a new one with the name Signature1 is created. Otherwise field cre-
ation is controlled by the option fillexisting.



page (Positive integer; ignored if an existing signature field is filled) Number of the page on which the signa-
ture field is created. The first page has number 1. Default: 1



position (List with two Keywords) Relative position of the visualization page within the field. The visualization 
page is placed in the rectangle according to the supplied keywords and scaled such that it entirely fits 
into the rectangle while preserving its aspect ratio. The first keyword specifies the horizontal position 
with one of the values left, center, right; the second keyword specifies the vertical position with one 
of the values top, center, bottom. If both values are equal, it is sufficient to specify a single keyword. De-
fault: {center}



rect (Rectangle) Coordinates of the lower left and upper right corners of the signature field in PDF coordinates 
(one unit is 1/72 inch, origin at the lower left corner). The specified rectangle is completely filled with the 
visualization page. In order to avoid distortion the keyword adapt can be supplied instead of one or two 
coordinates. In this case the missing coordinate(s) are calculated automatically. At least one corner must 
be specified explicitly. The rectangle must not exceed the page. See »Location and size of the signature 
field«, page 98, for more details on the fitting process. An empty rectangle with four zero values implies 
an invisible field.
Default: if an existing field is used its rectangle serves as default; otherwise an empty rectangle (i.e. invis-
ible signature)



tooltip (Non-empty text string) Text of the tooltip (also called alternative text) of a visible signature field. It may 
be used by screen readers to improve accessibility. Default: none



visdoc (Document handle obtained with PLOP_open_document( ); not allowed in PDF/UA, PDF/X or PDF/VT 
mode; only allowed for a non-empty field rectangle and required in this case) Document from which a 
page is used for visualizing the signature on the page. In PDF/A mode the visualization document must 
be compatible to the generated output (see »PDF/A conformance«, page 99).



vispage (Integer; only relevant if visdoc is supplied) Page number in the document which is used for visualizing 
the signature (the first page has number 1). Default: 1
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Table 8.11 Suboptions of the ocsp option of PLOP_prepare_signature( )



critical (Boolean; only relevant for digitalid) If true, a signature is only generated if a valid OCSP response for 
the signing certificate with status good was returned; otherwise an error is returned and no signature is 
created. If this option is false OCSP response embedding is silently ignored if no valid good OCSP re-
sponse could be retrieved. Default: true



freshness (Integer) Maximum amount of time in minutes after the OCSP response’s thisUpdate entry for which a 
response is regarded as valid. If the response is older than the specified period (extended by maxclock-
skew) it is regarded as invalid and not used. Default: 1440 (1 day)



hash (Keyword) Hash algorithm used to identify the certificate in all OCSP requests and responses. The algo-
rithm must be supported by the OCSP responder (default: sha1): sha1, sha256, sha384, or sha512
Since Acrobat XI/DC support only sha1 all other values require conformance=extended.



maxclockskew (Integer) Maximum tolerance in minutes when checking whether the response is fresh enough according 
to the thisUpdate entry in the OCSP response and the freshness option. This option can be used to com-
pensate network delays or inaccurate system clocks. Default: 5



nonce (Boolean) If true, the nonce extension (»number used only once«) is included in all OCSP requests, and 
the same value must be present in OCSP responses. Nonce handling prevents replay attacks, but also 
thwarts caching and is therefore not supported by some OCSP responders. Default: true



source (Network option list) Option list describing a server from which an OCSP response for the signing certifi-
cate is requested and then embedded in the signature or DSS. The protocols http and https are support-
ed. The url suboption of the source option or the source option itself can be omitted which means that 
the URL is taken from the authorityInfoAccess extension (AIA) in the digital ID.
All suboptions of the source network option list except url and httpauthentication are also applied to 
OCSP requests for certificates other than the signing certificate. This facilitates the use of the same cre-
dentials (e.g. username/password) in OCSP calls for all involved certificates.
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Network option lists. Various features require access to a network resource such as 
TSAs and OCSP responders. The server and possibly details for accessing it are specified 
within a network option list according to the suboptions in Table 8.12. Each option 
which uses the data type »network option list« specifies the list of supported protocols. 
Some examples for using network options lists (the actual network option list is shown 
in blue):



timestamp={source={url={http://timestamp.acme.com/}} hash=sha384} digitalid=...



ocsp={source={url={http://ocsp.acme.com/}} } digitalid=...



ocsp={source={timeout=1000}} digitalid=...



Table 8.12 Suboptions for a network option list



option description



httpauthen-
tication



(Keyword; only for http) Authentication method(s) to try. A server may not support a particular authen-
tication method (or any at all). Setting the authentication type explicitly may be preferable over the de-
fault (even if it results in the same method being selected) due to performance advantages. Supported 
keywords (default: any):
any Select the most secure authentication method supported by the server.
anysafe Like any, but exclude basic authentication.
basic Basic authentication with user name and password. This method is not recommended since 



user name and password are sent over the network in plain text.
digest Digest authentication with hashed user name and password according to RFC 2617. This is 



more secure than basic authentication.
ntlm NTLM authentication as used in Microsoft products



password (String) Password for basic and digest authentication



sslcertdir (String; only for https) Name of a directory which contains trusted CA certificates in PEM encoding 
which may be required for establishing an SSL connection. See »Naming convention for certificate and 
CRL files«, page 163, for file name conventions.



sslcertfile (String; only for https) Name of a file which contains one or more trusted CA certificates in PEM encod-
ing which may be required for establishing an SSL connection.



sslverifyhost (Boolean; only for https) If true, the Subject Alternate Name field in the server certificate must match 
the host name in the URL in order to establish a connection. Default: true



sslverifypeer (Boolean; only for https) If true, the server certificate must be verifiable against the set of trusted certif-
icates supplied with the sslcertdir or sslcertfile options. If false, a server certificate which cannot 
be verified because no known trusted root is available for it is accepted. Default: true



timeout (Integer) Timeout for accessing the resource in milliseconds. The value 0 means that no timeout is effec-
tive. Default: 15000



url (String; usually required, but optional for cases where the URL is known from context) Fully qualified URL 
of the network resource including the leading protocol identifier. The set of supported protocols is speci-
fied in the description of the respective option which deploys a network option list. Characters can be 
specified in URL encoding, e.g. %20. The URL may include user name and password in standard syntax, 
e.g.
http://user:password@timestamp.acme.com/



username (String) User name for basic and digest authentication
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8.7 Exception Handling
PLOP supplies auxiliary methods for handling library exceptions in the C language. Oth-
er PLOP language bindings use the native exception handling system of the respective 
language, such as try/catch clauses. The language wrappers pack information about ex-
ception number, description, and API function name into the generated exception ob-
ject.



When a PLOP exception occurred, no other PLOP function except PLOP_delete( ), 
PLOP_get_errnum( ), PLOP_get_errmsg( ), PLOP_get_apiname( ) may be called with the cor-
responding PLOP object.



The PLOP language bindings for Java and .NET define a separate PLOPException object 
which offers several members to access detailed error information.



C++ Java C# int get_errnum( )
Perl  PHP int get_errnum( )



C int PLOP_get_errnum(PLOP *plop)



Get the number of the last thrown exception, or the reason of a failed function call.



Returns The exception’s error number.



Bindings In .NET this method is also available as Errnum in the PLOPException object.
In Java this method is also available as get_errnum( ) in the PLOPException object.



C++ Java C# String get_errmsg( )
Perl  PHP string get_errmsg( )



C const char *PLOP_get_errmsg(PLOP *plop)



Get the descriptive text of the last thrown exception, or the reason of a failed function 
call.



Returns A string describing the error, or an empty string if the last API call didn’t cause any error.



Bindings In .NET this method is also available as Errmsg in the PLOPException object.
In Java this method is also available as getMessage( ) in the PLOPException object.



C++ Java C# String get_apiname( )
Perl  PHP string get_apiname( )



C const char *PLOP_get_apiname(PLOP *plop)



Get the name of the API function which threw the last exception or failed.



Returns The name of a PLOP API function.



Bindings In .NET this method is also available as Apiname in the PLOPException object.
In Java this method is also available as get_apiname( ) in the PLOPException object.
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C PLOP_TRY(PLOP *plop)



Set up an exception handling frame; must always be paired with PLOP_CATCH( ).



Details See »Error handling«, page 41.



C PLOP_CATCH(PLOP *plop)



Catch an exception; must always be paired with PLOP_TRY( ).



Details See »Error handling«, page 41.



C PLOP_EXIT_TRY(PLOP *plop)



Inform the exception machinery that a PLOP_TRY( ) block will be left without entering 
the corresponding PLOP_CATCH( ) clause.



Details See »Error handling«, page 41.



C PLOP_RETHROW(PLOP *plop)



Re-throw an exception to another handler.



Details See »Error handling«, page 41.
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8.8 Global Options



C++ Java C# void set_option(String optlist)
Perl  PHP set_option(string optlist)



C void PLOP_set_option(PLOP *plop, const char *optlist)



Set one or more global options for PLOP.



optlist An option list specifying global options according to Table 8.13. If an option is 
provided more than once the last instance overrides all previous ones. In order to sup-
ply multiple values for a single option (e.g. searchpath) supply all values in a list argu-
ment to this option.



Details Multiple calls to this function can be used to accumulate values for those options 
marked in Table 8.13. For unmarked options the new value overrides the old one.



Table 8.13 Global options for PLOP_set_option( )



option description



filename-
handling



(Keyword) Indicates the encoding of file names. File names supplied as function parameters without UTF-
8 BOM in non-Unicode aware language bindings are interpreted according to this option to guard 
against characters which would be illegal in the file system and to create a Unicode version of the file 
name. An error occurs if the file name contains characters outside the specified encoding. Default: 
unicode on Windows and OS X, otherwise honorlang:
ascii 7-bit ASCII
basicebcdic Basic EBCDIC according to code page 1047, but only Unicode values <= U+007E
basicebcdic_37



Basic EBCDIC according to code page 0037, but only Unicode values <= U+007E
honorlang The environment variables LC_ALL, LC_CTYPE and LANG are interpreted. The codeset specified 



in LANG is applied to file names if it is available.
legacy Use auto encoding (i.e. the current system encoding) to interpret the file name and interpret 



the LANG variable if the honorlang parameter is set.
unicode Unicode encoding in (EBCDIC-) UTF-8 format
all names of 8-bit and CJK encodings



Any encoding recognized by PLOP



license (String) Set the license key. It must be set before the first call to PLOP_open_document*( ).



licensefile (String) Set the name of a file containing the license key(s). The license file can be set only once before the 
first call to PLOP_open_document*( ). Alternatively, the name of the license file can be supplied in an en-
vironment variable called PDFLIBLICENSEFILE or (on Windows) via the registry.



frontpage (Boolean) If false, an exception is thrown if no valid license key was found; if true, a front page is creat-
ed in evaluation mode according to Section 0.1, »Installing the Software«, page 7. This option must be set 
before the first call to PLOP_open_document*( ). It doesn’t have any effect if a valid license key was 
found. Default: true



logging1 (Option list; unsupported) An option list specifying logging output according to Table 8.14. Alternatively, 
logging options can be supplied in an environment variable called PLOPLOGGING or on Windows via the 
registry. An empty option list will enable logging with the options set in previous calls. If the environment 
variable is set logging will start immediately after the first call to PLOP_new( ).
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searchpath1 (List of name strings) Relative or absolute path name(s) of a directory containing files to be read. The 
search path can be set multiply; the entries will be accumulated and used in least-recently-set order. It is 
recommended to use double braces even for a single entry to avoid problems with directory names 
containing space characters. An empty string list (i.e. {{}} ) deletes all existing search path entries in-
cluding the default entries. On Windows the searchpath can also be set via a registry entry. Default: 
empty



userlog (Name string) Arbitrary string which will be written to the log file if logging is enabled.



1. Option values can be accumulated with multiple calls.



Table 8.14 Suboptions for the logging option of PLOP_set_option( )



option explanation



classes (Option list) Option list where each option describes a logging class, and the corresponding value de-
scribes the level. Level 0 disables a logging class, positive numbers enable a class. Increasing levels provide 
more detailed output. If no level is mentioned for a class the value 1 must be used (initial value: api=1).
api Log all API calls with their function parameters and results. If api=2 a timestamp will be 



created in front of all API trace lines, and deprecated functions and options will be marked.
digsig Log details about digital signature creation:



1 basic information
2 validation information; OCSP and CRL details; PKCS#11 library, slot, and token info
5 certificate details



filesearch Log all attempts related to locating files via SearchPath or PVF.



resource Log all attempts at locating resources via Windows registry, UPR definitions as well as the 
results of the resource search.



user User-specified logging output supplied with the userlog option.
warning Log all warnings, i.e. error conditions which can be ignored or fixed internally. If warning=2 



messages from functions which do not throw any exception, but hook up the message text 
for retrieval via PLOP_get_errmsg( ), and the reason for all failed attempts at opening a file 
(searching for a file in searchpath) will also be logged.



disable (Boolean) Disable logging output. Default: false



filename (String) Name of the log file (stdout and stderr are also acceptable). Output will be appended to any ex-
isting contents. The log file name can alternatively be supplied in an environment variable called 
PLOPLOGFILENAME (in this case the option filename will be ignored). Default: plop.log (on Windows 
and OS X in the / directory, on Unix in /tmp)



flush (Boolean) If true, the log file will be closed after each output, and reopened for the next output to make 
sure that the output will actually be flushed. This may be useful when chasing program crashes where 
the log file is truncated, but significantly slows down processing. If false, the log file will be opened only 
once. Default: false



includepid (Boolean; not on MVS) Include the process id in the log file name. This should be enabled if multiple pro-
cesses use the same log file name. Default: false



includetid (Boolean; not on MVS) Include the thread id in the log file name. This should be enabled if multiple 
threads in the same process use the same log file name. Default: false



includeoid (Boolean; not on MVS) Include the object id in the log file name. This should be enabled if multiple PLOP 
objects in the same thread use the same log file name. Default: false



remove (Boolean) If true, an existing log file will be deleted before writing new output. Default: false



Table 8.13 Global options for PLOP_set_option( )



option description
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removeon-
success



(Boolean) Remove the generated log file in PLOP_delete( ) unless an exception occurred. This may be use-
ful for analyzing occasional problems in multi-threaded applications or problems which occur only spo-
radically. It is recommended to combine this option with includepid/includetid/includeoid as appro-
priate.



restore (Boolean) Restore the state of all logging class levels (except those specified in the same option list) to the 
least recently saved state.



save (Boolean) Save the state of all logging class levels (except those specified in the same option list). Up to 7 
save levels are supported.



stringlimit (Integer) Limit for the number of characters in text strings, or 0 for unlimited. Default: 0



Table 8.14 Suboptions for the logging option of PLOP_set_option( )



option explanation
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8.9 pCOS Functions
The full pCOS syntax for retrieving object data from a PDF is supported; see the pCOS 
Path Reference for a detailed description.



C++ Java C# double pcos_get_number(int doc, String path)
Perl  PHP double pcos_get_number(long doc, string path)



C double PLOP_pcos_get_number(PLOP *plop, int doc, const char *path, ...)



Get the value of a pCOS path with type number or boolean.



doc A valid document handle obtained with PLOP_open_document*( ).



path A full pCOS path for a numerical or boolean object.



Additional parameters (C language binding only) A variable number of additional pa-
rameters can be supplied if the key parameter contains corresponding placeholders (%s 
for strings or %d for integers; use %% for a single percent sign). Using these parameters 
will save you from explicitly formatting complex paths containing variable numerical 
or string values. The client is responsible for making sure that the number and type of 
the placeholders matches the supplied additional parameters.



Returns The numerical value of the object identified by the pCOS path. For Boolean values 1 will 
be returned if they are true, and 0 otherwise.



C++ Java C# string pcos_get_string(int doc, String path)
Perl  PHP string pcos_get_string(long doc, string path)



C const char *PLOP_pcos_get_string(PLOP *plop, int doc, const char *path, ...)



Get the value of a pCOS path with type name, number, string, or boolean.



doc A valid document handle obtained with PLOP_open_document*( ).



path A full pCOS path for a string, number, name, or boolean object.



Additional parameters (C language binding only) A variable number of additional pa-
rameters can be supplied if the key parameter contains corresponding placeholders (%s 
for strings or %d for integers; use %% for a single percent sign). Using these parameters 
will save you from explicitly formatting complex paths containing variable numerical 
or string values. The client is responsible for making sure that the number and type of 
the placeholders matches the supplied additional parameters.



Returns A string with the value of the object identified by the pCOS path. For Boolean values the 
strings true or false will be returned.



Details This function raises an exception if pCOS does not run in full mode and the type of the 
object is string. However, the objects /Info/* (document info keys) can also be retrieved in 
restricted pCOS mode if nocopy=false or plainmetadata=true, and bookmarks[...]/Title as 
well as all paths starting with pages[...]/annots[...]/ can be retrieved in restricted pCOS 
mode if nocopy=false.
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This function assumes that strings retrieved from the PDF document are text strings. 
String objects which contain binary data should be retrieved with PLOP_pcos_get_ 
stream( ) instead which does not modify the data in any way.



Bindings C language binding: The string will be returned in UTF-8 format without BOM. The re-
turned strings will be stored in a ring buffer with up to 10 entries. If more than 10 
strings are queried, buffers will be reused, which means that clients must copy the 
strings if they want to access more than 10 strings in parallel. For example, up to 10 calls 
to this function can be used as parameters for a printf( ) statement since the return 
strings are guaranteed to be independent if no more than 10 strings are used at the 
same time.



C++ language binding: The string will be returned as wstring in the default wstring con-
figuration of the C++ wrapper. In string compatibility mode on zSeries the result will be 
returned in EBCDIC-UTF-8 without BOM.



Java and .NET: the result will be provided as Unicode string.



Perl, PHP, Python and Ruby language bindings: the result will be provided as UTF-8 
string.



C++ const unsigned char *pcos_get_stream(int doc, int *length, string optlist, wstring path)
C# Java byte[ ] pcos_get_stream(int doc, String optlist, String path)



Perl  PHP string pcos_get_stream(long doc, string optlist, string path)
C const unsigned char *PLOP_pcos_get_stream(PLOP *plop, int doc, int *length, const char *optlist,



const char *path, ...)



Get the contents of a pCOS path with type stream, fstream, or string.



doc A valid document handle obtained with PLOP_open_document*( ).



length (C and C++ language bindings only) A pointer to a variable which will receive 
the length of the returned stream data in bytes.



optlist An option list specifying stream retrieval options according to Table 8.15.



path A full pCOS path for a stream or string object.



Additional parameters (C language binding only) A variable number of additional pa-
rameters can be supplied if the key parameter contains corresponding placeholders (%s 
for strings or %d for integers; use %% for a single percent sign). Using these parameters 
will save you from explicitly formatting complex paths containing variable numerical 
or string values. The client is responsible for making sure that the number and type of 
the placeholders matches the supplied additional parameters.



Returns The unencrypted data contained in the stream or string. The returned data will be emp-
ty (in C and C++: NULL) if the stream or string is empty, or if the contents of encrypted 
attachments in an unencrypted document are queried and the attachment password 
has not been supplied.



If the object has type stream, all filters will be removed from the stream contents (i.e. 
the actual raw data will be returned). If the object has type fstream or string the data will 
be delivered exactly as found in the PDF file, with the exception of ASCII85 and ASCII-
Hex filters which will be removed.
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Details This function will throw an exception if pCOS does not run in full mode. As an excep-
tion, the object /Root/Metadata can also be retrieved in restricted pCOS mode if 
nocopy=false or plainmetadata=true. An exception will also be thrown if path does not 
point to an object of type stream, fstream, or string.



Despite its name this function can also be used to retrieve objects of type string. Un-
like PLOP_pcos_get_string( ), which treats the object as a text string, this function will not 
modify the returned data in any way. Binary string data is rarely used in PDF, and can-
not be reliably detected automatically. The user is therefore responsible for selecting 
the appropriate function for retrieving string objects as binary data or text.



Bindings COM: Most client programs will use the Variant type to hold the stream contents. Java-
Script with COM does not allow to retrieve the length of the returned variant array (but 
it does work with other languages and COM).



C and C++ language bindings: The returned data buffer can be used until the next call to 
this function.



This function can be used to retrieve embedded font data from a PDF. Users are reminded of 
the fact that fonts are subject to the respective font vendor’s license agreement, and must not 
be reused without the explicit permission of the respective intellectual property owners. Please 
contact your font vendor to discuss the relevant license agreement.



Table 8.15 Options for PLOP_pcos_get_stream( )



option description



convert (Keyword; will be ignored for streams which are compressed with unsupported filters) Controls whether 
or not the string or stream contents will be converted (default: none):
none Treat the contents as binary data without any conversion.
unicode Treat the contents as textual data (i.e. exactly as in PLOP_pcos_get_string( )), and normalize it 



to Unicode. In non-Unicode-capable language bindings this means the data will be converted 
to UTF-8 format without BOM.
This option is required for the data type »text stream« in PDF which is rarely used (e.g. it can 
be used for JavaScript, although the majority of JavaScripts is contained in string objects, not 
stream objects).
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8.10 Unicode Conversion Function



C++ string convert_to_unicode(wstring inputformat, string input, wstring optlist)
C# Java string convert_to_unicode(String inputformat, byte[ ] input, String optlist)



Perl  PHP string convert_to_unicode(string inputformat, string input, string optlist)
C const char *PLOP_convert_to_unicode(PLOP *p,



const char *inputformat, const char *input, int inputlen, int *outputlen, const char *optlist)



Convert a string in an arbitrary encoding to a Unicode string in various formats.



inputformat Unicode text format or encoding name specifying interpretation of the 
input string:



> Unicode text formats: utf8, ebcdicutf8, utf16, utf16le, utf16be, utf32
> All internally known 8-bit encodings, encodings available on the host system, and 



the CJK encodings cp932, cp936, cp949, cp950
> The keyword auto specifies the following behavior: if the input string contains a 



UTF-8 or UTF-16 BOM it will be used to determine the appropriate format, otherwise 
the current system codepage will be assumed.



input String (COM: Variant) to be converted to Unicode.



inputlen (C language binding only) Length of the input string in bytes. If inputlen = 0 a 
null-terminated string must be provided.



outputlen (C language binding only) C-style pointer to a memory location where the 
length of the returned string (in bytes) will be stored.



optlist An option list specifying options for input interpretation and Unicode conver-
sion:



> Input filter options according to Table 8.16: charref, escapesequence
> Unicode conversion options according to Table 8.16:



bom, errorpolicy, inflate, outputformat



Returns A Unicode string created from the input string according to the specified parameters 
and options. If the input string does not conform to the specified input format (e.g. in-
valid UTF-8 string) an empty output string will be returned if errorpolicy=return, and an 
exception will be thrown if errorpolicy=exception.



Details This function may be useful for general Unicode string conversion. It is provided for the 
benefit of users working in environments which do not provide suitable Unicode con-
verters.



Bindings C binding: the returned strings will be stored in a ring buffer with up to 10 entries. If 
more than 10 strings are converted, the buffers will be reused, which means that clients 
must copy the strings if they want to access more than 10 strings in parallel. For exam-
ple, up to 10 calls to this function can be used as parameters for a printf( ) statement 
since the return strings are guaranteed to be independent if no more than 10 strings are 
used at the same time.
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Table 8.16 Options for PLOP_convert_to_unicode( )



option description



bom (Keyword; will be ignored for outputformat=utf32) Policy for adding a byte order mark (BOM) to the 
output string. Supported keywords (default: none):
add Add a BOM.
keep Add a BOM if the input string has a BOM.
none Don’t add a BOM.
optimize Add a BOM except if outputformat=utf8 or ebcdicutf8 and the output string contains only 



characters in the range < U+007F.



charref (Boolean) If true, enable substitution of numeric and character entity references and glyph name refer-
ences. Default: false



errorpolicy (Keyword) Behavior in case of conversion errors (default: exception):
return The replacement character will be used if a character reference cannot be resolved. An empty 



string will be returned in case of conversion errors.
exception An exception will be thrown in case of conversion errors.



escape-
sequence



(Boolean) If true, enable substitution of escape sequences in strings. Default: false



inflate (Boolean; only for inputformat=utf8; will be ignored if outputformat=utf8) If true, an invalid UTF-8 
input string will not trigger an exception, but rather an inflated byte string in the specified output for-
mat will be generated. This may be useful for debugging. Default: false



output-
format



(Keyword) Unicode text format of the generated string: utf8, ebcdicutf8, utf16, utf16le, 
utf16be, utf32. An empty string is equivalent to utf16. Default: utf16
Unicode-capable language bindings: the output format will be forced to utf16.
C++ language binding: only the following output formats are allowed: utf8, utf16, utf32.
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A Working with Certificates
In this appendix we provide additional information which may be useful when working 
with certificates and PLOP or PLOP DS.



Display contents of a certificate. You can display the contents of a certificate or digital 
ID with the following Windows command:



certutil -dump -p demo demo_signer_rsa_2048.p12



Display certificate contents with OpenSSL:



openssl x509 -inform DER -in demo_recipient_1.pem -noout -text



Extract the public key from a digital ID to create a certificate with OpenSSL. If you 
have a digital ID (with public and private key) and need a corresponding certificate 
(with the private key only) for others to encrypt documents, you can use the following 
command:



openssl pkcs12 -in demo_signer_rsa_2048.p12 -clcerts -nokeys -out 
demo_signer_rsa_2048.pem



Convert a certificate to PEM with OpenSSL. The signature options certfile and 
rootcertfile as well as the suboption sslcertfile in a network option list accept certificates 
only in the text-based PEM encoding. On EBCDIC platforms PEM certificates must be en-
coded in EBCDIC.



You can use the following OpenSSL command to convert certificates in the binary 
DER encoding to the required text-based PEM encoding:



openssl x509 -inform DER -outform PEM -in PDFlibDemoCA_G2.crt -out PDFlibDemoCA_G2.pem



Note that .cer and .crt files may use DER or PEM encoding. Since the file name suffix is 
not reliable, you can check the format in a text editor: while DER encoding consists of bi-
nary data, PEM encoding is a text-based format with Base-64-encoded data enclosed by 
the lines



-----BEGIN CERTIFICATE-----
...
-----END CERTIFICATE-----



Naming convention for certificate and CRL files. The signature options crldir and root-
certdir as well as the suboption sslcertdir in a network option list accept the name of a di-
rectory where certificates or CRLs are searched. These files must be stored in the text-
based PEM encoding and must be named according to the OpenSSL 1.0.0 (or above) file 
name hashing convention (earlier versions use a different naming convention).



The OpenSSL command c_rehash creates symbolic links with the required hashed file 
names for one or more directories containing certificates or CRLs in PEM encoding:



c_rehash .



If you need to create hashed file names manually you can do so according to the follow-
ing rules:
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> Use the DER-encoded form of the subject field of a certificate or the DER-encoded 
form of the issuer field of a CRL and take the SHA-1 hash. Consider the first four bytes 
of the generated hash value and use the corresponding initial 8 hexadecimal digits 
as basis for the filename.
You can create the file name hashes for individual certificate or CRL files with 
OpenSSL commands similar to the following:



# create the hashed file name for a certificate in PEM encoding
openssl x509 -hash -noout -in PDFlibDemoCA_G2.pem



# create the hashed file name for a certificate in DER encoding
openssl x509 -hash -noout -inform DER -in PDFlibDemoCA_G2.crt



# create the hashed file name for a CRL in PEM encoding
openssl crl -hash -noout -in PDFlibDemoCA_G2.crl.pem



# create the hashed file name for a CRL in DER encoding
openssl crl -hash -noout -inform DER -in PDFlibDemoCA_G2.crl



> Append a ’.’ (period) character. For CRLs also append the character ’r’;
> Append the decimal number 0 (zero). If there is a conflict within the hash values, in-



crease the number and use it instead of zero.



Syntax for object identifiers (OIDs). The oid suboption of the policy option and the 
policy suboption of the timestamp option expect an object identifier (OID) which speci-
fies the policy. OIDs consist of a series of decimal numbers where the numbers are sepa-
rated by whitespace or period characters ».«, e.g.



2.16.840.1.101.3.2.1.48.9
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B Combining PDFlib with PLOP DS
PLOP DS has been designed for easy interoperability with PDFlib for dynamically gener-
ating and signing PDF documents. In this appendix we discuss how you can combine 
both products.



File-Based Combination. The file-based method is recommended if you deal with very 
large PDF documents, or if you need to reduce the total memory requirements of the 
PDFlib/PLOP DS combination. Simply generate a PDF file on disk with appropriate 
PDFlib routines, and process the generated document with PLOP_open_document( ).



Create documents in memory and digitally sign. The memory-based method is faster, 
but requires more memory. The following process is recommended for dynamic PDF 
generation and signature in Web applications unless you deal with very large docu-
ments:



> Instead of generating a PDF file on disk with PDFlib, use in-core PDF generation by 
supplying an empty file name to PDF_begin_document( ).



> Fetch the generated PDF data by calling PDF_get_buffer( ) after PDF_end_document( ).
> Create a virtual file in PLOP based on the PDF data in memory by calling 



PLOP_create_pvf( ).
> Pass the name of the PVF file to PLOP DS using PLOP_open_document( ).



The hellosign programming sample which is included in all PLOP packages demon-
strates how to use PDFlib for dynamically creating a PDF document and passing it to 
PLOP in memory for applying a digital signature.



Dynamically create signature visualization documents. You can also use PDFlib to dy-
namically create a document which is used for signature visualization (see Section 7.3.1, 
»Visualizing Signatures with a Graphic or Logo«, page 97). This is useful if you need to 
include varying text or image components in the visualization document, e.g. the cur-
rent date/time.



The dynamicsign programming sample demonstrates how to use PDFlib for dynami-
cally creating a PDF visualization document and pass it to PLOP DS for use in the signa-
ture creation process.



Form fields created with PDFlib. When Acrobat opens a document containing form 
fields it automatically creates the visual appearance of the fields if required. PDFlib 7/8/
9 relies on this behavior and doesn’t create the so-called appearance streams. However, 
since automatic appearance creation in Acrobat modifies the document immediately 
upon opening it, such documents are unsuitable for digital signing.



PLOP DS therefore rejects such documents by default (when signing in update 
mode). In rewrite mode, i.e. with update=false, such documents can be signed by supply-
ing the option sacrifice={fields}. However, form fields in the input document will no 
longer be present in the signed output when using this option.
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C PLOP Library Quick Reference
The following tables contain an overview of all PLOP API functions. The prefix (C) de-
notes C prototypes of functions which are not available in the Java language binding.



General Functions



Document Input and Output



Error Handling



Global Options



pCOS Functions



Unicode Conversion Function



Function prototype page
(C) PLOP *PLOP_new(void) 130
void delete( ) 130
void create_pvf(String filename, byte[ ] data, String optlist) 130
int delete_pvf(String filename) 131
double info_pvf(String filename, String keyword) 132



Function prototype page
int open_document(String filename, String optlist) 133
(C) int PLOP_open_document_callback(PLOP *plop, void *opaque, size_t filesize, size_t (*readproc)(void 
*opaque, void *buffer, size_t size), int (*seekproc)(void *opaque, long offset), const char *optlist) 136
int create_document(String filename, String optlist) 137
void close_document(int doc, String optlist) 136
byte[ ] get_buffer( ) 141
int prepare_signature(String optlist) 144



Function prototype page
int get_errnum( ) 153
String get_errmsg( ) 153
String get_apiname( ) 153



Function prototype page
void set_option(String optlist) 155



Function prototype page
double pcos_get_number(int doc, String path) 158
string pcos_get_string(int doc, String path) 158
byte[ ] pcos_get_stream(int doc, String optlist, String path) 159



Function prototype page
string convert_to_unicode(String inputformat, byte[ ] input, String optlist) 161
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Revision history of this manual



Date Changes



May 13, 2016 > Changes for PLOP 5.1 and PLOP DS 5.1



March 27, 2015 > Minor corrections for PLOP and PLOP DS 5.0 r1



December 04, 2014 > Changes for PLOP 5.0 and PLOP DS 5.0



September 09, 2014 > Changes for PLOP 5.0 and PLOP DS 5.0 Beta 1



March 13, 2014 > Changes for PLOP 5.0 and PLOP DS 5.0 Alpha 2



January 30, 2014 > Changes for PLOP 5.0 and PLOP DS 5.0 Alpha 1



March 04, 2011 > Major overhaul for PLOP 4.1 and PLOP DS 4.1



December 05, 2008 > Updates for XMP, PVF, and PKCS#11 (smartcard) support in PLOP 4.0 and PLOP DS 4.0



July 15, 2007 > Updates for PLOP 3.0 and PLOP DS 3.0



September 27, 2004 > Updates for PLOP 2.1



December 01, 2003 > Updated for new major release PLOP 2.0



November 23, 2002 > Added a description of the Perl binding for PSP



November 7, 2002 > Added a section on the use of PSP with ILE-RPG



October 22, 2002 > Minor changes for PSP 1.0.1



September 17, 2002 > First edition for PSP 1.0.0
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1 Introduction
1.1 What is pCOS?



The pCOS (PDFlib Comprehensive Object Syntax) interface provides a simple and elegant 
facility for retrieving technical information from all sections of a PDF document which 
do not describe page contents, such as page dimensions, metadata, interactive ele-
ments, etc.  pCOS users are assumed to have some basic knowledge of internal PDF 
structures and dictionary keys, but do not have to deal with PDF syntax and parsing de-
tails. We strongly recommend that pCOS users obtain a copy of the PDF Reference. Since 
the standardization of PDF 1.7 in 2008 the PDF Reference is available as ISO 32000-1. This 
standard document can be purchased from www.iso.org. If you don’t want to purchase 
the official version you can download a free edition which is identical in content:



Document Management – Portable Document Format – Part 1: PDF 1.7, First Edition
Downloadable PDF from www.adobe.com/devnet/pdf/pdf_reference.html.



1.2 Roadmap to Documentation and Samples
We provide the material listed below to assist you in using pCOS successfully.



Mini sample for all language bindings. The dumper mini sample is available in all 
packages and for all language bindings. It provides minimal sample code for using 
pCOS. The mini sample is useful for testing your pCOS installation and for getting a 
quick overview of writing pCOS applications.



pCOS Path Reference. The pCOS Path Reference (this manual) contains examples and a 
concise description of the pCOS path syntax which forms the heart of the pCOS inter-
face. Since the pCOS interface is included in various other PDFlib GmbH products, the 
pCOS Path Reference can be used with all products that include pCOS.



Corresponding Product Manual. The pCOS interface is available as a stand-alone prod-
uct as well as an integrated part of other PDFlib GmbH products. Each product comes 
with one or more additional product-specific manuals which describe the use of the re-
spective programming library (e.g. pCOS or TET) and the corresponding command-line 
tool if applicable. The product manual covers the various programming languages 
which are supported by a product, and discusses the API in detail.



pCOS Cookbook. The pCOS Cookbook is a collection of code fragments for the pCOS in-
terface. It is available at the following URL:



www.pdflib.com/pcos-cookbook/ 



The pCOS Cookbook details the use of pCOS for a variety of applications. It is highly rec-
ommended because it serves as a repository of useful pCOS programming idioms.





http://www.adobe.com/devnet/pdf/pdf_reference.html


http://www.pdflib.com/pcos-cookbook/
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1.3 Availability of the pCOS Interface
The pCOS interface is available as a separate product called PDFlib pCOS. It is also of-
fered as an integrated feature in several other PDFlib GmbH products. As the interface is 
extended and support for newer PDF input versions is added, the pCOS interface num-
ber is increased. Table 1.1 details the pCOS interface numbers which are implemented in 
various product versions



Some aspects of the pCOS interface are available only in the TET product, but not in oth-
er PDFlib GmbH products. These features are explicitly marked in this manual.



Table 1.1 pCOS interface versions implemented in PDFlib GmbH products



pCOS 
interface



supported PDF input version / 
corresponding Acrobat version PDFlib GmbH product name and version



1 PDF 1.6 / Acrobat 7 TET 2.0, 2.1



2 PDF 1.6 / Acrobat 7 pCOS 1.0



3 PDF 1.7 / Acrobat 8
Identical to ISO 32000-1



PDFlib+PDI 7, PPS 7,
TET 2.2, pCOS 2.0, PLOP 3.0, TET 2.3



4 PDF 1.7 extension level 3 / Acrobat 9
excluding AES-256 encryption



PLOP 4.0, TET 3.0, TET PDF IFilter 3.0



5 PDF 1.7 extension level 3 / Acrobat 9 PDFlib+PDI 8, PPS 8



6 PDF 1.7 extension level 3 / Acrobat 9 TET 4.0, TET PDF IFilter 4.0



7 PDF 1.7 extension level 8 / Acrobat X
Syntax and encryption method identical to 
ISO 32000-2, also called PDF 2.0



pCOS 3.0, PLOP 4.1,
PDFlib+PDI 8.1, PPS 8.1



8 PDF 1.7 extension level 8 / Acrobat X/XI
Syntax and encryption method identical to 
ISO 32000-2, also called PDF 2.0



TET 4.1+, TET PDF IFilter 4.1+
PDFlib+PDI 9.0, PPS 9.0
pCOS 4.0



9 PDF 1.7 extension level 8 / Acrobat X/XI
Syntax and encryption method identical to 
ISO 32000-2, also called PDF 2.0



PLOP 5.0, PLOP DS 5.0



10 PDF 1.7 extension level 8 / Acrobat X/XI/DC TET 5.0, TET PDF IFilter 5.0



11 PDF 1.7 extension level 8 / Acrobat X/XI/DC 
including certificate security



PLOP 5.1, PLOP DS 5.1
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2 pCOS Examples
This chapter provides examples for pCOS paths which can be used to retrieve the corre-
sponding values from PDF documents. More elaborate examples which require addi-
tional program logic are available in the pCOS Cookbook on the PDFlib Web site.



Except where noted otherwise all programming examples are presented in the Java 
language. However, with the obvious changes (mostly of syntactic nature) the examples 
can be used with all programming languages supported by pCOS.



The examples shown in this chapter are not comprehensive. Many more pCOS appli-
cations are possible by using other PDF objects.



2.1 pCOS Functions
Basic pCOS function calls. The following functions are the workhorses for querying 
PDF documents with pCOS:



> pcos_get_number( ) retrieves objects of type number or boolean;
> pcos_get_string( ) retrieves objects of type name, number, string, or boolean;
> pcos_get_stream( ) retrieves objects of type stream, fstream, or string.



These functions can be used to retrieve information from a PDF document using the 
pCOS path syntax. The basic structure of a pCOS application looks as follows:



/* Open the PDF document */
int doc = p.open_document(filename, "");
if (doc == -1)



throw new Exception("Error: " + p.get_errmsg());



/* Retrieve the value of a pCOS pseudo object */
System.out.println(" PDF version: " + p.pcos_get_string(doc, "pdfversionstring"));
                
p.close_document(doc);



The parameters for the pCOS functions are the same in all products. They are docu-
mented in the respective product reference manuals; a quick overview of pCOS func-
tion prototypes is available in Appendix A, »pCOS Function Reference«.



Adding program logic. Many pCOS objects consist of arrays of some length. The length 
can be retrieved with the length: prefix. The array can then be indexed with integer val-
ues in the range 0 up to length-1. The following code queries the number of fonts in a 
document and emits the type and name of each font:



count = (int) p.pcos_get_number(doc, "length:fonts");



for (i = 0; i < count; i++) {
    String fonts;



    System.out.print(p.pcos_get_string(doc, "fonts[" + i + "]/type") + " font ");
    System.out.println(p.pcos_get_string(doc, fonts[" + i + "]/name));
}











8 Chapter 2:  pCOS Examples



Formatting placeholders in C. The C language binding offers a convenience feature to 
facilitate the use of parameters within a pCOS path. Analogous to the formatting pa-
rameters of the printf( ) family of functions you can use %s and %d placeholders for 
string and integer parameters, respectively. The values of these parameters must be 
added as additional function parameters after the pCOS path. pCOS will replace the 
placeholders with the actual values. This feature is particularly useful for paths contain-
ing array indices.



For example, the Java idiom above for listing all fonts can be written in C as follows:



count = (int) PDF_pcos_get_number(p, doc, "length:fonts");



for (i = 0; i < count; i++)
{
    printf("%s font ", PDF_pcos_get_string(p, doc, "fonts[%d]/type", i));
    printf("%s\n", PDF_pcos_get_string(p, doc, "fonts[%d]/name", i));
}



Since modern programming languages offer more sophisticated string handling func-
tions this feature is only available in the C language binding, but not any other lan-
guage binding.
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2.2 Document
Table 2.1 lists pCOS paths for general and document-related objects.



Encryption status and pCOS mode. You can query the pcosmode pseudo object to de-
termine the pCOS mode for the document. This is important to avoid an exception 
when an attempt is made at retrieving information for which no access is granted (e.g. 
because the document is encrypted and no suitable password has been supplied). The 
following general structure based on values of pcosmode is recommended for all pCOS 
applications:



/* Open the PDF document */
int doc = p.open_document(filename, "requiredmode=minimum");
if (doc == -1)



throw new Exception("Error: " + p.get_errmsg());



int pcosmode = (int) p.pcos_get_number(doc, "pcosmode");
boolean plainmetadata = p.pcos_get_number(doc, "encrypt/plainmetadata") != 0;



// Retrieve universal pseudo objects which are always available
System.out.println(" PDF version: " + p.pcos_get_string(doc, "pdfversionstring"));
System.out.println("  Encryption: " + p.pcos_get_string(doc, "encrypt/description"));



// encrypted document, but suitable password or digital ID was not supplied
if (pcosmode == 0)
{
    System.out.println("Minimum mode: no more information available\n");
    p.delete();
    return;
}



// otherwise query more information
System.out.println("PDF/A status: " + p.pcos_get_string(doc, "pdfa"));



// no master password supplied; we cannot retrieve metadata
if (pcosmode == 1 && !plainmetadata && p.pcos_get_number(doc, "encrypt/nocopy") != 0)
{



Table 2.1 pCOS paths for document-related items



pCOS path type explanation



pcosmode number pCOS mode of the document, i.e. its encryption status (see Section 4.10, 
»Protected PDF Documents and pCOS Mode«, page 39)



pdfversionstring string string representing the PDF version number of the document



/Info/Title string Document info field Title; The following field names are predefined in 
PDF and can be used in a similar manner:
Title, Author, Subject, Keywords, Creator, Producer, 
CreationDate, ModDate, Trapped



/Info/ArticleNumber string custom document info field ArticleNumber (document info entries can 
use arbitrary names)



/Root/Metadata stream XMP stream with the document’s metadata



pdfa, pdfe, pdfua,
pdfvt, pdfx



string PDF/A, PDF/E, PDF/UA, PDF/VT or PDF/X standard conformance status
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    System.out.print("Restricted mode: no more information available");
    p.delete();
    return;
}



// otherwise we can query document information fields and XMP metadata
...



p.close_document(doc);



PDF version. The following code fragment emits the PDF version number of a docu-
ment:



System.out.println(" PDF version: " + p.pcos_get_string(doc, "pdfversionstring"));



Document info fields. Document information fields can be retrieved with the follow-
ing code sequence. In order to make sure that an object actually exists in the PDF docu-
ment and has the expected type we first check its type. If the object is present and has 
type string we can retrieve it:



objtype = p.pcos_get_string(doc, "type:/Info/Title");
if (objtype.equals("string"))
{



/* Document info key found */
title = p.pcos_get_string(doc, "/Info/Title");



}



XMP metadata. A stream containing XMP metadata can be retrieved with the follow-
ing code sequence:



objtype = p.pcos_get_string(doc, "type:/Root/Metadata");
if (objtype.equals("stream"))
{



/* XMP meta data found */
metadata = p.pcos_get_stream(doc, "", "/Root/Metadata");



}



PDF standards. The PDF/A, PDF/E, PDF/UA, PDF/VT or PDF/X standard conformance 
status can be queried with simple pCOS pseudo objects as follows:



System.out.println("PDF/A status: " + p.pcos_get_string(doc, "pdfa"));
System.out.println("PDF/E status: " + p.pcos_get_string(doc, "pdfe"));
System.out.println("PDF/UA status: " + p.pcos_get_string(doc, "pdfua"));
System.out.println("PDF/VT status: " + p.pcos_get_string(doc, "pdfvt"));
System.out.println("PDF/X status: " + p.pcos_get_string(doc, "pdfx"));
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2.3 Pages
Table 2.2 lists pCOS paths for page-related objects.



Number of pages. The total number of pages in a document can be queried as follows:



pagecount = p.pcos_get_number(doc, "length:pages");



Page size. Although the MediaBox, CropBox, and Rotate entries of a page can directly be 
obtained via pCOS, they must be evaluated in combination in order to find the actual 
size of a page. Determining the page size is much easier with the width and height keys 
of the pages pseudo object. The following code retrieves the width and height of page 3 
(note that indices for the pages pseudo object start at 0):



pagenum = 2; // page 3 (0-based)
width = p.pcos_get_number(doc, "pages[" + pagenum + "]/width");
height = p.pcos_get_number(doc, "pages[" + pagenum + "]/height");



Transparency. Page transparency may be relevant for printing and other processes. 
You can identify pages with transparent elements with the usespagetransparency key of 
the pages pseudo object:



pagenum = 0; // page 1 (0-based)
if (p.pcos_get_number(doc, "pages[" + pagenum + "]/usespagetransparency"))
{



...page contains transparent elements...
}



Table 2.2 pCOS paths for page-related items



pCOS path type explanation



length:pages number number of pages in the document



pages[...]/width
pages[...]/height



number width and height of the page indexed in the array (keep in mind that array 
index are 0-based)
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2.4 Fonts
Table 2.3 lists pCOS paths for objects related to fonts.



Listing all fonts. The following sequence creates a list of all fonts in a document along 
with their embedding status:



count = p.pcos_get_number(doc, "length:fonts");
for (i=0; i < count; i++)
{



fontname = p.pcos_get_string(doc, "fonts[" + i + "]/name");
        embedded = p.pcos_get_number(doc, "fonts[" + i + "]/embedded");



/* ... */
}



Writing mode. The following code fragment checks whether a font uses vertical writ-
ing mode. The font is identified via its id, i.e. the index in the fonts array. This id can be 
obtained by enumerating all possible index values:



count = p.pcos_get_number(doc, "length:fonts");
for (i=0; i < count; i++)
{



if (p.pcos_get_number(doc, "fonts[" + id + "]/vertical"))
{



/* font uses vertical writing mode */
vertical = true;



}
}



TET The TET product also provides font IDs with the get_char_info( ) function.



Font metrics. Fonts in PDF may contain a font descriptor dictionary with metrics val-
ues and other information about the font:



count = p.pcos_get_number(doc, "length:fonts");
for (i=0; i < count; i++)
{



ascender = p.pcos_get_number(doc, "fonts[" + i + "]/ascender");
        descender = p.pcos_get_number(doc, "fonts[" + i + "]/descender");



/* ... */
}



Table 2.3 pCOS paths for font-related properties



pCOS path type explanation



length:fonts number number of fonts in the document



fonts[...]/name string name of a font



fonts[...]/vertical boolean check a font for vertical writing mode



fonts[...]/embedded boolean embedding status of a font



fonts[...]/ascender
fonts[...]/descender



number ascender/descender value of a font (not always available, see code sample 
below)
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2.5 Raster Images
Table 2.4 lists pCOS paths for objects related to raster images.



Listing all images. Similar to the font list you can create a list of all images in the docu-
ment:



count = p.pcos_get_number(doc, "length:images");
for (i=0; i < count; i++)
{



width = p.pcos_get_string(doc, "images[" + i + "]/Width");
        height = p.pcos_get_number(doc, "images[" + i + "]/Height");



bpc  = p.pcos_get_number(doc, "images[" + i + "]/bpc");
}



Table 2.4 pCOS paths for image-related properties



pCOS path type explanation



length:images number number of raster images in the document



images[...]/Width number image width in pixels



images[...]/Height number image height in pixels
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2.6 ICC Profiles
Table 2.5 lists some pCOS paths for objects related to ICC profiles. See Table 4.9 for the 
full list.



Listing all ICC profiles. You can report details about all ICC profiles in the document as 
follows:



count = (int) tet.pcos_get_number(doc, "length:iccprofiles");
for (int i = 0; i < count; i++)
{



System.out.print("profile " + i + ":");



errmsg = tet.pcos_get_string(doc, "iccprofiles[" + i + "]/errormessage");



/* Check for ICC profile parsing problems */
if (!errmsg.equals(""))
{



System.out.println(" " + errmsg);
continue;



}



System.out.print(" name='" +
tet.pcos_get_string(doc, "iccprofiles[" + i + "]/profilename") + "',");



System.out.print(" cs='" +
tet.pcos_get_string(doc, "iccprofiles[" + i + "]/profilecs") + "',");



System.out.print(" class='" +
tet.pcos_get_string(doc, "iccprofiles[" + i + "]/deviceclass") + "',");



System.out.print(" version=" +
tet.pcos_get_string(doc, "iccprofiles[" + i + "]/iccversion"));



System.out.println();
}



The output looks similar to the following:



profile 0: name='ISO Coated v2 300% (ECI)', cs='CMYK', class='prtr', version=2.0
profile 1: name='eciRGB v2', cs='RGB ', class='mntr', version=2.4
profile 2: name='Adobe RGB (1998)', cs='RGB ', class='mntr', version=2.1
profile 3: name='sRGB IEC61966-2.1', cs='RGB ', class='mntr', version=2.1
profile 4: name='PSO Uncoated ISO12647 (ECI)', cs='CMYK', class='prtr', version=2.4



Table 2.5 pCOS paths for properties related to ICC profiles



pCOS path type explanation



length:iccprofiles number number of ICC profiles in the document (output intent, color spaces and 
transparency groups)



iccprofiles[...]/profilename string Internal name of the ICC profile



iccprofiles[...]/deviceclass string Device class of the ICC profile (display device, output device, etc.)
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2.7 Interactive Elements
Table 2.6 lists pCOS paths for objects related to interactive elements.



Bookmarks. The following code fragment queries the bookmarks in the document. For 
each bookmark its nesting level, destination (target) page and Title are shown:



int count = (int) p.get_number(doc, "length:bookmarks");



for (int i = 0; i < count; ++i) {
    int level    = (int) p.get_number(doc, "bookmarks[" + i + "]/level");
    int destpage = (int) p.get_number(doc, "bookmarks[" + i + "]/destpage");



    for (int j = 0; j < level * 4; j += 1) {
System.out.print(" ");



    }



    System.out.print(p.get_string(doc, "bookmarks[" + i + "]/Title"));



    if (destpage != -1) {
System.out.print(": page " + destpage);



    }
}



Table 2.6 pCOS paths for various PDF objects



pCOS path type explanation



length:bookmarks number number of bookmarks in the document



bookmarks[...]/Title string bookmark text



bookmarks[...]/destpage number number of the target page when the bookmark is activated, or -1 if the 
bookmark does not jump to any page in the document



pages[...]/annots[...]/A/URI string target URL of the Web links on all pages



length:fields number number of form fields in the document
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3 pCOS Data Types
3.1 Basic PDF Data Types



pCOS offers the three functions pcos_get_number( ), pcos_get_string( ), and pcos_get_
stream( ). These can be used to retrieve all basic data types which may appear in PDF doc-
uments. Refer to the PDF Reference to find out the data type of a particular object in 
PDF.



Numbers. Objects of type integer and real can be queried with pcos_get_number( ). pCOS 
doesn’t make any distinction between integer and floating point numbers. Example:



/* get number of pages in the document */
int n_pages = (int) p.pcos_get_number(doc, "length:pages");



Names and strings. Objects of type name and string can be queried with pcos_get_
string( ). Example:



string title = p.pcos_get_string(doc, "/Info/Title");



Name objects in PDF may contain non-ASCII characters and the #xx syntax (hexadeci-
mal value with prefix) to include certain special characters. pCOS deals with PDF names 
as follows:



> Name objects will be undecorated (i.e. the #xx syntax will be resolved) before they 
are returned.



> Name objects will be returned as Unicode strings in most language bindings. How-
ever, in the C language binding they will be returned as UTF-8 values without BOM.



Since the majority of strings in PDF are text strings, pcos_get_string( ) will treat them as 
such. However, in rare situations strings in PDF are used to carry binary information. In 
this case strings should be retrieved with the function pcos_get_stream( ) which pre-
serves binary strings and does not modify the contents in any way. Example:



byte[] signature = p.pcos_get_stream(doc, "", "fields[0]/V/Contents");



Booleans. Objects of type boolean can be queried with pcos_get_number( ) and will be 
returned as 1 (true) or 0 (false). Example:



int linearized_i = p.pcos_get_number(doc, "linearized");



pcos_get_string( ) can also be used to query Boolean objects; in this case they will be re-
turned as one of the strings true and false. Example:



string linearized_s = p.pcos_get_string(doc, "linearized");



Streams. Objects of type stream can be queried with pcos_get_stream( ). Example:



byte[] contents = p.pcos_get_stream(doc, "", "/Root/Metadata");



Stream data in PDF may be preprocessed with one or more compression filters. Depend-
ing on the pCOS data type (stream or fstream) the contents will be compressed or uncom-
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pressed. Using the keepfilter option of pcos_get_stream( ) the client can retrieve com-
pressed data even for type stream.



The list of filters present at the stream can be queried from the stream dictionary; for 
images this information is much easier accessible in the image’s filterinfo dictionary. If a 
stream’s filter chain contains only supported filters its type will be stream. When re-
trieving the contents of a stream object, pcos_get_stream( ) will remove all filters and re-
turn the resulting unfiltered data.



Note pCOS does not support the JBIG2 stream compression filter.



If there is an unsupported filter in a stream’s filter chain, the object type will be report-
ed as fstream (filtered stream). When retrieving the contents of an fstream object, pcos_
get_stream( ) will remove the supported filters at the beginning of a filter chain, but will 
keep the remaining unsupported filters and return the stream data with the remaining 
unsupported filters still applied. The list of applied filters can be queried from the 
stream dictionary, and the filtered stream contents can be retrieved with pcos_get_
stream( ). Note that the names of supported filters are not removed when querying the 
names of the stream’s filters, so the client should ignore the names of supported filters.



Streams in PDF generally contain binary data. However, in rare cases (text streams) 
they may contain textual data instead (e.g. JavaScript streams). In order to trigger the 
appropriate text conversion, use the convert=unicode option in pcos_get_stream( ).



Stream objects are implicitly also dictionary objects, i.e. the entries in the dictionary 
which is associated with the PDF stream object can be queried by appending the dictio-
nary key (e.g. /Length) to the pCOS path of the stream object.
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3.2 Composite Data Structures
Objects with one of the basic data types can be arranged in two kinds of composite data 
structures: arrays and dictionaries. pCOS does not offer specific functions for retrieving 
composite objects. Instead, the objects which are contained in a dictionary or array can 
be addressed and retrieved individually.



Arrays. Arrays are one-dimensional collections of any number of objects, where each 
object may have arbitrary type. Since an array may contain nested arrays multi-dimen-
sional data structures can be represented as well.



The contents of an array can be enumerated by querying the number N of elements 
it contains (using the length prefix in front of the array’s path) and then iterating over 
all elements from index 0 to N-1.



Dictionaries. Dictionaries (also called associative arrays) contain an arbitrary number 
of object pairs. The first object in each pair has the type name and is called the key. The 
second object is called the value, and may have an arbitrary type except null.



The contents of a dictionary can be enumerated by querying the number N of ele-
ments it contains (using the length prefix in front of the dictionary’s path) and then it-
erating over all elements from index 0 to N-1. Enumerating dictionaries will provide all 
dictionary keys in the order in which they are stored in the PDF using the .key suffix at 
the end of the dictionary’s path. Similarly, the corresponding values can be enumerated 
with the .val suffix. Inherited values (see below) and pseudo objects will not be visible 
when enumerating dictionary keys, and will not be included in the length count.



Some page-related dictionary entries in PDF can be inherited across a tree-like data 
structure, which makes it difficult to retrieve them. For example the MediaBox for a 
page is not guaranteed to be contained in the page dictionary, but may be inherited 
from an arbitrarily complex page tree. pCOS eliminates this problem by transparently 
inserting all inherited keys and values into the dictionaries in the pages[ ] pseudo ob-
ject. In other words, pCOS users can assume that all inheritable entries are available di-
rectly in a dictionary, and don’t have to search all relevant parent entries in the tree. 
This merging of inherited entries is only available when accessing the pages tree via the 
pages[ ] pseudo object; accessing the /Pages tree, the objects[ ] pseudo object, or enumer-
ating the keys via pages[ ][ ] will return the actual entries which are present in the re-
spective dictionary, without any inheritance applied.



Reading dictionary entries. The following example enumerates the key/value pairs in 
the document info dictionary:



count = (int) p.pcos_get_number(doc, "length:/Info");



for (i = 0; i < count; i++) {
String info;
String key;



info = "type:/Info[" + i + "]";
objtype = p.pcos_get_string(doc, info);



info = "/Info[" + i + "].key";
key = p.pcos_get_string(doc, info);
System.out.print(key + ": ");
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/* Info entries can be stored as string or name objects */
if (objtype.equals("name") || objtype.equals("string"))
{



info = "/Info[" + i + "]";
System.out.println("'" + p.pcos_get_string(doc, info) + "'");



}
}
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3.3 Object Identifiers (IDs)
pCOS IDs for dictionaries and arrays. Unlike PDF object IDs, pCOS IDs are guaranteed 
to provide a unique identifier for an element addressed via a pCOS path (since arrays 
and dictionaries can be nested an object can have the same PDF object ID as its parent 
array or dictionary). pCOS IDs can be retrieved with the pcosid prefix in front of the dic-
tionary’s or array’s path.



The pCOS ID can therefore be used as a shortcut for repeatedly accessing elements 
without the need for explicit path addressing. This improves the performance when 
looping over all elements of a large array. Use the objects[] pseudo object to retrieve the 
contents of an element identified by a particular ID.
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4 pCOS Path Reference
4.1 pCOS Path Syntax



The backbone of the pCOS interface is a simple path syntax for addressing and retriev-
ing any object contained in a PDF document. In addition to the object data itself pCOS 
can retrieve information about an object, e.g. its type or length. Depending on the ob-
ject type (which itself can be queried) one of the functions pcos_get_number( ), pcos_get_
string( ), and pcos_get_stream( ) can be used to obtain the value of an object. The general 
syntax for pCOS paths is as follows:



[<prefix>:][pseudoname[<index>]]/<name>[<index>]/<name>[<index>] ... [.key|.val]



The meaning of the various path components is as follows:
> The optional prefix can attain the values listed in Table 4.1.
> The optional pseudo object name may contain the name of a pseudo object. Pseudo 



objects are not present in PDF, but are supported in pCOS to provide convenient 
shortcuts to information which cannot easily be accessed by reading a single value 
in the PDF document. The entries in pseudo objects of type dict can not be enumerat-
ed.



> The name components are dictionary keys found in the document. Multiple names 
are separated with a / character. pCOS paths start with an entry in the document’s 
Trailer dictionary or some artificial object, called pseudo object, added by pCOS to 
simplify access to various data structures (e.g. pages). Each name must be a dictio-
nary key present in the preceding dictionary. Full paths describe the chain of dictio-
nary keys from the initial dictionary (which may be the Trailer or a pseudo object) to 
the target object.



> Paths or path components specifying an array or dictionary can include a numerical 
index which must be specified in decimal format between brackets. Nested arrays or 
dictionaries can be addressed with multiple index entries. The first entry in an array 
or dictionary has index 0.



> Paths or path components specifying a dictionary can include an index plus one of 
the suffixes .key or .val. This can be used to retrieve a particular dictionary key or the 
corresponding value of the indexed dictionary entry, respectively. If a path for a dic-
tionary includes an index it must be followed by one of these suffixes.



Encoding for pCOS paths. In most cases pCOS paths will contain only plain ASCII char-
acters. However, in a few cases (e.g. PDFlib Block names) non-ASCII characters may be re-
quired. pCOS paths must be encoded according to the following rules:



> When a path component contains any of the characters /, [, ], or #, these must be ex-
pressed by a number sign # followed by a two-digit hexadecimal ASCII code.



> In Unicode-aware language bindings the path consists of a Unicode string which 
may contain ASCII and non-ASCII characters.



> In non-Unicode-aware language bindings the path must be supplied in UTF-8. The 
string may or may not contain a BOM, but this doesn't make any difference. A BOM 
may be placed at the start of the path, or at the start of individual path components 
(i.e. after a slash character). On EBCDIC systems the path must generally be supplied 
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in ebcdic encoding. Characters outside the ASCII character set must be supplied as 
EBCDIC-UTF-8 (with or without BOM).
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4.2 Path Prefixes
Prefixes can be used to query various attributes of an object (as opposed to its actual 
value). Table 4.1 lists all supported prefixes.



The length prefix and content enumeration via indexes are only applicable to plain 
PDF objects and pseudo objects of type array, but not any pseudo objects of type dictio-
nary. The  pcosid prefix cannot be applied to pseudo objects. The type prefix is supported 
for all pseudo objects.



Table 4.1 pCOS path prefixes



prefix explanation



length (Number) Length of an object, which depends on the object’s type:
array Number of elements in the array
dict Number of key/value pairs in the dictionary
stream Number of key/value pairs in the stream dictionary (not the stream length; use the Length 



key to determine the length of stream data in bytes)
fstream Same as stream
other 0



pcosid (Number) Unique pCOS ID for an object of type dictionary or array.
If the path describes an object which doesn’t exist in the PDF the result will be -1. This can be used to 
check for the existence of an object, and at the same time obtaining an ID if it exists.



type (Number or string) Type of the object as number or string:
0, null Null object or object not present (use to check existence of an object). pCOS interface 9: This 



value is also returned if a PDF syntax error was encountered while trying to access the object 
specified in the path.



1, boolean Boolean object
2, number Integer or floating point number
3, name Name object
4, string String object
5, array Array object
6, dict Dictionary object (but not stream)
7, stream Stream object which uses only supported filters
8, fstream Stream object which uses one or more unsupported filters
Enums for these types are available for the convenience of C and C++ developers.
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4.3 Universal Pseudo Objects
Universal pseudo objects are available for all pcosmode levels, i.e. regardless of encryp-
tion and password availability. Table 4.2, Table 4.3, and Table 4.4 together list all univer-
sal pseudo objects.



4.3.1 General Document Information



Table 4.2 Universal pseudo objects for general document information



object name explanation



encrypt (Dictionary) Dictionary with keys describing the encryption status of the document:
length (Number) Length of the file encryption key in bits
algorithm (Number)
description (String) pCOS encryption algorithm number or description:



-1 Unknown encryption
0 No encryption
1 40-bit RC4 (Acrobat 2-4)
2 128-bit RC4 (Acrobat 5)
3 128-bit RC4 (Acrobat 6)
4 128-bit AES (Acrobat 7)
5 Public key on top of 128-bit RC4 (Acrobat 5)
6 Public key on top of 128-bit AES (Acrobat 7)
7 Adobe Policy Server (Acrobat 7)1



8 Adobe Digital Editions (EBX)1



9 (pCOS interface 5) 256-bit AES (Acrobat 9)
10 (pCOS interface 5) Public key on top of 256-bit AES (Acrobat 9)
11 (pCOS interface 7) 256-bit AES (Acrobat X/XI/DC)
12 (pCOS interface 11) Public key on top of 128-bit RC4 (Acrobat 6)



master (Boolean) True if the document is password-protected and requires a master password to 
change security settings (permissions, user or master password), false otherwise



user (Boolean) True if the document is password-protected and requires a user password for 
opening, false otherwise



attachment
(Boolean; pCOS interface 8) True if the requires a password for extracting attachments (but 
not for opening), false otherwise



noaccessible, noannots, noassemble, nocopy, noforms, nohiresprint, nomodify, noprint
(Boolean) True if the respective access protection is set, false otherwise. In full pCOS mode all 
values are false; in pCOS minimum mode all values are true.
(pCOS interface 11) Certificate security: These values apply to the recipient digital ID which has 
been supplied for opening the document and all other recipients in the same group.



plainmetadata
(Boolean) True if the document is encrypted with password or certificate security, but 
contains unencrypted metadata, false otherwise



recipients (Array of strings; pCOS interface 11) Each string contains a CMS object with encrypted keys for 
a group of one or more recipients with identical permissions. If length:encrypt/recipients 
is different from 0 the document is encrypted with certificate security (algorithm 5, 6, 10, or 
12) and requires a suitable digital ID for opening in restricted or full pCOS mode. Since each 
CMS object may contain one or more recipients the array length does not necessarily indicate 
the total number of recipients.



filename (String) Name of the PDF file



filesize (Number) Size of the PDF file in bytes



linearized (Boolean) True if the PDF document is linearized, false otherwise
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4.3.2 PDF Version Information



In pCOS minimum mode (i.e. a required user password is not available for an encrypted 
file) the ExtensionLevel may be missing from the version information (e.g. 1.7 is reported 
instead of 1.7ext3) because information about the Extension Level cannot be decrypted.



pcosmode
pcosmode-
name



(Number or string) pCOS mode as number or string:
0, minimum
1, restricted
2, full



revisions (Number; pCOS interface 9) Number of document revisions included in the PDF, where each revision is de-
scribed by an incremental PDF update section. If a document contains multiple signatures each signature 
is applied in a separate update section, but an update section may also contain other changes, e.g. anno-
tations added or deleted, form fields filled in, etc. The first signature does not necessarily add an incre-
mental PDF update.



shrug (Boolean; only in the products TET, PDFlib+PDI, PPS, PLOP, PLOP DS) True if and only if security settings 
were ignored when opening the PDF document; the client must take care of honoring the document au-
thor’s intentions. The value is true if the following conditions are true:
> Shrug mode has been enabled with the shrug option.
> Password security: the document has a master password but this has not been supplied, and the user 



password (if required for the document) has been supplied.
> (pCOS interface 11) Certificate security: a suitable recipient digital ID has been supplied for opening the 



document, but the document does not set master permission for this ID.
> TET product only: content extraction is not allowed in the document’s permission settings.



1. Documents encrypted with this algorithm can be identified, but actual decryption is not supported.



Table 4.3 Universal pseudo objects for PDF version information



object name explanation



extension-
level



(Number) Adobe Extension Level based on ISO 32000, or 0 (zero) if no extension level is present. Acrobat 9 
creates documents with extension level 3; Acrobat X/XI/DC create extension level 8.



fullpdf-
version



(Number) Numerical value for the PDF version number as 100 * BaseVersion + ExtensionLevel, e.g.
150  PDF 1.5 (Acrobat 6)
160  PDF 1.6 (Acrobat 7)
170  PDF 1.7 (Acrobat 8) = ISO 32000-1
173  PDF 1.7 Adobe Extension Level 3 (Acrobat 9)
178  (pCOS interface 5) PDF 1.7 Adobe Extension Level 8 (Acrobat X/XI/DC)
200  (pCOS interface 5) PDF 2.0 = ISO 32000-2



pdfversion (Number) PDF version number multiplied by 10, e.g. 17 for PDF 1.7



pdfversion-
string



(String) Full PDF version string in the form expected by various API functions for setting the PDF output 
compatibility, e.g. 1.5, 1.6, 1.7, 1.7ext3, 1.7ext8



Table 4.2 Universal pseudo objects for general document information



object name explanation
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4.3.3 Library Identification



Table 4.4 Universal pseudo objects for library identification



object name explanation



major
minor
revision



(Number) Major, minor, or revision number of the library, respectively



pcosinterface (Number) Interface version number of the underlying pCOS implementation. See Section 1.3, »Availability 
of the pCOS Interface«, page 6, to learn which version of the pCOS interface is implemented in a particu-
lar product version.



version (String) Full library version string in the format <major>.<minor>.<revision>, possibly suffixed with addi-
tional qualifiers such as beta, rc, etc.
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4.4 Pseudo Objects for PDF Standard Identification
Table 4.5 lists pseudo objects for PDF standard identification. The values of these pseudo 
objects are created based on the respective standard identification entries in the docu-
ment. They do not apply any validation against the standard.



Table 4.5 Pseudo objects for PDF standard identification



object name explanation



pdfa (String) PDF/A (ISO 19005-1 and 19005-2) conformance level of the document. Possible values:
none



PDF/A-1a:2005, PDF/A-1b:2005
PDF/A-2a, PDF/A-2b, PDF/A-2u
PDF/A-3a, PDF/A-3b, PDF/A-3u (pCOS interface 8)



pdfe (String; pCOS interface 5) PDF/E (ISO 24517-1 and 24517-2) conformance level of the document. Possible 
values:
none



PDF/E-1



PDF/E-2 (pCOS interface 7)



pdfua (String; pCOS interface 7) PDF/UA (ISO 14289) conformance level of the document. Possible values:
none



PDF/UA-1



pdfvt (String; pCOS interface 7) PDF/VT (ISO 16612-2) conformance level of the document. Possible values:
none



PDF/VT-1



PDF/VT-2



pdfx (String) PDF/X (ISO 15930-1 etc.) conformance level of the document. Possible values:
none



PDF/X-1:2001, PDF/X-1a:2001, PDF/X-1a:2003
PDF/X-2:2003



PDF/X-3:2002, PDF/X-3:2003
PDF/X-4, PDF/X-4p
PDF/X-5g, PDF/X-5n, PDF/X-5p
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4.5 Pseudo Objects for Pages
Table 4.6 lists the pseudo objects for page information.



Table 4.6 Pseudo object for pages



object name explanation



pages (Array of dictionaries) Each array element addresses a page of the document. Indexing it with the deci-
mal representation of the page number minus one addresses that page (the first page has index 0). Using 
the length prefix the number of pages in the document can be determined. A page object addressed this 
way will incorporate all attributes which are inherited via the /Pages tree. The /MediaBox and /Rotate 
entries are guaranteed to be present. In addition to standard PDF dictionary entries the following pseudo 
entries are available for each page:
colorspaces, extgstates, fonts, images, patterns, properties, shadings, templates



(Arrays of dictionaries) Page resources according to Table 4.10.
annots (Array of dictionaries) In addition to the standard PDF keys in the Annots array pCOS supports 



the following pseudo key for dictionaries in the annots array:
destpage (Number; only for Subtype=Link and if a Dest entry or a GoTo action is present) 



Number of the target page (first page is 1)
blocks (Dictionary of dictionaries) Shorthand for pages[]/PieceInfo/PDFlib/Private/Blocks, i.e. 



the page’s list of Blocks for use with PDFlib Personalization Server (PPS). In addition to the 
existing PDF keys pCOS supports the following pseudo key for dictionaries in the blocks 
array:
rect (Rectangle) Similar to Rect, except that it takes into account any relevant 



CropBox/MediaBox and Rotate entries and normalizes coordinate ordering.
height (Number) Height of the page in points. The MediaBox or the CropBox (if present) will be used 



to determine the height. Rotate entries will also be applied.
fields (Array of dictionaries; pCOS interface 9) Array with dictionaries for the form fields on the 



page. The same pseudo dictionary keys as for the global fields[] array are supported (see 
Table 4.7, page 31). For signature fields the same pseudo dictionary keys as for the signature-
fields[] array are also supported (Table 4.8, page 33).



isempty (Boolean) True if the page is empty
label (String) The page label of the page (including any prefix which may be present). Labels will be 



displayed as in Acrobat. If no label is present (or the PageLabel dictionary is malformed), the 
string will contain the decimal page number. Roman numbers will be created in Acrobat’s 
style (e.g. VL), not in classical style which is different (e.g. XLV). If  /Root/PageLabels doesn’t 
exist, the document doesn’t contain any page labels.



usespagetransparency1



(Boolean; pCOS interface 8) True if the page contents include any transparent elements, 
false otherwise.



usesanytransparency1



(Boolean; pCOS interface 8) True if the page contents or any annotation on the page includes 
any transparent elements, false otherwise.



width (Number) Width of the page in points (same rules as for height)
The following entries will be inherited: CropBox, MediaBox, Resources, Rotate.



1. These checks report transparency found in the resources of a page (e.g. Form XObjects, images), regardless of whether or not these
resources are actually used for creating visible page content. Transparency is defined as in the PDF/VT standard.
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4.6 Pseudo Objects for PDF Objects and interactive 
Elements
Table 4.7 lists pseudo objects which can be used for retrieving PDF objects or serve as 
shortcuts to various interactive elements.



Table 4.7 Pseudo objects for PDF objects and interactive elements



object name explanation



articles (Array of dictionaries) Array containing the article thread dictionaries for the document. The array will 
have length 0 if the document does not contain any article threads. In addition to the standard PDF keys 
pCOS supports the following pseudo key for dictionaries in the articles array:
beads (Array of dictionaries) Bead directory with the standard PDF keys, plus the following:



destpage (Number) Number of the target page (first page is 1)



bookmarks (Array of dictionaries) Array containing the bookmark (outlines) dictionaries for the document. In addi-
tion to the standard PDF keys pCOS supports the following pseudo keys for dictionaries in the bookmarks 
array:
destpage (Number; only if a Dest entry or a GoTo action is present) Number of the target page (first 



page is 1) if the bookmark contains a destination or GoTo action which points to a page in the 
same document, -1 otherwise.



level (Number) Indentation level in the bookmark hierarchy



destpage (Number; pCOS interface 9) Number of the target page (first page is 1) which is displayed when the docu-
ment is opened. The value is taken from the document’s open action or destination if present, otherwise 
1



fields (Array of dictionaries) Array containing the form field dictionaries for the document. In addition to the 
standard PDF keys in the field dictionary and the entries in the associated Widget annotation dictionary 
pCOS supports the following pseudo keys for dictionaries in the fields array:
exportvalue1(String; pCOS interface 9) Export value of the field
fullname (String) Complete name of the form field. For unnamed fields the name of the parent field is 



used. If there are multiple unnamed siblings on the same level, the name is suffixed with #N, 
where N is a consecutive integer starting at 0.



level (Number) Level in the field hierarchy (determined by ».« as separator)
parent (Number; pCOS interface 9) Index of the field’s parent node in the fields[] array; if the field 



doesn’t have a parent field, this value is -1
type (String; pCOS interface 9) Field type: barcode, container (node in the form tree which does 



not represent a field on its own, but only serves as a container for other fields which are not 
radio buttons), checkbox, combobox, listbox, pushbutton, radiobutton, radiogroup (con-
tainer of radio buttons), signature, textfield



value1 (Various types; pCOS interface 9) Field value (obtained from the V key or from the Opt array 
for radio buttons and checkboxes)



visible (Boolean; pCOS interface 9) True if the field is visible.
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names (Dictionary) A dictionary where each entry provides simple access to a name tree. The following name 
trees are supported: AP, AlternatePresentations, Dests, EmbeddedFiles, IDS, JavaScript, Pages, 
Renditions, Templates, URLS.
Each name tree can be accessed by using the name as a key to retrieve the corresponding value, e.g.:
names/Dests[0].key retrieves the name of a destination
names/Dests[0].val retrieves the corresponding destination dictionary
In addition to standard PDF dictionary entries the following pseudo key for dictionaries in the Dests 
names tree is supported:
destpage (number) Number of the target page (first page is 1) if the destination points to a page in the 



same document, -1 otherwise.
In order to retrieve other name tree entries these must be queried directly via /Root/Names/Dests etc. 
since they are not present in the name tree pseudo objects.



objects (Array) Address an element for which a pCOS ID has been retrieved earlier using the pcosid prefix. The ID 
must be supplied as array index in decimal form; as a result, the PDF object with the supplied ID will be 
addressed. The length prefix cannot be used with this array.



tagged (Boolean) True if the PDF document is tagged, false otherwise



1. This pseudo object is not always available. Its existence must be checked with the type prefix.



Table 4.7 Pseudo objects for PDF objects and interactive elements



object name explanation
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4.7 Pseudo Objects for Signatures
Table 4.8 lists pseudo objects which can be used for retrieving signature-related infor-
mation.



Table 4.8 Pseudo objects for signatures



object name explanation



signaturefields (Array of dictionaries; pCOS interface 9) Array containing all signed and unsigned signature field dictio-
naries in the document. The array contains all signed fields in the order of signing, and then all unsigned 
fields. In addition to the entries in the signature field’s corresponding entry in the fields[ ] pseudo ob-
ject pCOS supports the following pseudo keys for dictionaries in this array:
cades (Boolean) True if the field is signed and contains a CAdES signature, otherwise false
field (Integer) Index of the corresponding form field in the fields[] array
fillablefields



(Boolean; only for sigtype=certification) True if the certification signature protects form 
fields, otherwise false



permissions (String; only for sigtype=certification) Document changes which are allowed without 
invalidating the certification signature: nochanges, formfilling, formsandannotations



preventchanges
(Boolean; only for sigtype=certification)True if the certification signature instructs Acro-
bat to hide user interface elements which would invalidate the signature if used



sigtype (String) Type of signature: none (for unsigned fields), approval, certification, or doctime-
stamp



usagerights (Boolean; pCOS interface 9) True if the document contains signed usage rights; such documents are also 
known as Reader-enabled.
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4.8 Pseudo Objects for ICC Profiles
Table 4.9 lists pseudo objects for embedded and referenced ICC profiles.



Table 4.9 Pseudo objects for embedded and referenced ICC profiles



object name explanation



iccprofiles (Array of dictionaries; pCOS interface 10) Array containing all embedded or referenced ICC profiles in the 
document. The profiles are collected from embedded or referenced output intents, color spaces and page 
transparency groups. The index into this array can be obtained from the following pCOS pseudo objects:
colorspaces[]/iccprofileid



/Root/OutputIntents[]/DestOutputProfile/iccprofileid



/Root/OutputIntents[]/DestOutputProfileRef/iccprofileid



pCOS supports the following dictionary keys for entries in this array:
checksum1 (String) Hexadecimal representation of the MD5 checksum of the profile according to the 



PDF/X-4p algorithm and ICC 4.2
deviceclass1,2



(String) Device class of the profile: mntr (display device), prtr (output device, such as printer 
or printing process), scnr (input device such as scanner or digital camera) or spac (for 
converting to a device-independent color space)



embedded (Boolean) True if the profile data is embedded in the PDF, false for referenced profiles (only 
for output intent profiles)



errormessage
(String) Text of the exception which may have occurred while parsing the ICC profile. This 
string is usually empty, but will be populated if the profile is damaged.



fromCIE1,2 (Boolean) True if the BtoA1 tag is present in the profile. This tag must be present in profiles 
used for a color space or an output intent.



iccversion1 (String) Internal profile version number as string, e.g. 4.2
profilecs1 (String) Internal colorspace of the profile: »GRAY«, »RGB «, »CMYK«, or »Lab «. Note that the 



trailing space character is not removed.
profilename1



(String) Internal name of the profile
toCIE1,2 (Boolean) True if the AtoB1 tag is present in the profile. This tag must be present in profiles 



used for a transparency group; it may optionally be present in profiles used for an output 
intent for print proofing (simulated output device).



1. Only available if errormessage is empty.
2. Only available for embedded profiles.
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4.9 Pseudo Objects for PDF Resources
PDF resources are a key concept for managing various kinds of data which are required 
for completely describing the contents of a page. The resource concept in PDF is very 
powerful and efficient, but complicates access with various technical concepts, such as 
recursion and inheritance. pCOS greatly simplifies resource retrieval and supplies sev-
eral groups of pseudo objects which can be used to directly query resources. Some of 
these pseudo resource dictionaries contain entries in addition to the standard PDF keys 
in order to further simplify resource information retrieval. pCOS pseudo resources re-
flect resources from the user’s point of view, and differ from native PDF resources:



> Some entries may have been added (e.g. inline images, simple color spaces) or delet-
ed (e.g. fonts which are not used on any page).



> In addition to the original PDF dictionary keys pCOS resource dictionaries may con-
tain some user-friendly keys for auxiliary information (e.g. embedding status of a 
font, number of components of a color space).



pCOS supports two groups of pseudo objects for resource retrieval. Global resource ar-
rays contain all resources of a given type in a PDF document, while page-based resourc-
es contain only the resources used by a particular page. The corresponding pseudo ar-
rays are available for all resource types listed in Table 4.10:



> A list of all resources in the document is available in the global resource array (e.g. 
images[ ]). Retrieving the length of one of the global resource pseudo arrays results in 
a resource scan for all pages.



> A list of resources on each page is available in the page-based resource array (e.g. 
pages[ ]/images[ ]). Accessing the length of one of a page’s resource pseudo arrays re-
sults in a resource scan for that page (to collect all resources which are actually used 
on the page, and to merge images on that page).
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Table 4.10 Pseudo objects for resources; each resource category P creates two resource arrays P[ ] and pages[ ]/P[ ].



object name explanation



colorspaces (Array of dictionaries; however, for name=ICCBased the type is stream; in the rare case of device-depen-
dent color spaces as resources the type is name) Array containing dictionaries or streams for all color spac-
es on the page or in the document. Color space resources include all color spaces which are referenced 
from any type of object, including the color spaces which do not require native PDF resources (i.e. 
DeviceGray, DeviceRGB, and DeviceCMYK). In addition to the standard PDF keys in color space dictionar-
ies (if the color space is represented by a dictionary in PDF) and ICC profile stream dictionaries the follow-
ing pseudo keys are supported:
alternateid (Integer; only for name=Separation and DeviceN) Index of the underlying alternate color 



space in the colorspaces[] pseudo object
baseid (Integer; only for name=Indexed and Pattern) Index of the underlying base color space in the 



colorspaces[] pseudo object
colorantname



(Name; only for name=Separation) Name of the spot color. Non-ASCII CJK color names are 
converted to Unicode.



colorantnames
(Array of names; only for name=DeviceN) Names of the spot colors



components
(Integer) Number of components of the color space



iccprofileid (Integer; pCOS interface 10; only for name=ICCBased) Index of the corresponding ICC profile in 
the iccprofiles[] pseudo object



name (String) Name of the color space: CalGray, CalRGB, DeviceCMYK, DeviceGray, DeviceN, 
DeviceRGB, ICCBased, Indexed, Lab, Pattern, Separation



csarray (Array; not for name=DeviceGray/RGB/CMYK) Array describing the underlying native color 
space, i.e. the native color space object in the PDF. This pseudo object is not available for JPX-
compressed images without any PDF colorspace.



extgstates (Array of dictionaries) Array containing the dictionaries for all extended graphics states (ExtGStates) on 
the page or in the document
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fonts (Array of dictionaries) Array containing dictionaries for all fonts on the page or in the document. In addi-
tion to the standard PDF keys in font dictionaries the following pseudo keys are supported:
ascender (Float; pCOS interface 6) Ascender of the font. Depending on the availability the value will be 



taken from the FontDescriptor dictionary in PDF, or an estimated value. The value is expressed 
relative to a font scaling factor of 1000, i.e. 1000 units refer to the full fontsize.



TET product: in addition to dictionary values in PDF, embedded fonts and fonts installed on 
the Mac or Windows system will be parsed in order to determine font metrics values. Results 
of font parsing are only available after calling TET_get_char_info( ) with a glyph in this 
particular font. In other words, using font ids returned by TET_get_char_info( ) is safe, while 
enumerating all fonts in the fonts[] array does not necessarily provide metrics values from 
embedded font data, but the possibly inaccurate values from the PDF font descriptor.



capheight (Float; pCOS interface 6) Capheight of the font; see ascender
italicangle (Float; pCOS interface 6) Italic (slant) angle of the font in degrees
name (String) PDF name of the font without any subset prefix. Non-ASCII CJK font names will be 



converted to Unicode.
descender (Float; pCOS interface 6) Descender of the font; see ascender
embedded (Boolean) Embedding status of the font
fullname (String; pCOS interface 5) PDF name of the font including subset prefix if present. Non-ASCII 



CJK font names will be converted to Unicode.
type (String) Font type: (unknown), Composite, Multiple Master, OpenType, TrueType, TrueType 



(CID), Type 1, Type 1 (CID), Type 1 CFF, Type 1 CFF (CID), Type 3
vertical (Boolean) true for fonts with vertical writing mode, false otherwise
weight (Float; pCOS interface 6) Font weight in the range 0...900: 0=no information available, 



400=normal, 700=bold
xheight (Float; pCOS interface 6) X height of the font; see ascender



Table 4.10 Pseudo objects for resources; each resource category P creates two resource arrays P[ ] and pages[ ]/P[ ].



object name explanation
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images (Array of streams) Array containing dictionaries for all images on the page or in the document. The TET 
product will add merged (artificial) images to the images[ ] array.
In addition to the standard PDF keys the following pseudo keys are supported:
bpc (Integer) The number of bits per component. This entry is usually the same as the PDF key 



BitsPerComponent, but unlike this it is guaranteed to be available (in particular, image masks 
may not contain this key).  For JPX-compressed images the bpc value is derived from the 
compressed data and may therefore report values outside the set of values which are allowed 
in PDF image dictionaries (i.e. 1/2/4/8/16).



colorspaceid
(Integer) Index of the image’s color space in the colorspaces[] pseudo object. This can be 
used to retrieve detailed color space properties.  If no PDF colorspace is present for a JPX-
compressed image, the internal JPEG 2000 colorspace is reported. The reported colorspace 
may be inaccurate since ICC profiles are ignored. Internal JPEG 2000 colorspaces are mapped 
to one of Lab/DeviceGray/RGB/CMYK.
For mask images the id of DeviceGray is returned.



filterinfo (Dictionary) Describes the remaining filter for streams with unsupported filters or when 
retrieving stream data with the keepfilter option set to true. If there is no such filter no 
filterinfo dictionary will be available. The dictionary contains the following entries:
name (Name) Name of the filter
supported (Boolean) True if the filter is supported
decodeparms



(Dictionary) The DecodeParms dictionary if one is present for the filter
maskid (Integer; pCOS interface 9; only available in TET) Index of the image’s mask in the images[ ] 



pseudo object if the image has a Mask or SMask entry; otherwise -1. This can be used to 
identify masked images and to retrieve properties of the mask.



mergetype (Integer; only in the TET product) The following types describe the status of the image:
0 (normal) The image corresponds to an image in the PDF.
1 (artificial) The image is the result of merging multiple consumed images (i.e. im-



ages with mergetype=2) into a single image. The resulting artificial image does 
not exist in the PDF data structures as an object.



2 (consumed) The image should be ignored since it has been merged into a larger 
image. Although the image exists in the PDF, it usually should not be extracted 
because it is part of an artificial image (i.e. an image with mergetype=1).



This entry reflects information regarding all pages processed so far. It may change its value 
while processing other pages in the document. If final (constant) information is required, all 
pages in the document must have been processed, or the value of the pCOS path 
length:images must have been retrieved.



small (Boolean; pCOS interface 10; only available in the TET product) Describes whether the image 
has been identified as small by the small image filter. The decision depends on TET options.



stencilmask (Boolean; pCOS interface 9; only available in TET) The image's stencil mask flag. This is the 
same as the PDF key ImageMask if present, but unlike this it is guaranteed to be available.



patterns (Array of dictionaries) Array containing dictionaries for all patterns on the page or in the document



properties (Array of dictionaries) Array containing dictionaries for all properties on the page or in the document



shadings (Array of dictionaries) Array containing dictionaries for all shadings on the page or in the document. In 
addition to the standard PDF keys in shading dictionaries the following pseudo key is supported:
colorspaceid



(Integer) Index of the underlying color space in the colorspaces[] pseudo object



templates (Array of streams) Array containing dictionaries for all templates (Form XObjects) on the page or in the 
document



Table 4.10 Pseudo objects for resources; each resource category P creates two resource arrays P[ ] and pages[ ]/P[ ].



object name explanation
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4.10 Protected PDF Documents and pCOS Mode
pCOS supports encrypted and unencrypted PDF documents as input. However, full ob-
ject retrieval for encrypted documents requires the appropriate master password or 
digital ID to be supplied when opening the document. Depending on the availability of  
these credentials encrypted documents can be processed in one of the pCOS modes de-
scribed below.



Full pCOS mode (mode 2). Unencrypted documents are always opened in full pCOS 
mode. Documents protected with password security can be processed without any re-
striction if the master password has been supplied upon opening the file. All objects are 
returned unencrypted.



If an unencrypted document contains encrypted file attachments, but the attach-
ment password has not been supplied, retrieving the following pCOS paths (i.e. the at-
tachment contents) results in an empty return value (in C and C++: NULL):



pages[...]/annots[...]/FS/EF/F
names/EmbeddedFiles[...]/EF/F



(pCOS interface 11) Documents protected with certificate security are opened in full 
pCOS mode if a suitable digital ID has been supplied and the document sets master per-
mission for this ID.



Restricted pCOS mode (mode 1). If the document has been opened without the appro-
priate master password and does not require a user password (or only the user pass-
word has been supplied) objects with type string, stream, or fstream cannot be retrieved. 
As an exception, if extraction of page contents is allowed, i.e. if nocopy=false the objects 
listed in Table 4.11 are also accessible.



(pCOS interface 11) Documents protected with certificate security are opened in restrict-
ed pCOS mode if a suitable digital ID has been supplied and the document does not set 
master permission for this ID.



Minimum pCOS mode (mode 0). Regardless of encryption status and availability of 
passwords, the universal pCOS pseudo objects listed in Table 4.2, Table 4.3, and Table 4.4 
are always available. For example, the encrypt pseudo object can be used to query a doc-



Table 4.11 Objects which are accessible in restricted pCOS mode if text extraction is allowed, i.e. if nocopy=false



object pCOS path



document metadata1



1. These objects can also be retrieved if plainmetadata=true



/Root/Metadata (XMP Metadata)
/Root/Lang (pCOS interface 8)
/Info/* (document info fields)



bookmarks bookmarks[...]/Title



annotation contents all paths starting with pages[...]/annots[...]



document-level file attachments
(pCOS interface 7)



all paths starting with names/EmbeddedFiles[...]











ument’s encryption status. Encrypted objects can not be retrieved in minimum pCOS 
mode.



(pCOS interface 11) Documents protected with certificate security are opened in min-
imum pCOS mode if no suitable digital ID has been supplied, i.e. no digital ID with a pri-
vate key corresponding to one of the recipients’ public keys.



In pCOS minimum mode the ExtensionLevel may be missing from the version infor-
mation reported by the extensionlevel, fullpdfversion, pdfversion, and pdfversionstring 
pseudo objects (e.g. 1.7 is reported instead of 1.7ext3) or the reported version may be too 
low because information about the Extension Level cannot be decrypted.



Summary of password combinations. Table 4.12 lists the resulting pCOS modes for pro-
tected documents and various combinations of available credentials. Depending on the 
document’s encryption status and the credentials supplied when opening the file, PDF 
object paths may be available in minimum, restricted, or full pCOS mode. Trying to re-
trieve a pCOS path which is inappropriate for the respective mode triggers an excep-
tion.



Table 4.12 Resulting pCOS modes for protected documents and various combinations of available credentials



If you know or have... ...pCOS will run in...



password security



none of the passwords > document requires user password: minimum pCOS mode
> document does not require user password: restricted pCOS mode
> document contains encrypted file attachments: full pCOS mode, 



but attachments can not be retrieved



user password restricted pCOS mode



master password, or attachment password for doc-
uments with encrypted file attachments



full pCOS mode



certificate security



no suitable digital ID minimum pCOS mode



a suitable digital ID for which the document does 
not set master permission



restricted pCOS mode



a suitable digital ID for which the document sets 
master permission



full pCOS mode
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A pCOS Function Reference
The following table contains an overview of the pCOS API functions. Please refer to the 
corresponding product manual for more details and information for specific program-
ming languages.



pCOS function prototypes



API function
double pcos_get_number(int doc, String path)
String pcos_get_string(int doc, String path)
final byte[ ] pcos_get_stream(int doc, String optlist, String path)
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B Revision History



Revision history of this manual



Date Changes



April 12, 2016 > Updates for pCOS interface 11 in PLOP/PLOP DS 5.1 (certificate security)



October 23, 2015 > Updates for pCOS interface 10 in TET 5.0 and TET PDF IFilter 5.0



December 04, 2014 > Updates for pCOS interface 9 in PLOP/PLOP DS 5.0



August 1, 2013 > Bundled with pCOS 4.0; no major changes in content



May 16, 2013 > Bundled with TET 4.2 and TET PDF IFilter 4.2; no major changes in content



March 14, 2013 > Updates for PDFlib 9.0.0



February 13, 2012 > Updated to pCOS interface 8



March 04, 2011 > Mentioned PLOP 4.1 for pCOS interface 7



November 29, 2010 > Republished edition for pCOS interface 5 for PDFlib 8.0.2



October 29, 2010 > Updates for pCOS interface 7 in pCOS 3.0



July 22, 2010 > Reorganized the reference for pCOS interface 6 for use in multiple products



December 07, 2009 > Updates for pCOS interface 5 in PDFlib+PDI 8, PPS 8



February 01, 2009 > Updates for pCOS interface 4 in PLOP 4.0, TET 3.0, TET PDF IFilter 3.0



October 19, 2007 > Updates for pCOS interface 3 in pCOS 2.0



March 28, 2006 > Added a description of the Perl language binding



September 30, 2005 > Edition for pCOS interface 2 in pCOS 1.0



June 20, 2005 > Edition for pCOS interface 1 in TET 2.0
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Please fill out this form and send to the address below, or fax it to 
+49 • 89 • 452 33 84-99. Inquiries: sales@pdflib.com.



PDFlib GmbH
Licensing Department
Franziska-Bilek-Weg 9
80339 München, Germany



Customer



Customers in Germany must add 19% VAT (MwSt.). Customers from 
other EU countries must provide their VAT identification number 
here. If no valid VAT ID is supplied, we cannot process the order
(see www.pdflib.com/products/vat/).



Updates
This is a major update of PLOP 4 to PLOP 5.1, or a major update
of PLOP 4 DS to PLOP 5.1 DS (60%1).
This is a minor update of an older version 5 license (20%1).



1. Percentage of the target product’s list price



Company



Department



Address



Country



Phone



Fax



Customer or
reseller no.



Name and e-mail address of administrative contact:



Name and e-mail address of technical contact:



Old license number for updates, or invoice no. etc.:



Product, Platform, and Quantity
Please enter desired quantities below. Prices are for a single computer 
regardless of CPU count. US-$ prices are for customers in the Ameri-
cas, Australia, and Japan; Euro prices for all other regions. Volume dis-
counts are available for 5 or more licenses (see next page).



Support
Technical support plus all minor and major updates within one 
year: add 20% of the license fee (see next page for details)
(Only if the box above is checked) Automatically renew the 
support every year unless it is expressly terminated by customer.



Credit Card Information



Card number:  



Expiration date (month/year):  



Name on card: 



Corporate purchase orders are accepted from large international cor-



porations. PO number: 



Signature



Windows/OS X/Linux/FreeBSD



PLOP 5.1
Euro 195
US-$ 250



PLOP DS 5.1
Euro 875
US-$ 1150



Windows Server x86/x64
OS X Server x86/x64
Linux x86/Intel 64
FreeBSD x86/Intel 64



Oracle/HP/IBM



PLOP 5.1
Euro 395
US-$ 495



PLOP DS 5.1
Euro 1775
US-$ 2350



Oracle Solaris x86/x64/sparc
HP-UX IA-64
IBM AIX
IBM i5/iSeries



Desktop systems



PLOP 5.1
Euro 75
US-$ 95



PLOP DS 5.1
Euro 325
US-$ 440



Windows XP/Vista/7/8/10 x86/x64
OS X desktop x86/x64



 MasterCard  Visa  American Express



Title
Printed



Name



Date



Signature



/



5.1











More information about licensing and support details can be found 
on www.pdflib.com and the »PDFlib GmbH License Guide«.



Products
All PLOP packages contain combined binaries which cover two prod-
ucts:
> PLOP is a versatile tool which can repair, linearize, optimize, encrypt, 



and decrypt PDF documents, and deal with XMP metadata;
> PLOP DS (Digital Signature) offers all features of PLOP plus the abil-



ity to apply digital signatures to PDF documents.
Both products can be evaluated without a license, but some features 
are restricted unless a valid license key is applied (see manual). 
According to your order the license key will activate PLOP or PLOP DS.



PLOP Features
PDFlib PLOP is engineered for server and desktop use and offers the 
following features:
> PDF linearization for fast Web delivery (byteserving).
> Optimization: reduce the file size of PDF documents without affect-



ing quality.
> Password security: encrypt or decrypt PDF documents and apply or 



remove permission settings, such as »printing not allowed« or 
»content extraction not allowed«.



> Certificate security: encrypt PDF documents for a closed set of recip-
ients which are identified by their digital certificates.



> Repair mode: automatically detect damaged PDF documents and 
fix the problems if possible.



> PDF analysis: query arbitrary properties of a PDF document with the 
integrated pCOS interface.



> Document info entries: query, add, or replace document info 
entries.



> XMP metadata: add XMP and synchronize document info.



PLOP DS Features
PLOP DS (Digital Signature) offers all features of PLOP plus the ability 
to apply digital signatures to PDF documents. All relevant flavors and 
standards are supported:
> signatures conform to PDF/A, PDF/UA, PDF/X and PDF/VT
> time-stamping and Long-Term Validation (LTV)
> supports the PAdES standard (PDF Advanced Electronic Signatures)
> modern algorithms such as Elliptic Curve including Brainpool
> signature visualization, e.g. with a logo or scanned handwriting
> signing certificate can be software- or hardware-based (e.g. USB 



token or smartcard).
> A Hardware Security Module (HSM) can be used for high-volume 



signing.



Support
We offer optional support contracts in combination with a new pro-
duct license or to renew an existing support contract. Active support 
includes the following advantages:
> technical support with short response times
> all minor (maintenance) and major (functional) updates included
> early availability of bug fixes
> maintenance releases and technical support available until the end 



of a product’s lifetime
> additional licenses can be purchased until the end of the lifetime
Customers without an active support contract can only use the li-
censed version, but not any later maintenance updates. This differs 
from earlier versions where we offered maintenance updates on a 
voluntary basis.
The support fee is 20% of the license fee per year.



Scope of a License
One license covers a single computer running on the selected operat-
ing system platform. The license includes all virtual machines (VMs) 
and logical partitions (LPARs) provided the VMs run under the same 
operating system. Development licenses for machines which are not 
used for production purposes and run under the same operating sys-
tem are free with each purchase. Redundant (backup) machines do 
not require a separate license, provided they are never used concur-
rently with the actual production machines. Groups of load-balanc-
ing servers require a license for every server in the group.



Operating System Platform
Supplying the name of the target operating system platform is a 
strict requirement since the license is bound to a specific platform. 
Refer to the corresponding system requirements document for de-
ployment details. The license is valid for all supported language bind-
ings (programming languages) on the selected platform.



Volume Discounts
Volume discounts are available for multiple licenses of the same pro-
duct according to the table below, provided all licenses are ordered 
with a single combined order. Please contact us for larger numbers of 
licenses.



Major Updates
A major update changes an older license to a license for a newer ma-
jor version on the same platform, thereby invalidating the old license. 
A valid license key must be supplied with each update order. PLOP 4 li-
censes can be updated to PLOP 5.1, or PLOP DS 4 licenses to PLOP 
DS 5.1 at a reduced license fee. 
Customers without a support contract can add support with a major 
update. In this case the support fee is based on the full license fee of 
the product (not the update fee):



Minor Updates
A minor update changes a license for an older maintenance release to 
a license for a newer maintenance release (minor version) on the 
same platform. The fee for minor updates is 20% of the list price of 
the target product.



Premium Licenses
In addition to machine-based licenses PDFlib GmbH offers Premium 
licenses with extended rights, such as site licenses, integration li-
censes, and source code licenses. Premium licenses are available at a 
fixed license fee and do not require any additional royalties.
Please contact premium@pdflib.com for more information about 
Premium licenses.



number of licenses discount off the list price
5 10%



10 15%
20 40%



Update from
To PLOP 4 PLOP DS 4



PLOP 5.1 60%1



1. Percentage of the target product’s list price



–
PLOP DS 5.1 – 60% 



Licensing Notes
PLOP / PLOP DS 5.1
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General License and Support Conditions
PDFlib GmbH, Franziska-Bilek-Weg 9, 80339 Munich, Germany
Telephone +49 • 89 • 452 33 84-0 Fax +49 • 89 • 452 33 84-99
sales@pdflib.com, support@pdflib.com, www.pdflib.com



1 General
1.1 Scope
These License and Support Conditions shall apply for all PDFlib GmbH products. PDFlib GmbH sells its 
products and services solely to companies, not to consumers.
The following provisions in Clauses 2 to 5 relate to licenses for the Program that have been purchased 
by Licensee or made available to Licensee free of charge where applicable, Clause 6 to any additional 
support services (software maintenance) for the Program, and Clauses 7 to 11 relate to both alike.
1.2 Licensed Products
The license agreements concluded by PDFlib GmbH on the basis of these General License and Support 
Conditions concern solely executable object code and do not include any rights of any nature to the 
products’ source code, unless expressly agreed otherwise. Within this agreement, the specific 
products licensed by Licensee of PDFlib GmbH shall be referred to as a whole as »the Program«. 
The Program shall be supplied with a manual in electronic format describing the Program 
characteristics and its use (»the Documentation«).
1.3 System Requirements
Before purchasing a Program, Licensee must refer to the Documentation (that is freely accessible prior 
to purchase) to assure himself that the platform on which he intends to use the Program (see Clause 
1.4) conforms to the system requirements specified in the Documentation. The Program shall only 
contain the features described in the Documentation, and support services in the form of corrections, 
workarounds or modifications may only be rendered if the Program is used on the platform specified 
in the Documentation.
1.4 Definitions
The following definitions apply within these Conditions:



A platform is a combination of an operating system and one or more hardware architectures. Fully 
compatible versions of the operating system and/or hardware shall be deemed one platform; in the 
case of OS X and Windows, server and desktop versions shall, however, be deemed different platforms.
Examples: Windows XP/Vista/7/8 (without Windows Server) x86/x64 is one platform. Solaris x86/x64/
sparc is a platform.



A product is a PDFlib GmbH software offering for a certain platform.
Examples: PDFlib 9 for Windows Server x86/x64; PDFlib+PDI 9 for Linux x86



A major release is a new version of a product with significantly extended functionality.
Examples: PDFlib 9; TET 4



A maintenance release (also called a minor release) is a new version of a product that rectifies faults, 
modifies the product to new versions of an operating system or a language binding etc. Maintenance 
releases do not contain any significant extensions in functionality, however. A maintenance release is 
explicitly marked as such.
Example: PLOP 4.1 is a maintenance release of PLOP 4.



A major update converts an existing product license into a license for a newer major release of the 
same product for the same platform.
Example: Updating from PDFlib 8 for Windows XP/Vista/7/8 to PDFlib 9 for Windows XP/Vista/7/8
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A minor update converts a license for an older maintenance release into a license for the current 
maintenance release for the same platform. In a maintenance release, the license keys for the original 
license are updated.
Example: Updating from PDFlib 9.0.1 for Linux to PDFlib 9.0.5 for Linux



An upgrade converts an existing license for a product into a license for the same major release of 
a higher-quality product, which constitutes a functional expansion of the first product.
Example: Upgrading from PDFlib 9 to PDFlib+PDI 9 or from PDFlib+PDI 9 to PPS 9



A fault (Bug) is any variance from the documented behavior, PDF output rejected by Adobe Acrobat as 
faulty, or software crash, subject to the condition that suitable input data were used and all docu-
mented conditions were complied with.
Example: PDFlib does not correctly convert a JPEG image to PDF, although this should be possible 
according to the Documentation.



A language binding is an executable version of a product for use with a platform-specific version of a 
programming language or programming environment.
Examples: PHP 5.5.6 on Linux; Java 1.7 on Windows; .NET 4.0 on Windows



The lifetime of a product defines how long support cases to this product will be accepted (given a valid 
support agreement). The lifetime shall be defined for each major release of a product and posted at 
www.pdflib.com.
Example: The lifetime of PDFlib 9 will end in 3/2018.



A production environment refers to any use of the licensed products by Licensee, with the exception of 
use in the context of non-production environments.
Examples: Using the product to generate PDF invoices that are sent to Licensee’s customer.



A non-production environment refers to the use of the licensed products in the following ways:
(a) using the product in Licensee’s development or testing environments as a means of preparing for 
use in a production environment; in this case, access to the development or testing environment via 
a network may only be available to developers or testers who are working on Licensee products in 
which a licensed copy of the product is or will be integrated, and the development or testing 
environment must be operated on the sam?e platform for which a license has been purchased;
(b) using the product as a means of assuring the quality of services delivered to customers of Licensee;
(c) use for the purposes of free presentations (product demonstrations);
(d) storing the product as a backup copy and within archiving systems; and
(e) using the product in a backup (reserve) system on the same platform, with this system intended to 
become part of the production environment in the event that the main system fails, meaning that the 
main system and backup system are never part of the production environment at the same time.
Example: Using the product at a programmer’s workstation where Licensee products are created.



A cloud is a network of computers in which Licensee may use anything from a fraction of the capacity 
of one physical computer right through to the capacity of multiple physical computers simultaneously 
as part of a single, virtual platform environment; here, the identity and number of the physical 
computer(s) on which the virtual platform environment is running may change constantly.
Examples: Amazon EC2, Windows Azure



A virtual machine refers to one or more virtual, independent platform environments (with either the 
same type of platform or different types of platform) that are executed by means of virtualization; 
that is, they are not run directly on the hardware of a dedicated physical computer, but instead are 
made available through a hypervisor that manages resources and is itself present on this physical 
computer.
Example: VMware
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2 Scope of the License
2.1 Remunerated Licenses
Purchase of a remunerated license from PDFlib GmbH shall entitle Licensee to the non-exclusive, 
perpetual right to use the Program in production environments and with the agreed number of 
Licensee usage instances run on the agreed platform (license); free licenses shall be governed by the 
provisions in Clause 2.4 and Clause 2.5.



A usage instance refers to
(a) the agreed platform of the computer in the case of use on a dedicated, physical computer, even if 
multiple virtual machines of the agreed platform type are being run in parallel on this computer;
(b) the virtual platform environment used by Licensee as such in the case of use in a cloud (referred to 
as an »instance« in typical commercial cloud offers).
2.2 Agreement and License Transfer
The remunerated license agreement, including any associated support agreement (Clause 6) can be 
transferred to a third party as a whole (agreement transfer) in so far as and as soon as the license 
transfer form which can be requested from PDFlib GmbH is properly completed by Licensee and the 
third party and is received by PDFlib GmbH.
Irrespective of this, Licensee shall be authorized to transfer any license or part thereof granted to him 
(license transfer) for one or more usage instances in isolation to a third party (license recipient) if 
Licensee (or his predecessor in interest) has integrated the object code of the Program into his own 
product, and provided that this, with respect to the intended use and functionality, materially exceeds 
the integration of the PDFlib GmbH Program and does not, for the most part, have the same function-
ality as other PDFlib GmbH products sold on conclusion of an agreement. Each license or part thereof 
for one or more usage instances may also be transferred to different license recipients, provided that 
this process of splitting licenses does not transfer (or retain) more usage instances in total than were 
originally licensed.
2.3 License for Non-Production Environments
The following provisions in Clause 2.3 shall apply for executable object code of the software products 
offered by PDFlib GmbH on all platforms except IBM zSeries and compatible systems.
Every properly remunerated licensed Program may be used by Licensee not only in the context of 
Licensee’s production environment, to the extent specified in Clause 2.1, but also to any extent in non-
production environments in Licensee’s company. In the event of an agreement transfer in the sense of 
Clause 2.2, this right shall transfer to third parties.
2.4 Free Products
For the products PDFlib FontReporter Plugin, PDFlib TET Plugin and PDFlib TET PDF IFilter (here only the 
desktop version and only use in non-production environments), Licensee shall be granted a non-
exclusive, free, non-transferable and perpetual license to use the Program on any number of Licensee’s 
computers. These licenses shall not be governed by the provisions in Clause 5 (Warranty) and 8 
(Liability); the statutory provisions for gifts shall apply instead.
2.5 Free Use of Evaluation Versions of the Program
For certain products, PDFlib GmbH offers versions that are available to download for free on its 
website and are based on the license conditions of this clause (2.5); these can be run without 
purchasing a license key (evaluation versions). The evaluation versions have some usage restrictions 
compared with the remunerated licensed (see Clause 2.1) version of the same product (function 
restrictions) as described in the pertinent product documentation. For evaluation versions, Licensee 
shall be granted a non-exclusive, free, non-transferable and perpetual license to evaluate the Program 
on any number of Licensee’s computers. Evaluation in this sense is the consideration by Licensee 
whether to purchase the Program for use in his production environment, and the development of 
products by Licensee in which a (subsequently purchased) remunerated licensed copy of the Program 
or an evaluation version is integrated and whose intended use materially exceeds the integration of 
the PDFlib GmbH Program. If Licensee integrates the evaluation version in one of his own products of 
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the aforementioned type, he shall also be entitled to transfer the license to the integrated evaluation 
version when passing on his product to a third party.
2.6 PDFlib Block Plugin
For the PDFlib Block Plugin, which is a component of the PDFlib Personalization Server, Licensee of the 
PDFlib Personalization Server shall be granted – above and beyond the license granted in Clause 2.1 the 
right to pass the PDFlib Block Plugin on to any number of third parties and to grant them the right to use 
the PDFlib Block Plugin solely for their own purposes, subject to the condition that Licensee secures from 
the third parties an undertaking to use the PDFlib Block Plugin only in the aforementioned manner and 
not to pass it on to any further persons themselves. In the event of a license transfer relating to the 
PDFlib Personalization Server, this right shall transfer to the license recipient.



3 Restrictions
3.1 Intellectual Property
The Program and the Documentation are the copyrighted intellectual property of PDFlib GmbH.
If Licensee overrides permission controls for certain operations (such as printing and copying text) 
when processing existing PDF documents with the Program, Licensee must comply with the provi-
sions of the German Copyright Act, in particular Sections 95a ff., and with the provisions of other ap-
plicable copyright legislation designed to protect technical measures. In particular, if Licensee is using 
the Program for processing PDF documents that are protected by copyright, he must ensure that he 
has the right holder’s consent to bypass technical measures that are in place, where this is necessary 
for the actual processing work.
3.2 Reverse Engineering and Confidentiality
Licensee undertakes not to translate, disassemble, or reverse-engineer the Program, in so far as this is 
not permitted under Section 69e of the German Copyright Act or under provisions of other applicable 
copyright legislation relating to decompiling.
Licensee undertakes not to redistribute or make publicly available any license key received from PDFlib 
GmbH, with the exception of agreement or license transfers in the sense of Clause 2.2.
3.3 Updates and Upgrades
If Licensee receives updates to a new major release or to the current maintenance release or upgrades, 
the new license shall be provided on a license exchange basis subject to the following provision. 
The license for the previous release shall end at the point when a new release of the aforementioned 
type is delivered, plus 60 calendar days, within which both the license for the previous release and the 
license for the new release exist alongside one another.



4 Delivery
The Program and the Documentation shall be delivered in digital format only. The Program, Documen-
tation and all pertinent maintenance releases shall be retrieved from the PDFlib GmbH website. 
PDFlib GmbH shall not provide Licensee with either digital storage media or printed Documentation.



5 Warranty
5.1 Warranty for Licensees With Registered Offices in the Federal Republic of Germany
If Licensee has registered offices in the Federal Republic of Germany, the following provisions shall 
apply:
Subject to Clause 8, the statutory provisions for warranties shall apply with the condition that the 
warranty period for material faults (time bar for warranty claims, Section 438 Subs. 1 German Civil 
Code) shall be one year. This shall not apply, however, for fault-related claims for damages under (a) 
compensation for bodily harm or impairment of health due to a fault for which PDFlib GmbH is liable 
or under gross negligence by PDFlib GmbH or its legal representatives or agents, nor (b) for other cases 
of damages that are based on a grossly negligent breach of duty on the part of PDFlib GmbH or on a 
willful or grossly negligent breach of duty on the part of a legal representative or agent of PDFlib 
GmbH; these cases shall be governed by statutory provisions. Where the statutory time bar provision 
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relating to fault claims is concerned, this shall remain the case for buildings and for objects that have 
been used in their customary manner for a building and have caused faults in it.
5.2 Warranty for Licensees With Registered Offices Outside the Federal Republic of Germany
If Licensee does not have registered offices in the Federal Republic of Germany, the following 
provisions shall apply:
If the Program unmodified by Licensee does not meet the owed characteristics within a period of 30 
days after conclusion of the license agreement, PDFlib GmbH shall promptly at its own expense and in 
its own discretion (a) provide a correction of or a workaround for any reproducible faults reported by 
Licensee and supply an updated version of the Program or (b) refund any fees paid under this license 
agreement. In the latter case, Licensee shall immediately terminate any use and distribution of the 
Program and destroy any license keys issued by PDFlib GmbH. All further liability on the part of PDFlib 
GmbH is hereby expressly excluded.



6 Support Agreement / Support Services
In addition to purchasing the license, Licensee can request support services from PDFlib GmbH 
(support agreement) against payment of an annual fee. This shall be agreed by Licensee choosing the 
support service for the purchased licenses and PDFlib GmbH accepting the choice. In all cases, the 
support services to be rendered shall only relate to the current maintenance release of the major 
release licensed by Licensee and shall also be restricted to the lifetime of the major release licensed to 
Licensee. Once the lifetime has expired, the support agreement shall only cover Licensee’s claim to the 
license (subject to the support fee) for the current major release and support services for this release.
If Licensee has selected the automatic renewal option for the lifetime of the support agreement, the 
support agreement shall be prolonged after each lifetime of one year by the same period unless 
terminated by Licensee with up to one month’s notice to the end of the pertinent lifetime, declared in 
writing.
This shall be without prejudice to the possibility of termination without notice for good cause.
Under the support agreement PDFlib GmbH shall render the services listed under the »With active 
support (fee-based)« column in Appendix 1: Support Services.
The agreed annual fee for the support agreement must be paid in advance.



7 Remuneration Payment
Invoices from PDFlib GmbH must be paid no more than 30 days after receipt. The remuneration to be 
paid to PDFlib GmbH (license fees, support fees) shall increase by the statutory value-added tax where 
applicable.



8 Liability
8.1 Liability for Licensees With Registered Offices in the Federal Republic of Germany
If Licensee has registered offices in the Federal Republic of Germany, the following provisions shall 
apply:
PDFlib GmbH’s liability for simple negligent breaches of cardinal duties (in other words duties whose 
fulfillment renders the proper execution of the agreement possible and on whose compliance the 
contractual partner may generally rely) is limited to the typical losses foreseeable when the 
agreement was concluded. PDFlib GmbH accepts no liability for simple negligent breaches of non-
cardinal duties.
8.2 Liability for Licensees With Registered Offices Outside the Federal Republic of Germany
If Licensee does not have registered offices in the Federal Republic of Germany, the following 
provisions shall apply:
Neither party shall be liable for any losses, interruptions of business or indirect, special, incidental 
losses or consequential losses of any kind (including foregone profit) arising from use regardless of the 
form of action whether in contract, tort (including negligence), strict product liability or otherwise. 
Regardless of the legal grounds, PDFlib GmbH’s liability shall be limited (a) under and in conjunction 
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with the license agreement to fivefold the license fee and (b) under and in conjunction with the 
support agreement to the annual support fee.
Furthermore, PDFlib GmbH confirms that it is the owner of the Program and that it is authorized to 
issue the license described here to Licensee, and also that the Program does not violate any rights of 
third parties to the best of PDFlib GmbH’s knowledge. In the event that the above confirmation is 
incorrect and Licensee is prohibited from using the Program due to conflicting rights of a third party, 
PDFlib GmbH shall, at its own discretion, (a) give Licensee the right to continue using the Program or 
(b) modify or exchange the Program without introducing any considerable usage restrictions and in 
such a way that the rights of the third party are not violated. Any further claims against PDFlib GmbH 
shall be excluded.



9 Data Protection
PDFlib GmbH collects, processes, uses and transmits personal data solely in so far as this is necessary 
for executing and fulfilling the contractual relationship with Licensee.



10 Applicable Law
This agreement shall be governed by the law of the country in which Licensee has his registered 
offices, however to the exclusion of the UN Convention Relating to a Uniform Law on the International 
Sale of Goods and the conflict of law provisions of international private law.



11 Legal Forum
The exclusive legal forum for all disputes under and in conjunction with the purchase, license and/or 
support agreement(s) shall be PDFlib GmbH’s registered offices for Licensee’s claims, for PDFlib 
GmbH’s claims the registered offices of Licensee or of PDFlib GmbH, at PDFlib GmbH’s discretion. 
This shall be without prejudice, however, to any statutory provisions for filing counterclaims by the 
other party in the forum of the original action.
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Appendix 1: Support Services



Service Example
Warranty
(free)



With active support
(fee-based)



Response time for a support case 
(actual fault rectification can take 
longer)



undefined 2 working days



Support time for a product Germany: 1 year
otherwise: 30 days



lifetime of the product 
(current release only)



Correction1 or workaround for a fault



1. Implemented by a maintenance release for all licensed platforms and the pertinent language binding used.



included, if legally 
required



included



Modifications for a newer version of 
an operating system platform not 
fully compatible with the previous 
one1.



Windows 8 requires 
modifications to 
programs that ran on 
Windows 7.



not included included



Modifications for a new major release 
of a language binding not fully 
compatible with the previous one1.



PHP 5 requires 
modification of the 
PDFlib language 
binding for PHP 4



not included included



Modifications for the maintenance 
release of a language binding that is 
not the current version but was 
supported in the past and the 
maintenance release of the language 
is not fully compatible with the 
previous one1.



PHP 5.4.1 requires 
modification of the 
PDFlib language 
binding for PHP 5.4.0, 
although PHP 5.5 is 
already supported.



not included included



Update to the current maintenance 
release of the licensed product



Update from PDFlib 
9.0.1 to PDFlib 9.0.2



at list price for 
maintenance release 
updates



free



Update to the current major release of 
the licensed product



Update from PDFlib 8 to 
PDFlib 9



at list price for major 
release updates



free



Information on release of new major 
or maintenance releases



– by email



Upgrade to current maintenance 
release of a higher-quality product of 
the same major release at the upgrade 
list price



Migration from PDFlib 
9 to PDFlib+PDI 9



available within 1 year 
of the next major 
release



available for the 
lifetime of the product



Purchase of additional licenses of the 
licensed product at the list price



Licensee uses PDFlib 8 
and requires further 
licenses for this release, 
although PDFlib 9 is 
already available.



available within 1 year 
of the next major 
release



available for the 
lifetime of the product
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Allgemeine Lizenz- und Supportbedingungen
PDFlib GmbH, Franziska-Bilek-Weg 9, D-80339 München



Telefon +49 • 89 • 452 33 84-0 Fax +49 • 89 • 452 33 84-99
sales@pdflib.com, support@pdflib.com, www.pdflib.com



1 Allgemeines
1.1 Geltungsbereich
Diese Lizenz- und Supportbedingungen gelten für sämtliche Produkte der PDFlib GmbH. PDFlib GmbH 
erbringt ihre Lieferungen und Leistungen ausschließlich gegenüber Unternehmern, nicht aber gegen-
über Verbrauchern.
Die nachfolgenden Regelungen der Ziffern 2 bis 5 beziehen sich auf vom Lizenznehmer käuflich erwor-
bene oder diesem gegebenenfalls unentgeltlich zur Verfügung gestellte Lizenzen in Bezug auf das 
Programm, der Ziffer 6 auf ein etwaiges zusätzliches Supportverhältnis (Softwarepflege) in Bezug auf 
das Programm, und die Ziffern 7 bis 11 beziehen sich einheitlich auf beide Verhältnisse.
1.2 Lizenzierte Produkte
Die von PDFlib GmbH auf Basis dieser Allgemeinen Lizenz- und Supportbedingungen abgeschlosse-
nen Lizenzverträge umfassen ausschließlich ausführbaren Objektcode und keinerlei Rechte am Quell-
code der Produkte, soweit dies nicht ausdrücklich anderweitig vereinbart wird. Auf das bzw. die vom 
Lizenznehmer der PDFlib GmbH konkret lizenzierten Produkte wird im Rahmen dieses Vertrags insge-
samt als »das Programm« Bezug genommen. Das Programm wird mit einem Handbuch in elektroni-
scher Form geliefert, in dem die Programmeigenschaften und deren Anwendung beschrieben sind 
(»die Dokumentation«).
1.3 Systemvoraussetzungen
Der Lizenznehmer hat sich vor dem Erwerb eines Programms anhand der (auch vor dem Erwerb frei 
zugänglichen) Dokumentation davon zu überzeugen, dass die von ihm für die Nutzung des Pro-
gramms vorgesehene Plattform (vgl. Ziffer 1.4) den in der Dokumentation spezifizierten Systemvor-
aussetzungen entspricht. Das Programm erfüllt nur dann die in der Dokumentation beschriebenen Ei-
genschaften, und Supportleistungen in Form von Korrekturen, Workarounds oder Anpassungen 
können nur dann erbracht werden, wenn das Programm auf der in der Dokumentation spezifizierten 
Plattform eingesetzt wird.
1.4 Definitionen
Im Rahmen dieser Bedingungen gelten folgende Definitionen:



Eine Plattform ist eine Kombination aus Betriebssystem und einer oder mehreren Hardware-Architek-
turen. Vollständig kompatible Versionen von Betriebssystem und/oder Hardware werden als eine 
Plattform aufgefasst, bei OS X und Windows stellen Server- und Desktop-Versionen jedoch unter-
schiedliche Plattformen dar.
Beispiele: Windows XP/Vista/7/8 (ohne Windows Server) x86/x64 ist eine Plattform. Solaris x86/x64/
sparc ist eine Plattform.



Ein Produkt ist ein Software-Angebot der PDFlib GmbH für eine bestimmte Plattform.
Beispiele: PDFlib 9 für Windows Server x86/x64; PDFlib+PDI 9 für Linux x86



Eine Hauptversion (major release) ist eine neue Version eines Produkts mit signifikant erweiterter 
Funktionalität.
Beispiele: PDFlib 9; TET 4



Eine Korrekturversion (minor release oder maintenance release) ist eine neue Version eines Produkts, 
die Fehler behebt, das Produkt an neue Versionen eines Betriebssystems oder einer Sprachbindung an-
passt etc. Korrekturversionen enthalten jedoch keine signifikanten Erweiterungen der Funktionalität. 
Eine Korrekturversion ist explizit als solche gekennzeichnet.
Beispiel: PLOP 4.1 ist eine Korrekturversion von PLOP 4.
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Ein Update auf eine neue Hauptversion (major update) wandelt eine bestehende Produktlizenz in eine 
Lizenz für eine neuere Hauptversion des gleichen Produkts für die gleiche Plattform um.
Beispiel: Wechsel von PDFlib 8 für Windows XP/Vista/7/8 nach PDFlib 9 für Windows XP/Vista/7/8



Ein Update auf die aktuelle Korrekturversion (minor update) wandelt eine Lizenz für eine ältere Korrek-
turversion in eine Lizenz für die aktuelle Korrekturversion für dieselbe Plattform um. Bei einer Korrek-
turversion werden die Lizenzschlüssel für die ursprüngliche Lizenz aktualisiert.
Beispiel: Wechsel von PDFlib 9.0.1 für Linux auf PDFlib 9.0.5 für Linux



Ein Upgrade wandelt eine bestehende Lizenz für ein Produkt in eine Lizenz für die gleiche Hauptversi-
on eines höherwertigen Produkts um, das funktional eine Erweiterung des ersten Produkts darstellt.
Beispiel: Wechsel von PDFlib 9 zu PDFlib+PDI 9 oder von PDFlib+PDI 9 zu PPS 9



Ein Fehler (Bug) ist jede Abweichung vom dokumentierten Verhalten, PDF-Ausgabe, die von Adobe 
Acrobat als fehlerhaft abgewiesen wird, oder der Absturz der Software, vorausgesetzt, es wurden ge-
eignete Eingabedaten benutzt und alle dokumentierten Randbedingungen beachtet.
Beispiel: PDFlib konvertiert ein JPEG-Bild nicht korrekt nach PDF, obwohl dies laut Dokumentation mög-
lich sein sollte.



Eine Sprachbindung ist eine ausführbare Version eines Produkts für den Einsatz mit einer plattform-
spezifischen Version einer Programmiersprache oder Programmierumgebung.
Beispiele: PHP 5.5.6 auf Linux; Java 1.7 auf Windows; .NET 4.0 auf Windows



Die Lebensdauer eines Produkts legt fest, wie lang (bei gültigem Supportvertrag) Supportfälle zu die-
sem Produkt angenommen werden. Die Lebensdauer wird für jede Hauptversion eines Produkts fest-
gelegt und auf www.pdflib.com veröffentlicht.
Beispiel: Die Lebensdauer von PDFlib 9 endet 3/2018.



Produktionsumgebung bezeichnet jegliche Nutzung von lizenzierten Produkten durch den Lizenz-
nehmer mit Ausnahme der Nutzung im Rahmen von Nicht-Produktionsumgebungen.
Beispiel: Einsatz des Produkts zur Generierung von PDF-Rechnungen, die dem Abnehmer des Lizenzneh-
mers übersendet werden.



Nicht-Produktionsumgebung bezeichnet folgende Arten der Nutzung von lizenzierten Produkten:
(a) Die Verwendung des Produkts im Rahmen von Entwicklungs- oder Testumgebungen des Lizenz-
nehmers zur Vorbereitung des Einsatzes in einer Produktionsumgebung, wobei der Zugriff auf die Ent-
wicklungs- oder Testumgebung über ein Netzwerk nur für Entwickler oder Testpersonen möglich sein 
darf, die an Produkten des Lizenznehmers arbeiten, in denen eine lizenzierte Kopie des Produkts integ-
riert ist oder wird, und wobei die Entwicklungs- oder Testumgebung auf derselben Plattform betrie-
ben werden muss, für die eine Lizenz erworben wurde;
(b) die Verwendung des Produkts zur Sicherung der Qualität der Leistungen gegenüber den Kunden 
und Abnehmern des Lizenznehmers;
(c) die Verwendung zu unentgeltlichen Vorführungen (Produktdemonstrationen);
(d) die Speicherung des Produkts als Backup-Kopie sowie im Rahmen von Archivsystemen; sowie
(e) die Verwendung des Produkts in einem Backup-(Reserve-)System derselben Plattform, das dann 
Teil der Produktionsumgebung wird, wenn das Hauptsystem ausfällt, sodass Haupt- und Backup-Sys-
tem nie zeitgleich Teil der Produktionsumgebung sind.
Beispiel: Einsatz des Produkts an einem Programmierer-Arbeitsplatz, an dem Produkte des Lizenzneh-
mers erstellt werden.



Eine Cloud ist ein Verbund von Computern, in dem der Lizenznehmer den Bruchteil der Kapazität eines 
physischen Computers bis hin zur Kapazität mehrerer physischer Computer gleichzeitig im Rahmen 
einer einheitlichen virtualisierten Plattform-Umgebung nutzen kann, wobei sich die Identität und An-
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zahl des bzw. der physischen Computer(s), auf dem/denen die virtualisierte Plattform-Umgebung ab-
läuft, ständig verändern kann.
Beispiele: Amazon EC2, Windows Azure



Virtuelle Maschine bezeichnet eine oder mehrere virtualisierte und voneinander unabhängige Platt-
form-Umgebungen (desselben Typs einer Plattform oder unterschiedlicher Typen von Plattformen), 
die mittels Virtualisierung nicht direkt auf der Hardware eines dedizierten physischen Computers aus-
geführt, sondern durch eine ressourcenverwaltende Zwischenschicht (Hypervisor) auf diesem einen 
physischen Computer bereitgestellt werden.
Beispiel: VMware



2 Lizenzumfang
2.1 Entgeltliche Lizenzen
Dem Lizenznehmer wird durch den Erwerb einer entgeltlichen Lizenz der PDFlib GmbH das nicht-aus-
schließliche, auf Dauer eingeräumte Recht auf Nutzung des Programms in Produktionsumgebungen 
und in der vereinbarten Anzahl von Nutzungsinstanzen des Lizenznehmers gewährt, die auf der ver-
einbarten Plattform betrieben werden (Lizenz); für unentgeltliche Lizenzen gelten die Bestimmungen 
in Ziffer 2.4 und Ziffer 2.5.



Nutzungsinstanz ist
(a) bei Einsatz auf einem dedizierten physischen Computer der vereinbarten Plattform dieser Compu-
ter, auch wenn auf diesem Computer mehrere virtuelle Maschinen des vereinbarten Plattform-Typs 
parallel betrieben werden;
(b) bei Einsatz in einer Cloud die vom Lizenznehmer genutzte virtualisierte Plattform-Umgebung als 
solche (bei typischen kommerziellen Cloud-Angeboten eine dort so genannte »Instanz«).
2.2 Vertrags- und Lizenzübertragung
Die entgeltliche Lizenzvereinbarung einschließlich eines etwaigen zugehörigen Supportvertrages (Zif-
fer 6) ist im Ganzen auf einen Dritten übertragbar (Vertragsübertragung), sofern und sobald das von 
PDFlib GmbH erhältliche Lizenz-Übertragungsformular vom Lizenznehmer und vom Dritten ord-
nungsgemäß ausgefüllt wird und der PDFlib GmbH zugeht.
Unabhängig davon ist der Lizenznehmer berechtigt, jede ihm eingeräumte (Teil-)Lizenz für eine oder 
mehrere Nutzungsinstanzen isoliert an einen Dritten (Lizenzempfänger) zu übertragen (Lizenzüber-
tragung), wenn der Lizenznehmer (oder dessen Rechtsvorgänger) den Objektcode des Programms in 
ein eigenes Produkt integriert hat, sofern dieses seinem Einsatzzweck und seiner Funktionalität nach 
wesentlich über die Integration des Programms der PDFlib GmbH hinausgeht und nicht im Wesentli-
chen die gleiche Funktionalität wie andere bei Vertragsschluss vertriebene Produkte der PDFlib GmbH 
aufweist. Dabei darf jede (Teil-)Lizenz für eine oder mehrere Nutzungsinstanzen auch an unterschied-
liche Lizenzempfänger übertragen werden, solange bei dieser Lizenzaufspaltung nicht insgesamt 
mehr Nutzungsinstanzen übertragen (bzw. zurückbehalten) werden als ursprünglich lizenziert wur-
den.
2.3 Lizenz für Nicht-Produktionsumgebungen
Die nachfolgenden Regelungen dieser Ziffer 2.3 gelten für ausführbaren Objektcode der Software-Pro-
dukte der PDFlib GmbH auf allen Plattformen mit Ausnahme der Plattform IBM zSeries sowie dazu 
kompatibler Systeme.
Jedes ordnungsgemäß entgeltlich lizenzierte Programmexemplar darf durch den Lizenznehmer neben 
dem Einsatz im Rahmen der Produktionsumgebung des Lizenznehmers in dem sich aus Ziffer 2.1 erge-
benden Umfang in beliebigem Umfang im Unternehmen des Lizenznehmers in Nicht-Produktionsum-
gebungen eingesetzt werden. Bei einer Vertragsübertragung im Sinne von Ziffer 2.2 geht dieses Recht 
auf den Dritten über.
2.4 Kostenlose Produkte
Für die Produkte PDFlib FontReporter Plugin, PDFlib TET Plugin und PDFlib TET PDF IFilter (hier nur die 
Desktop-Version und nur die Nutzung in Nicht-Produktionsumgebungen) wird dem Lizenznehmer 











Seite D-4 von 7PDFlib GmbH Allgemeine Lizenz- und Supportbedingungen, Stand Dezember 2013



eine nicht-ausschließliche, unentgeltliche, nicht-übertragbare Lizenz auf Dauer zur Anwendung des 
Programms auf beliebig vielen Computern des Lizenznehmers eingeräumt. Für diese Lizenzen finden 
die Regelungen in Ziffer 5 (Gewährleistung) und 8 (Haftung) keine Anwendung, sondern es gelten die 
gesetzlichen Vorschriften zur Schenkung.
2.5 Unentgeltliche Anwendung von Evaluierungsversionen des Programms
Für bestimmte Produkte bietet PDFlib GmbH auf ihrer Webseite kostenlos herunterladbare Versionen 
auf Basis der Lizenzbedingungen dieser Ziffer 2.5 an, die ohne Erwerb eines Lizenzschlüssels betrieben 
werden können (Evaluierungsversionen). Die Evaluierungsversionen weisen Restriktionen in der An-
wendbarkeit gegenüber der entgeltlich lizenzierten (siehe Ziffer 2.1) Version desselben Produkts auf 
(Funktionseinschränkungen), welche jeweils aus der zugehörigen Produktdokumentation ersichtlich 
sind. Für Evaluierungsversionen wird dem Lizenznehmer eine nicht-ausschließliche, unentgeltliche, 
nicht-übertragbare Lizenz auf Dauer zur Evaluierung des Programms auf beliebig vielen Computern 
des Lizenznehmers eingeräumt. Evaluierung in diesem Sinne ist die Prüfung durch den Lizenznehmer, 
ob er das Programm zur Nutzung innerhalb seiner Produktionsumgebung erwerben will, sowie die 
Entwicklung von Produkten durch den Lizenznehmer, in denen eine (später erworbene) entgeltlich li-
zenzierte Kopie des Programms oder eine Evaluierungsversion integriert wird, und deren Einsatzzweck 
über die Integration des Programms der PDFlib GmbH wesentlich hinausgeht. Integriert der Lizenz-
nehmer die Evaluierungsversion in ein eigenes Produkt der vorbeschriebenen Art, so ist er bei Weiter-
gabe seines Produkts an einen Dritten auch zur Übertragung der Lizenz an der integrierten Evalu-
ierungsversion berechtigt.
2.6 PDFlib Block Plugin
Für das PDFlib Block Plugin, welches Bestandteil des PDFlib Personalization Server ist, wird dem Lizenz-
nehmer des PDFlib Personalization Server über die in Ziffer 2.1 eingeräumte Lizenz hinaus das Recht 
eingeräumt, dieses an eine beliebige Zahl von Dritten weiterzugeben und diesen dabei das Recht ein-
zuräumen, das PDFlib Block Plugin ausschließlich für deren eigene Zwecke zu nutzen, vorausgesetzt, 
die Dritten werden bei Weitergabe vom Lizenznehmer verpflichtet, das PDFlib Block Plugin nur in der 
vorbeschriebenen Weise zu verwenden und nicht ihrerseits an weitere Personen weiterzugeben. Die-
ses Recht geht im Falle der Lizenzübertragung bezüglich des PDFlib Personalization Servers auf den Li-
zenzempfänger über.



3 Beschränkungen
3.1 Geistiges Eigentum
Das Programm und die Dokumentation sind urheberrechtlich geschütztes geistiges Eigentum der 
PDFlib GmbH.
Der Lizenznehmer hat, sofern er bei der Verarbeitung eines bestehenden PDF-Dokuments mit Hilfe 
des Programms Sperren für bestimmte Operationen (wie Drucken, Kopieren von Text) außer Kraft 
setzt, die Regelungen des Urhebergesetzes, insbesondere §§ 95a ff. deutsches UrhG bzw. Vorschriften 
anderer anwendbarer Urhebergesetze zum Schutz technischer Maßnahmen, einzuhalten. Insbeson-
dere hat der Lizenznehmer, sofern er das Programm für die Verarbeitung von solchen PDF-Dokumen-
ten benutzt, die urheberrechtlich geschützte Werke sind, sicherzustellen, dass ihm die Zustimmung 
des Rechtsinhabers zur Umgehung wirksamer technischer Maßnahmen vorliegt, soweit diese für die 
konkrete Verarbeitung notwendig ist.
3.2 Reverse Engineering und Geheimhaltung
Der Lizenznehmer verpflichtet sich, in Bezug auf das Programm keine Übersetzung, keine Disassem-
blierung sowie kein Reverse Engineering vorzunehmen, soweit dies nicht nach § 69e deutsches UrhG 
bzw. Vorschriften anderer anwendbarer Urhebergesetze zu Dekompilierung zulässig ist.
Der Lizenznehmer verpflichtet sich, ihm von PDFlib GmbH zugeteilte Lizenzschlüssel mit Ausnahme 
von Vertrags- oder Lizenzübertragungen im Sinne von Ziffer 2.2 nicht weiterzugeben oder allgemein 
zugänglich zu machen.
3.3 Aktualisierte Programmversionen (Updates) und Lizenzerweiterungen (Upgrades)
Erhält der Lizenznehmer Updates auf eine neue Hauptversion oder auf die aktuelle Korrekturversion 
oder Upgrades, so wird die neue Lizenz vorbehaltlich der nachfolgenden Regelung im Tausch gegen 
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die frühere Lizenz erteilt. Im Zeitpunkt der Auslieferung einer solchen neuen Version zuzüglich 60 Ka-
lendertagen, binnen derer sowohl die Lizenz für die ältere als auch die Lizenz für die neuere Version 
nebeneinander bestehen, endet die Lizenz für die ältere Version.



4 Lieferung
Das Programm und die Dokumentation werden ausschließlich in digitalem Format geliefert. Das Pro-
gramm, die Dokumentation sowie alle einschlägigen Korrekturversionen sind von den Webseiten der 
PDFlib GmbH abzurufen. Dem Lizenznehmer werden von PDFlib GmbH weder digitale Speichermedi-
en noch eine gedruckte Dokumentation zur Verfügung gestellt.



5 Gewährleistung
5.1 Gewährleistung für Lizenznehmer mit Sitz in der Bundesrepublik Deutschland
Hat der Lizenznehmer seinen Sitz in der Bundesrepublik Deutschland, so gelten folgende Regelungen:
Vorbehaltlich Ziffer 8 gelten die gesetzlichen Bestimmungen für die Mängelgewährleistung mit der 
Maßgabe, dass die Gewährleistungsfrist für Sachmängel (Verjährung der Mängelansprüche, § 438 
Abs. 1 BGB) ein Jahr beträgt. Dies gilt jedoch nicht für mängelbedingte Schadensersatzansprüche, die 
(a) auf Ersatz eines Körper- oder Gesundheitsschadens wegen eines von PDFlib GmbH zu vertretenden 
Mangels gerichtet oder auf grobes Verschulden der PDFlib GmbH oder ihrer gesetzlichen Vertreter 
oder ihrer Erfüllungsgehilfen gestützt sind, sowie (b) nicht für sonstige Schäden, die auf einer grob 
fahrlässigen Pflichtverletzung der PDFlib GmbH oder auf einer vorsätzlichen oder grob fahrlässigen 
Pflichtverletzung eines gesetzlichen Vertreters oder Erfüllungsgehilfen der PDFlib GmbH beruhen; in 
diesen Fällen verbleibt es bei den gesetzlichen Regelungen. Ebenso verbleibt es bei der gesetzlichen 
Verjährungsregelung hinsichtlich Mängelansprüchen bei einem Bauwerk sowie bei einer Sache, die 
entsprechend ihrer üblichen Verwendungsweise für ein Bauwerk verwendet worden ist und dessen 
Mangelhaftigkeit verursacht hat.
5.2 Gewährleistung für Lizenznehmer mit Sitz außerhalb der Bundesrepublik Deutschland
Hat der Lizenznehmer seinen Sitz nicht in der Bundesrepublik Deutschland, so gelten folgende Rege-
lungen:
Sollte das nicht vom Lizenznehmer modifizierte Programm innerhalb einer Frist von 30 Tagen nach Ab-
schluss des Lizenzvertrages den geschuldeten Eigenschaften nicht genügen, so hat PDFlib GmbH un-
verzüglich auf eigene Kosten und nach eigenem Ermessen (a) eine Korrektur oder einen Workaround 
etwaiger vom Lizenznehmer gemeldeter reproduzierbarer Fehler vorzunehmen und eine aktualisierte 
Version des Programms zur Verfügung zu stellen oder (b) gemäß diesem Vertrag gezahlte Lizenzge-
bühren zurückzuerstatten. In diesem letztgenannten Fall hat der Lizenznehmer Anwendung und Ver-
teilung des Programms umgehend einzustellen und ihm von PDFlib GmbH zugeteilte Lizenzschlüssel 
zu vernichten. Eine weitergehende Haftung der PDFlib GmbH ist ausdrücklich ausgeschlossen.



6 Supportvertrag / Supportleistungen
Der Lizenznehmer kann neben dem Erwerb der Lizenz zusätzlich gegen Zahlung einer jährlichen Ver-
gütung Supportleistungen von PDFlib GmbH in Anspruch nehmen (Supportvertrag). Dies wird verein-
bart, indem der Lizenznehmer die Supportleistung zu den von ihm bezogenen Lizenzen hinzuwählt 
und dies von PDFlib GmbH angenommen wird. Die zu erbringenden Supportleistungen beziehen sich 
stets nur auf die jeweils aktuelle Korrekturversion der vom Lizenznehmer lizenzierten Hauptversion 
und sind im Übrigen auf die Lebensdauer der an den Lizenznehmer lizenzierten Hauptversion be-
schränkt. Nach Ablauf der Lebensdauer besteht im Rahmen des Supportvertrages nur der Anspruch 
des Lizenznehmers auf die (mit der Support-Gebühr abgegoltene) Überlassung der aktuellen Haupt-
version und Supportleistungen zu dieser Version.
Hat der Lizenznehmer in Bezug auf die Laufzeit des Supportvertrages die Option zur automatischen 
Vertragsverlängerung gewählt, so verlängert sich der Supportvertrag jeweils nach einer Laufzeit von 
einem Jahr um denselben Zeitraum, sofern er nicht durch den Lizenznehmer bis einen Monat vor Ende 
der jeweiligen Laufzeit durch Erklärung in Textform gekündigt wird.
Die Möglichkeit zur außerordentlichen Kündigung aus wichtigem Grund bleibt in jedem Fall unbe-
rührt.
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Im Rahmen des Supportvertrages erbringt PDFlib GmbH die in der Spalte »bei aktivem Support (gegen 
Gebühr)« der Tabelle in Anlage 1 aufgeführten Leistungen.
Die vereinbarte Jahresgebühr für den Supportvertrag ist jeweils im Voraus zu entrichten.



7 Zahlung der Vergütung
Rechnungen der PDFlib GmbH sind spätestens 30 Tage nach Erhalt zu zahlen. Die an PDFlib GmbH zu 
zahlenden Vergütungen (Lizenzgebühren, Supportgebühren) erhöhen sich, soweit anwendbar, um die 
gesetzliche Mehrwertsteuer.



8 Haftung
8.1 Haftungsregelung für Lizenznehmer mit Sitz in der Bundesrepublik Deutschland
Hat der Lizenznehmer seinen Sitz in der Bundesrepublik Deutschland, so gelten folgende Regelungen:
Die Haftung der PDFlib GmbH für einfach fahrlässige Verletzungen von vertragswesentlichen Pflich-
ten (das heißt Pflichten, deren Erfüllung die ordnungsgemäße Durchführung des Vertrages überhaupt 
erst ermöglicht und auf deren Einhaltung der Vertragspartner regelmäßig vertrauen darf) ist auf den 
typischen und bei Vertragsschluss vorhersehbaren Schaden beschränkt. Die Haftung der PDFlib GmbH 
für einfach fahrlässige Verletzungen von nicht vertragswesentlichen Pflichten ist ausgeschlossen.
8.2 Haftungsregelung für Lizenznehmer mit Sitz außerhalb der Bundesrepublik Deutschland
Hat der Lizenznehmer seinen Sitz nicht in der Bundesrepublik Deutschland, so gelten folgende Rege-
lungen:
Keine der Parteien haftet für sich durch die Anwendung eventuell ergebende Verluste, Betriebsunter-
brechungen oder indirekte, spezielle, nebensächliche Verluste oder Folgeschäden gleich welcher Art 
(einschließlich entgangenen Gewinns) unabhängig von der Art einer Maßnahme, sei sie vertraglicher 
Art, durch unerlaubte Handlungen (einschließlich Fahrlässigkeit), strenge Produkthaftung oder auf 
sonstige Weise bedingt. Die Haftung der PDFlib GmbH ist, gleich aus welchem Rechtsgrund, (a) aus 
und im Zusammenhang mit dem Lizenzvertrag auf das Fünffache der Lizenzgebühr und (b) aus und im 
Zusammenhang mit dem Supportvertrag auf die Jahresgebühr des Supports begrenzt.
Weiter bestätigt PDFlib GmbH, Eigentümerin des Programms und berechtigt zu sein, die hier beschrie-
bene Lizenz an den Lizenznehmer vergeben zu dürfen, sowie dass das Programm nach bestem Wissen 
der PDFlib GmbH keine Rechte Dritter verletzt. Wird der Lizenznehmer in dem Fall, dass die vorge-
nannte Bestätigung falsch ist, wegen entgegenstehender Rechte eines Dritten die Nutzung des 
Programms verboten, so wird PDFlib GmbH nach eigener Wahl (a) dem Lizenznehmer das Recht ver-
schaffen, das Programm weiter zu nutzen, oder (b) das Programm ohne erhebliche Nutzungsein-
schränkungen modifizieren bzw. austauschen, sodass es die Rechte des Dritten nicht verletzt. Weiter-
gehende Ansprüche gegen die PDFlib GmbH sind ausgeschlossen.



9 Datenschutz
PDFlib GmbH erhebt, verarbeitet, nutzt und übermittelt personenbezogene Daten ausschließlich, so-
weit dies zum Zweck der Abwicklung und Erfüllung der Vertragsbeziehung mit dem Lizenznehmer 
notwendig ist.



10 Geltendes Recht
Für diesen Vertrag gilt das Recht des Staates, in dem der Lizenznehmer seinen Sitz hat, jedoch unter 
Ausschluss des UN-Kaufrechts sowie unter Ausschluss der Kollisionsvorschriften des Internationalen 
Privatrechts.



11 Gerichtsstand
Ausschließlicher Gerichtsstand für sämtliche Streitigkeiten aus und im Zusammenhang mit dem 
Kauf-, Lizenz- und/oder Supportvertrag ist für Ansprüche des Lizenznehmers der Sitz der PDFlib GmbH, 
für Ansprüche der PDFlib GmbH nach ihrer Wahl der Sitz des Lizenznehmers oder der Sitz der PDFlib 
GmbH. Etwaige gesetzliche Regelungen zur Erhebung von Widerklagen der anderen Partei am Ort der 
ursprünglichen Klage bleiben jedoch unberührt.
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Anlage 1: Supportleistungen



Leistungsmerkmal Beispiel
Gewährleistung
(kostenlos)



bei aktivem Support
(gegen Gebühr)



Reaktionszeit bei einem Supportfall 
(die tatsächliche Fehlerbehebung kann 
länger dauern)



undefiniert 2 Arbeitstage



Zeitraum der Unterstützung für ein 
Produkt



Deutschland: 1 Jahr
sonst: 30 Tage



Lebensdauer des Pro-
dukts (jeweils nur aktu-
elle Version)



Korrektur1 oder Workaround für einen 
Fehler



1. Realisiert durch eine Korrekturversion für alle lizenzierten Plattformen und die jeweils benutzte Sprachbindung.



inbegriffen, soweit ge-
setzlich vorgeschrieben



inbegriffen



Anpassungen für eine neuere Version 
einer Betriebssystemplattform, die zur 
vorhergehenden nicht vollständig 
kompatibel ist1.



Windows 8 erfordert 
Anpassungen an Pro-
grammen, die unter 
Windows 7 liefen.



nicht inbegriffen inbegriffen



Anpassungen für eine neue Hauptver-
sion einer Sprachbindung, die zur vor-
hergehenden nicht vollständig 
kompatibel ist1.



PHP 5 erfordert die An-
passung der PDFlib-
Sprachbindung für 
PHP 4



nicht inbegriffen inbegriffen



Anpassungen für die Korrekturversion 
einer Sprachbindung, die nicht die ak-
tuelle Version ist, bisher aber unter-
stützt wurde und die Korrekturversion 
der Sprache nicht vollständig kompati-
bel zur vorhergehenden ist1.



PHP 5.4.1 erfordert die 
Anpassung der PDFlib-
Sprachbindung für 
PHP 5.4.0, obwohl be-
reits PHP 5.5 unterstützt 
wird.



nicht inbegriffen inbegriffen



Update auf die aktuelle Korrekturver-
sion des lizenzierten Produkts



Wechsel von PDFlib 
9.0.1 auf PDFlib 9.0.2



zum Listenpreis für Kor-
rekturversions-Updates



kostenlos



Update auf die aktuelle Hauptversion 
des lizenzierten Produkts



Wechsel von PDFlib 8 
auf PDFlib 9



zum Listenpreis für 
Hauptversions-Updates



kostenlos



Informationen zur Veröffentlichung 
neuer Haupt- oder Korrekturversionen



– per E-Mail



Upgrade zur aktuellen Korrekturver-
sion eines höherwertigen Produkts der 
gleichen Hauptversion zum Listenpreis 
für Upgrades



Wechsel von PDFlib 9 
auf PDFlib+PDI 9



binnen 1 Jahr nach Frei-
gabe der nächsten 
Hauptversion möglich



für die Lebensdauer des 
Produkts möglich



Nachkauf weiterer Lizenzen des lizen-
zierten Produkts zum Listenpreis



Lizenznehmer setzt 
PDFlib 8 ein und benö-
tigt weitere Lizenzen 
dieser Version, obwohl 
bereits PDFlib 9 verfüg-
bar ist.



binnen 1 Jahr nach Frei-
gabe der nächsten 
Hauptversion möglich



für die Lebensdauer des 
Produkts möglich
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Conditions générales de licence et d'assistance
PDFlib GmbH, Franziska-Bilek-Weg 9, D-80339 Munich, Allemagne
Téléphone : +49 • 89 • 452 33 84-0 Fax : +49 • 89 • 452 33 84-99



sales@pdflib.com, support@pdflib.com, www.pdflib.com



1 Généralités
1.1 Champ d’application
Les présentes conditions de licence et d'assistance sont valables pour la totalité des produits de 
PDFlib GmbH. PDFlib GmbH livre ses produits et fournit ses prestations exclusivement aux usagers 
professionnels et non aux consommateurs.
Les dispositions prévues ci-dessous aux paragraphes 2 à 5 concernent les licences du Programme 
achetées par le licencié ou le cas échéant mises à disposition à titre gratuit pour son usage, celles du 
paragraphe 6 se rapportent au contrat d'assistance du Programme (maintenance de logiciel) qui peut 
être éventuellement conclu en supplément et celles prévues aux paragraphes 7 à 11 concernent des 
conditions communes au contrat de licence et au contrat d'assistance.
1.2 Produits sous licence
Les contrats de licence conclus par PDFlib GmbH sur la base des présentes conditions de licence et 
d'assistance concernent exclusivement le code objet exécutable et ne confère aucun droit sur le code 
source des produits, sauf convention contraire explicite. Dans le présent contrat, le ou les produits sous 
licence accordés au licencié de PDFlib GmbH sont ci-après nommés « le Programme ». Le Programme 
est livré sous forme informatique avec un manuel dans lequel vous trouverez la description des 
caractéristiques du produit et le mode d’utilisation (« la Documentation »).
1.3 Configuration système requise
Avant l’acquisition d’un programme, le licencié doit s’assurer à l’aide de la documentation (librement 
consultable avant acquisition), que la plate-forme prévue pour l’utilisation du programme 
(cf. paragraphe 1.4) correspond à la configuration système spécifiée dans la documentation. 
Le programme satisfait uniquement aux caractéristiques et services de l'assistance technique 
spécifiés dans la documentation sous la forme de corrections, solutions de rechange ou d’adaptations 
qui ne peuvent être apportées que si le programme est installé sur la plate-forme indiquée dans la 
documentation.
1.4 Définitions
Les définitions suivantes s’appliquent dans le cadre des présentes conditions :



Une plate-forme est un ensemble formé par le système d’exploitation et le matériel informatique. 
Les versions entièrement compatibles du système d’exploitation et/ou du matériel informatique sont 
appréhendées comme une plate-forme. Néanmoins, les versions de bureau et les serveurs de OS X et 
de Windows représentent des plates-formes différentes.
Exemples : Windows XP/Vista/7/8 (sans Windows Server) x86/x64 est une plate-forme. Solaris x86/x64/
sparc est une plate-forme.



Un produit est un logiciel de PDFlib GmbH pour une plate-forme définie.
Exemples : PDFlib pour Windows Server x86/x64 ; PDFlib+PDI pour Linux x86



Une version majeure (major release) signifie qu’il s’agit de la nouvelle version d’un produit dont les 
fonctionnalités ont été développées de manière significative.
Exemples : PDFlib 9 ; TET 4



Une version mineure (minor release ou version de maintenance) est la nouvelle version d’un produit 
dans laquelle les bogues ont été corrigés et qui adapte le produit à une nouvelle version du système 
d’exploitation ou à un binding de langage, etc. Les versions mineures ne présentent cependant pas de 
développement significatif des fonctionnalités. Une telle version est expressément mentionnée.
Exemple : PLOP 4.1 est la version mineure de PLOP 4.
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Une mise à jour d’une nouvelle version majeure (mise à jour majeure) convertit une licence du produit 
existant en une licence pour la nouvelle version majeure d’un produit identique destiné à une plate-
forme identique.
Exemple : Remplacement de PDFlib 8 pour Windows XP/Vista/7/8 par PDFlib 9 pour Windows XP/Vista/7/8



Une mise à jour de la version actuelle mineure (mise à jour mineure) convertit une licence pour une 
ancienne version mineure en une licence pour la version mineure actuelle destinée à une plate-forme 
identique. Les codes d’accès pour la licence d’origine sont mis à jour en cas de version mineure.
Exemple : Remplacement de PDFlib 9.0.1 pour Linux par PDFlib 9.0.5 pour Linux



Un niveau supérieur convertit une licence existante pour un produit donné en une licence pour la 
version majeure correspondante d’un produit de meilleure qualité ce qui implique que les 
fonctionnalités du produit d’origine ont été développées.
Exemple : Remplacement de PDFlib 9 par PDFlib+PDI 9 ou de PDFlib+PDI 9 par PPS 9



Une erreur (bogue) est une anomalie du comportement, une sortie PDF que Adobe Acrobat refuse 
comme défectueuse ou le blocage du logiciel, sous réserve que des données d’entrée adéquates aient 
été utilisées et que toutes les conditions de compatibilité ont été respectées.
Exemple : PDFlib ne convertit pas correctement une image JPEG en PDF bien que selon la Documentation, 
cela soit possible.



Un binding de langage est une version d’un produit utilisée en rapport avec une version de plate-
forme spécifique d’un langage de programmation ou d’un environnement de développement intégré.
Exemples : PHP 5.5.6 sur Linux ; Java 1.7 sur Windows ;.NET 4.0 sur Windows



La durée de vie d’un produit définit la durée pour laquelle nous garantissons un support de ce produit 
(dans le cas d’un contrat d'assistance valable). La durée de vie est définie pour chaque version majeure 
d’un produit et est annoncée sur www.pdflib.com.
Exemple : La durée de vie de PDFlib 9 expire en 3/2018.



Un environnement professionnel désigne toute utilisation des produits sous licence par le licencié 
à l’exception de l’utilisation dans des environnements non professionnels.
Exemple : utilisation du produit pour générer des factures PDF qui sont envoyées au client du licencié.



Un environnement non professionnel désigne les types suivants d’utilisation des produits sous 
licence :
(a) l’utilisation du produit dans le cadre d’un environnement de développement ou de test du licencié 
en vue de la préparation de l’utilisation dans un environnement professionnel, pour lequel l’accès 
à l’environnement de développement ou de test ne doit être possible que par le biais d’un réseau 
réservé aux développeurs ou aux personnes effectuant les tests, travaillant avec les produits du 
licencié dans lesquels une copie sous licence du produit est et sera intégrée, et pour lequel 
l’environnement de développement ou de test doit être exploité sur la même plate-forme pour 
laquelle une licence a été acquise ;
(b) l’utilisation du produit pour assurer la qualité des prestations vis-à-vis des clients du licencié ;
(c) l’utilisation à des fins de représentations gratuites (démonstrations de produits) ;
(d) l’enregistrement du produit en tant que copie de sauvegarde ainsi que dans le cadre de systèmes 
d’archives ; ainsi que
(e) l’utilisation du produit dans un système de sauvegarde pour la plate-forme identique, qui 
appartiendra ensuite à l’environnement professionnel, si le système principal tombe en panne, de 
sorte que le système principal et le système de sauvegarde ne fassent jamais partie ensemble et 
simultanément de l’environnement professionnel.
Exemple : utilisation du produit sur le poste de travail d’un programmeur, sur lequel des produits du licencié 
sont installés.
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Un cloud désigne une interconnexion de plusieurs ordinateurs, dans laquelle le licencié peut utiliser 
simultanément une fraction de la capacité d’un ordinateur physique jusqu’à celle de plusieurs 
ordinateurs physiques dans le cadre d’un environnement virtualisé de plate-forme homogène, où 
peuvent constamment être modifiés l’identité et le nombre d’ordinateur(s) physique(s) sur le(s)quel(s) 
l’environnement virtualisé de plate-forme est installé.
Exemples : Amazon EC2, Windows Azure



Une machine virtuelle désigne un ou plusieurs environnement(s) virtualisé(s) de plate-forme et 
indépendant(s) les uns des autres (du même type ou de type différent que les plates-formes), qui grâce 
à la virtualisation ne sont pas directement lancés sur un ordinateur physique spécifique, mais mis en 
place sur cet ordinateur physique par le biais d’une couche intermédiaire de gestion des ressources 
(hyperviseur).
Exemple : VMware



2 Licences
2.1 Licences payantes
L’achat d’une licence confère au licencié le droit non exclusif pour une durée illimitée d’utiliser le 
Programme dans le cadre d’environnements professionnels et sur un nombre d’instances d’utilisation 
appartenant au licencié, nombre convenu entre les parties, et d’utiliser la plate-forme convenue entre 
les parties (licence) ; en ce qui concerne les licences à titre gratuit, les dispositions prévues aux 
paragraphes 2.4 et 2.5 sont applicables.



L’instance d’utilisation désigne
(a) lors de l’utilisation sur un ordinateur physique spécifique, la plate-forme convenue de cet 
ordinateur, même si plusieurs machines virtuelles du type de plate-forme convenue sont installées en 
parallèle sur cet ordinateur ;
(b) lors de l’utilisation dans un cloud, l’environnement virtualisé de plate-forme utilisé par le licencié 
en tant que tel (ce qu’on appelle « instance » dans des clouds typiquement commerciaux).
2.2 Transfert de contrat et transfert de licence
L’accord de licence acheté, avec l’éventuel contrat d’assistance correspondant (paragraphe 6) peut être 
cédé dans son ensemble à un tiers (transfert de contrat) dans la mesure où et dès que le formulaire de 
cession mis à disposition par PDFlib GmbH est dûment rempli et que PDFlib GmbH l’a réceptionné.
Indépendamment, le licencié est autorisé à transférer (transfert de licence) à un tiers (bénéficiaire) 
toute licence (partielle) qui lui a été concédée pour une ou plusieurs instance(s) d’utilisation, si le 
licencié (ou la personne détenant ses droits) a intégré le code objet du Programme dans son propre 
produit, dans la mesure où son but d’utilisation et sa fonction excèdent fondamentalement 
l’intégration du Programme de PDFlib GmbH et ne présentent pas essentiellement la même fonction 
que les autres produits de PDFlib GmbH distribués à la conclusion du contrat. Chaque licence 
(partielle) peut être transférée pour une ou plusieurs instances d’utilisation à différents bénéficiaires, 
dans la mesure où dans le cadre de cette division de licence le nombre total d’instances d’utilisation 
transmises (ou contenues) ne dépasse pas le nombre qui a été attribué à l’origine avec la licence.
2.3 Licence pour les environnements non professionnels
Les dispositions prévues ci-dessous du paragraphe 2.3 sont applicables au code objet des produits 
logiciels de PDFlib GmbH exécutable sur toutes les plates-formes à l’exception de IBM zSeries et des 
systèmes qui leur sont compatibles.
Chaque exemplaire du Programme sous licence peut être installé par le licencié, en plus de l’utilisation 
dans le cadre de l’environnement professionnel du licencié, découlant du paragraphe 2.1 quelle que 
soit l’étendue dans l’entreprise du licencié dans des environnements non professionnels. En cas de 
transfert de contrat au sens du paragraphe 2.2 ce droit est passé au tiers.
2.4 Produits à titre gratuit
Pour les PDFlib FontReporter Plugin, PDFlib TET Plugin et PDFlib TET PDF IFilter (uniquement en version 
de bureau et pour une utilisation dans des environnements non professionnels), il est conféré au 
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licencié une licence à titre gratuit non cessible et non exclusive pour une durée illimitée aux fins d’une 
utilisation du Programme sur un nombre illimité d’ordinateurs appartenant au licencié. Les 
dispositions prévues au paragraphe 5 (Garantie) et au paragraphe 8 (Responsabilité) ne sont pas 
applicables pour ces licences ; dans ce cas, les lois en vigueur sur la donation s’appliquent.
2.5 Utilisation à titre gratuit des versions d’évaluation d’un Programme
Pour chaque produit PDFlib GmbH met à disposition sur son site Internet des versions téléchargeables 
gratuites se basant sur les conditions de licence de ce paragraphe 2.5, pouvant être exploitées sans 
avoir besoin d’acquérir une clé de licence (versions d’évaluation). Les versions d’évaluation font 
apparaître des restrictions d’utilisation par rapport aux versions sous licence payantes (voir 
paragraphe 2.1) du même produit (fonctionnalités limitées), disponibles dans la documentation 
produit correspondante. Pour les versions d’évaluation, il est conféré au licencié une licence à titre 
gratuit, non cessible et non exclusive pour une durée illimitée aux fins d’une évaluation du 
Programme sur un nombre illimité d’ordinateurs appartenant au licencié. Évaluation signifie que le 
licencié peut essayer le Programme et déterminer s’il souhaite acquérir celui-ci pour une utilisation 
dans son environnement professionnel et qu’il peut développer des produits dans lesquels une copie 
sous licence du Programme (acquise ultérieurement) ou une version d’évaluation sont intégrées dont 
le but d’utilisation excède fondamentalement l’intégration du Programme de PDFlib GmbH. Si le 
licencié intègre la version d’évaluation dans l’un de ses propres produits aux qualités précitées, il est 
autorisé à céder la licence de la version d’évaluation intégrée lorsqu’il transmet son produit à une 
tierce personne.
2.6 PDFlib Block Plugin
Pour PDFlib Block Plugin qui est un composant de PDFlib Personalization Server, il est accordé au 
licencié du PDFlib Personalization Server, outre les droits de licence conférés par les dispositions 
prévues au paragraphe 2.1, le droit de transmettre le programme à un nombre illimité de tiers à qui il 
pourra conférer le droit d’utiliser le programme PDFlib Block Plugin pour leur propre usage, à condition 
que le licencié engage les tiers, lorsqu’il transmet les données, à utiliser PDFlib Block Plugin 
uniquement selon ce qui a été mentionné ci-dessus et à ne pas transmettre le programme à autrui. 
Ce droit passe au bénéficiaire dans le cas du transfert de licence concernant le serveur de 
personnalisation de PDFlib.



3 Limitations
3.1 Propriété intellectuelle
Le Programme et la Documentation sont protégés par les droits de la propriété intellectuelle de PDFlib 
GmbH.
Le licencié doit, dans la mesure où lors d’une modification d’un document PDF existant à l’aide du 
Programme il bloque complètement certaines fonctions (comme l’impression, la copie d’extraits du 
texte), se conformer aux règlementations concernant le droit d’auteur, particulièrement les 
paragraphes §§ 95a suiv. de la loi allemande sur le droit d’auteur (UrhG) ou à d’autres lois en vigueur 
sur le droit d’auteur pour la protection des mesures techniques. Le licencié doit notamment, dans la 
mesure où il utilise le Programme pour la modification de documents PDF de ce type, qui sont des 
œuvres protégées par le droit d’auteur, garantir qu’il possède l’accord du titulaire du droit pour le 
contournement des mesures techniques efficaces, tant que celui-ci est nécessaire pour la modification 
concrète.
3.2 Ingénierie inverse et confidentialité
Le licencié s’engage à n’effectuer ni traduction ni désassemblage et ni d’ingénierie inverse du 
programme sauf si les clauses du § 69e de la loi allemande sur le droit d’auteur (UrhG) ou d’autres lois 
en vigueur sur le droit d’auteur pour la décompilation l’y autorisent.
Le licencié s’engage à ne pas communiquer ni rendre accessible la clé de licence qui lui a été attribuée 
par PDFlib GmbH à l’exception des transferts de contrat ou de licences au sens du paragraphe 2.2.
3.3 Versions actualisées du programme (mise à jour) et développement des licences 
(niveau supérieur)
Si le licencié reçoit des mises à jour sur une nouvelle version majeure ou sur la version mineure 
actuelle ou des niveaux supérieurs, la nouvelle licence est accordée sous réserve de la réglementation 
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ci-dessous en échange de la licence antérieure. La licence pour la version antérieure se termine au 
moment de la livraison de la nouvelle version, majorée de 60 jours calendaires pendant lesquels la 
licence pour l’ancienne version et la licence pour la nouvelle version coexistent.



4 Livraison
Le Programme et la Documentation sont livrés exclusivement sous forme électronique. Le Programme, 
la Documentation et toutes les versions mineures s’y rapportant se téléchargent sur le site internet 
de PDFlib GmbH. PDFlib GmbH ne met à la disposition du licencié ni support d’enregistrement ni 
documentation sur papier.



5 Garantie
5.1 Garantie pour les licenciés domiciliés en République fédérale d’Allemagne
Si le licencié est domicilié en République fédérale d’Allemagne, les dispositions suivantes sont 
applicables :
Sous réserve de la clause au paragraphe 8, les dispositions légales sur la garantie des vices sont 
applicables (délai de prescription du droit pour défaut de la chose, § 438 Section 1 BGB, Code civil 
allemand) sous réserve d’un délai de garantie pour défauts d’un an. Néanmoins, ceci ne s’applique pas 
en cas de demandes de dommages-intérêts dues à des vices de la chose et qui impliquent un 
dédommagement suite à un préjudice corporel ou une atteinte à la santé causés par un défaut dont 
PDFlib GmbH est responsable, par une faute lourde de PDFlib GmbH ou de ses représentants légaux 
ou de ses auxiliaires d’exécution, ou dans le cas (b) d’autres dommages qui reposent sur le non respect 
intentionnel ou grave d’une obligation de la part de PDFlib GmbH ou sur le non respect intentionnel 
ou grave d’un représentant légal ou auxiliaire d’exécution de PDFlib GmbH ; dans ces cas, les lois en 
vigueur sont applicables. Le régime de prescription en vigueur s’applique également en cas de droits 
à garantie en ce qui concerne une construction ainsi qu’une chose qui a été utilisée pour une 
construction conformément à son mode d’utilisation habituelle et qui a causé sa défectuosité.
5.2 Garantie pour les clients domiciliés hors de République fédérale d’Allemagne
Si le licencié est domicilié hors de la République fédérale d’Allemagne, les dispositions suivantes sont 
applicables :
Dans le cas où, dans un délai de 30 jours à compter de la conclusion du contrat, le programme, sous 
réserve de non modification de la part du licencié, ne devait pas satisfaire les qualités exigées, PDFlib 
GmbH se doit, sans délai, à ses frais et à sa discrétion, (a) d’effectuer une correction ou de proposer une 
solution de rechange de toutes erreurs reproductibles signalées par le licencié et de mettre à 
disposition une version actualisée du programme ou (b) conformément au présent contrat, de 
rembourser le montant de la somme perçue pour la licence. Dans ce dernier cas, le client se doit sans 
délai de ne plus utiliser ni distribuer le Programme et de détruire le code d’accès attribué par PDFlib 
GmbH. PDFlib GmbH exclut expressément toute autre responsabilité.



6 Contrat d'assistance / Services de l'assistance technique
Outre l’acquisition de la licence, le licencié peut profiter des services de l'assistance technique de 
PDFlib GmbH contre paiement d’un abonnement annuel (contrat d'assistance). Lorsque le licencié 
aura opté pour le service d'assistance de la licence achetée et PDFlib GmbH aura accepté sa décision, le 
contrat est conclu. Les prestations d'assistance à apporter concernent toujours uniquement la version 
mineure actuelle de la version majeure pour laquelle la licence a été attribuée au licencié et sont au 
demeurant limitées à la durée de vie de la version majeure pour laquelle la licence a été accordée au 
licencié. Après expiration de la durée de vie, le licencié, dans le cadre du contrat d'assistance, n’a plus 
que le droit de mise à disposition de la version majeure actuelle (une fois le paiement acquitté au 
support) et des prestations d'assistance pour cette version.
Si, pour la durée du contrat d'assistance, le licencié choisit un renouvellement annuel automatique, 
le contrat d'assistance est renouvelé à chaque fois au terme d’un an pour une nouvelle durée d’un an, 
à moins que le licencié n’ait résilié son contrat par écrit au plus tard un mois avant l’expiration de la 
durée de validité.
La possibilité de résilier pour des motifs importants reste acquise.
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Dans le cadre du contrat d'assistance, PDFlib GmbH fournit les prestations figurant dans la colonne 
« en cas d'assistance activée (contre paiement) » du tableau de l’annexe 1.
L’abonnement annuel convenu pour le contrat d'assistance doit être versé au préalable.



7 Paiement de l’abonnement
Les factures de PDFlib GmbH sont payables au plus tard 30 jours après réception. Aux paiements 
à effectuer à l’attention de PDFlib GmbH (les coûts de licence, d'assistance), doit s’ajouter, le cas 
échéant, la taxe sur la valeur ajoutée en vigueur.



8 Responsabilité
8.1 Responsabilité des clients domiciliés en République fédérale d’Allemagne
Si le licencié est domicilié en République fédérale d’Allemagne, les dispositions suivantes sont 
applicables :
En qui concerne les manquements par simple négligence aux obligations contractuelles essentielles 
(à savoir, les obligations dont l’accomplissement est la condition préalable à la bonne exécution du 
contrat et en respect desquelles le client est en droit d’avoir confiance, la responsabilité de PDFlib 
GmbH est limitée aux dommages caractéristiques et prévisibles à la conclusion du contrat. PDFlib 
GmbH décline toute responsabilité pour les manquements par simple négligence aux obligations qui 
ne sont pas essentiellement contractuelles.
8.2 Responsabilité des clients domiciliés hors de la République fédérale d’Allemagne
Si le licencié est domicilié hors de la République fédérale d’Allemagne, les dispositions suivantes sont 
applicables :
Aucune des parties n’est responsable de pertes, d’interruptions du système ou de pertes accessoires, 
spécifiques ou indirectes ou de dommages indirects de toute sorte (y compris les pertes de gains) 
causés éventuellement par l’utilisation, indépendamment des mesures prises par rapport au contrat, 
qu’il s’agisse d’actes illicites (négligence inclue), de la responsabilité absolue du produit ou autres. 
La responsabilité de PDFlib GmbH est limitée, quel qu’en soit le fondement juridique, (a) 
conformément et en rapport avec le contrat de licence, à cinq fois le montant de la licence et (b) 
conformément et en rapport avec le contrat d'assistance au montant de l’abonnement annuel.
PDFlib GmbH confirme être propriétaire du Programme et autorisée à pouvoir accorder au licencié la 
licence décrite dans la présente et en toute bonne foi que le Programme ne porte pas atteinte aux 
droits de tiers. Si le licencié se trouvait être dans le cas où la confirmation susmentionnée est fausse, 
en raison de droits contraires d’un tiers d’interdire l’utilisation du programme, PDFlib GmbH selon ses 
propres choix (a) confèrerait au licencié le droit de continuer à utiliser le Programme, ou (b) modifierait 
ou remplacerait le Programme sans restriction d’utilisation importante, de sorte qu’aucun droit de 
tiers ne soit enfreint. D’autres exigences envers PDFlib GmbH sont exclues.



9 Protection des données
PDFlib GmbH collecte, traite, exploite et transmet les données à caractère personnel uniquement dans 
la mesure où cela s’avère nécessaire à l’exécution et à l’accomplissement du contrat.



10 Droit prévu par la législation en vigueur
En ce qui concerne ce contrat, le droit applicable est celui de l’État dans lequel le licencié est domicilié, 
néanmoins à l’exclusion de la Convention des Nations-Unies sur la vente internationale des 
marchandises et des conflits de lois du droit privé international.



11 Juridiction compétente
Pour tous litiges issus ou en rapport avec les contrats de vente, de licence et/ou d'assistance, seuls les 
tribunaux du domicile du licencié de PDFlib GmbH sont compétents en ce qui concerne les droits dudit 
licencié ; en ce qui concerne les droits de PDFlib GmbH seront compétents, selon le choix de ces 
derniers, les tribunaux du domicile du licencié ou de celui de PDFlib GmbH. Toutes dispositions légales 
concernant l’introduction d’une demande reconventionnelle de la partie adverse à la juridiction 
compétente où a été déposée la requête d’origine persistent.
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Annexe 1 : Services d'assistance



Services Exemple
Garantie
(gratuite)



En cas d'assistance 
activée (contre 
paiement)



Réponse dans le cas d’une 
maintenance (le temps réel imparti à 
la correction peut être plus long)



illimité deux jours ouvrés



Durée de maintenance pour un 
produit



Allemagne : 1 an
Autres : 30 jours



Durée de vie du produit 
(respectivement la 
version actuelle)



Correction1 ou solution de rechange en 
cas d’erreur



1. Réalisée au moyen d’une version mineure pour toutes les plates-formes sous licence et pour chaque binding de
langage utilisé.



inclus, selon les 
dispositions légales



inclus



Mise à jour de la nouvelle version 
d’une plate-forme de système 
d’exploitation qui n’est pas 
entièrement compatible avec la 
version antérieure1.



Windows 8 nécessite 
une mise à jour des 
programmes utilisés sur 
Windows 7.



non inclus inclus



Mise à jour du binding de langage 
d’une version majeure qui n’est pas 
entièrement compatible avec la 
version antérieure1.



PHP 5 nécessite une 
mise à jour du binding 
de langage de PHP 4



non inclus inclus



Mise à jour de la version mineure d’un 
binding de langage, qui n’est pas la 
version actuelle mais jusqu’à présent a 
été supportée et qui n’est pas 
entièrement compatible avec la 
version antérieure1.



PHP 5.4.1 nécessite une 
mise à jour du binding 
de langage PDFlib de 
PHP 5.4.0, alors que 
PHP 5.5 est déjà 
supporté.



non inclus inclus



Mise à jour de l’actuelle version 
mineure du produit sous licence



Remplacement de 
PDFlib 9.0.1 par 
PDFlib 9.0.2



au prix catalogue des 
mises à jour des 
versions mineures



gratuit



Mise à jour de l’actuelle version 
majeure du produit sous licence



Remplacement de 
PDFlib 8 par PDFlib 9



au prix catalogue des 
mises à jour des 
versions majeures



gratuit



Informations sur la sortie de nouvelles 
versions majeures et mineures



– par E-Mail



Niveau supérieur de l’actuelle version 
mineure d’un produit de qualité 
supérieure d’une version majeure 
identique au prix catalogue des 
niveaux supérieurs



Remplacement de 
PDFlib 9 par 
PDFlib+PDI 9



possible dans le délai d’1 
an après la mise à 
disposition de la 
nouvelle version 
majeure



possible pour la durée 
de vie du produit



Achat ultérieur de licences 
supplémentaires d’un produit sous 
licence au prix catalogue



Le licencié utilise PDFlib 
8 et a besoin de licences 
supplémentaires bien 
que PDFlib est 
disponible.



possible dans l’espace 
d’1 an après la mise à 
disposition de la 
nouvelle version 
majeure



possible pour la durée 
de vie du produit
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Condizioni generali di licenza e di assistenza
PDFlib GmbH, Franziska-Bilek-Weg 9, D-80339 Monaco, Germania



Telefono +49 • 89 • 452 33 84-0 Fax +49 • 89 • 452 33 84-99
sales@pdflib.com, support@pdflib.com, www.pdflib.com



1 Generalità
1.1 Campo di validità
Le presenti Condizioni di licenza e di assistenza si applicano a tutti i prodotti della società PDFlib 
GmbH. PDFlib GmbH fornisce le proprie forniture e prestazioni esclusivamente ad altre società e non 
ai consumatori.
Le seguenti disposizioni di cui ai punti da 2 a 5 si riferiscono a licenze relative al programma acquistate 
dal licenziatario stesso o messe a sua disposizione a titolo gratuito, quelle di cui al punto 6 ad un 
eventuale rapporto di assistenza (manutenzione del software) relativo al programma, i punti da 7 a 11 
si riferiscono unitariamente a entrambi i rapporti.
1.2 Prodotti con licenza
I contratti di licenza stipulati dalla società PDFlib GmbH sulla base delle Condizioni generali di licenza 
e di assistenza si riferiscono esclusivamente a codici oggetto eseguibili e non contemplano alcun 
diritto sul codice sorgente dei prodotti, a meno che ciò non sia stato espressamente concordato. 
Ai prodotti oggettivamente concessi in licenza al licenziatario della società PDFlib GmbH viene fatto 
riferimento nel presente contratto con la denominazione generica di «il programma». Il programma 
viene fornito con un manuale in formato elettronico in cui sono descritte le caratteristiche del 
programma e le modalità d'uso («la documentazione»).
1.3 Requisiti di sistema
Prima dell'acquisto di un programma il licenziatario è tenuto a verificare sulla base della 
documentazione disponibile (anche quella liberamente accessibile prima dell'acquisto) che la 
piattaforma prevista per l'utilizzo del programma (cfr. punto 1.4) sia conforme ai requisiti di sistema 
specificati nella documentazione stessa. Il programma soddisfa i requisiti descritti nella 
documentazione, e i servizi di assistenza sotto forma di correzioni, workaround e adattamenti 
possono essere forniti, solo se il programma viene utilizzato sulla piattaforma specificata nella 
documentazione.
1.4 Definizioni
Nel contesto di queste condizioni valgono le seguenti definizioni:



Una piattaforma è una combinazione tra un sistema operativo e una o più architetture hardware. 
Le versioni completamente compatibili di sistema operativo e/o hardware vengono considerate come 
un'unica piattaforma, tuttavia nel caso di OS X e Windows le versioni server e le versioni desktop sono 
piattaforme differenti.
Esempi: Windows XP/Vista/7/8 (senza Windows Server) x86/x64 è una piattaforma. Solaris x86/x64/
sparc è una piattaforma.



Un prodotto è un software offerto della società PDFlib GmbH per una determinata piattaforma.
Esempi: PDFlib 9 per Windows Server x86/x64; PDFlib+PDI 9 per Linux x86



Una versione principale (major release) è una versione nuova di un prodotto con estensione 
significativa delle funzionalità.
Esempi: PDFlib 9; TET 4



Una versione corretta (minor release o maintenance release) è una nuova versione di un prodotto che 
elimina gli errori, rende il prodotto compatibile con nuove versioni di un sistema operativo o di un 
language binding e così via. Le versioni corrette tuttavia non contengono alcuna estensione 
significativa delle funzionalità. Una versione corretta è esplicitamente contrassegnata come tale.
Esempio: PLOP 4.1 è una versione corretta di PLOP 4.
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Un update ad una nuova versione principale (major update) converte una licenza in essere in una 
licenza per una versione principale più recente dello stesso prodotto destinato alla stessa piattaforma.
Esempio: Passaggio da PDFlib 8 per Windows XP/Vista/7/8 a PDFlib 9 per Windows XP/Vista/7/8



Un update alla versione corretta corrente (minor update) trasforma la licenza di una versione corretta 
meno recente in una licenza per la versione corretta corrente destinata alla stessa piattaforma. 
Nella versione corretta vengono aggiornate le chiavi di licenza della licenza originale.
Esempio: Passaggio da PDFlib 9.0.1 per Linux a PDFlib 9.0.5 per Linux



Un upgrade trasforma una licenza già in essere per un prodotto in una licenza concessa per la stessa 
versione principale di un prodotto di valore superiore, il quale dal punto di vista funzionale 
rappresenta un'estensione del primo prodotto.
Esempio: Passaggio da PDFlib 9 a PDFlib+PDI 9 o da PDFlib+PDI 9 a PPS 9



Un errore (bug) è uno scostamento rispetto al comportamento documentato, un'edizione PDF che 
viene rifiutata da Adobe Acrobat in quanto difettosa o un crash del software, a condizione che siano 
stati utilizzati dati di immissione appropriati e che siano state rispettate tutte le condizioni di 
contorno documentate.
Esempio: PDFlib non converte correttamente un'immagine JPEG nel formato PDF, anche se secondo la 
documentazione ciò dovrebbe essere possibile.



Un language binding è la versione eseguibile di un prodotto che consente l'utilizzo di una versione 
specifica di linguaggio di programmazione o di un ambiente di programmazione per una determinata 
piattaforma.
Esempi: PHP 5.5.6 su Linux; Java 1.7 su Windows; .NET 4.0 su Windows



La vita di un prodotto definisce il periodo per il quale vengono forniti interventi di assistenza per il 
prodotto interessato (a fronte di un contratto di assistenza valido). La vita di un prodotto viene definita 
per ogni versione principale di un prodotto e viene pubblicata su www.pdflib.com.
Esempio: La vita del prodotto PDFlib 9 terminerà il 3/2018.



L'ambiente produttivo definisce qualsiasi utilizzo dei prodotti con licenza da parte del licenziatario, ad 
eccezione dell'utilizzo in ambienti non produttivi.
Esempio: Uso del prodotto per la generazione di fatture PDF che vengono trasmesse al cliente del 
licenziatario.



Un ambiente non produttivo definisce i seguenti tipi di utilizzo dei prodotti con licenza:
(a) impiego del prodotto in ambienti di sviluppo o di test del licenziatario come preparazione 
all'impiego in un ambiente produttivo, l'accesso ai quali tramite una rete deve essere consentito 
esclusivamente ai programmatori e agli addetti ai test che lavorano sui prodotti del licenziatario, nei 
quali è o sarà integrata una copia con licenza del prodotto; l'ambiente di sviluppo o di test deve essere 
eseguito sulla stessa piattaforma per la quale è stata acquistata la licenza;
(b) impiego del prodotto per il controllo della qualità delle prestazioni fornite ai clienti e agli acquirenti 
del licenziatario;
(c) impiego per presentazioni a titolo gratuito (dimostrazioni del prodotto);
(d) salvataggio del prodotto come copia di backup e all'interno di sistemi di archiviazione; nonché
(e) impiego del prodotto in un sistema di backup (riserva) sulla stessa piattaforma, il quale diventa 
parte integrante dell'ambiente produttivo in caso di guasto del sistema principale, cosicché il sistema 
principale e il sistema di backup non sono mai contemporaneamente parte dell'ambiente produttivo.
Esempio: Impiego del prodotto su una postazione di programmazione nella quale vengono sviluppati i 
prodotti del licenziatario.



Un cloud è un gruppo di computer, sui quali il licenziatario può utilizzare una frazione di un computer 
fisico o la capacità di più computer fisici simultaneamente nel contesto di una piattaforma virtuale 
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unitaria, nella quale l'identità e il numero del o dei computer fisici sul/sui quali viene eseguita la 
piattaforma virtuale può variare costantemente.
Esempi: Amazon EC2, Windows Azure



Una macchina virtuale definisce una o più piattaforme virtuali e indipendenti tra loro (dello stesso 
tipo o di tipi differenti), le quali grazie all'ambiente virtuale non vengono eseguite direttamente 
sull'hardware di un computer fisico dedicato, bensì vengono messe a disposizione su questo computer 
fisico grazie ad un livello intermedio di gestione delle risorse (hypervisor).
Esempio: VMware



2 Tipi di licenza
2.1 Licenze a titolo oneroso
Attraverso l'acquisizione di una licenza a titolo oneroso della società PDFlib GmbH, al licenziatario 
viene concesso a tempo determinato il diritto non esclusivo all'uso del programma negli ambienti 
produttivi e sul numero concordato di istanze di rete del licenziatario utilizzate sulla piattaforma 
concordata (licenza); alle licenze a titolo gratuito si applicano le disposizioni di cui al punto 2.4 e al 
punto 2.5.



Un'istanza di rete è
(a) in caso di impiego su un computer fisico dedicato della piattaforma concordata, il computer stesso, 
anche se su questo computer vengono eseguite in parallelo più macchine virtuali del tipo di 
piattaforma concordato;
(b) in caso di impiego in un cloud, la piattaforma virtuale utilizzata dal licenziatario come tale (nelle 
offerte commerciali tipiche di cloud, una cosiddetta «istanza»).
2.2 Cessione del contratto o della licenza a terzi
Il contratto di licenza a titolo oneroso, incluso l'eventuale relativo contratto di assistenza (punto 6), 
può essere ceduto in toto a terzi (cessione della licenza), a condizione che il licenziatario e il 
beneficiario compilino correttamente il modulo di cessione della licenza fornito dalla società PDFlib 
GmbH e lo facciano pervenire alla società PDFlib GmbH stessa.
Indipendentemente da questo, il licenziatario ha la facoltà di cedere separatamente qualsiasi licenza 
(o sottolicenza) ad una terza parte (beneficiario della licenza), se il licenziatario (o il suo 
rappresentante legale) ha integrato il codice oggetto del programma in un proprio prodotto, a patto 
che la destinazione d'uso e la funzionalità del prodotto stesso vada sostanzialmente oltre 
l'integrazione del programma della società PDFlib GmbH e non presenti sostanzialmente la stessa 
funzionalità di altri prodotti della società PDFlib GmbH commercializzati alla stipula del contratto. 
Ogni licenza (o sottolicenza) per una o più istanze d'utilizzo può anche essere ceduta a beneficiari 
diversi, a patto che il numero delle licenze cedute a terzi non superi il numero di istanze d'utilizzo 
originariamente coperte da licenza.
2.3 Licenza per ambienti non produttivi
Le seguenti disposizioni al punto 2.3 si applicano ai codici oggetto eseguibili dei prodotti software 
della società PDFlib GmbH su tutte le piattaforme, ad eccezione delle piattaforma IBM zSeries nonché 
dei sistemi compatibili con queste piattaforme.
Ciascuna copia del programma regolarmente coperta da licenza a titolo oneroso può essere utilizzata 
dal licenziatario, oltre che negli ambienti produttivi del licenziatario di cui al punto 2.1, anche in 
qualsiasi ambiente non produttivo della società del licenziatario. In caso di cessione del contratto ai 
sensi del punto 2.2 tale diritto si estende alla terza parte.
2.4 Prodotti gratuiti
Per i prodotti PDFlib FontReporter Plugin, PDFlib TET Plugin e PDFlib TET PDF IFilter (solo in versione 
Desktop e solo per uso in ambienti non produttivi) viene concessa al licenziatario una licenza a tempo 
determinato non esclusiva, gratuita e non cedibile per la durata di utilizzo del programma su un 
numero qualsiasi di computer del licenziatario. A tali licenze non si applicano le disposizioni di cui al 
punto 5 (Garanzia) e 8 (Responsabilità), bensì le norme di legge che disciplinano le donazioni.
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2.5 Utilizzo gratuito di versioni di valutazione del programma
Per determinati prodotti la società PDFlib GmbH offre versioni gratuite scaricabili sul proprio sito web 
sulla base delle condizioni di licenza riportate al punto 2.5, le quali possono essere utilizzate senza 
l'acquisizione di una chiave di licenza (versioni di valutazione). Le versioni di valutazione presentano, 
rispetto alla versione acquisita a titolo oneroso (vedi punto 2.1) dello stesso prodotto alcune restrizioni 
di utilizzo (limitazione delle funzioni), che possono essere desunte dalla documentazione del prodotto 
interessato. Per le versioni di valutazione viene concessa al licenziatario una licenza a tempo 
determinato non esclusiva, gratuita e non cedibile per la valutazione del programma su un numero 
a piacere di computer del licenziatario. Per valutazione si intende la verifica da parte del licenziatario 
della sua intenzione di acquistare il programma per uso produttivo, nonché per lo sviluppo di prodotti 
da parte del licenziatario nei quali sia o venga integrata una copia del programma a titolo oneroso 
(acquisita in un secondo tempo) o una versione di valutazione, e la cui destinazione d'uso vada 
sostanzialmente oltre l'integrazione del programma della società PDFlib GmbH. Se il licenziatario 
integra la versione di valutazione in un proprio prodotto della natura succitata, è autorizzato, in caso 
di cessione del suo prodotto a un terzo, a cedere anche la licenza della versione di valutazione in esso 
integrata.
2.6 PDFlib Block Plugin
Per il PDFlib Block Plugin, il quale è parte integrante del PDFlib Personalization Server, al licenziatario 
del PDFlib Personalization Server viene concesso, oltre alla licenza di cui al punto 2.1, il diritto di cedere 
tale prodotto a terzi senza limitazioni di numero e di riconoscere a questi ultimi il diritto di utilizzare il 
PDFlib Block Plugin esclusivamente a scopo personale, a condizione che all'atto della cessione a terzi 
questi si impegnino nei confronti del licenziatario a utilizzare il PDFlib Block Plugin esclusivamente 
come prescritto e a non cederlo a loro volta ad altre persone. In caso di cessione della licenza del PDFlib 
Personalization Servers, tale diritto viene trasferito al beneficiario della licenza.



3 Limitazioni
3.1 Proprietà intellettuale
Il programma e la documentazione sono proprietà intellettuale protetta da copyright della 
PDFlib GmbH.
Se l'elaborazione con il programma di un documento PDF esistente con l'aiuto del programma il 
licenziatario disabilita le limitazioni di determinate operazioni (quali la stampa o la copia di un testo), 
egli è tenuto a osservare le disposizioni stabilite dalla legge tedesca sui diritti d'autore, in particolare 
l'art. §§ 95a ss. UrhG oltre a tutte le disposizioni sui diritti d'autore applicabili a protezione degli 
strumenti tecnici. In particolare il licenziatario, qualora utilizzi il programma per l'elaborazione di 
documenti PDF protetti da copyright, è tenuto a chiedere l'approvazione dell'autore per l'esclusione di 
strumenti tecnici efficaci se tale misura si rende necessaria per l'elaborazione concreta.
3.2 Reverse Engineering e segretezza
Il licenziatario si impegna, relativamente al programma, a non eseguire alcuna traduzione, alcun 
disassemblaggio né alcuna operazione di Reverse Engineering se tali azioni non sono consentite 
dall'art. § 69e UrhG (legge tedesca sui diritti d'autore) o da altre disposizioni di legge sui diritti 
d'autore applicabili relative alla decompilazione.
Il licenziatario si impegna a non cedere a terzi o a rendere in generale accessibili le chiavi di licenza 
a lui assegnate dalla società PDFlib GmbH, fatta eccezione per la cessione del contratto o della licenza 
di cui al punto 2.2.
3.3 Versioni aggiornate del programma (update) ed estensioni della licenza (upgrade)
Qualora il licenziatario riceva una nuova versione principale del programma o una versione corretta 
attuale o un upgrade, la nuova licenza verrà concessa a titolo sostitutivo della precedente 
conformemente alle disposizioni seguenti. A partire dalla data di fornitura della nuova versione, per 
60 giorni la vecchia licenza e la licenza per la versione più recente funzionano in parallelo; trascorso 
tale periodo la licenza della vecchia versione decade.
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4 Fornitura
Il programma e la documentazione vengono forniti esclusivamente in formato digitale. Il programma, 
la documentazione e tutte le versioni corrette pertinenti devono essere scaricati dalle pagine web 
della società PDFlib GmbH. PDFlib GmbH non mette a disposizione del licenziatario né supporti di 
memoria digitali né una documentazione in formato cartaceo.



5 Garanzia
5.1 Garanzia per i licenziatari con sede nella Repubblica federale tedesca
Per i licenziatari con sede nella Repubblica federale tedesca valgono le seguenti disposizioni:
Fatto salvo il punto 8, si applicano le norme di legge che regolamentano la garanzia per i vizi della cosa 
con un periodo di garanzia (prescrizione dei diritti di garanzia, § 438 comma 1 BGB) (c. c. tedesco) della 
durata di un anno. Quanto sopra non vale tuttavia per i diritti al risarcimento di danni per vizi della 
cosa esercitati (a) a seguito di un danno corporale o alla salute subito a causa di un vizio di cui sia 
responsabile la società PDFlib GmbH o in forza di colpa grave della PDFlib GmbH o dei suoi 
collaboratori, nonché (b) a seguito di danni di altra natura riconducibili ad una grave negligenza della 
PDFlib GmbH o a malafede o grave negligenza di un rappresentante legale o collaboratore della PDFlib 
GmbH; in tal caso si applicano le disposizioni di legge. La prescrizione di legge per le richieste di 
risarcimento si applica anche per danni a strutture o per oggetti che pur essendo stati utilizzati nel 
modo consueto hanno causato un danno alla struttura.
5.2 Garanzia per i licenziatari con sede al di fuori della Repubblica federale tedesca
Per i licenziatari che non hanno sede nella Repubblica federale tedesca valgono le seguenti 
disposizioni:
Qualora entro il termine di 30 giorni dalla stipula del contratto di licenza risulti che il programma, non 
sottoposto a modifiche da parte del licenziatario, non soddisfa le dovute caratteristiche, la società 
PDFlib GmbH è tenuta a eseguire tempestivamente, a proprie spese e a propria discrezione (a) una 
correzione o un workaround degli errori riproducibili segnalati dal licenziatario e a mettere 
a disposizione di quest'ultimo una versione aggiornata del programma oppure (b) a risarcire i diritti di 
licenza corrisposti secondo quanto è previsto dal presente contratto. In quest'ultimo caso il 
licenziatario è tenuto a sospendere immediatamente l'uso e la distribuzione del programma 
e a distruggere le chiavi di licenza a lui assegnate da PDFlib GmbH. Si esclude espressamente qualsiasi 
altra responsabilità di PDFlib GmbH.



6 Contratto di assistenza / servizi di assistenza
Oltre ad acquisire la licenza, il licenziatario può avvalersi, dietro pagamento di un canone annuo, dei 
servizi di assistenza della società PDFlib GmbH (contratto di assistenza). A tale accordo si perviene se il 
licenziatario opta anche per il servizio di assistenza relativo alle licenze da lui acquisite e se tale scelta 
viene accettata dalla società PDFlib GmbH. I servizi di assistenza si riferiscono sempre esclusivamente 
alla versione corretta attuale della versione principale per la quale il licenziatario ha acquisito una 
licenza; la loro durata è limitata alla vita della versione principale coperta da licenza. Alla fine della vita 
del prodotto, il contratto di assistenza prevede per il licenziatario unicamente la possibilità di 
pretendere la cessione della versione principale attuale e i servizi di assistenza a tale versione 
(già pagati con il canone di assistenza).
Se, in relazione alla durata del contratto di assistenza, il licenziatario ha selezionato l'opzione per il 
rinnovo
automatico del contratto, allo scadere del periodo di validità di un anno il contratto di assistenza viene
rinnovato per lo stesso periodo di tempo, a condizione che esso non sia stato rescisso dal licenziatario 
entro
un mese dalla fine del periodo di validità mediante dichiarazione scritta.
È fatta salva in ogni caso la possibilità di rescissione straordinaria per giusta causa.
Nel contesto del contratto di assistenza, la società PDFlib GmbH fornisce le prestazioni elencate nella 
colonna «Assistenza attiva (canone)» della tabella nell'allegato 1.
Il canone annuo concordato per il contratto di assistenza deve essere sempre pagato anticipatamente.
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7 Pagamento del canone
Le fatture della società PDFlib GmbH devono entro 30 giorni dal ricevimento. Ai prezzi applicati dalla 
società PDFlib GmbH (canoni di licenza, canoni di assistenza) va aggiunta l'IVA di legge, laddove 
applicabile.



8 Responsabilità
8.1 Regime di responsabilità per i licenziatari con sede nella Repubblica federale tedesca
Per i licenziatari con sede nella Repubblica federale tedesca valgono le seguenti disposizioni:
La responsabilità di PDFlib GmbH per violazioni colpose di obblighi contrattuali essenziali (vale a dire 
di obblighi il cui adempimento è indispensabile ai fini della regolare esecuzione del contratto e sulla 
cui osservanza la parte contraente può fare regolarmente affidamento) è limitata ai danni tipici e 
prevedibili all'atto della stipula del contratto. Si esclude ogni responsabilità di PDFlib GmbH per 
violazioni colpose di obblighi contrattuali non essenziali.
8.2 Regime di responsabilità per i licenziatari con sede al di fuori della Repubblica federale tedesca
Per i licenziatari che non hanno sede nella Repubblica federale tedesca valgono le seguenti 
disposizioni:
Nessuna parte contraente risponde delle perdite che dovessero eventualmente risultare dall'utilizzo, 
né di interruzioni dell'esercizio o di perdite indirette, specifiche, accessorie o di danni indiretti di 
qualsivoglia natura (incluso il lucro cessante) indipendentemente dal tipo di provvedimento, sia esso 
di natura contrattuale o determinato da atti illeciti (inclusa la colpa), severa responsabilità civile o in 
altro modo. La responsabilità di PDFlib GmbH è limitata, indipendentemente dal motivo giuridico, (a) 
per e in relazione al contratto di licenza al quintuplo dei diritti di licenza e (b) per e in relazione al 
contratto di assistenza al canone annuale del servizio di assistenza.
Inoltre la società PDFlib GmbH conferma di essere proprietaria del programma e di essere autorizzata 
a cedere la licenza qui descritta al licenziatario, nonché che il programma conformemente alle 
conoscenze della PDFlib GmbH non lede i diritti di terzi. Qualora la detta dichiarazione fosse falsa e al 
licenziatario venisse proibito l'utilizzo del programma a causa dei diritti di terzi, la società PDFlib 
GmbH può, a propria discrezione, (a) acquisire a nome del licenziatario il diritto all'utilizzo del 
programma, oppure (b) modificare o sostituire il programma senza sensibili limitazioni di utilizzo, in 
modo che non vengano lesi i diritti di terzi. Sono escluse altre pretese nei confronti della società PDFlib 
GmbH.



9 Protezione dei dati
PDFlib GmbH raccoglie, elabora, utilizza e trasmette dati personali esclusivamente nella misura in cui
tali attività risultano necessarie ai fini dello svolgimento e dell'adempimento del rapporto 
contrattuale con il licenziatario.



10 Diritto vigente
Il presente contratto è sottoposto al diritto dello Stato in cui ha sede il licenziatario, con esclusione 
tuttavia
della Convenzione delle Nazioni Unite sui contratti di compravendita internazionale di merci e delle
norme sui conflitti di legge del diritto privato internazionale.



11 Foro competente
Il foro competente per qualsiasi controversia derivante da e connessa con il contratto di 
compravendita,
di licenza e/o di assistenza è la sede della società PDFlib GmbH per le rivendicazioni del licenziatario, 
oppure a scelta la sede del licenziatario o la sede della PDFlib GmbH per le rivendicazioni della società 
PDFlib GmbH. Sono fatte salve le norme di legge che disciplinano il promovimento di domande 
riconvenzionali dell'altra parte contraente nel luogo in cui è stata presentata la domanda giudiziale 
originaria.
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Allegato 1: Servizi di assistenza



Prestazione Esempio
Garanzia
(gratis)



Assistenza attiva
(canone)



Tempo di reazione al verificarsi di un 
caso di assistenza (la rimozione vera e 
propria dell'errore può richiedere più 
tempo)



non definito 2 giorni lavorativi



Periodo di assistenza per un prodotto Germania: 1 anno
altri Paesi: 30 giorni



Vita del prodotto 
(sempre solo la versione 
corrente)



Correzione1 o workaround di un errore



1. Realizzato mediante una versione corretta per tutte le piattaforme coperte da licenza e per il language binding in
uso.



incluso, se previsto dalla 
legge



incluso



Adeguamento a una nuova versione 
della piattaforma di un sistema 
operativo non completamente 
compatibile con la versione 
precedente1.



Windows 8 richiede 
l'adeguamento dei 
programmi che 
giravano sotto 
Windows 7.



non incluso incluso



Adeguamento a una nuova versione 
principale di un language binding non 
completamente compatibile con la 
versione precedente1.



PHP 5 richiede 
l'adeguamento del 
PDFlib language 
binding per PHP 4



non incluso incluso



Adeguamenti per la versione corretta 
di un language binding che non 
costituisce la versione corrente, ma che 
finora veniva supportata, mentre la 
versione corretta del linguaggio non è 
completamente compatibile con la 
precedente1.



PHP 5.4.1 richiede 
l'adeguamento del 
PDFlib language 
binding per PHP 5.4.0, 
sebbene supporti già 
PHP 5.5.



non incluso incluso



Update alla versione corretta attuale 
del prodotto concesso in licenza



Passaggio da PDFlib 
9.0.1 a PDFlib 9.0.2



al prezzo di listino 
dell'update della 
versione corretta



gratis



Update alla versione principale 
corrente del prodotto concesso in 
licenza



Passaggio da PDFlib 8 a 
PDFlib 9



al prezzo di listino 
dell'update della 
versione principale



gratis



Informazioni sulla pubblicazione di 
nuove versioni principali o corrette



– via e-mail



Upgrade alla versione corretta 
corrente di un prodotto di valore 
superiore della stessa ?versione 
principale al prezzo di listino fissato 
per gli upgrade



Passaggio da PDFlib 9 a 
PDFlib+PDI 9



possibile fino a 1 anno 
dopo il rilascio della 
versione principale 
successiva



possibile per tutta la 
vita del prodotto



Acquisto al prezzo di listino di altre 
licenze per il prodotto concesso in 
licenza



Il licenziatario utilizza 
PDFlib 8 e necessita di 
altre licenze di questa 
versione, sebbene sia 
già disponibile PDFlib 9.



possibile fino a 1 anno 
dopo il rilascio della 
versione principale 
successiva



possibile per tutta la 
vita del prodotto
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Condiciones generales de licencia y soporte
PDFlib GmbH, Franziska-Bilek-Weg 9, D-80339 Múnich, Alemania



Teléfono: +49 • 89 • 452 33 84-0 Fax: +49 • 89 • 452 33 84-99
sales@pdflib.com, support@pdflib.com, www.pdflib.com



1 Generalidades
1.1 Ámbito de aplicación
Estas condiciones de licencia y soporte son válidas para todos los productos de PDFlib GmbH. 
PDFlib GmbH realiza sus suministros y prestaciones exclusivamente a empresas y no a consumidores.
Las siguientes regulaciones de los puntos 2 a 5 hacen referencia a las licencias relativas al programa 
adquiridas mediante compra por el licenciatario o, dado el caso, puestas a su disposición de forma 
gratuita, el punto 6 se refiere a una posible relación adicional de soporte (mantenimiento de software) 
relativa al programa, y los puntos 7 a 11 hacen referencia conjunta a ambas relaciones.
1.2 Productos licenciados
Los contratos de concesión de licencia firmados por PDFlib GmbH en base a estas condiciones 
generales de licencia y soporte hacen referencia exclusivamente al código objeto ejecutable y no 
abarcan en ningún caso derecho alguno sobre el código fuente de los productos, siempre y cuando 
esto no haya sido acordado expresamente en otra parte. Dentro del marco de este contrato, al referirse 
a los productos licenciados concretamente por el licenciatario de PDFlib GmbH se emplea de forma 
genérica el término "programa". El programa se suministra junto con un manual en formato 
electrónico en el que se describen las características del programa, así como su aplicación 
("la documentación").
1.3 Requisitos del sistema
Antes de adquirir un programa, el licenciatario debe asegurarse con ayuda de la documentación 
(también de la documentación a la que se puede acceder libremente antes de la adquisición) de que la 
plataforma que ha previsto para el uso del programa (véase el punto 1.4) es compatible con los 
requisitos del sistema especificados en la documentación. Solo así el programa cumplirá las 
características descritas en la documentación, y las prestaciones de soporte en forma de correcciones, 
paliativos o adaptaciones solo se podrán proporcionar si el programa se utiliza en la plataforma 
especificada en la documentación.
1.4 Definiciones
En el marco de estas condiciones son aplicables las siguientes definiciones:



Una plataforma es una combinación de un sistema operativo y de una o más arquitecturas de 
hardware. Las versiones totalmente compatibles del sistema operativo y/o hardware se consideran 
una plataforma. No obstante, en el caso de OS X y Windows, las versiones de servidor y escritorio 
constituyen diferentes plataformas.
Ejemplo: Windows XP/Vista/7/8 (sin Windows Server) x86/x64 es una plataforma. Solaris x86/x64/sparc 
es una plataforma.



Un producto es una oferta de software de PDFlib GmbH para una determinada plataforma.
Ejemplos: PDFlib 9 para Windows Server x86/x64; PDFlib+PDI 9 para Linux x86



Una versión superior (major release) es una nueva versión de un producto con una funcionalidad 
considerablemente aumentada.
Ejemplos: PDFlib 9; TET 4



Una versión de mantenimiento (minor release o maintenance release) es una nueva versión de un 
producto que soluciona errores, adapta el producto a nuevas versiones de un sistema operativo o a 
una dependencia de lenguaje, etc. Sin embargo, las versiones de mantenimiento no incluyen 
ampliaciones de relevancia de la funcionalidad. Una versión de mantenimiento se designa 
explícitamente como tal.
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Ejemplo: PLOP 4.1 es una versión de mantenimiento de PLOP 4.



Una actualización a una nueva versión superior (major update) sustituye una licencia existente para 
un producto por una licencia para una versión superior más actual del mismo producto para la misma 
plataforma.
Ejemplo: cambio de PDFlib 8 para Windows XP/Vista/7/8 a PDFlib 9 para Windows XP/Vista/7/8



Una actualización a la versión de mantenimiento actual (minor update) sustituye una licencia para 
una versión de mantenimiento antigua por una licencia para la versión de mantenimiento actual para 
la misma plataforma. En una versión de mantenimiento se actualizan las claves de para la licencia 
original.
Ejemplo: cambio de PDFlib 9.0.1 para Linux a PDFlib 9.0.5 para Linux



Un cambio de versión sustituye una licencia existente para un producto por una licencia para la misma 
versión superior de un producto de mayor valor que constituye una ampliación funcional del primer 
producto.
Ejemplo: cambio de PDFlib 9 a PDFlib+PDI 9 o de PDFlib+PDI 9 a PPS 9



Un error (bug) es cualquier desviación del comportamiento documentado, salida a PDF rechazada 
como errónea por Adobe Acrobat o el colapso del software presuponiendo que se han utilizado los 
datos de entrada adecuados y que se han respetado todas las condiciones marco documentadas.
Ejemplo: PDFlib no convierte correctamente a PDF una imagen JPEG, pese a que debería ser posible según 
la documentación.



Una dependencia de lenguaje es una versión ejecutable de un producto para su uso en una versión 
específica de plataforma de un lenguaje de programación o en un entorno de programación.
Ejemplos: PHP 5.5.6 a Linux; Java 1.7 a Windows; .NET 4.0 a Windows



La vigencia de un producto determina durante cuánto tiempo se aceptarán casos de soporte para el 
producto (con el contrato de soporte vigente). La vigencia se establece para cada versión superior de 
un producto y se publica en www.pdflib.com.
Ejemplo: La vigencia de PDFlib 9 finaliza en 03.2018.



El entorno productivo hace referencia a todo uso de productos licenciados por parte del licenciatario 
con excepción del uso en el marco de entornos no productivos.
Ejemplo: Uso del producto para generar facturas en PDF que se envían al cliente del licenciatario.



El entorno no productivo hace referencia a los siguientes tipos de uso de productos licenciados:
(a) el uso del producto en el marco de entornos de desarrollo o de prueba del licenciatario para 
preparar la utilización en un entorno productivo, siendo el acceso al entorno de desarrollo o de prueba 
a través de una red únicamente posible para desarrolladores o probadores que trabajan en productos 
del licenciatario que integran o en los que se integrará una copia licenciada del producto, y teniendo 
en cuenta que el entorno de desarrollo o prueba debe encontrarse en la misma plataforma para la que 
se adquirió la licencia;
(b) el uso del producto para garantizar la calidad de los servicios prestados a clientes y compradores 
del licenciatario;
(c) el uso para exhibiciones gratuitas (demostraciones del producto);
(d) el almacenamiento del producto como copia de seguridad, así como en el marco de sistemas de 
archivos; y
(e) el uso del producto en un sistema de copia de seguridad (reserva) de la misma plataforma que se 
convierte entonces en parte del entorno productivo si el sistema superior falla, de tal modo que el 
sistema superior y de copia de seguridad nunca forman parte simultáneamente del entorno 
productivo.
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Ejemplo: Uso del producto en un puesto de trabajo de programador en el que se elaboren los productos 
del licenciatario.



Una nube es una interconexión de ordenadores en la que el licenciatario puede utilizar 
simultáneamente la fracción de capacidad de un ordenador físico hasta la capacidad de varios 
ordenadores físicos en el marco de un entorno de plataforma de visualización homogénea, pudiendo 
cambiar permanentemente la identidad y el número de ordenadores físicos en los que se desarrolla el 
entorno de plataforma visualizado.
Ejemplos: Amazon EC2, Windows Azure



Una máquina virtual hace referencia a uno o varios entornos de plataforma visualizados e 
independientes entre sí (el mismo tipo de plataforma o diferentes tipos de plataforma) que mediante 
visualización no se ejecutan directamente en el hardware de un ordenador físico dedicado, sino que se 
ponen a disposición en ese ordenador físico a través de una capa intermedia gestionada mediante 
recursos (hipervisor).
Ejemplo: VMware



2 Envergadura de las licencias
2.1 Licencias de pago
Mediante la adquisición de una licencia de pago de PDFlib GmbH se otorga al licenciatario el derecho 
no exclusivo y limitado temporalmente a usar el programa en entornos productivos y en el número 
acordado de instancias de uso del licenciatario que funcionan en la plataforma consensuada (licencia). 
En el caso de licencias gratuitas son de aplicación las disposiciones del punto 2.4 y el punto 2.5.



Instancia de uso es
(a) en caso de uso en un ordenador físico dedicado, la plataforma acordada de este ordenador, incluso 
si en este ordenador se utilizan varias máquinas virtuales del tipo de plataforma acordado;
(b) en caso de uso de una nube, el entorno de plataforma visualizado como tal que utiliza el 
licenciatario (lo que en las típicas ofertas comerciales de nubesí se denomina »instancia«).
2.2 Transferencia de contrato y de licencia
El acuerdo de licencia de pago, incluido el posible contrato de soporte correspondiente (punto 6), 
puede transferirse en su totalidad a terceros (transferencia de contrato) siempre y cuando tanto el 
licenciatario como la tercera persona hayan cumplimentado debidamente el formulario de 
transferencia de licencia recibido de PDFlib GmbH y este haya sido remitido a PDFlib.
Independientemente de ello, el licenciatario tiene derecho a transferir (transferencia de licencia) de 
forma aislada a una tercera persona (receptor de licencia) toda licencia (parcial) que le haya sido 
concedida para una o varias instancias de uso, si el licenciatario (o su causante) ha integrado el código 
objeto del programa en un producto propio, siempre y cuando este, según su aplicación y su 
funcionalidad, rebase en lo esencial la integración del programa de PDFlib GmbH y en esencia no 
tenga la misma funcionalidad que otros productos de PDFlib GmbH vendidos con la firma del contrato. 
Al mismo tiempo, cada licencia (parcial) para una o varias instancias de uso puede transferirse 
también a distintos receptores de licencia siempre y cuando con esta división de licencias no se 
transfieran (o se retengan) en total más instancias de uso que las licenciadas originalmente.
2.3 Licencia para entornos no productivos
Las siguientes regulaciones de este punto 2.3 son aplicables al código objeto ejecutable de los 
productos de software de PDFlib GmbH en todas las plataformas exceptuando la plataforma IBM 
zSeries, así como sistemas compatibles con ella.
Además del uso en el marco del entorno productivo del licenciatario en el alcance que se desprende 
del punto 2.1, el licenciatario puede utilizar cada ejemplar del programa de pago licenciado 
correctamente en cualquier alcance en la empresa del licenciatario en entornos no productivos. En el 
caso de una transferencia del contrato conforme a lo estipulado en el punto 2.2, este derecho pasa a la 
tercera persona.
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2.4 Productos gratuitos
Para los productos PDFlib FontReporter Plugin, PDFlib TET Plugin y PDFlib TET PDF IFilter (en este caso 
sólo la versión de escritorio y sólo el uso en entornos no productivos), se concede al licenciatario una 
licencia no exclusiva, gratuita y no transferible permanente para el uso del programa en un número 
ilimitado de equipos informáticos de su propiedad. En el caso de estas licencias no son de aplicación 
las regulaciones del punto 5 (Garantía) y 8 (Responsabilidad), sino que se aplican las normativas 
legales sobre obsequios.
2.5 Uso gratuito de versiones de evaluación del programa
Para determinados productos, PDFlib GmbH ofrece versiones gratuitas que pueden descargarse en su 
página web basadas en las condiciones de licencia de este punto 2.5, que pueden utilizarse sin la 
necesidad de adquirir una clave de licencia (versiones de evaluación). Las versiones de evaluación 
presentan restricciones en sus posibilidades de aplicación con respecto a la versión de pago licenciada 
(véase el punto 2.1) del mismo producto (limitaciones de funcionamiento), que pueden consultarse en 
la documentación del producto correspondiente. Para las versiones de evaluación, se otorga al 
licenciatario una licencia no exclusiva, gratuita, no transferible y permanente para la evaluación del 
programa en un número ilimitado de equipos informáticos de su propiedad. Una evaluación en este 
contexto significa una comprobación del producto por parte del licenciatario para determinar si desea 
adquirir el programa para su uso en el marco de su entorno productivo, así como el desarrollo de 
productos por el licenciatario en los que esté integrada o vaya a integrarse una copia del programa de 
pago licenciada (adquirida posteriormente) o una versión de evaluación y cuyo fin de uso exceda la 
mera integración del programa PDFlib GmbH. Si el licenciatario integrara la versión de evaluación en 
un producto propio del tipo descrito previamente, estará autorizado a transferir la licencia de la 
versión de evaluación integrada en caso de transferir su producto a terceros.
2.6 PDFlib Block Plugin
Para el PDFlib Block Plugin, parte integrante del PDFlib Personalization Server, se otorga al licenciatario 
del PDFlib Personalization Server, además de la licencia concedida según el punto 2.1, el derecho 
a transferirlo a un número ilimitado de terceras personas, otorgándoles a su vez el derecho a utilizar el 
PDFlib Block Plugin exclusivamente para fines propios, presuponiendo en todo caso que, en esta 
transferencia, las terceras personas implicadas estén obligadas por el licenciatario a utilizar el PDFlib 
Block Plugin exclusivamente en la forma descrita y que, por su parte, no lo transfieran a otras 
personas. En caso de una transferencia de licencia relacionada con el PDFlib Personalization Server, 
este derecho pasa al receptor de la licencia.



3 Limitaciones
3.1 Propiedad intelectual
El programa y la documentación son propiedad intelectual protegida de PDFlib GmbH.
Si al editar uno de los documentos PDF disponibles el licenciatario desactiva con ayuda del programa 
limitaciones para determinadas operaciones (como imprimir o copiar texto), deberá observar las 
regulaciones de la ley de propiedad intelectual, en particular el artículo 95a ss. de la Ley alemana de 
propiedad intelectual, o las normativas de otras leyes de propiedad intelectual aplicables para la 
protección de las medidas técnicas. En particular, si el licenciatario utiliza el programa para procesar 
este tipo de documentos PDF, que son obras protegidas por derechos de autor, deberá asegurarse de 
que dispone del consentimiento del derechohabiente para eludir medidas técnicas efectivas, siempre 
y cuando esto sea necesario para llevar a cabo el procesamiento en cuestión.
3.2 Ingeniería inversa y confidencialidad
El licenciatario se compromete a no realizar traducción, descomposición o ingeniería inversa alguna 
del programa, siempre que esto no esté amparado por el artículo 69e de la Ley alemana de propiedad 
intelectual o por normativas de otras leyes de propiedad intelectual aplicables a la descompilación.
A su vez, el licenciatario se compromete a no transferir la clave de licencia concedida por PDFlib GmbH, 
con la excepción de transferencias de contrato o de licencia conforme al punto 2.2, y a no hacerla 
accesible de forma general.
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3.3 Versiones actualizadas del programa (updates) y ampliaciones de licencia (upgrades)
Si el licenciatario recibe actualizaciones a una nueva versión superior o a la versión de mantenimiento 
actual o ampliaciones, se otorgará la licencia nueva que sustituye a la licencia anterior exceptuando 
las siguientes regulaciones. La licencia de la versión antigua expira en el momento del suministro de la 
nueva versión más 60 días naturales, plazo durante el cual coexisten tanto la licencia para la versión 
antigua como la licencia para la versión nueva.



4 Suministro
Tanto el programa como la documentación se suministran exclusivamente en formato digital. 
El programa, la documentación y todas las versiones de mantenimiento pertinentes deberán 
descargarse de las páginas web de PDFlib GmbH. PDFlib GmbH no pondrá a disposición del 
licenciatario soportes de almacenamiento digitales ni documentación impresa.



5 Garantía
5.1 Garantía para licenciatarios con sede social en la República Federal de Alemania
Si la sede social del licenciatario estuviera en la República Federal de Alemania, se aplicarán las 
siguientes regulaciones:
Con reserva del punto 8, son aplicables las disposiciones legales para los casos de garantía teniendo en 
cuenta que el período de vigencia de la garantía por vicios materiales (prescripción de los derechos por 
deficiencias, art. 438 apart. 1 del Código Civil alemán) es de un año. No obstante, esto no es aplicable 
para reclamaciones por daños y perjuicios provocados por deficiencias, que (a) se basen en 
compensación por lesiones corporales o para la salud que aleguen una deficiencia originada por 
PDFlib GmbH o fundamentados en una negligencia grave por parte de PDFlib GmbH o de sus 
representantes legales o de sus empleados, así como (b) tampoco por otro tipo de daños originados 
por incumplimiento gravemente negligente del deber por parte de PDFlib GmbH o por 
incumplimiento premeditado o gravemente negligente de un representante legal o empleado de 
PDFlib GmbH; en estos casos continúan vigentes las disposiciones legales. También continúan 
vigentes en el caso de la norma de prescripción vigente en cuanto a derechos de reclamación por vicios 
en un edificio u objeto que haya sido utilizado conforme al uso habitual de un edificio y que esto haya 
provocado la deficiencia.
5.2 Garantía para licenciatarios con sede social fuera de la República Federal de Alemania
Si la sede social del licenciatario no estuviera en la República Federal de Alemania, se aplicarán las 
siguientes regulaciones:
Si el programa, no modificado por el cliente, no cumpliera las características aseguradas antes de un 
plazo de 30 días tras la celebración del contrato de licencia, PDFlib GmbH deberá llevar a cabo de 
inmediato, por cuenta propia y según arbitrio propio, (a) una corrección o solución alternativa a todos 
los fallos reproducibles y notificados por el licenciatario, así como poner a disposición un versión 
actualizada del programa o (b) reembolsar las cuotas de licencia abonadas según el presente contrato. 
En el último caso mencionado, el licenciatario deberá cesar de inmediato el uso y distribución del 
programa y destruir la clave de licencia otorgada por PDFlib GmbH. Queda excluida expresamente una 
responsabilidad más amplia por parte de PDFlib.



6 Contrato de soporte / Servicios de soporte
Además de la adquisición de la licencia, el licenciatario puede disfrutar, previo pago, de servicios de 
soporte anuales por parte de PDFlib GmbH (contrato de soporte). Para acordar este tipo de 
prestaciones, el licenciatario puede añadir a las licencias por él adquiridas los servicios de soporte, lo 
que PDFlib GmbH deberá aceptar. Los servicios de soporte que se prestan hacen referencia 
exclusivamente a la correspondiente versión de mantenimiento actual de la versión superior 
licenciada para el licenciatario, y en general están limitados a la vigencia de la versión superior 
licenciada para el licenciatario. Una vez expirada la vigencia, en el marco del contrato de soporte sólo 
permanece el derecho del licenciatario a la cesión (compensada con la tarifa de soporte) de la versión 
superior actual y servicios de soporte para esta versión.
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Si el licenciatario se hubiera decantado por una prolongación automática del contrato de soporte en 
relación a la duración del mismo, dicho contrato de soporte se prolongará tras un período de un año 
otro año más, siempre y cuando el cliente no lo rescinda por carta o fax un mes antes de su expiración.
En todo caso permanece inalterable la posibilidad de rescisión extraordinaria por motivos de 
relevancia.
Dentro del marco del contrato de soporte, PDFlib GmbH presta los servicios indicados en la columna 
»con soporte activo (de pago)« de la tabla en el Anexo 1.
La tarifa anual acordada para el contrato de soporte se debe abonar siempre por adelantado.



7 Pago de la retribución
Las facturas de PDFlib GmbH se han de pagar a más tardar 30 días después de ser recibidas. A las 
retribuciones que se han de pagar a PDFlib GmbH (cuotas de licencia, cuotas de soporte) se les suma, 
siempre que sea aplicable, los correspondientes impuestos legales.



8 Responsabilidad
8.1 Regulaciones relativas a la responsabilidad para licenciatarios con sede social en la República 
Federal de Alemania
Si la sede social del licenciatario estuviera en la República Federal de Alemania, se aplicarán las 
siguientes regulaciones:
La responsabilidad de PDFlib GmbH en caso de violaciones negligentes leves de las obligaciones 
contractuales fundamentales (esto es, obligaciones cuyo cumplimiento permiten la ejecución correcta 
del contrato y en cuyo cumplimiento puede confiar la parte contratante de forma regular) está 
limitada a los daños comunes previsibles en la celebración del contrato. Queda excluida la 
responsabilidad de PDFlib GmbH en caso de violaciones negligentes leves de obligaciones no 
estipuladas en el contrato.
8.2 Regulaciones relativas a la responsabilidad para licenciatarios con sede social fuera de la 
República Federal de Alemania
Si la sede social del licenciatario no estuviera en la República Federal de Alemania, se aplicarán las 
siguientes regulaciones:
Ninguna de la partes se responsabilizará de posibles pérdidas derivadas del uso, paradas de 
producción o pérdidas indirectas, especiales o secundarias, así como de daños consecuentes de 
cualquier naturaleza (incluyendo beneficios no obtenidos) independientemente del tipo de medida, 
sea de carácter contractual condicionada por actualizaciones no autorizadas (incluyendo negligencia), 
responsabilidad por productos defectuosos o de cualquier otro tipo. La responsabilidad de PDFlib 
GmbH se limita, independientemente del fundamento jurídico, (a) al quíntuplo de la cuota de licencia 
en lo relativo al contrato de licencia y (b) a la tarifa anual de soporte en lo relativo al contrato de 
soporte.
Además, PDFlib GmbH confirma ser la propietaria del programa y estar autorizada para conceder la 
licencia aquí descrita al licenciatario, así como que el programa, a su saber y entender, no vulnera los 
derechos de terceras partes. Si como consecuencia de que la afirmación arriba hecha fuera incorrecta 
al licenciatario se le prohibiera el uso del programa por derechos contrarios de una tercera parte, 
PDFlib GmbH se compromete, según su criterio, (a) a otorgar al licenciatario el derecho a seguir 
utilizando el programa, o (b) a modificar o cambiar el programa sin limitaciones de uso considerables, 
de modo que no se vulnere el derecho de la tercera parte. Queda descartada cualquier otra 
reclamación a PDFlib GmbH que vaya más allá de lo indicado.



9 Protección de datos
PDFlib GmbH guarda, procesa, utiliza y transfiere datos personales exclusivamente si esto fuera 
necesario para el desarrollo y cumplimiento de la relación contractual existente con el licenciatario.
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10 Legislación aplicable
Para este contrato se aplica la legislación del país en el que el licenciatario tiene su sede social, 
excluyendo la Convención de las Naciones Unidas sobre los Contratos de Compraventa Internacional 
de Mercaderías y las normas de conflicto del Derecho Internacional Privado.



11 Jurisdicción
La jurisdicción exclusiva para todo tipo de litigios relativos al contrato de compraventa, de licencia y/o 
soporte corresponde a la sede social de PDFlib GmbH para las reclamaciones del licenciatario y a la 
sede social de PDFlib GmbH o del cliente para las reclamaciones de PDFlib GmbH. No obstante 
permanece inalterable toda regulación legal para la contrademanda de la parte contraria en el lugar 
de la demanda original.
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Anexo 1: Servicios de soporte



Características del servicio Ejemplo
Garantía
(gratuita)



con soporte activo
(de pago)



Tiempo de respuesta en caso de 
solicitud de soporte (la propia 
subsanación del error puede tomar 
más tiempo)



sin definir 2 días hábiles



Periodo de tiempo del soporte para un 
producto



Alemania: 1 año
resto: 30 días



vigencia del producto 
(en cada caso sólo la 
versión actual)



Corrección 1 o solución alternativa 
para un fallo



1. Mediante una versión de mantenimiento para todas las plataformas licenciadas y la dependencia de lenguaje
correspondiente utilizada.



incluido, siempre que 
esté prescrito por ley



incluido



Adaptaciones para una versión más 
actual de una plataforma de sistema 
operativo que no sea totalmente 
compatible con la versión previa1.



Windows 8 requiere 
adaptaciones de 
programas que 
funcionaban con 
Windows 7.



no incluido incluido



Adaptaciones para una nueva versión 
superior de una dependencia de 
lenguaje que no sea totalmente 
compatible con la versión previa1.



PHP 5 requiere la 
adaptación de la 
dependencia de 
lenguaje PDFlib para 
PHP 4



no incluido incluido



Adaptaciones para la versión de 
mantenimiento de una dependencia 
de lenguaje que no corresponde con la 
versión actual pero que hasta la fecha 
era compatible y cuando la versión de 
mantenimiento del lenguaje no es 
totalmente compatible con la versión 
previa1.



PHP 5.4.1 requiere la 
adaptación de la 
dependencia de 
lenguaje PDFlib para 
PHP 5.4.0 a pesar de 
que PHP 5.5 es 
compatible.



no incluido incluido



Actualización a la versión de 
mantenimiento actual del producto 
licenciado



Cambio de PDFlib 9.0.1 
a PDFlib 9.0.2



al precio de lista para 
actualizaciones de 
versiones de 
mantenimiento



gratuito



Actualización a la versión superior 
actual del producto licenciado



Cambio de PDFlib 8 a 
PDFlib 9



al precio de lista para 
actualizaciones de 
versiones superiores



gratuito



Información sobre la publicación de 
nuevas versiones superiores o de 
mantenimiento



– por correo electrónico



Cambio a la versión de 
mantenimiento actual de un producto 
de mayor valor de la misma versión 
superior al precio de lista para 
ampliaciones de versión



Cambio de PDFlib 9 a 
PDFlib+PDI 9



en un plazo de 1 año 
tras la habilitación de la 
próxima versión 
superior



durante la vigencia del 
producto



Compra posterior de otras licencias 
para el producto licenciado al precio 
de lista



El licenciatario utiliza 
PDFlib 8 y precisa de 
más licencias de esta 
versión a pesar de que 
PDFlib 9 ya está 
disponible.



en un plazo de 1 año 
tras la habilitación de la 
próxima versión 
superior



durante la vigencia del 
producto
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一般ラ イセンス及びサポー ト 条件
PDFlib GmbH, Franziska-Bilek-Weg 9, D-80339 München, Germany



Tel +49 • 89 • 452 33 84-0 Fax +49 • 89 • 452 33 84-99
sales@pdflib.com, support@pdflib.com, www.pdflib.com



1 一般事項



1.1 適用範囲



このラ イセンス及びサポー ト 条件は PDFlib GmbH の製品すべてに適用されます。 PDFlib GmbH は、
納品とサービスを企業に対し てのみ行い、 消費者に対し ては行いません。



以下 2 項から 5 項までの規定は、 ラ イセンス取得者によ り購入された、 あるいは場合によ っては
無償で提供された当該プログラムに関する ラ イセンスに適用され、 6 項は当該プログラムに関し て
場合によ って起こ り得る追加のサポー ト 状況 （ソ フ ト ウ ェ ア保守） に関わる ものであ り、 7 項から
11 項は両方の状況で同様に総合的に関わる ものです。



1.2 ラ イセンス製品



本一般ラ イセンス及びサポー ト 条件を も とに PDFlib GmbH によ り締結されたラ イセンス契約は、
実行可能なオブジ ェ ク ト コー ドのみが含まれてお り、 製品のソースコー ド に対する権限は明示的
に別段の合意がな されていない限り含まれません。 PDFlib GmbH のラ イセンス取得者に具体的にラ
イセンス供与される製品は、 本契約の範囲ではすべてを
合わせて 「当該プログラム」 と呼んでいます。 当該プログラムは、 プログラム特性と その使用に
ついて記載された電 ‐ 子 ‐ 形 ‐ 式のハン ド ブ ッ ク と共に納品されます （「当該文書」）。



1.3 システム要件



ラ イセンス取得者は、 プログラム購入前に （購入前にも入手可能な） 文書を基に、 プログラムの
使用に予定されているプ ラ ッ ト フ ォーム （1.4 項参照） が、 文書で指定されているシステム要件に
対応し ているかど うか確認し てお く 必要があ り ます。 当該プログラムは文書に記載された特性の
みを満た し、 修正 ・ 回避策 ・ 調整の形式によるサポー ト サービスは、 当該プログラムが文書で指
定されているプ ラ ッ ト フ ォームで使用されている場合に限り提供可能と な り ます。



1.4 定義



これらの条件の範囲内で以下の定義が適用されます ：



プ ラ ッ ト フ ォームとは、 オペレーテ ィ ングシステムと 1 つまたは複数のハー ド ウ ェ アアーキテ ク
チャのコ ンビネーシ ョ ンです。 オペレーテ ィ ングシステムおよび / またはハー ド ウ ェ アの完全に
互換性のあるバージ ョ ンは、 1 つのプ ラ ッ ト フ ォームと し て理解されますが、 OS X および
Windows では、 サーバーバージ ョ ンおよびデスク ト ッ プバージ ョ ンは異なるプ ラ ッ ト フ ォームを
意味し ます。



例 ： x86/x64 上の Windows XP/Vista/7/8 （Windows Server を除 く ） は 1 つのプ ラ ッ ト フ ォーム。
x86/x64/sparc 上の Solaris は 1 つのプ ラ ッ ト フ ォーム。



製品とは、 特定のプ ラ ッ ト フ ォームのために PDFlib GmbH が提供する ソ フ ト ウ ェ アです。



例 ： x86/x64 上の Windows Server 用 PDFlib 9 ； x86 上の Linux 用 PDFlib+PDI 9



メ イ ンバージ ョ ン （メ ジャーリ リース） とは、 機能性が大き く 向上し た、 製品の新バージ ョ ンで
す。



例 ： PDFlib 9 ； TET 4



修正バージ ョ ン （マイナーリ リースまたはメ ンテナンス リ リース） とは、 ある製品の新バージ ョ
ンで、 エラー除去が施されてお り、 製品にはオペレーシ ョ ンシステムまたは対応言語の新バー
ジ ョ ンへの適合がな されています。 しかし修正バージ ョ ンでは機能性の大幅な向上はあ り ません。
修正バージ ョ ンは明確にはそのよ う に特徴づけられる。



例 ： PLOP 4.1 は PLOP 4 の修正バージ ョ ン。



新しい メ イ ンバージ ョ ンへのア ッ プデー ト （メ ジャーア ッ プデー ト ） は、 既存の製品ラ イセンス
を、 同プ ラ ッ ト フ ォームの同じ製品の新しい メ イ ンバージ ョ ンのラ イセンスへ変換する こ と です。
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例 ： Windows XP/Vista/7/8 用 PDFlib 8 から Windows XP/Vista/7/8 用 PDFlib 9 への変更



最新修正バージ ョ ンへのア ッ プデー ト （マイナーア ッ プデー ト ） は、 旧修正バージ ョ ンのラ イセ
ンスを同プ ラ ッ ト フ ォームの最新の修正バージ ョ ンに変換し ます。 修正バージ ョ ンでは、 元のラ
イセンス用のラ イセンスキーが更新されます。



例 ： Linux 用 PDFlib 9.0.1 から Linux 用 PDFlib 9.0.5 への変更



ア ッ プグレー ドは、 既存の製品ラ イセンスを同じ メ イ ンバージ ョ ンのよ りハイグレー ドの製品の
ラ イセンスに変える こ と。 機能的には最初の製品よ り拡張される。



例 ： PDFlib 9 から PDFlib+PDI 9 へ、 または PDFlib+PDI 9 から PPS 9 へ



エラー （バグ） は、 文書に記述された挙動からの逸脱で、 Adobe Acrobat によ ってエラーがある と
し て拒否された PDF 版か又はソ フ ト ウ ェ アのク ラ ッ シュであ り、 適切な入力データの使用及び文
書に記述されたすべての周辺条件が考慮される こ とが前提条件と される。



例 ： 文書には可能とあるにかかわらず、 PDFlib が JPEG 画像を PDF に正し く 変換し ない。



対応言語は、 プログラ ミ ング言語またはプログラ ミ ング環境のプ ラ ッ ト フ ォーム固有のバージ ョ
ンを使用するための、 製品の実行可能なバージ ョ ン。



例 ： Linux 上の PHP 5.5.6 ； Windows 上の Java 1.7 ； Windows 上の .NET 4.0



製品のラ イ フサイ クルは （有効なサポー ト 契約がある状態で） 何年間この製品のサポー ト イ ンシ
デン ト が受け入れられるかを設定し たものです。 ラ イ フサイ クルは、 製品の各メ イ ンバージ ョ ン
ご とに定められ、 www.pdflib.com で公開されています。



例 ： PDFlib 9 のラ イ フサイ クルは 2018 年 3 月で終了。



本番環境は、 ラ イセンス供与された製品のラ イセンス取得者によるあらゆる使用のこ と を意味し、
非本番環境での使用は除外されます。



例 ： ラ イセンス取得者の顧客に送信する PDF 請求書を作成するための製品使用。



非本番環境とは、 ラ イセンス供与された製品を以下のよ う に使用する こ と です ：



(a) 本番環境における使用準備を行う ための、 ラ イセンス取得者の開発環境またはテス ト 環境の範
囲内における製品の使用。 その際、 ネ ッ ト ワーク を介し た開発環境またはテス ト 環境へのアクセ
スは、 ラ イセンス供与された製品の複製が統合されている、 または統合される こ とになる ラ イセ
ンス取得者の製品に取り組んでいる開発者、 またはテス ト 担当者のみに許可されていなければな
らず、 さ らに開発環境またはテス ト 環境はラ イセンスを購入し た同一のプ ラ ッ ト フ ォームで動作
し なければな り ません。



(b) ラ イセンス取得者の顧客および購買者に対し てサービスの品質保証をするための製品使用 ；



(c) 無償の実演のための使用 （製品のデモンス ト レーシ ョ ン） ；



(d) バッ クア ッ プ コ ピーと し ての、 ならびにアーカ イブシステムの枠内での製品の保存 ； ならびに



(e) 同一のプ ラ ッ ト ホームのバッ クア ッ プ （リザーブ） システムにおける製品の使用。 バッ クア ッ
プシステムはメ イ ンシステムに障害が発生し た場合に本番環境の一部と なるため、 メ イ ンシステ
ムとバッ クア ッ プシステムが同時に本番環境の一部と なる こ とは決し てあ り ません。



例 ： ラ イセンス取得者の製品を作成し ているプログラマーの作業場における製品の使用。



ク ラウ ド とはコ ンピ ューターのネ ッ ト ワークであ り、 そこ でラ イセンス取得者は 1 つの物理的コ
ンピ ューターの容量から複数の物理的コ ンピ ューターの容量の一部を、 同時に単一の仮想化され
たプ ラ ッ ト ホーム環境で使用する こ とができます。 その際、 仮想化されたプ ラ ッ ト ホーム環境が
動作する 1 つまたは複数の物理的コ ンピ ューターのアイデンテ ィ テ ィ と個数は、 絶えず変化する
可能性があ り ます。



例 ： Amazon EC2、 Windows Azure



仮想マシンは、 仮想化され独立し た 1 つまたは複数のプ ラ ッ ト フ ォーム環境です （1 つのプ ラ ッ ト
フ ォームの同タ イプ、 または複数のプ ラ ッ ト フ ォームの異なる タ イプ）。 これは仮想化される こ と
で、 専用の物理ハー ド ウ ェ ア上で直接実行されるのではな く 、 リ ソースを管理する中間層 （ハイ
パーバイザー） によ って物理コ ンピ ューター上に提供されます。
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例 ： VMware



2 ラ イセンスの範囲



2.1 有償ラ イセンス



ラ イセンス取得者には、 PDFlib GmbH の有償ラ イセンスを購入する こ と で、 本番環境における、 お
よび合意のプ ラ ッ ト フ ォーム上で動作するのラ イセンス取得者の合意のイ ンス タ ンス個数におけ
る当該プログラムの使用に対し て、 非独占的で永続的な権利が保証されます （ラ イセンス） ； 無償
ラ イセンスに関し ては 2.4 項および 2.5 項の規定が適用されます。



イ ンス タ ンス とは



(a) 合意されたプ ラ ッ ト フ ォーム専用の物理的コ ンピ ューター上で使用される場合は、 そのコ ン
ピ ューターのこ と であ り、 またこのコ ンピ ューター上で合意されたプ ラ ッ ト フ ォームタ イプの仮
想マシンが複数並列に動作する場合も含まれます ；



(b) ク ラウ ド で使用される場合は、 ラ イセンス取得者によ り使用される仮想化プ ラ ッ ト フ ォーム環
境 （通常の商用ク ラウ ドサービスにおいてこれは 「イ ンス タ ンス」 と呼ばれます） のこ と です。



2.2 契約およびラ イセンスの譲渡



関連するサポー ト 契約を含む有償ラ イセンス契約 （6 項） は、 PDFlib GmbH から入手できる ラ イセ
ンス譲渡フ ォームが、 ラ イセンス取得者および第三者によ り正し く 記入された上で PDFlib GmbH
に提出されている限り において、 その全体を第三者に譲渡する こ とができます （契約譲渡）。



またそれとは無関係に、 ラ イセンス取得者 （あるいは権利の前主） が当該プログラムのオブジ ェ
ク ト コー ド を独自の製品に組み込んだ場合、 その導入目的および機能性において実質的に
PDFlib GmbH のプログラムの統合を超え、 契約締結を も って販売された PDFlib GmbH 製品と同様
の機能を実質的に提供し ない限り において、 ラ イセンス取得者には 1 つまたは複数のイ ンス タ ン
スのために付与されたすべての （部分的な） ラ イセンスを分離し て、 第三者 （ラ イセンス譲受人）
に譲渡する権利があ り ます （契約譲渡）。 その際、 ラ イセンス分割にあた り イ ンス タ ンスが、 元々
ラ イセンス供与されていた合計数を超えずに譲渡 （または保持） されていない限り、 1 つあるいは
複数のイ ンス タ ンスの各 （部分的な） ラ イセンスをそれぞれ異なる ラ イセンス譲受人に譲渡する
こ と も許可されています。



2.3 非本番環境のラ イセンス



本 2.3 項の以下の規定は、 すべてのプ ラ ッ ト フ ォーム （プ ラ ッ ト フ ォーム IBM zSeries よびその互
換システムは除 く ） 上の PDFlib GmbH のソ フ ト ウ ェ ア製品における実行可能なオブジ ェ ク ト コー
ド に適用されます。



有償で正規にラ イセンス供与された各プログラム単位はすべて、 ラ イセンス取得者の本番環境で
の使用以外にも、 2.1 項にある範囲そ し てラ イセンス取得者の企業内の任意の範囲で、 ラ イセンス
取得者による非本番環境での使用が許可されています。 2.2 項で意味する と こ ろの契約譲渡では、
この権利は第三者に譲渡されます。



2.4 無償製品



PDFlib FontReporter プ ラグイ ン、 PDFlib TET プ ラグイ ン、 PDFlib TET PDF IFilter （デスク ト ッ プ
バージ ョ ンのみ、 かつ非本番環境での使用のみ） らの製品では、 ラ イセンス取得者の持つ任意の
数のコ ンピ ューター上における当該プログラム適用のために、 ラ イセンス取得者に対し非独占的、
無償、 譲渡不可なラ イセンスが永続的に付与されます。 これらのラ イセンスには 5 項 （保証） お
よび 8 項 （法的責任） の規定は適用されず、 贈与に関する法的規則が適用されます。



2.5 当該プログラムの評価版の無償使用



PDFlib GmbH では特定の製品向けに、 ラ イセンスキーを購入する こ と な く 動作させる こ とができ、
同社ウ ェ ブサイ ト 上で無料でダウンロー ド可能なバージ ョ ンを、 本 2.5 項のラ イセンス条項に基づ
き提供し ています （評価版）。 評価版は、 同製品の有償でラ イセンス供与された （2.1 項を参照）
バージ ョ ン とは対照的に、 適用可能性に制約があ り ます （機能制限）。 この制約については付属の
製品文書にそれぞれ明記されています。 評価版については、 ラ イセンス取得者に対し て、 ラ イセ
ンス取得者の任意の台数のコ ンピ ューターにおける当該プログラム評価のための非独占的、 無償、
譲渡不可のラ イセンスが、 恒久的に認められます。 こ こにおける評価とは、 本番環境で使用する
ために当該プログラムを購入するかど うかを決める ラ イセンス取得者による検討、 ならびに （の
ちに購入する） 有償でラ イセンス供与されたプログラム複製または評価版が統合され、 その製品
の導入目的が PDFlib GmbH の当該プログラムの統合を本質的に超えるよ う な、 ラ イセンス取得者
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による製品開発を意味し ます。 ラ イセンス取得者は、 評価版を所定の種類の自社製品に統合し た
場合、 その製品を第三者に譲渡する際に、 統合された評価版にラ イセンスを移譲する権利を有し
ます。



2.6 PDFlib Block プ ラグイ ン



PDFlib Personalization Server の構成要素である PDFlib Block プ ラグイ ンでは、PDFlib Personalization 
Server のラ イセンス取得者に対し、 2.1 項で付与されたラ イセンスを超えて、 これを任意の数の第
三者に譲渡し、 またその際にその第三者に PDFlib Block プ ラグイ ンを自身の目的のために使用す
る権利を付与するための権利が付与されますが、 これには第三者がラ イセンス取得者からの譲渡
に際し、 PDFlib Block プ ラグイ ンを上述の方法でのみ使用し、 そこから他人への譲渡を行わないと
い う義務を負う こ とが前提条件と な り ます。 この権利は、 PDFlib Personalization Server に関し てラ
イセンス譲渡が生じ た際に、 ラ イセンス譲受人に受け継がれます。



3 制限



3.1 知的財産権



当該プログラム及び当該文書は、 著作権で保護された PDFlib GmbH の知的財産です。



ラ イセンス取得者には、 当該プログラムを使用し て既存の PDF 文書を加工する際に、 特定の操作
（印刷、 テキス ト のコ ピー等） のロ ッ ク を無効にする限り において、 著作権法の規定 （と りわけ ド
イ ツ著作権法第 95a 条以下、 またはその他の技術的手段の保護に適用可能な著作権規定） を遵守
する義務があ り ます。 と りわけラ イセンス取得者は、 著作権法によ り保護されている作品である
PDF 文書の加工に当該プログラムを使用する限り において、 具体的な加工を行う ために有効な技
術的手段を回避する必要がある場合、 これに対し て著作権者の同意を受けている こ と を確認し な
ければな り ません。



3.2 リバースエンジニア リ ング及び機密保持



ラ イセンス取得者は、 ド イ ツ著作権法第 69e 条またはその他の逆コ ンパイルに適用可能な著作権
規定で許可されていない限り において、 当該プログラムに関する翻訳、 逆アセンブ ラ、 リバース
エンジニア リ ングを行わない義務を負います。



ラ イセンス取得者には、 2.2 項で定義された契約譲渡およびラ イセンス譲渡は例外と し て、
PDFlib GmbH から割り当てられたラ イセンスキーを譲渡し ない、 または一般の人々からアクセス
できるよ う にし ないよ う する義務を負います。



3.3 更新プログラムバージ ョ ン （ア ッ プデー ト ） 及びラ イセンス拡張 （ア ッ プグレー ド）



ラ イセンス取得者が、 新メ イ ンバージ ョ ン と し て、 または現行の修正バージ ョ ンやア ッ プグレー
ド に対し てア ッ プデー ト を受け取る と、 旧ラ イセンス と引き換えに以下の規定を条件と し て新し
いラ イセンスが付与されます。 新しいバージ ョ ンが出荷された日から 60 日間は、 旧バージ ョ ンの
ラ イセンス と新バージ ョ ンのラ イセンスの両方が並行し て存在し、 それを過ぎる と旧バージ ョ ン
のラ イセンスが終了し ます。



4 納品
当該プログラム及び当該文書は、 デジ タルフ ォーマ ッ ト でのみ納品されます。 当該プログラム、
当該文書、 および関連するすべての修正バージ ョ ンは、 PDFlib GmbH のウ ェ ブサイ ト からダウン
ロー ド可能です。 ラ イセンス取得者には、 PDFlib GmbH からデジ タル保存メ デ ィ アも印刷し た文書
も供給されません。



5 保証



5.1 ド イ ツ連邦共和国に本拠を置 く ラ イセンス取得者への保証



ラ イセンス取得者がその本拠を ド イ ツ連邦共和国に置いている場合は、 以下の規則が適用されま
す ：



8 項を留保し て、 瑕疵保証の法的規定は瑕疵担保期間 （ド イ ツ民法典第 438 条 1 項、 瑕疵請求権の
時効） を 1 年とする条件付きで適用されます。 しかし ながら これは、 (a) PDFlib GmbH が責任を負
うべき瑕疵による人体被害または健康被害の賠償に向けられた、 あるいは PDFlib GmbH またはそ
の法定代理人またはその履行補助者による重大な過失に依拠する瑕疵関連の損害賠償請求、 なら
びに (b) PDFlib GmbH の重大な過失による義務違反、 または PDFlib GmbH の法定代理人または履行
補助者による故意、 または重大な過失による義務違反に基づ く その他の損害には適用されません。











JA-5 ページ /7PDFlib GmbH 一般ライセンス及びサポート条件、12 2013 版



このよ う な場合には法的規則が有効と な り ます。 同様に、 建物ならびに建物のための通常の使用
方法に従って使用され、 その瑕疵の原因と なった物品における瑕疵請求に対し ても、 法定の時効
規定が有効と な り ます。



5.2 ド イ ツ連邦共和国以外に本拠を置 く ラ イセンス取得者への保証



ラ イセンス取得者がその本拠を ド イ ツ連邦共和国に置いていない場合は、 以下の規則が適用され
ます ：



ラ イセンス取得者によ り変更されていない当該プログラムが、 ラ イセンス契約の締結後 30 日以内
に義務付けられた特性を満た さ ない場合、PDFlib GmbH は直ちに自社負担および自社独自の判断で 
(a) 修正または回避策を、 ラ イセンス取得者によ って報告された再現可能なエラーに対し て実施
し、 当該プログラムの更新バージ ョ ンを提供するか、 または (b) その契約に準拠し て支払われたラ
イセンス料金を払い戻し ます。 後者の場合、 ラ イセンス取得者は当該プログラムの使用と販売を
即座に停止し、 PDFlib GmbH によ って配布されたラ イセンスキーを廃棄し なければな り ません。
PDFlib GmbH は、 それ以上の法的責任は明確に負いかねます。



6 サポー ト 契約／サポー ト サービス
ラ イセンス取得者はラ イセンス購入の他に、 年間報酬を払う こ と で PDFlib GmbH のサポー ト サー
ビスを利用する こ とができます （サポー ト 契約）。 この契約は、 ラ イセンス取得者がサポー ト サー
ビスを購入し たラ イセンスに追加し て選択を し、 これが PDFlib GmbH によ り受け入れられる こ と
で成立し ます。 提供されるべきサポー ト サービスは常に、 ラ イセンス取得者によ り ラ イセンス供
与された メ イ ンバージ ョ ンのそれぞれ最新の修正バージ ョ ンにのみ適用され、 その他にも ラ イセ
ンス取得者にラ イセンス供与された メ イ ンバージ ョ ンのラ イ フサイ クルに制限されています。 ラ
イ フサイ クル終了後、 サポー ト 契約の範囲には、 最新メ イ ンバージ ョ ンおよびこのバージ ョ ンの
サポー ト サービスの （サポー ト 料金で償われた） 譲渡に対する ラ イセンス取得者の請求権のみが
存在し ます。



ラ イセンス取得者がサポー ト 契約の期間に関し て契約自動延長のオプシ ョ ンを選択し た場合、 ラ
イセンス取得者が契約期間終了 1ヶ月前までに書面によ って解約を通告し ない限り、 サポー ト 契約
は 1 年の期間満了後に同期間延長されます。



いかなる場合でも、 重大な理由による例外的な解約通告の可能性はあ り ます。



サポー ト 契約の範囲で、 PDFlib GmbH は添付資料 1 の表にある欄 「積極的なサポー ト の場合 （有
償）」 に記載されているサービスを提供し ます。



サポー ト 契約に合意された年間料金は、 それぞれ事前に支払われる ものと し ます。



7 報酬の支払い
PDFlib GmbH の請求書は受領後 30 日以内に支払われる ものと し ます。 PDFlib GmbH に支払われる
報酬 （ラ イセンス料、 サポー ト 料） は、 付加価値税が適用される場合その分だけ高 く な り ます。



8 法的責任



8.1 ド イ ツ連邦共和国に本拠を置 く ラ イセンス取得者への責任規定



ラ イセンス取得者がその本拠を ド イ ツ連邦共和国に置いている場合は、 以下の規則が適用されま
す ：



単に過失によ って契約の基本的な義務 （つま り、 一般にその義務の履行によ って契約の適切な遂
行が初めて可能にな り、 また、 その義務が順守されている こ と を契約パー ト ナーが常に信じ てよ
いよ う な義務） を履行し なかったこ とに対する PDFlib GmbH の法的責任は、 契約締結時に予想可
能な典型的損害に限定されます。 単に過失によ って契約の基本的でない義務を履行し なかった場
合は、 PDFlib GmbH は法的責任を負いかねます。



8.2 ド イ ツ連邦共和国以外に本拠を置 く ラ イセンス取得者への責任規定



ラ イセンス取得者がその本拠を ド イ ツ連邦共和国に置いていない場合は、 以下の規則が適用され
ます ：



使用によ って場合によ り生じ る損失、 営業停止、 又は間接的な特殊な副次的損失又は同等の種類
の二次損失 （失った利益も含む） は、 対策の種類に無関係に当事者のどち ら も責任を負う こ とは
な く 、 契約の種類によ り、 許可されていない行為 （過失も含む）、 厳密な製造物責任又はその他の
方法によ って制限されます。 PDFlib GmbH の法的責任は、 いかなる法的根拠においても、 （a） ラ イ
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センス契約に関し てはラ イセンス料の 5 倍、 及び （b） サポー ト 契約に関し てはサポー ト の年間料
金に制限されます。



さ らに PDFlib GmbH は、 プログラム所有者がこ こに説明されている ラ イセンスを ラ イセンス取得
者に与える権利を有し、 また当該プログラムが PDFlib GmbH の知り得る限り、 第三者のいかなる
権利も侵害し ないこ と を実証し ます。 上記の実証が誤っている場合、 ラ イセンス取得者に第三者
の相反する権利から プログラムの使用が禁止される と、 PDFlib GmbH は独自の選択で (a) ラ イセン
ス取得者にプログラムを引き続き使用する権利を与えるか、 または (b) 第三者の権利を侵害し ない
よ う、 大幅な利用制限な しにプログラムを変更または交換し ます。 PDFlib GmbH に対する さ らなる
要求は除外されます。



9 データ保護
PDFlib GmbH は個人データ を、 これがラ イセンス取得者との契約関係を遂行し履行する目的に必要
と なる限り において、 収集、 加工、 使用、 伝達し ます。



10 適用法
本契約にはラ イセンス取得者が本拠を置いている国の法律が適用されますが、 ウ ィ ーン売買条約
および国際私法の抵触法は除外されます。



11 裁判管轄地
購入契約、 ラ イセンス契約、 および / またはサポー ト 契約に関連する、 すべての紛争の専属的裁
判管轄は、 ラ イセンス取得者の権利に対し ては PDFlib GmbH の本拠地と な り、 PDFlib GmbH の権
利に対し てはその選択によ り ラ イセンス取得者の本拠地または PDFlib GmbH の本拠地と な り ます。
しかし ながら場合によ っては、 他方の当事者が最初の訴えがあった場所で反訴の申し立てをする
べきだ とする法的規則がある可能性があ り ます。
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添付資料 1 ： サポー ト サービス



サービスの特徴 例
保証
（無償）



積極的なサポー ト の場
合
（有償）



サポー ト の場合の対応時間 （実際の
ト ラ ブルシューテ ィ ングはも っ と長
く かかる場合がある）



定義されていない 2 営業日



製品のサポー ト 期間 ド イ ツ ： 1 年
その他 ： 30 日



製品のラ イ フサイ クル
（それぞれの現行バー
ジ ョ ンのみ）



エ ラーが発生し た場合の修正1 又は
回避方法



1. ラ イセンス供与されたすべてのプ ラ ッ ト フ ォーム及びそれぞれ使用される対応言語のための修正バージ ョ
ンによ っ て実施。



法律で義務付けられて
いる限り において含ま
れる



含まれる



旧バージ ョ ン と完全には互換性のな
い、 オペレーシ ョ ンシステムプ ラ ッ
ト フ ォームの新バージ ョ ンのための
適合 1。



Windows 8 では、
Windows 7 で動作し て
いたプログラムの適合
が必要と な り ます。



含まれない 含まれる



旧バージ ョ ン と完全には互換性のな
い、 対応言語の新メ イ ンバージ ョ ン
のための適合 1。



PHP 5 は、 PHP 4 用
PDFlib 対応言語の適合
を必要とする。



含まれない 含まれる



最新ではないがこれまでサポー ト さ
れ、 言語の修正バージ ョ ンが旧バー
ジ ョ ン と完全には互換性のない、 対
応言語の修正バージ ョ ンのための適
合 1。



すでに PHP 5.5 がサ
ポー ト されています
が、 PHP 5.4.1 では
PHP 5.4.0 用の PDFlib
対応言語の適合が必要
と な り ます。



含まれない 含まれる



ラ イセンス供与された製品の最新の
修正バージ ョ ンへのア ッ プデー ト



PDFlib 9.0.1 から
PDFlib 9.0.2 への変更



修正バージ ョ ンのア ッ
プデー ト の表価格



無償



ラ イセンス供与された製品の最新の
メ イ ンバージ ョ ンへのア ッ プデー ト



PDFlib 8 から PDFlib 9
への変更



メ イ ンバージ ョ ンの
ア ッ プデー ト の表価格



無償



新しい メ イ ンバージ ョ ン又は修正
バージ ョ ンの公開情報



– E メ ールで



ア ッ プデー ト 表価格での、 同じ メ イ
ンバージ ョ ンのよ りハイグレー ド な
製品の最新の修正バージ ョ ンへの
ア ッ プグレー ド



PDFlib 9 から
PDFlib+PDI 9 への変更



次のメ イ ンバージ ョ ン
のリ リース後、 1 年間
可能



製品のラ イ フサイ クル
を通し て可能



ラ イセンス供与された製品の、 表価
格での追加ラ イセンス購入



ラ イセンス取得者が
PDFlib 8 を使用し てお
り、 このバージ ョ ンの
他のラ イセンスが、 す
でに PDFlib 9 が利用可
能であるにも関わらず
必要と なる。



次のメ イ ンバージ ョ ン
のリ リース後、 1 年間
可能



製品のラ イ フサイ クル
を通し て可能
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1 通则
1.1 适用范围



本许可条款和支持条款适用于所有 PDFlib 有限责任公司的产品。PDFlib 有限责任公司仅向企业供
应产品和服务，并不面向消费者。



下述条款 2 至 5 仅涉及由被许可人购买获得的或者可能供其免费使用的、与程序相关的许可，条款 
6 涉及可能有的、附加的、与程序相关的支持关系 / 支持服务 （软件维护），条款 7 至 11 涉及双
方责任与义务。



1.2 许可产品



PDFlib 有限责任公司以此一般性许可条款和支持条款为基础签订的许可合同，如未作其他明确约
定，仅包括可执行的目标代码，不涉及有关产品源代码的权利。在本合同中，被许可人从 PDFlib 
有限责任公司获得许可的具体产品被统称为 “ 程序 ”。随程序附赠一本电 ‐ 子 ‐ 手 ‐ 册 （“ 文
件 ”），其中介绍了程序属性和程序应用。



1.3 系统前提条件



被许可人在购置程序之前应根据 （在购置前可免费获得的）文件内容确定，其为应用程序而计划使
用的平台 （较之条款 1.4）是否符合文件中特定的系统前提条件。仅当程序在文件规定的特定平台
上使用时，程序才满足文件中说明的属性，才具备修正、应急变通方案、调整等支持性能。



1.4 定义



在本条款范围内适用下述定义：



平台是操作系统与一个或者多个硬件结构的结合体。将与操作系统和 / 或硬件完全兼容的版本视为
一个平台，但在 OS X 和 Windows 操作系统下，服务器版本和桌面版本构成了不同的平台。



举例：Windows XP/Vista/7/8 （Windows Server 除外）x86/x64 是一个平台。Solaris x86/x64/
sparc 是一个平台。



产品是指 PDFlib 有限责任公司为特定平台提供的软件。



举例：用于 Windows Server x86/x64 的 PDFlib 9 ；用于 Linux x86 的 PDFlib+PDI 9。



主版本 (major release) 是一款产品带有显著扩展功能的新版本。



举例：PDFlib 9 ； TET 4



修订版（minor release 或 maintenance release）是一款产品中去除缺陷的新版本，产品与一个
操作系统或者一种语言绑定的新版本相适应。修订版不含有显著的扩展功能， 应明确标注。



举例：PLOP 4.1 即为 PLOP 4 的修订版。



更新至新的主版本 (major update) 是将一个现有的产品许可转换成用于同种平台的相同产品新主
版本的许可。



举例：将用于 Windows XP/Vista/7/8 的 PDFlib 8 转换为用于 Windows XP/Vista/7/8 的 PDFlib 
9。



更新至当前的修订版 (minor update) 是将一个用于旧修订版的许可转换为一个用于同一平台的当
前修订版的许可。在修订版中原有许可的密钥将被更新。



举例：将适用于 Linux 的 PDFlib 9.0.1 转换为适用于 Linux 的 PDFlib 9.0.5。



更新是将用于一种产品的现有的许可转换为用于一种在功能上扩展了第一种产品的更高级产品的同
一主版本的许可。



举例：将 PDFlib+PDI 更新为 PDFlib 9 或者将 PDFlib+PDI 9 更新为 PPS 9。
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缺陷 (Bug) 是指作为与文件编写不符的各种情况、Adobe Acrobat 无法正确显示的 PDF 版本，或指
在使用了合适的输入数据并注意了各种文件编写的边界条件的前提下，仍出现软件崩溃。



举例：按照文件要求应该可以正确进行转换，但是 PDFlib 并未将 JPEG 图片正确转换成 PDF 文
件。



语言绑定版本是用于一种产品的可执行版本，在带一种程序语言或者程序环境的特定平台版本中使
用。



举例：PHP 5.5.6 用于 Linux ； Java 1.7 用于 Windows ； NET 4.0 用于 Windows。



使用寿命确定该产品能够接受多长时间的支持服务 （对于有效的支持协议而言）。一款产品的各个
主版本的使用寿命须明确定义，并公布于 www.pdflib.com。



举例：PDFlib 9 的使用寿命至 2018 年 3 月终止。



运行环境指被许可人对许可产品进行各类应用，非运行环境的应用除外。



举例：使用产品制作发给被许可人客户的 PDF 账单。



非运行环境指对许可产品的下述使用方式：



(a) 被许可人在研发和测试环境中使用产品，以准备部署于运行环境。仅处理被许可人产品的研发
人员或者测试人员可能通过网络接触到研发环境或者测试环境，产品的许可副本已内置或者将要内
置入研发环境或测试环境中，且必须在与获得许可所使用平台相同的平台下运行研发环境或者测试
环境；



(b) 使用产品是为了向被许可人的客户或者用户确保性能质量；



(c) 免费演示使用 （产品展示）；



(d) 作为备份副本和在存档系统中保存产品；以及



(e) 在同一平台的备份 （备用）系统中使用产品。如果主系统故障导致主系统和备份系统无法同时
成为运行环境的组成部分，则备份系统将成为运行环境的组成部分。



举例：在设置被许可人产品的编程岗位上使用该产品。



云计算平台是计算机的联合体，借助该联合体被许可人既可以在一体化的虚拟平台环境下仅使用一
台物理计算机较小的容量空间，也可同时使用多台物理计算机的容量空间。此外还可以不断变更在
虚拟平台环境下运行的物理计算机及数量。



举例：Amazon EC2，Windows Azure



虚拟机指一个或者多个虚拟化且彼此独立的平台环境 （具有相同或者不同的平台类型），其通过虚
拟化，并不直接作用于专用物理主机的硬件，而是通过进行资源管理的中间层 （管理程序）作用于
一台物理计算机。



举例：VMware



2 许可范围
2.1 有偿许可



通过有偿获取 PDFlib 有限责任公司许可的方式给予被许可人以非独占的方式，在运行环境下与被
许可人约定数量的、在特定平台上运行的使用主机上永久使用程序的权利 （许可）；无偿许可参见
条款 2.4 和 2.5。



使用主机指：



(a) 如果在特定平台的物理主机上使用，即指该计算机，即使计算机上同时运行多台与特定平台类
型相同的虚拟机；



(b) 如果在云计算平台下使用，指由被许可人使用的虚拟化平台环境 （对于典型的商业化云端供
应，则指其中的 “ 主机 ”）。



2.2 协议及许可转让



只要被许可人与第三方按照规定填写 PDFlib 有限责任公司的许可转让表格，并将表格寄至 PDFlib 
有限责任公司，则有偿许可协议，包括可能存在的相关支持协议 （条款 6）可以整体转让给第三方
（合同转让）。
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如果被许可人 （或者其前权利人）将目标代码内置入己有产品，只要这一行为在使用目的和功能方
面实质上超出了 PDFlib 有限责任公司的内置程序，且未显示出与签订合同时 PDFlib 有限责任公司
销售的其他产品相同的功能，则被许可人不受上述条款约束，有权将授予其在一台或者多台使用主
机上运行的每个 （部分）许可分开转让给第三方 （接受许可方）（许可转让）。只要拆分许可时并
未在整体上比原有许可转让 （或者保留）了更多的使用主机，则用于一个或者多个使用主机上的每
个 （部分）许可均可转让给不同的接受许可方。



2.3 用于非运行环境的许可



条款 2.3 适用于各类平台上 PDFlib 有限责任公司软件产品的可执行目标代码， IBM zSeries 平台
及其兼容的系统除外。



被许可人除了在其运行环境中按照条款 2.2 所示的范围使用各种依法获得有偿许可的程序样本之
外，还可在其企业的非运行环境中的任意范围内使用。按照条款 2.1 进行合同转让时，这一权利也
随之转让给第三方。



2.4 免费产品



针对 PDFlib FontReporter Plugin，PDFlib TET Plugin 和 PDFlib TET PDF IFilter（仅涉及桌面
版本和仅在非运行环境下使用的产品），授予被许可人非独占的、无偿的、不可转让的、永久地在被
许可人任意多台计算机上使用程序的许可。条款 5 （担保）和条款 8 （责任）不适用于此类许可，
但关于赠与的法律规范则适用。



2.5 对程序评估版本的无偿使用



PDFlib 有限责任公司以条款 2.5 的许可条款为基础，在其网页上为部分产品提供可免费下载、无
需购买许可密钥也可运行的版本 （评估版本）。相对于同一种产品的有偿许可版本 （参见条款 
2.1）评估版本在使用方面受限 （功能限制），这一点从各自的相关产品文件中即可体现。评估版本
授予了被许可人在其任意多台计算机上用于评估程序而长期使用的、非独占的、无偿的、不可转让
的许可。基于此，评估即指被许可人考察是否需要购买，并在其运行环境中使用该程序，同时也指
被许可人对内置 （日后购买的）有偿许可程序副本或是内置评估版本的产品所做的研发，其使用目
的实质上超出了 PDFlib 有限责任公司的内置程序。如果被许可人将评估版本内置入上述已有产品，
那么其在转交其产品时有权向第三方转让内置的评估版本许可。



2.6 PDFlib Block Plugin



PDFlib Block Plugin 是 PDFlib 个性化服务器的组成部分，其除了授予 PDFlib 个性化服务器的被
许可人条款 2.1 授予的许可之外，还授予其向任意数量的第三方转让产品并授予第三方出于自身目
的而使用 PDFlib Block Plugin 的权利，但前提条件是第三方在接受被许可人转让后有义务仅按上
述方式使用 PDFlib Block Plugin，且不得再转让他人。在 PDFlib 个性化服务器的许可被转让的情
况下，权利也相应转移给许可接受方。



3 限制
3.1 知识产权



程序和文件属于 PDFlib 有限责任公司受著作权法保护的知识产权。



只要被许可人在处理已有 PDF 文件的过程中借助程序使得一定操作的加密设置 （例如打印、文本复
制）失效，那么其将有义务遵守著作权法的规定，尤其是德国著作权法第 95a 条及其后续条款的规
定或者旨在保护技术措施的可适用的其他著作权法律规范的规定。只要被许可人使用了处理此类 
PDF 文件的、作为受著作权法保护的作品的程序，且只要规避有效的技术措施对于具体文件处理来
说必不可少，那么被许可人应确保权利持有人向其表示对规避的同意。



3.2 反向工程和保密



只要按照德国著作权法第 69e 条或者其他反编译的、可适用的著作权法规定不允许进行翻译、拆
分、反向工程，那么被许可人有义务保证不对程序进行翻译、拆分和反向工程。



被许可人有义务不得将 PDFlib 有限责任公司按照条款 2.2 授予的许可密钥转送给他人或者使大众
可以获取该许可密钥，但协议转让和许可转让除外。



3.3 更新的程序版本 （更新）和许可扩展 （升级）



如果被许可人获得了新的主版本或者当前的修订版本或者升级版本的更新，根据下述规定将获得取
代旧许可的新许可。在提供新版本后的六十个日历日内，在旧版本的许可和新版本的许可同时并存
的时期内，旧版本的许可将终止。
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4 供货
仅以数码格式提供程序和文件。可从 PDFlib 有限责任公司的网页上下载程序、文件和各种相关的
修订版。PDFlib 有限责任公司不提供数码存贮器及相关打印版文件。



5 担保
5.1 对于住所在德意志共和国的被许可人的担保



如果被许可人在德意志共和国境内有住所，那么适用下述规定：



条款 8 适用下述尺度的法定瑕疵担保规定，物的瑕疵担保期限为一年 （瑕疵担保请求权的时效参见
德国民法典第 438 条第 1 段）。但此规定不适用于瑕疵导致的下述损害赔偿请求权：(a) 由于可归
责于 PDFlib 有限责任公司的瑕疵或者由于 PDFlib 有限责任公司或其法定代表人或履行辅助人的重
大过错，提出人身损害或者健康损害的赔偿请求权，且不适用于 (b) 由于 PDFlib 有限责任公司重
大过失而违反义务或者由于 PDFlib 有限责任公司法定代表人或者履行辅助人故意或重大过失而违
反义务导致的其他损害；在上述情况下仍适用相关法律规定。同样对于建筑物和按照通常的使用方
式可以当作建筑物使用的物，因其瑕疵形成的瑕疵担保请求权均适用法定的时效规定。



5.2 对于住所不在德意志共和国的被许可人的担保



如果被许可人在德意志共和国境内没有住所，那么适用下述规定：



如果被许可人在德意志共和国境内没有住所，那么适用下述规定：如果非由被许可人修改的程序在
许可合同签订后的三十天内未满足其应具备的属性，那么 PDFlib 有限责任公司应毫无迟延地承担
费用且自行判断决定 (a) 进行更正或者对于被许可人可能报告的、再次出现的错误采取应急变通方
案，并提供程序的更新版本，或者 (b) 退还按照本合同支付的许可费用。在后一种情况下被许可人
应立即停止使用和分发程序，并销毁 PDFlib 有限责任公司授予的密钥。明确排除 PDFlib 有限责任
公司需承担其他责任。



6 支持协议 / 支持服务
被许可人除了购买许可之外，还可以支付年费附加要求 PDFlib 有限责任公司提供支持服务 （支持
协议）。通过被许可人在与其相关的许可之外选择支持服务且 PDFlib 有限责任公司接受选择的服务
以达成约定。此类支持服务始终仅涉及被许可人获得许可的主版本的更新版本，且受被许可人获得
许可的主版本的使用寿命的限制。使用期限届满后在支持协议的范围内被许可人可要求转让 （支持
费用已经偿付的）当前主版本的请求权和与提供此版本相匹配的支持服务的请求权。



如果被许可人选择了在支持服务期限届满时自动延长合同期限，只要被许可人最迟未在期限结束前
的一个月以书面声明形式解除支持协议，那么在一年的期限结束后协议将延长相同期限。



出于重要理由非常规解约的可能性在这种情况下不受影响。



PDFlib 有限责任公司在支持协议的范围内提供附件 1 表格 “ 主动支持 （付费）” 一栏中引述的
服务。



应事先缴纳支持协议中约定的年费。



7 支付?酬
在收到 PDFlib 有限责任公司的账单后三十天内应进行支付。如适用，应向 PDFlib 有限责任公司支
付的报酬 （许可费、支持服务费）应加上法定的增值税。



8 责任
8.1 被许可人在德意志共和国境内有住所情况下的责任规定



如果被许可人在德意志共和国境内有住所，那么适用下述规定：



如果被许可人在德意志共和国境内有住所，那么适用下述规定：PDFlib 有限责任公司因一般过失而
违反主要合同义务的责任 （即义务的履行完全使合同当事人按规定执行合同，且通常情况下合同当
事人均会遵守合同义务），仅限于典型的损害和签订合同时可以预见的损害范围内。排除 PDFlib 有
限责任公司承担因一般过失承担违反非主要合同义务的责任。



8.2 被许可人在德意志共和国境内无住所情况下的责任规定



如果被许可人在德意志共和国境内没有住所，那么适用下述规定：
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任何一方当事人都不对因使用而可能带来的损失、经营中断或者间接的、特殊的、次要损失或者无
论哪种形式的间接损失 （包括错失的利润在内的损失）承担责任，且无论行为的类型是基于合同、
侵权 （包括出于过失的侵权）、严格的产品责任或者以其他方式导致损失。(a) 对于源于许可合同
并且与许可合同相关的情况，PDFlib 有限责任公司的责任限制在五倍许可费之内； (b) 对于源于支
持协议并且与支持协议相关的情况，PDFlib 有限责任公司的责任限制在支持服务年费的范围内。



另外，PDFlib 有限责任公司确认其为程序的所有人且有权向被许可人颁发本文所称的许可，并确认
在 PDFlib 有限责任公司穷尽其知晓信息的范围内程序并不侵犯第三方的权利。如果前述确认内容
虚假且在这种情况下由于第三方的冲突性权利使得被许可人被禁止使用 程序，那么 PDFlib 有限责
任公司自行选择 (a) 为被许可人创设权利使其继续使用程序，或者 (b) 在对使用不加显著限制的情
况下更改或者更换程序，以便不损害第三方的权利。排除对 PDFlib 有限责任公司主张其他请求权
的可能性。



9 数据保护
仅当为了处理和履行与被许可人之间的合同关系时，PDFlib 有限责任公司才要求提交、处理、使用
和传递与个人相关的数据信息。



10 适用的法律
本合同适用被许可人住所地国家的法律，但不适用联合国买卖法 /国际货物销售合同公约和国际私
法冲突规范。



11 管辖
源于本买卖合同、许可合同和 / 或支持协议且与之有关的所有争议，对于被许可人的请求权仅由 
PDFlib 有限责任公司住所地法院管辖，对于 PDFlib 有限责任公司的请求权其可选择由被许可人住
所地法院管辖或者由 PDFlib 有限责任公司住所地法院管辖。对于另一方当事人在原起诉地提出反诉
的可能有的法律规定并不因此受影响。
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附件 1：支持服务



服务特征 举例
担保服务
（免费）



主动支持
（付费）



支持服务的反应时间 （切实地消除缺
陷可能持续更长时间）



未定义 两个工作日



对一项产品的支持时间 德国：一年
其他国家 / 地区：三十
天



产品使用寿命 （仅涉
及各自的更新版本）



对一个瑕疵的更正1 或者采取的应急
方案



1. 1. 借助一个用于所有许可平台和各类应用的语言绑定版本的修订版实现。



法律如有规定则应包括
在内



包括在内



与一个同上文所述内容不完全兼容 1



的操作系统平台的新版本相适应。
Windows 8 要求与 
Windows 7 环境下提供
的程序相适应。



不包括在内 包括在内



与一个同上文所述内容不完全兼容 1



的语言绑定版本的新的主版本相适
应。



PHP 5 要求与用于 PHP 
4 的 PDFlib 语言绑定
版本相适应。



不包括在内 包括在内



与语言绑定版本的修订版相适应，非
当前版本，但迄今为止得到支持，此
种语言绑定版本的修订版与上文所述
版本不完全兼容 1。



PHP 5.4.1 要求与用
于 PHP 5.4.0 的 
PDFlib 语言绑定版本
相适应，虽然已支持 
PHP 5.5。



不包括在内 包括在内



更新至许可产品的当前修订版 由 PDFlib 9.0.1 更新
至 PDFlib 9.0.2



用于修订版更新的价格
清单



免费



更新至许可产品的当前主版本 由 PDFlib 8 更新至 
PDFlib 9



用于主版本更新的价格
清单



免费



用于公布新的主版本或者修订版的信
息



– 通过电子邮件



更新至同种 ‐ 主版本更高级产品的
当前修订版，更新按照价格清单



由 PDFlib 9 更新至 
PDFlib+PDI 9



可以在发布下一主版本
后的一年内



可以在产品的整个使用
寿命期间



按照价格清单补充购买许可 ‐ 产品
的其他许可



虽然 PDFlib 9 已可以
使用，但被许可人使用 
PDFlib 8 且需要这一
版本的其他许可。



可以在发布下一主版本
后的一年内



可以在产品的整个使用
寿命期间
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How to use PDFlib products
with PHP
Last change: April 22, 2016
Latest PDFlib version covered in this document: 9.0.6
Latest version of this document available at:
www.pdflib.com/developer/technical-documentation 



Contact:
PDFlib GmbH
Franziska-Bilek-Weg 9
80339 München, Germany
phone +49 • 89 • 452 33 84-0
support@pdflib.com
www.pdflib.com



1 Scope of this Document
This document explains various possibilities for successfully deploying PDFlib products 
as a PHP extension. The generic term PDFlib is used to designate one of the following 
distinct products:



> The PDFlib base product
> PDFlib+PDI, a commercial superset of PDFlib which also contains the PDF Import 



Library (PDI)
> PDFlib Personalization Server (PPS), a superset of PDFlib+PDI with advanced Block 



filling features for personalizing PDF documents.



Most of the PDFlib information applies to other PDFlib GmbH products analogously. 
Notes for the following products are included where applicable:



> PDFlib TET (Text and Image Extraction Toolkit)
> PDFlib PLOP (Linearization, Optimization, Protection) and PLOP DS (Digital Signa-



ture)
> PDFlib pCOS (PDF Information Retrieval Tool) 



The methods for deploying any of these products as a PHP extension are the same in all 
cases. Multiple versions of these products cannot be deployed at the same time. Differ-
ent products can coexist within one PHP installation, however. Note that the evaluation 
versions of commercial PDFlib products will be fully functional, but will display a demo 
stamp across all generated PDF pages unless a valid license key is applied. Other PDFlib 
GmbH products have other restrictions in evaluation mode (see documentation).



This document applies to the following versions of PDFlib GmbH products:
> PDFlib 9.0.6
> TET 5.0
> PLOP and PLOP DS 5.1
> pCOS 4.0



Where applicable, version-specific information is provided separately.





http://www.pdflib.com/developer/technical-documentation


mailto:support@pdflib.com


http://www.pdflib.com
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2 Supported Platforms and PHP Versions
Loadable PHP extension modules implemented as DSOs (dynamic shared objects, also 
called dynamic link library DLL) are the recommended method of using PDFlib with 
PHP. PHP supports dynamic loading of extensions from DSOs on the following plat-
forms (only platforms supported by PDFlib GmbH are mentioned here):



> Windows Server x86/x64 and Windows XP/Vista/7/8/10 x86/x64;
> OS X and OS X Server
> Linux x86 and Intel 64
> Linux on zSeries
> FreeBSD x86/Intel 64
> Oracle Solaris on x86 and Sparc
> HP-UX IA-64
> AIX 32-bit; the PDFlib DSO for AIX can also be used on IBM i5/iSeries
> IBM i5/iSeries (see Section 6.4, »Installing and Using the PDFlib DSO on i5/iSeries«)



The distribution packages shipped by PDFlib GmbH contain DSOs for a number of PHP 
versions. These are grouped into several directories as follows (not all PHP versions are 
supported on all platforms, though):



> bind/php/php-540 for PHP 5.4.0 and above
> bind/php/php-550 for PHP 5.5.0 and above
> bind/php/php-560 for PHP 5.6.0 and above
> bind/php/php-700 for PHP 7.0.0 and above



Using commercial PDFlib packages with PHP on platforms with DSO support. PDFlib 
GmbH makes available packages with precompiled binary PDFlib DSOs for several plat-
forms and PHP versions. If such a package is available for your combination of platform 
and PHP proceed with Section 6, »Deploying the PDFlib DSO«.
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3 Required Skill Levels
Making PDFlib work with PHP requires various skill levels depending on your operating 
system platform. We will classify tasks according to the following skill sets:



> A PHP Web programmer knows how to write code for PHP, but doesn’t have experi-
ence with other languages or general system administration tasks. The PHP pro-
grammer usually has access to other people who are responsible for performing con-
figuration tasks.



> A sysadmin feels comfortable working with PEAR and other command-line tools, hap-
pily edits php.ini and does not hesitate to restart the Web server (i.e. Apache or IIS) if 
required for installation or configuration purposes. Appropriate permissions (access 
rights) to do all this are also part of the sysadmin profile.



> A C developer has access to a C development environment (header files, compiler, 
linker, associated system libraries) and can work with configure scripts and Make-
files or corresponding IDE features.



It may help to classify yourself according to these types of developers. The remainder of 
this document describes tasks which require at least sysadmin or C developer skills. PHP 
developers without additional knowledge or assistance will not be able to perform the 
required steps without assistance.
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4 Testing your Installation
After you installed your PDFlib product extension for PHP using any of the methods 
discussed in this document you may want to test your installation in order to see 
whether everything works as expected.



The PHP info page. You can test the success of your PDFlib product installation and 
configuration with the following mini PHP script:



<?phpinfo()?>



Check the output created by phpinfo( ) for one of the following:
> If the output contains the line



PDFlib GmbH Binary Version



you are using a precompiled PDFlib DSO provided by PDFlib GmbH.
> If you see the line



PDFlib GmbH Version



you are using your own PDFlib DSO or custom PHP with a statically linked PDFlib. 
The version number of the PECL module which has been used to build the PDFlib ex-
tension will also be shown.



> If you don't find any PDFlib section check your log files to determine the reason.



The PDFlib product examples. The distribution package of your PDFlib product in-
cludes two flavors of examples which you can use to test your installation. In the bind/
php directory you can find PDFlib programming examples. To use the examples proceed 
as follows:



> Copy the PHP samples and data files to your htdocs directory or another directory 
which has been configured appropriately in the Web server:



$ cp bind/php /path/to/htdocs
$ cp bind/data /path/to/htdocs



> point your browser to the URLs of the examples
> enjoy the generated PDFs
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5 PDFlib in Hosting Environments
You are running a site at a Web hosting provider. In this case there are various consid-
erations (we can ignore the case where a PDFlib extension for PHP is already installed 
since there’s nothing more to do):



> Some providers do not allow custom PHP extensions; in this case you are out of luck.
> With some providers you can maintain your own copy of php.ini, while others don’t 



allow this. If you can’t edit php.ini and this file contains enable_dl=Off you are out of 
luck.



You are a Web hosting provider. As a provider you should be aware of the following:
> Although PDFlib Lite source code is freely available, and many Linux and PHP distri-



butions contain PDFlib Lite, the PDFlib Lite license does not cover free use of PDFlib 
Lite on a Web hoster’s systems.



> You can install commercial PDFlib DSOs even without obtaining a license. In this sit-
uation you can install one of the precompiled PDFlib DSOs supplied by PDFlib GmbH 
without a license key (i.e. a demo stamp will be created). Those among your custom-
ers who wish to commercially use it can obtain a commercial license to disable the 
demo stamp. In other words, you can offer PDFlib without the need for obtaining a li-
cense for all of your servers. The recommended method is to install the PDFlib DSO 
in some globally accessible directory, and set the extension= line in php.ini appropri-
ately.



> Alternatively, if (like an increasing number of providers) you believe in PDFlib avail-
ability as a competitive advantage, you can obtain a site license which covers all your 
servers and customers. Individual users will no longer be required to obtain a license 
on their own in this case. Please contact PDFlib GmbH if you are interested in more 
details.
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6 Deploying the PDFlib DSO
Note In addition to the PDFlib product family, this section also applies to PDFlib TET, PDFlib PLOP, and 



PDFlib pCOS if you replace the string »php_pdflib« with »php_tet«, »php_plop«, or »php_
pcos«, respectively.



Requirements:
> Skill level: sysadmin
> The PDFlib DSO, either built on your own or (preferably) from a binary package pro-



vided by PDFlib GmbH at www.pdflib.com/download/pdflib-family/pdflib-9 
> Working PHP binary



This section applies to the prebuilt DSOs distributed by PDFlib GmbH, as well as to DSOs 
which you have built yourself.



6.1 Installing the PDFlib DSO on Windows
The PDFlib DSOs for Windows (actually DLLs) have been tested with the binary PHP dis-
tribution which is available from www.php.net. You will find PDFlib DSOs for various 
versions of PHP on Windows in the uncompressed package.



The PDFlib DSO in the following directory has been built for a multithreaded version 
of PHP:



bind/php/php-<version>/php_pdflib.dll



We also offer Windows binaries of the PDFlib PHP binding which have been built with-
out support for thread safety. These binaries are named as follows (ZTS refers to Zend 
Thread Safety, a threading abstraction layer):



bind/php/php-<version>-nozts/php_pdflib.dll



The PDFlib bindings for PHP 5.3 and PHP 5.4 have been built with Visual Studio 2008 (al-
so called VS9); the PDFlib bindings for PHP 5.5 and 5.6 have been built with Visual Studio 
2012 (VS11).



For the PHP installation process please follow the documentation of your PHP distri-
bution and copy the PDFlib DSO to the directory which is specified in the extension_dir 
line in php.ini.



Using PDFlib with Zend Server. In order to use PDFlib with Zend Server you must in-
stall the DLL php_pdflib.dll from the php-<version>-nozts_VS9 directory. Copy this DLL to 
the extension directory and restart PHP.



The PDFlib binding for Zend Server has been built with Visual Studio 2008 (VS9).





http://www.pdflib.com/download/pdflib-family/pdflib-9


http://www.php.net
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6.2 Installing the PDFlib DSO on Unix
The PDFlib DSOs for various Unix platforms are available for different versions of PHP. 
You will find PDFlib DSOs in the following location of the uncompressed package (ad-
just the shared library suffix as necessary for your platform):



bind/php/php-<version>/php_pdflib.so



Copy the PDFlib DSO to the directory which is specified in the extension_dir line in 
php.ini.



The standard Unix versions of the PDFlib DSO have been built without multithread 
support. However, the binaries



bind/php/php-<version>mt/php_pdflib.so



which are available for some platforms are PDFlib DSOs for use with versions of PHP 
which include Zend Thread Safety (ZTS) support.



Using PDFlib with Zend Server. In order to use PDFlib with Zend Server you must in-
stall the DSO php_pdflib.so from the php-<version> directory. Copy this DSO to the exten-
sion directory and restart PHP.



6.3 Using the PDFlib DSO
Loading the PDFlib DSO in php.ini. If you decide to load PDFlib every time PHP starts, 
insert the following line in php.ini (adjust the shared library suffix .dll as necessary for 
your platform, e.g. .so):



extension=php_pdflib.dll



and restart your Web server so that the changes are recognized.



Loading the PDFlib DSO explicitly in your PHP script. Without the extension line in 
php.ini you must include the following line in your PHP scripts (adjust the shared library 
suffix .dll as necessary for your platform, e.g. .so):



dl("php_pdflib.dll");



In this case your php.ini must contain the following lines:



safe_mode=Off
enable_dl=On



The line extension_dir is not relevant in this case. Note that for security reasons this 
method is no longer recommended and many Web hosters don’t allow it.



Using PDFlib with Zend Server. Zend automatically recognizes correctly named exten-
sions when PHP is restarted.
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6.4 Installing and Using the PDFlib DSO on i5/iSeries
Note In order to deploy PDFlib with Zend Server for IBM i you must order a PDFlib license key for AIX, 



not a license for i5/iSeries. See below for more information.



The third-party product Zend Server for IBM i allows you to »leverage the power of the 
IBM i platform and the strength and flexibility of PHP to run business-critical applica-
tions on IBM i«, see



www.zend.com/en/products/server/zend-server-ibm-i 



The requirements for using PDFlib with PHP on i5/iSeries are as follows:
> Zend Server for IBM i or Zend Server Community Edition (CE) for IBM i
> PHP 5.3 or above



Zend Server for IBM i is based on the Portable Application Solutions Environment (PASE 
for i), an »integrated runtime for porting selected applications from AIX systems«. PASE 
is not an emulation: since i5/iSeries and AIX are based on the same POWER processor ar-
chitecture, PASE uses the processor directly. There are no performance disadvantages 
when using PASE. More details about PASE can be found on the following IBM Web site:



www.ibm.com/partnerworld/wps/servlet/ContentHandler/pw_com_porting_ibmi_pase 



Perform the following steps to use PDFlib with Zend Server for IBM i:
> Since Zend Server and the underlying Apache Web server are based on the PASE envi-



ronment, you must use the PDFlib package for AIX, not the PDFlib package for i5/
iSeries. Download the following package from the PDFlib Web site:



PDFlib-9.0.x-AIX-php.tar.gz



> Unpack the PDFlib package for AIX, using any of the available tools for unpacking 
.tar.gz packages.



> Locate php_pdflib.so and copy it to the extension_dir of Zend Server. The output of 
phpinfo( ) shows the exact location of this directory.



> As an alternative to the previous step you can also load the PDFlib DSO directly from 
your script without configuring it in php.ini (note that for security reasons this meth-
od is no longer recommended):



dl("php_pdflib.so");



In this case your php.ini must contain the following lines:



safe_mode=Off
enable_dl=On



Now you can create PDF from PHP scripts on i5/iSeries.





http://www.zend.com/en/products/server/zend-server-ibm-i


http://www.ibm.com/partnerworld/wps/servlet/ContentHandler/pw_com_porting_ibmi_pase
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6.5 Common Problems with PDFlib DSOs



6.5.1 All Platforms



Binary characteristics of PHP and PDFlib DSO must match. Several properties of your 
PHP binary must match those of the PDFlib DSO. These properties are determined when 
building PHP, and cannot be changed afterwards. The precompiled DSOs for PDFlib have 
been built as follows:



> non-debug version
> thread-safety as described in Section 6.1, »Installing the PDFlib DSO on Windows« 



and Section 6.2, »Installing the PDFlib DSO on Unix« (TS vs. NTS)
> the API version: choose the matching version from bind/php/php-<version>



If you see an error message similar to the following when trying to load the PDFlib DSO, 
your PHP build number does not match that of the PDFlib module:



PHP Warning: PHP Startup: PDFlib: Unable to initialize module
Module compiled with build ID=API20100525,NTS
PHP compiled with build ID=API20100525,TS



All of these options must match.



Older version of PDFlib built into the PHP binary. PDFlib Lite support must not already 
have been compiled into your PHP version. If your PHP already includes PDFlib Lite sup-
port (this is the case for versions of PHP distributed with some Linux distributions) but 
you need a newer PDFlib version you must first obtain a PHP binary without builtin 
PDFlib support (either by locating the appropriate binary, or rebuilding it yourself).



Maintainers of Linux and PHP distributions should include PDFlib support for PHP 
as DSO because this facilitates updates.



6.5.2 Linux x86 and Intel 64



PDFlib with XAMPP on Linux x86. Some versions of system libraries bundled with the 
XAMPP package may trigger the following error message:



Warning: PHP Startup: Unable to load dynamic library '/opt/lampp/htdocs/test/pdf/pdflib/
bind/php/php-530/php_pdflib.so' - /opt/lampp/lib/libgcc_s.so.1: version `GCC_4.2.0' not 
found (required by /usr/lib/libstdc++.so.6) in Unknown on line 0



In this case you must disable the following two lines in the file bin/envvars, e.g. by add-
ing a comment character at the start of the line:



#binbuild LD_LIBRARY_PATH="/opt/lampp/lib/:$LD_LIBRARY_PATH"
#binbuild export LD_LIBRARY_PATH



PDFlib with XAMPP on Linux Intel 64. Since XAMPP is only available as a 32-bit edition 
you must use the 32-bit edition of PDFlib for this combination. However, you may see 
the following error message:



Warning: PHP Startup: Unable to load dynamic library
'/opt/lampp/htdocs/test/pdf/PDFlib-8.0.4-Linux-php/bind/php/php-530/php_pdflib.so'
- libstdc++.so.6: wrong ELF class: ELFCLASS64 in Unknown on line 0
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The reason for this error is that while XAMPP includes some of the 32-bit runtime librar-
ies required for PDFlib, one important runtime library is still missing. You must install 
the 32-bit version of libstdc++.so.6 on the system. For example, on Debian systems this 
can be achieved with the following command:



apt-get install ia32-libs



6.5.3 OS X



Problems with host font access and certain combinations of PHP and OS X. Generally 
the PDFlib DSO works fine with the native PHP version bundled with OS X. However, 
there are subtle incompatibilities which affect certain combinations of PHP and OS X. 
So far we are aware of the following affected combinations:



> MAMP and OS X 10.9
> Zend Server and OS X (any version)



In these environments the server may hang or crash when attempting to use PDFlib to 
create text output. If the server hangs you will find the following message in the server 
log:



The process has forked and you cannot use this CoreFoundation functionality safely. You 
MUST exec().
Break on THE_PROCESS_HAS_FORKED_AND_YOU_CANNOT_USE_THIS_COREFOUNDATION_FUNCTIONALITY___
YOU_MUST_EXEC() to debug.



An Apache crash may be reported in the dump as follows:



Process: httpd [14885]
Path: /Applications/MAMP/*/httpd
...
Exception Type: EXC_BAD_ACCESS (SIGSEGV)
Exception Codes: KERN_INVALID_ADDRESS at 0x0000000000000008



In order to avoid this problem you must disable the host font feature in PDFlib using 
the following call:



p.set_option("usehostfonts=false");



PDFlib with XAMPP or MAMP on OS X 10.6 and older. If you add the PDFlib PHP exten-
sion to your php.ini on an OS X Intel machine which has XAMPP installed, the following 
error message appears:



dyld: NSLinkModule() error
dyld: Symbol not found: __cg_jpeg_resync_to_restart
Referenced from: /System/Library/Frameworks/ApplicationServices.framework/Versions/A/
Frameworks/ImageIO.framework/Versions/A/ImageIO
Expected in: /Applications/xampp/xamppfiles/lib/libjpeg.62.dylib



The PDFlib extension is linked against the ApplicationServices Framework, and XAMPP 
changes the DYLD_LIBRARY_PATH. This combination confuses the dynamic link editor. 
We found that commenting out DYLD_LIBRARY_PATH in xamppfiles/bin/envvars cures this 
problem.
If you have MAMP installed, the following error message may appear in the log file:
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PHP Warning: PHP Startup: Unable to load dynamic library '/Applications/MAMP/bin/php5.3/
lib/php/extensions/no-debug-non-zts-20090626/php_pdflib.so' - dlopen(/Applications/MAMP/
bin/php5.3/lib/php/extensions/no-debug-non-zts-20090626/libpdf_php.so, 9): Symbol not 
found: __cg_jpeg_resync_to_restart
Referenced from: /System/Library/Frameworks/ApplicationServices.framework/Versions/A/
Frameworks/ImageIO.framework/Versions/A/Resources/libTIFF.dylib
Expected in: /Applications/MAMP/Library/lib/libjpeg.8.dylib
in /System/Library/Frameworks/ApplicationServices.framework/Versions/A/Frameworks/
ImageIO.framework/Versions/A/Resources/libTIFF.dylib in Unknown on line 0



To cure the problem with MAMP comment out DYLD_LIBRARY_PATH in Library/bin/
envvars.
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7 Additional Web Links
> The public PDFlib mailing list for general discussion:



groups.yahoo.com/neo/groups/pdflib/conversations/topics 
> PDFlib support for commercial licensees:



support@pdflib.com 
> General information on installing PHP:



www.php.net/install 
> PEAR and PECL support:



pear.php.net/support.php and pecl.php.net/support.php 
> Instructions on getting the latest version of PEAR:



pear.php.net/manual/en/installation.getting.php 





http://www.php.net/install


mailto:support@pdflib.com


http://pear.php.net/support.php


http://pear.php.net/manual/en/installation.getting.php


http://pecl.php.net/support.php


https://groups.yahoo.com/neo/groups/pdflib/conversations/topics
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1 Scope of this Document
This document explains various possibilities for successfully deploying PDFlib products 
with .NET. The generic term PDFlib is used to designate one of the following distinct 
products:



> the PDFlib base product;
> PDFlib+PDI, a commercial superset of PDFlib which also contains the PDF Import 



Library (PDI);
> PDFlib Personalization Server (PPS), a superset of PDFlib+PDI with advanced Block 



filling features for personalizing PDF documents.



Most of the PDFlib information applies to other PDFlib GmbH products analogously. 
Notes for the .NET editions of the following products are included where applicable:



> PDFlib TET (Text and Image Extraction Toolkit)
> PDFlib PLOP (Linearization, Optimization, Protection) and PDFlib PLOP DS (Digital 



Signature)
> PDFlib pCOS (PDF Information Retrieval Tool) 



The methods for deploying any of these products with .NET are the same in all cases. 
Only a single version of each product at a time can be stored in the Global Assembly 
Cache (GAC). Different products can coexist within one installation, however. Note that 
the evaluation versions of commercial PDFlib products will be fully functional, but will 
display a demo stamp across all generated PDF pages unless a valid license key is ap-
plied. Other PDFlib GmbH products have other restrictions in evaluation mode (see doc-
umentation).



This document applies to the following PDFlib GmbH software versions:
> PDFlib 9.0.6
> TET 5.0
> PLOP and PLOP DS 5.1
> pCOS 4.0





http://www.pdflib.com/developer/technical-documentation


mailto:support@pdflib.com


http://www.pdflib.com
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Where applicable, version-specific information is provided separately.
The .NET editions of PDFlib supports all relevant .NET concepts. In technical terms, the 
PDFlib .NET edition is a C++ class (with a managed wrapper for the unmanaged PDFlib 
core library) which runs under control of the .NET Framework. It is packaged as a static 
assembly with a strong name. The PDFlib assembly (pdflib_dotnet.dll) contains the actual 
library plus meta information.
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2 Requirements
PDFlib products for .NET are available in 32-bit and 64-bit editions for use with various 
versions of the .NET Framework.



.NET Framework versions and PDFlib editions for .NET. The .NET editions of PDFlib 
products are available in the following four combinations:



> 32-bit and 64-bit packages are available in separate installers with the following 
names:



PDFlib-9.0.x-MSWin32-.NET.msi
PDFlib-9.0.x-MSWin64-.NET.msi



> Editions for different versions of the .NET Framework are available in the following 
directories (or similar, depending on the selected installation directory) after run-
ning the installer (replace 32-bit with 64-bit as appropriate):



C:\Users\<user>\Documents\PDFlib\PDFlib 9.0.x 32-bit\.NET Framework 2.0
C:\Users\<user>\Documents\PDFlib\PDFlib 9.0.x 32-bit\.NET Framework 4.0



You must select the matching version of pdflib_dotnet.dll as follows:
> The two editions in the 32-bit package can be used with:



> Microsoft .NET Framework 2.0 - 3.5 (x86)
> Microsoft .NET Framework 4.0 - 4.6 (x86)



> The two editions in the 64-bit package can be used with:
> Microsoft .NET Framework 2.0 - 3.5 (x64)
> Microsoft .NET Framework 4.0 - 4.6 (x64)



Required redistributable C++ DLLs. The .NET editions of PDFlib products require cer-
tain Microsoft C++ runtime libraries. These libraries are readily available if the corre-
sponding version of Microsoft Visual Studio has been installed on the target system:



> for .NET 2.0: Visual Studio 2005 SP1
> for .NET 4.0: Visual Studio 2010 SP1



If the appropriate version of Visual Studio is not present on the target system you must 
install the corresponding Microsoft redistributable package; see »Missing redistribut-
able Microsoft runtime libraries«, page 8.



32-bit and 64-bit combinations. Combinations of 32-bit and 64-bit software must be 
configured carefully according to the table below. The choice of 32-bit or 64-bit Frame-
work on 64-bit Windows depends on the software components in use. For example, 
with IIS it depends on the selected .NET Framework version for the application pool.



Table 2.1 Usability of .NET versions with 32-bit and 64-bit Windows



.NET Framework architecture and version 32-bit Windows 64-bit Windows
32-bit .NET Framework 2.0 - 3.5 (x86) yes yes
32-bit .NET Framework 4.0 - 4.6 (x86) yes yes
64-bit .NET Framework 2.0 - 3.5 (x64) – yes
64-bit .NET Framework 4.0 - 4.6 (x64) – yes
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Programming restrictions. Keep the following in mind when using PDFlib with .NET:
> Since PDFlib contains unmanaged code it cannot be used with serialization. This 



may affect switching to another AppDomain.
> Refer to Chapter 4, »Using PDFlib with ASP.NET«, page 6, for additional notes on ASP.
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3 Basic Installation
Installing the PDFlib .NET Edition. Install PDFlib with the supplied Windows MSI In-
staller. The PDFlib.NET MSI installer installs the PDFlib assembly plus auxiliary data 
files, documentation and samples on the machine interactively.



Silent Install. The MSI installer also supports silent installation. For example, you can 
install PDFlib from the command line without any user intervention with the following 
command (replace MSWin32 with MSWin64 if appropriate):



msiexec.exe /I PDFlib-9.0.x-MSWin32-.NET.msi /qn



Please review the Microsoft Windows Installer documentation for a complete list of 
command line options.



A process called xcopy deployment is also supported. You can simply copy the PDFlib 
assembly (pdflib_dotnet.dll) to the server using the xcopy command or FTP transfer.



The auxiliary file pdflib_dotnet.xml contains XML documentation with a brief sum-
mary of PDFlib API functions which may be useful for IntelliSense tooltips in Visual Stu-
dio. For development purposes ou can copy it to the same location as the DLL, but the 
XML file is not required for deployment.



Testing your installation. After you installed your PDFlib component for .NET you can 
test your installation in order to see whether everything works as expected. The distri-
bution package of your PDFlib product includes various examples which you can use to 
test your installation. You can find PDFlib programming samples in the product instal-
lation directory, e.g. (replace 32-bit with 64-bit as appropriate):



C:\Users\<user>\Documents\PDFlib\PDFlib 9.0.x 32-bit\.NET Framework 2.0
C:\Users\<user>\Documents\PDFlib\PDFlib 9.0.x 32-bit\.NET Framework 4.0



Sample code is provided for VB.NET for use with ASP.NET, C#, VB.NET, and C++ for use 
with CLI. See next chapter for details regarding the use of PDFlib.NET with ASP.NET.
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4 Using PDFlib with ASP.NET
Using PDFlib with ASP.NET. In order to use PDFlib.NET in your ASP.NET scripts you 
must make the PDFlib.NET assembly available to ASP. This can be achieved by placing 
pdflib_dotnet.dll in the bin subdirectory of your IIS installation (if it doesn’t exist you 
must manually create it), or the bin directory of your Web application, e.g.



\Inetpub\wwwroot\bin\pdflib_dotnet.dll or
\Inetpub\wwwroot\WebApplicationX\bin\pdflib_dotnet.dll



When using external files (such as image files) ASP’s MapPath facility must be used in or-
der to map path names on the local disk to paths which can be used within ASP.NET 
scripts. Take a look at the ASP.NET samples supplied with PDFlib, and the ASP.NET docu-
mentation if you are not familiar with MapPath. Don’t use absolute path names in 
ASP.NET scripts since these may not work without MapPath.



The directory containing your ASP.NET scripts must have execute permission, and 
also write permission unless the in-memory method for generating PDF is used (the 
supplied ASP samples use in-memory PDF generation).



Using the installed samples with ASP.NET. To use the examples in the package with 
ASP.NET proceed as follows (in addition to the steps mentioned above):



> copy the <installdir>\resource directory (which contains the required input files for 
the samples) to the directory \inetpub\wwwroot



> copy the directory <installdir>\.NET Framework x.0\examples\asp.net\ExamplesWebsite 
to the wwwroot directory



> copy the PDFlib assembly <installdir>\.NET Framework x.0\bin\pdflib_dotnet.dll to 
inetpub\wwwroot\ExamplesWebsite\Bin



> in IIS Manager right-click on the ExamplesWebsite node under Default Web Site and 
click Convert to Application



> point your browser to the URLs of the examples and enjoy the generated PDFs, e.g.



http://servername/ExamplesWebsite/



If the Web page does not produce a PDF document, note any error messages or num-
bers in the generated HTML output.



Using the installed ASP.NET samples with Visual Studio. As an alternative to running 
the installed samples in ASP.NET you can execute them in Visual Studio directly:



> copy the PDFlib assembly <installdir>\.NET Framework x.0\bin\pdflib_dotnet.dll to
<installdir>\.NET Framework x.0\examples\asp.net\ExamplesWebsite\Bin
Keep in mind that Visual Studio is a 32-bit application (see Section 5, »Troubleshoot-
ing«, page 8) and therefore requires the 32-bit edition of PDFlib.NET, even when run-
ning on a 64-bit system.



> copy the <installdir>\resource directory (which contains the required input files for 
the samples) to the directory
<installdir>\.NET Framework x.0\examples\asp.net\ExamplesWebsite\



> open <installdir>\.NET Framework x.0\examples\asp.net\Examples.sln in Visual Studio, 
and click Debug, Start Without Debugging. In the summary HTML page which appears 
in the browser you can click on individual samples to create PDF output.
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Trust levels in ASP.NET 2.0 or above. ASP.NET 2.0 introduced some restrictions regard-
ing the allowed operations in various trust levels for Web applications. Since PDFlib.NET 
contains unmanaged code, it requires Full Trust level. PDFlib.NET applications cannot be 
deployed in ASP.NET applications with any other trust level, including High or Medium 
Trust.



32-bit Visual Studio with IIS on 64-bit Windows. If you develop on 64-bit Windows us-
ing Visual Studio with IIS integration you need the 32-bit .NET Framework because Visu-
al Studio and the integrated IIS are 32-bit applications. However, once you deploy your 
application to IIS you may need the 64-bit .NET Framework depending on the configu-
ration of the Application Pool.
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5 Troubleshooting
Note In addition to the PDFlib product family, this section also applies to PDFlib TET, PDFlib PLOP, and 



PDFlib pCOS if you replace the string pdflib_dotnet with TET_dotnet, PLOP_dotnet, or pCOS_
dotnet, respectively.



General Debugging Tips. Here are some tips for obtaining information which may be 
helpful for analyzing .NET deployment problems.



> In ASP.NET you will see the version number of the .NET Framework at the bottom of 
the error page.



> In ASP.NET the 64-bit Framework includes Framework64 in the path name.
> When running 32-bit ASP.NET on a 64-bit system the text near the caption »Running 



under executable« contains WOW64, e.g. C:\Windows\SysWOW64\inetsrv\w3wp.exe.



Missing or unreferenced PDFlib assembly. The .NET Framework may issue various er-
ror messages if the PDFlib assembly is not available:



> If one ore more DLLs are missing you may see the following vague error message in 
ASP.NET:



Could not load file or assembly 'pdflib_dotnet.dll' or one of its dependencies.



The specified module could not be found.



or (on Windows 7 and above)



The system cannot find the file specified.



In this case you must make sure that pdflib_dotnet.dll is installed correctly.
> The HRESULT error code 0x800736B1 indicates that the redistributable Microsoft run-



time libraries are missing (see below).
> The ASP.NET error ID BC30002 (The statement has made reference to a type that has not 



been defined.) means that pdflib_dotnet.dll is not referenced. Make sure that PDFlib is 
correctly referenced in your project. For details see



msdn.microsoft.com/en-us/library/sy234eat.aspx 



Missing redistributable Microsoft runtime libraries. After installing the PDFlib assem-
bly you may experience the following error in some situations:



Could not load file or assembly 'pdflib_dotnet.dll' or one of its dependencies.
The specified module could not be found.



This message means that a runtime library is missing. This problem may happen if no 
appropriate version of Visual Studio is available on the target system (see »Required re-
distributable C++ DLLs«, page 3). The required runtime libraries are available for free 
download from Microsoft and can be installed separately if Visual Studio is not avail-
able.



Table 5.1 lists the names and download locations for the required redistributable 
runtime packages. These packages must be installed on the target system if you get the 
error message above.





http://msdn.microsoft.com/en-us/library/sy234eat.aspx
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Wrong mixture of 32-bit and 64-bit DLLs. In ASP.NET you may see the following error 
message:



Could not load file or assembly 'pdflib_dotnet' or one of its dependencies. An attempt 
was made to load a program with an incorrect format.



or



Could not load file or assembly 'pdflib_dotnet' or one of its dependencies. This assembly 
is built by a runtime newer than the currently loaded runtime and cannot be loaded.



This means that a 64-bit DLL is used in a 32-bit environment. You can distinguish 32-bit 
and 64-bit assemblies by looking at the file properties of the DLL (right-click on the DLL 
in Windows Explorer).



Confusing PDFlib assemblies for .NET Framework 2.0 and 4.0. Using the version of 
pdflib_dotnet.dll for .NET Framework 2.0 with .NET 4.0 Framework triggers the following 
error message:



Mixed mode assembly is built against version 'v2.0.50727' of the runtime and cannot be 
loaded in the 4.0 runtime without additional configuration information.



This should be solved by using the pdflib_dotnet.dll for .NET Framework 4.0. You can 
identify assemblies for .NET Framework 2.0 and .NET Framework 4.0 by looking at the 
file properties of the DLL (right-click on the DLL in Windows Explorer).



As an alternative you can add the following attribute to the <startup> element in the 
web.config XML configuration file for the .NET Framework to allow the use of .NET 
Framework 2.0 assemblies with .NET Framework 4.0:



useLegacyV2RuntimeActivationPolicy="true"



For more information about the configuration file for the .NET Framework please refer 
to the following page:



msdn.microsoft.com/en-us/library/bbx34a2h.aspx 



Wrong target architecture in Visual Studio configuration. Since PDFlib.NET contains 
native machine-specific code you cannot use the Visual Studio configuration Any CPU, 
but must select x86 or x64 as target system and use the corresponding version of 
PDFlib.NET if you experience System.BadImageFormatException.



Table 5.1 Required redistributable runtime packages for various .NET Framework configurations



configuration required redistributable package
32-bit .NET Framework 2 x86/x64
(on 32-bit or 64-bit Windows)



Microsoft Visual C++ 2005 SP 1 Redistributable Package 
file name: vcredist_x86.exe or vcredist_x64.exe
www.microsoft.com/download/details.aspx?id=26347 



32-bit .NET Framework 4 x86
(on 32-bit or 64-bit Windows)



Microsoft Visual C++ 2010 SP1 Redistributable Package (x86) 
file name: vcredist_x86.exe
www.microsoft.com/download/details.aspx?id=8328 



64-bit .NET Framework 4 x64
(requires 64-bit Windows)



Microsoft Visual C++ 2010 SP1 Redistributable Package (x64) 
file name: vcredist_x64.exe
www.microsoft.com/download/details.aspx?id=13523 





http://www.microsoft.com/download/details.aspx?id=8328


http://www.microsoft.com/download/details.aspx?id=13523


http://www.microsoft.com/download/details.aspx?id=26347


http://msdn.microsoft.com/en-us/library/bbx34a2h.aspx
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6 Additional Web Links
> The public PDFlib mailing list for general discussion:



groups.yahoo.com/neo/groups/pdflib/conversations/topics 
> PDFlib support for commercial licensees:



support@pdflib.com 





mailto:support@pdflib.com


https://groups.yahoo.com/neo/groups/pdflib/conversations/topics
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PLOP-5.1p1-SunOS-AMD64/doc/system-requirements.txt

============================================
System Requirements for PDFlib GmbH Products
============================================

Latest change: 2016-05-12

This document describes the requirements for using PDFlib GmbH binaries on
various platforms. This list covers all platforms on which at least one
product is supported. It should not be construed as a commitment regarding
the availability of product/platform combinations.

To find out whether a PDFlib GmbH product is supported at all on a particular
platform please check the downloadable binary packages which are available
at www.pdflib.com.


================================
Note on 64-bit Intel platforms
================================
Intel uses the term "Intel 64" for a processor architecture which is
known by several other names:
- Intel formerly called it EM64T (after using IA-32e)
- Microsoft and Oracle call it x64
- AMD calls it AMD64 (after using x86-64)
- Linux systems often refer to x86_64

PDFlib GmbH binaries for Intel 64 work on all architectures listed above.
They do not work on Intel Itanium (formerly called IA-64), which is
a different architecture.
Because of the vendor-specific conventions we continue to use the term "x64"
instead of "Intel 64" in the context of Oracle and Microsoft operating systems. 


================================
Windows
================================

Requirements:
Windows XP/Vista/7/8/8.1/10 on x86 or x64
Windows Server 2003/2003 R2/2008/2008 R2/2012/2012 R2 on x86 or x64

The MSI installers require Windows XP SP3 or a newer system. This
restriction applies only to the installer itself, but not to the installed
software.


.NET binding
------------
The following flavors are supported:
- .NET Framework 2.0 - 3.5
- .NET Framework 4.0 - 4.5
- 32-bit (x86) and 64-bit (x64) versions of the above

See PDFlib-in-.NET-HowTo.pdf for details on .NET configuration.

With ASP.NET 2.0 and above the .NET editions of PDFlib GmbH products require
Full Trust level. They do not work with any other trust level, such as
High or Medium Trust.

C and C++ bindings
------------------
Project files for the programming samples are available for
Visual Studio 2010. Newer versions of Visual Studio can convert these
automatically.

PLOP DS with engine=mscapi requires Windows Vista or above.


================================
Linux
================================
Requirements: GLIBC 2.3 (or later) based system on x86
              GLIBC 2.4 (or later) based system on Intel 64

C and C++ bindings
------------------
Compiler:
    x86: g++ 3.4 or above (gcc 4.0 or above recommended)
    Intel 64: g++ 4.0 or above
    LDFLAGS: "-pthread"

Java, Perl, PHP, Python, Ruby, Tcl bindings
-------------------------------------------
x86 and Intel 64: libstdc++.so.6


================================
OS X
================================
Requirements: OS X 10.6/10.7/10.8/10.9/10.10 on x86/x64

Note for OS X 10.8 and above:
Since OS X 10.8 the Gatekeeper protection feature blocks unsigned
applications. This applies to all PDFlib GmbH command line tools.
If you want to use these tools on OS X 10.8 or later you must inform
the system that it is a safe application. Override Gatekeeper by
Control-clicking the application icon and select "Open" from the top of
the context menu.
This must be done only once per user account.


C, C++, and Objective-C bindings
--------------------------------
Compiler: Xcode 6 or above


PHP language binding
--------------------
Some combinations of OS X versions and PHP builds result in a crash when
accessing host fonts. As a workaround, host font access can be disabled;
see PDFlib-in-PHP-HowTo.pdf for details. The workaround is also mentioned
in a comment in all PHP samples.


PHP language binding
--------------------
Some combinations of OS X versions and PHP builds result in a crash when
accessing host fonts. As a workaround, host font access can be disabled;
see PDFlib-in-PHP-HowTo.pdf for details. The workaround is also mentioned
in a comment in all PHP samples.


================================
FreeBSD
================================
Requirements:
x86: FreeBSD 9/10 and compatible systems
Intel 64: FreeBSD 9/10 and compatible systems

Additional requirement for the Perl, Python, PHP, Ruby and Java language
bindings:
- libstdc++.so.6 must be installed. This can be achieved by adding
  the package /usr/ports/lang/gcc.


================================
AIX
================================
Requirements: AIX 5.2 and compatible systems; currently AIX 6/7

C and C++ bindings
------------------
Compiler: XLC 8.0 or above: you must use a thread-safe variant of the compiler
(such as xlC_r).

g++ is unsupported:
    CFLAGS/CXXFLAGS for g++: "-mxl-compat -pthread"
    LDFLAGS for g++: "-lC -pthread"


================================
HP-UX
================================
Requirements:
HP-UX 11.23 and compatible systems on IA-64
(currently up to 11.31 and 11i v3)

C and C++ bindings
------------------
Compiler: aCC
CFLAGS/CXXFLAGS/LDFLAGS: "-mt" (required for multithreaded applications)
CXXFLAGS/LDFLAGS: "-AA" (required for 2.0 Standard C++ Library)

g++ is unsupported:
    CFLAGS/CXXFLAGS/LDFLAGS for g++: "-lCsup_v2 -pthread",


================================
iOS
================================
Requirements:
- Runtime requirements: iOS 6 or later
- development requirements: Xcode 5.0.1 or later
- supported language bindings: Objective-C, C, C++


================================
Android
================================
Requirements:
- runtime requirements: Android 2.2 (API-Level-8) and newer is supported
- development requirements: Android SDK r21 or newer is recommended.
- supported language binding: Java and C/C++ for NDK.
- supported architecture: ARM


================================================
Windows Embedded CE and Windows Embedded Compact
================================================
Requirements:
- runtime requirements:
  - Windows Embedded CE 6.0, Windows Embedded Compact 7.0
  - CPU architectures: ARMV4I or newer, x86
- development requirements: Platform Builder for Windows Embedded CE 6.0
  or later
- supported language binding: C, C++


================================
Solaris
================================
Requirements: Solaris 8 and above on x86, x64, or sparc

C and C++ bindings
------------------
Compiler: Oracle Solaris Studio
CFLAGS/CXXFLAGS/LDFLAGS: "-mt -lpthread"

g++ is unsupported:
    CFLAGS/CXXFLAGS for g++: "-pthread"
    LDFLAGS for g++: "-lCstd -lCrun -pthread"


================================
i5/iSeries
================================
Note that not all products are available for i5/iSeries. Please refer to
www.pdflib.com regarding the use of AIX 32-bit binaries on i5 systems
with PASE.

General requirements: OS V5 R3 M0 and compatible systems

Requirements for using PDFlib GmbH products with PHP:
- Zend Server for IBM i or Zend Server Community Edition (CE) for IBM i
  (requires PASE for i, which is a no-charge option of IBM i)
- PHP 5.3
- The binaries from the AIX 32-bit package must be used (not from the
  i5/iSeries package)


================================
zSeries
================================
Requirements:
z/OS 1.6 and compatible systems with USS (32-bit/64-bit) or MVS (32-bit)
(MVS versions of PDFlib GmbH products are not thread-safe)

or

zLinux 32-bit or 64-bit (s390/s390x)
GLIBC 2.3 (or later) based system (e.g. SLES 10 or above, RHEL 5 or above).


C/C++ binding
-------------
CFLAGS/CXXFLAGS: -W "c,float(ieee)"
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====================
PLOP and PLOP DS 5.1
====================

New API function:

- PLOP_add_recipient() for certificate security.


API changes:

- PLOP_prepare_signature(): the default of the "sigtype" option has been
  changed from "cms" to "cades" which is the recommended signature type.

- PLOP_create_document(): the default value of the "encryption" option for
  password security has been changed from "algo11 for PDF 1.7ext8 input and
  above, otherwise algo4" to an unconditional "algo11" (i.e. AES-256).
  This implies that Acrobat X is required to open documents protected with
  default password security.
  
- PLOP_create_pvf(): the default of the "copy" option has been changed from
  "false" to "true" for all language bindings except C/C++. This temporarily
  requires more memory, but avoids spurious memory problems in situations
  where the language's garbage collector no longer has a reference to the
  memory.  


====================
PLOP and PLOP DS 5.0
====================

PLOP/PLOP DS 5 introduced a number of incompatible API changes which are
detailed below. It is recommended to take a look at the supplied programming
samples as a starting point for custom applications.

API changes:

- PLOP_close_document() requires an additional optlist parameter (which may
  be empty):
  PLOP_close_document(plop, doc);
  ==>
  PLOP_close_document(plop, doc, "");
  
- PLOP_create_file() must be replaced by PLOP_create_document().

- PLOP_create_document(): the "optimize" option now defaults to "none".


API options which are no longer supported:

- The option "sign" of PLOP_create_document()/PLOP_create_file() is no
  longer supported. Use PLOP_prepare_signature() to supply signature
  options.

- The option "compatibility" of PLOP_create_document()/PLOP_create_file())
  is no longer supported.

- The option "sacrifice" of PLOP_create_document()/PLOP_create_file() no
  longer supports the keyword "signatures"; existing signatures are always
  maintained in the default mode (incremental PDF update), and always
  removed with update=false.
  
- Renamed signature options (formerly suboptions of the "sign" option of
  PLOP_create_document()/PLOP_create_file(), now options of
  PLOP_prepare_signature():
  appearance ==> field
  fieldname ==> name


Deprecated options and keywords in the API:
- Keywords for the "sacrifice" option of PLOP_create_file():
  "pdfa1" is deprecated; use "pdfa"
  
- The "certstore" suboption of the "digitalid" signature option for
  engine=mscapi is no longer required and no longer supported.

- The suboption "keyusage" of the "digitalid" signature option is no longer
  available since the new certificate selection algorithm doesn't need it.
  
- The "subfilter" signature option is no longer supported.

  
Options of the PLOP command-line tool which are no longer supported:
- Option "--compatibility" and short form "-c" are no longer supported.
- Option "--fast" and short form "-f" are no longer supported since fast
  processing without optimization is now default.


The following deprecated API functions have been removed:

- PLOP_create_file() (deprecated in PLOP 5)
  
- PLOP_utf16_to_utf32(), PLOP_utf8_to_utf16(), PLOP_utf8_to_utf32()
  (deprecated in PLOP 4.1)

- PLOP_open_document_mem() (deprecated in PLOP 4)

- PLOP_get_value(), PLOP_set_value(),PLOP_get_parameter(), PLOP_set_parameter()
  (deprecated in PLOP 3)

- PLOP_open_file(), PLOP_close(), PLOP_open_mem(), PLOP_open_callback()
  (deprecated in PLOP 3)


====================
PLOP and PLOP DS 4.1
====================

Deprecated Functions:
PLOP_utf16_to_utf8(), PLOP_utf8_to_utf16(): use PLOP_convert_to_unicode()


Modified option default:
Changed the default of the "optimize" option of PLOP_create_file() to "none"
if the "sign" option was supplied, otherwise "all". This is for the benefit
of signature performance which usually doesn't need optimization. If you
need optimization in combination with signature supply both the "sign" and
"optimize" option to PLOP_create_file().
  
  
Namespace cleanup in various language bindings:
Several namespaces have been modified for consistency among products and
language bindings. These modifications require corresponding small changes
in application source code. The required changes are listed below:


Java
====
The name of PLOP-specific exceptions changed:

import com.pdflib.PLOPlibException;
==>
import com.pdflib.PLOPException;

catch (PLOPlibException e) {
==>
catch (PLOPException e) {


Perl
====
The name of PLOP module in the old-style (functional) Perl binding changed:

use ploplib_pl 3.0;
==>
use plop_pl 4.1


PHP
===
The name of the DSO and the name of PLOP-specific exceptions changed.
The new extension name must be used in php.ini:

extension=libplop_php.so
==>
extension=php_plop.so

catch (PLOPlibException $e) {
==>
catch (PLOPException $e) {


COM
===
The name of the PLOP object changed:

Visual Basic:
Dim plop As PLOPlib_com.plop
==>
Dim plop As PLOP_com.plop

Set plop = New PLOPlib_com.plop
==>
Set plop = New PLOP_com.plop

Similarly, the reference to PLOP in .vbp project files must be adjusted.

ASP:
plop = Server.CreateObject("PLOPlib_com.PLOP");
==>
plop = Server.CreateObject("PLOP_com.PLOP");


.NET
====
The name of the PLOP object and the name of PLOP-specific exceptions changed:

C#:
using PLOPlib_dotnet;
==>
using PLOP_dotnet;

static PLOPlib p = null;
==>
static PLOP p = null;

catch (PLOPlibException e) {
==>
catch (PLOPException e) {


VB.NET:
Imports PLOPlib_dotnet
==>
Imports PLOP_dotnet

Dim p As PLOPlib = Nothing
==>
Dim p As PLOP = Nothing

Catch ex As PLOPlibException
==>
Catch ex As PLOPException


ASP.NET:
Dim plop As PLOPlib
==>
Dim plop As PLOP

plop = New PLOPlib()
==>
plop = New PLOP()

Catch err As PLOPlibException
==>
Catch err As PLOPException



====================
PLOP and PLOP DS 4.0
====================
Deprecated Function:

PLOP_open_document_mem(): use PLOP_create_pvf() and PLOP_open_document()


====================
PLOP and PLOP DS 3.0
====================

PLOP Library
------------
Deprecated Functions:

PLOP_open_file(): use PLOP_open_document()
PLOP_open_callback(): use PLOP_open_document_callback()
PLOP_open_mem(): use PLOP_open_document_mem()
PLOP_close(): use PLOP_close_document()

PLOP_get_value(): use PLOP_pcos_get_numer()
PLOP_set_value(): was unused anyway
PLOP_get_parameter(): use PLOP_pcos_get_string()
PLOP_set_parameter(): use PLOP_set_option()


PLOP command-line tool
----------------------
The command-line option syntax has been changed. Command lines written
for PLOP 2 must be modified for PLOP 3. See the PLOP manual for details.







PLOP-5.1p1-SunOS-AMD64/doc/plop/readme-static-pkcs11.txt

===================================================================
Building an application using PLOP DS with a static PKCS#11 library
===================================================================

This document covers the build process for PLOP DS
when using the special PLOP DS build for static linking with a
PKCS#11 library.

Static linking of a PKCS#11 module
----------------------------------

PLOP DS normally loads a PKCS#11 library dynamically at runtime for
"engine=pkcs#11". For various reasons it might be desirable to build
an application that uses the PLOP DS library together with a statically
linked PKCS#11 library. For this purpose a special PLOP DS build
configuration is available.

With the build configuration the only difference to the normal
linking procedure is the addition of the custom PKCS#11 object module
to the linker command line.







PLOP-5.1p1-SunOS-AMD64/licensekeys.txt

PDFlib license file 1.0

# This is a license file template for PDFlib GmbH products.
# Replace the 0 in the third column with your actual license key.

PLOP		5.1		0

# You can place keys for other PDFlib GmbH products here as well.
# 
#TET		4.3		...






