


    

	
		skip navigation

		
			
			DE
			
				
			
		

			
	
		Suche:
	


	










		
			
			
			
			
			
			
			
			
			
			
			
			
			
		


		

		

	






	Products	Product Overview
	PDFlib Product Family	What is PDFlib?
	PDFlib
	PDFlib+PDI
	PDFlib Personalization Server (PPS)
	Comparison PDFlib/PDFlib+PDI/PPS
	What's new in PDFlib 10?
	PDFlib 10 Features
	Deprecated API Methods and Options
	Prices


	TET	Overview
	New Features
	Features
	Advantages for Text Extraction
	Advantages for Image Extraction
	How to use TET
	Prices


	TET PDF IFilter	Overview
	Features
	Prices


	TET Plugin
	PLOP	Features
	Prices


	PLOP DS	Features
	Prices


	pCOS Interface
	FontReporter


	Download	PDFlib Product Family
	Block Plugin
	TET
	TET PDF IFilter
	TET Plugin
	PLOP and PLOP DS
	Free Software	TET Plugin
	FontReporter


	CMaps
	Block Plugin 5


	Licensing & Support	Licensing
	Support
	Support Details
	License Keys and Minor Releases
	Major Updates
	Minor Updates
	Updating to PDFlib 10
	Product Lifetime
	Premium Licenses
	Opening a Support Case


	Cookbooks	PDFlib Cookbook
	TET Cookbook
	pCOS Cookbook


	Documentation	Manuals
	HowTos
	AIX Binaries on System i


	PDF Knowledge Base	PDF 2.0	What to expect from PDF 2.0?
	Existing Acrobat Features
	Existing Features from PDF Standards
	New Capabilities
	Deprecated Features
	What's missing in PDF 2.0?


	PDF Password Security	PDF Password Security
	Encryption
	Permissions
	Recommendations


	PDF Certificate Security	PDF Certificate Security
	CMS Enveloped Data
	Cryptographic Details
	Use Cases


	PDF/A	The PDF/A Standards
	Technical Concepts
	PDF/A Viewers
	Processing PDF/A
	PDF/A in PDFlib products


	PDF/UA	The PDF/UA Standard
	WCAG 2.0
	Tagged PDF Basics
	Requirements
	Matterhorn Protocol
	PDF/UA Readers
	PDF/UA in PDFlib


	PDF/VT
	PDF/X-6
	PDF/X Output Intents
	ZUGFeRD and Factur-X
	XMP	XMP Overview
	XMP in PDF/A
	Free XMP Validator




	About Us	PDFTron acquires PDFlib
	Contact
	Site Notice
	Privacy Policy


	Buy	Direct Sales	Order Process
	Purchase order forms
	Volume discounts
	VAT


	Online Shop	PDFlib, PDFlib+PDI, PPS
	PDFlib TET
	PDFlib TET PDF IFilter
	PDFlib PLOP
	PDFlib PLOP DS


	Resellers





	



    
    	
            
                


				
									
					





    
        
    


				
				
						Products	Product Overview
	PDFlib Product Family	What is PDFlib?
	PDFlib
	PDFlib+PDI
	PDFlib Personalization Server (PPS)
	Comparison PDFlib/PDFlib+PDI/PPS
	What's new in PDFlib 10?
	PDFlib 10 Features
	Deprecated API Methods and Options
	Prices


	TET	Overview
	New Features
	Features
	Advantages for Text Extraction
	Advantages for Image Extraction
	How to use TET
	Prices


	TET PDF IFilter	Overview
	Features
	Prices


	TET Plugin
	PLOP	Features
	Prices


	PLOP DS	Features
	Prices


	pCOS Interface
	FontReporter


	Download	PDFlib Product Family
	Block Plugin
	TET
	TET PDF IFilter
	TET Plugin
	PLOP and PLOP DS
	Free Software	TET Plugin
	FontReporter


	CMaps
	Block Plugin 5


	Licensing & Support	Licensing
	Support
	Support Details
	License Keys and Minor Releases
	Major Updates
	Minor Updates
	Updating to PDFlib 10
	Product Lifetime
	Premium Licenses
	Opening a Support Case


	Cookbooks	PDFlib Cookbook
	TET Cookbook
	pCOS Cookbook


	Documentation	Manuals
	HowTos
	AIX Binaries on System i


	PDF Knowledge Base	PDF 2.0	What to expect from PDF 2.0?
	Existing Acrobat Features
	Existing Features from PDF Standards
	New Capabilities
	Deprecated Features
	What's missing in PDF 2.0?


	PDF Password Security	PDF Password Security
	Encryption
	Permissions
	Recommendations


	PDF Certificate Security	PDF Certificate Security
	CMS Enveloped Data
	Cryptographic Details
	Use Cases


	PDF/A	The PDF/A Standards
	Technical Concepts
	PDF/A Viewers
	Processing PDF/A
	PDF/A in PDFlib products


	PDF/UA	The PDF/UA Standard
	WCAG 2.0
	Tagged PDF Basics
	Requirements
	Matterhorn Protocol
	PDF/UA Readers
	PDF/UA in PDFlib


	PDF/VT
	PDF/X-6
	PDF/X Output Intents
	ZUGFeRD and Factur-X
	XMP	XMP Overview
	XMP in PDF/A
	Free XMP Validator




	About Us	PDFTron acquires PDFlib
	Contact
	Site Notice
	Privacy Policy


	Buy	Direct Sales	Order Process
	Purchase order forms
	Volume discounts
	VAT


	Online Shop	PDFlib, PDFlib+PDI, PPS
	PDFlib TET
	PDFlib TET PDF IFilter
	PDFlib PLOP
	PDFlib PLOP DS


	Resellers



	


	










		
			
			
			
			
			
			
			
			
			
			
			
			
			
		


		

		

	








						 Deutsch 


				
			


            

                
	

	

		
				

	
		
			
				Encryption

				
					
							
								
									
										
												
											
									
									
										
									
									
									
									
										
									

								
							
						
				
			

		

	


			

			PDFlib GmbH



	PDF Knowledge Base

	PDF Password Security

	Encryption


				
					

						
						
    

            
                
                
                    



                
                
                    

    
        
            

    
            
                Encryption Algorithms and Key Lengths
            

        



            



            



        
    



                
                

    PDF encryption makes use of the following encryption algorithms:
	RC4, a symmetric stream cipher (i.e. the same algorithm can be used to encrypt and decrypt). RC4 no longer offers adequate security and has been deprecated in PDF 2.0.
	AES (Advanced Encryption Standard) specified in the standard FIPS-197. AES is a modern block cipher which is used in a variety of applications.

Since the actual encryption keys are unwieldy binary sequences, they are derived from more user-friendly passwords which consist of plain characters. In the course of PDF and Acrobat development the PDF encryption methods have been enhanced to use stronger algorithms, longer encryption keys, and more sophisticated passwords.
	Encryption algorithms, key length, and password length in PDF versions

	PDF and Acrobat version	encryption algorithm and key length	max. password length and 			password encoding
 			
	PDF 1.1 - 1.3 (Acrobat 2-4)	RC4 40-bit (weak, should not be used)	32 characters (Latin-1)
	PDF 1.4 (Acrobat 5)	RC4 128-bit(weak, should not be used)	32 characters (Latin-1)
	PDF 1.5 (Acrobat 6)	same as PDF 1.4, but different application of encryption method (weak, should not be used)	32 characters (Latin-1)
	PDF 1.6 (Acrobat 7) and PDF 1.7 = ISO 32000-1 (Acrobat 8)	AES-128	32 characters (Latin-1)
	PDF 1.7 Adobe Extension Level 3 (Acrobat 9)	AES-256 with shortcomings in password handling (weak; deprecated in PDF 2.0)	127 UTF-8 bytes (Unicode)
	PDF 1.7 Adobe Extension Level 8 (Acrobat X/XI/DC) and PDF 2.0 = ISO 32000-2
	AES-256 with improved password handling	127 UTF-8 bytes (Unicode)
	Future extension of PDF 2.0	AES-256 in Galois Counter Mode (GCM)	127 UTF-8 bytes (Unicode)

 

PDF encryption doesn’t apply the user or master password directly for encrypting the document contents, but calculates an encryption key from the password and other parameters including the permission settings. The length of the encryption key used for actually encrypting the document is independent from the length of the password (see table above).
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    PDF encryption internally works with encryption keys of 40, 128, or 256 bit depending on the PDF version. The binary encryption key is derived from a password provided by the user. The password is subject to length and encoding constraints:
	Up to PDF 1.7 (ISO 32000-1) passwords were restricted to a maximum length of 32 characters and could contain only characters from the Latin-1 encoding.
	PDF 1.7 Adobe Extension Level 3 introduced Unicode characters and bumped the maximum length to 127 bytes in the UTF-8 representation of the password. Since UTF-8 encodes characters with a variable length of 1-4 bytes the allowed number of Unicode characters in the password is less than 127 if it contains non-ASCII characters. For example, since Japanese characters usually require 3 bytes in UTF-8 representation, up to 42 Japanese characters can be used in passwords.

In order to avoid ambiguities, Unicode passwords are normalized by a process called SASLprep (specified in RFC 4013 based on Stringprep in RFC 3454). This process eliminates non-text characters and normalizes certain character classes (e.g. non-ASCII space characters are mapped to the ASCII space character U+0020). The password is normalized to Unicode normalization form NFKC, and special bidirectional processing is applied to avoid ambiguities which may otherwise arise if right-to-left and left-to-right characters are mixed in a password.


The strength of PDF encryption is not only determined by the length of the encryption key, but also by the length and quality of the password. It is widely known that names, plain words, etc. should not be used as passwords since these can easily be guessed or systematically tried using a so-called dictionary attack. Surveys have shown that a significant number of passwords are chosen to be the spouse’s or pet’s name, the user’s birthday, the children’s nickname etc., and can therefore easily be guessed.


Please see here for more detailed recommendation regarding secure PDF password protection. 
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